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ABSTRACT

Biometric authentication systems have been extensively used in numerous applications

of different fields in order to provide secure access to different resources. These systems

recognize an individual by means of physiological traits such as fingerprint, face, iris, ear,

etc., or behavioral traits such as gait, signature, voice, etc. These traits possess unique

and permanent features and are capable of distinguishing the identity of an individual from

others in a biometric system. Biometric authentication systems have several advantages

over the conventional authentication systems which mainly rely on passwords and tokens.

In conventional authentication systems, there is an ample number of possibilities where

a password or token can be stolen by an adversary. In addition, the user has to always

remember the password or token or carry the card for authentication purposes. In contrast,

as biometric traits are an integral part of the human body, there is no need to remember

anything as well as make any special efforts to carry them along for the purpose of using

them in the biometric authentication system.

Among all of these biometric traits, the fingerprint is one of the extensively used bio-

metric traits for authentication. This is due to several advantages, such as permanence, easy

to capture, uniqueness, etc., that it offers. In a fingerprint-based biometric system, informa-

tion of minutiae points is commonly utilized to compute the user template. The template

is further stored in the database for future authentication purposes. Although fingerprint

biometrics provides numerous advantages over the other biometric traits, it suffers from se-

curity and privacy issues of the stored user template. It has been discussed in the literature

that the reconstruction of the fingerprint image is feasible by means of a compromised fin-

gerprint based user template that basically contains the information of the minutiae points.

Consequently, this can cause a permanent identity loss to an individual as the fingerprint

biometrics is unchangeable if it is compromised. Therefore, it is crucial to protect the fin-

gerprint based user template in such a way that even if it is compromised, it is infeasible for

an adversary to reconstruct the original fingerprint image or features from it.

By keeping these issues in mind, we propose four different techniques to protect the fin-

gerprint based user template consisting of information of the minutiae points. The proposed



techniques are mainly based on a fuzzy vault scheme and non-invertible transformation. The

first work in the thesis proposes a template protection technique based on fuzzy vault and

a mechanism for selecting strong minutiae points during matching. In this work, we also

propose a method based on Principal Component Analysis (PCA) to align the fingerprint

images. In the second work, we propose a non-invertible transformation based technique

to protect the fingerprint based user template. In the technique, a user keyset is used as a

transformation parameter, and a PCA-based technique is utilized for the alignment purpose.

In the third work, transformed pair-polar structures of the minutiae are adopted to compute

an alignment-free, non-invertible, and singular point independent secure user template. In

this work, the secure template is obtained in binary form by mapping the transformed pair-

polar coordinates to a 3D grid and then permuting the binary strings. In the fourth work,

we directly make use of pair-polar coordinates without transformation and map them to a

3D grid. Thereafter, Discrete Fourier Transform (DFT) followed by permutation is used

to perform the non-invertible transformation. The technique provides a secure fingerprint

template and also significantly improves the overall recognition performance as compared

to previous techniques.

The user templates computed by means of the proposed work possess all the required

properties, viz., revocability, diversity, security, and performance, of a secure template. We

have analyzed the proposed techniques by considering various attack scenarios and have

found them robust and secure against different attacks. The experimental analysis of the

proposed techniques is performed on the publicly available fingerprint databases obtained

from various Fingerprint Verification Competitions (FVC), i.e., FVC2000, FVC2002, and

FVC2004. The experimentation shows highly promising results as compared to state-of-

the-art techniques and demonstrates the effectiveness of the proposed template protection

techniques.
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Chapter 1

Introduction

Establishing a person’s identity is a crucial task to provide security against illegitimate

access to different resources and applications. The identity recognition of a person can be

done by utilizing the three different kinds of information as discussed in [11, 12], and these

are (i) the knowledge, (ii) the possession, and (iii) the person’s physiological and behavioral

characteristics. In the first category, a person knows some confidential information such as

password, key, PIN, etc., through which the identification process is done. In the second

category, a person is identified with the help of a physical token such as smart card, driving

license, etc. In the last category, the identification of a person is made using the physiologi-

cal and behavioral traits (characteristics) of a person, and these characteristics are known as

biometrics. The recognition systems that are based on biometrics have many leverages over

the knowledge-based and possession-based recognition systems. The biometric information

of a person is non-changeable, non-shareable, and impossible to steal, making it a highly

reliable way to identify a person as compared to knowledge-based and possession-based

recognition systems.

Biometric authentication systems establish the identity of a person based on his/her

physiological and behavioral biometric traits. The physiological biometric traits include

1



CHAPTER 1. INTRODUCTION

Biometric Traits

Physiological traits Behavioral traits

Fingerprint Iris

Face Ear

Gait

Voice

Signature

Figure 1.1: A few examples of physiological and behavioral biometric traits/characteristics
(Biometric samples are taken from FVC2002 fingerprint database [1], CASIA Iris database
[2], FEI Face database [3], and IITD Ear database [4], these images are used throughout the
chapter for representation purposes).

face, fingerprint, ear, iris, palm print, etc., whereas the behavioral biometric traits consist of

signature, gait, keystroke dynamics, voice, etc. A few examples of various biometric traits,

both physiological as well as behavioral, have been depicted in Figure 1.1. Among differ-

ent biometric traits, the fingerprint is one of the extensively used physiological biometric

traits due to its permanence, uniqueness, and easiness of acquisition. A fingerprint contains

a continuous pattern of ridges and valleys that exhibit some unique features/characteristics

utilized to differentiate the identity of a person from others. These unique features are

called minutiae points, which are named as ridge end and ridge bifurcation. The point

where a ridge abruptly ends is called a ridge end, whereas the bifurcation is the point where

a ridge bifurcates into two different ridges. An example of a fingerprint image along with

different features marked on it is shown in Figure 1.2. In a fingerprint-based authentication
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(a)

Ridge-end

Bifurcation

Core point

Delta point

Minutiae

Minutiae

Singular

Singular

(b)

Figure 1.2: An example of (a) fingerprint image [1] and (b) the representation of minutiae
and singular points.

system, during enrollment, these distinctive features are extracted from the input fingerprint

image (it is known as the gallery image) and stored in the database. During the verification

stage, the features are again extracted from the fingerprint image acquired from the user at

that time (it is known as the probe image) and are matched with that of the stored gallery

template in the database to compute a matching score. This score is further used to de-

cide if the verification was successful or not. Similarly, a probe template is computed and

matched with all the stored templates in the database to recognize a person’s identity during

the identification stage. An overview of a fingerprint biometric system is shown in Figure

1.3. Although fingerprint-based biometric systems have several advantages over traditional

systems (for example, passwords/token-based systems), they face some challenges. Among

them, identity theft is a very important one, which causes a permanent loss of a person’s

fingerprint data. To prevent the identity theft of a person, different fingerprint template

protection techniques have been proposed in the literature. The following sections discuss
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Figure 1.3: Overview of a fingerprint biometric system.
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Figure 1.4: Different kinds of attacks at various points of a biometric system [5].

fingerprint template protection in detail.
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1.1 Fingerprint Template Protection

Biometric systems provide high-level security to different resources and applications of

various fields. However, these systems themselves have some security issues, which have

been discussed in detail in [5]. Figure 1.4 presents different kinds of attack scenarios which

are possible at various points in a biometric system and the same is very true for a fingerprint

based biometric systems as well. At point#6, the figure shows the possibility of intercepting

the biometric template stored in the database by an adversary. In the event of an attack,

if the adversary inspects the database and gets the original fingerprint template, it causes a

permanent identity loss of the person as the fingerprint information, or the biometric data

in general is immutable in nature. These acquired templates can be used to get illegitimate

access to the biometric system by an adversary. Further, in the case of an attack, these can

also be modified, which will restrict the access of the legitimate user to the biometric system.

In addition, it has been discussed in the literature [13, 14, 15, 16, 17] that the original

fingerprint information can be reconstructed from the fingerprint user template stored in the

database. A fingerprint template protection technique secures the user template stored in the

database and protects it against various attacks.

In order to secure the stored fingerprint template in the database, several techniques

known as fingerprint template protection/security techniques, have been discussed in the

literature. The primary concept behind these techniques is to store a non-invertible trans-

formed/encrypted fingerprint template instead of the original fingerprint template; hence, if

an attack occurs in the database, an adversary will be unable to recover the original informa-

tion of the fingerprint image from the template. According to the literature, the fingerprint

template protection technique can be mainly categorized into two types, namely, biometric

cryptosystems [9, 18], and cancelable biometrics [5, 19]. There are a few other techniques
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Figure 1.5: Classification of fingerprint template protection techniques.

of user template protection which are hybrid approaches (combination of cancelable ap-

proaches and cryptosystems or different cryptosystems) or based on homomorphic encryp-

tion. In Figure 1.5, different types of fingerprint template protection techniques are shown

in a hierarchical manner. Various techniques depicted in the figure are further discussed in a

concise manner in the next chapter under the literature review. As discussed in [20], a tem-

plate protection technique should possess four essential properties, which are revocability,

diversity, security, and performance. These properties along with various frameworks used

to analyze them, are discussed in detail in the following section.

1.2 Essential Properties of a Fingerprint Template Protec-

tion Technique

A fingerprint template protection technique should meet some important requirements,

such as revocability, diversity, security, and performance [20]. The following is a discussion
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on these critical properties of a template protection technique.

1.2.1 Revocability

The capacity to replace a stored secure template (compromised template) in the database

with a totally new secure template that is generated using the same biometric data but differ-

ent keys/parameters for altering the previous biometric template is termed as revocability.

Although these two secure templates, the one which got compromised and another newly

generated template, are generated using the same biometric data, they will not have any

significant similarities with each other. In order to verify the notion that a template protec-

tion technique exhibits revocability property some frameworks, such as [21, 22], have been

studied in the literature.

An attack scenario has been introduced in [21] to assess the revocability of an approach.

This attack scenario is known as a revoked template attack, and it involves attacking a

biometric system using a revoked template in two separate scenarios. In the first case,

known as a Type-I attack, the revoked template is matched with the replaced new tem-

plate, which is generated using the same fingerprint impression but different transforma-

tion keys/parameters. In the second case, known as a Type-II attack, a revoked template

is matched with the replaced new template, which is constructed using another fingerprint

impression of the same finger but different transformation keys/parameters. The results of

the Type-I and Type-II attack scenarios determine the effectiveness of a template protection

technique in terms of the revocability property. If the percentage of successful matches is

close to zero, the secure templates are considered revocable, and the technique is said to

meet the criteria of revocability.

In addition, a framework has been discussed in [22] to analyze the revocable capability

of secure templates in the case of iris biometric data. In this framework, the mean and
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(a) (b)

Figure 1.6: Representation of outcomes to assess the unlinkability of a Biometric Template
Protection (BTP) technique using two different frameworks [6, 7].

variance of genuine, imposter, and pseudo-imposter scores are calculated. The pseudo-

imposter scores are calculated by matching the two secure templates that are constructed

using the same image but different transformation keys. According to [22], if the mean and

variance values of pseudo-imposter scores are distinct from that of genuine scores and are

close to imposter scores, then the user templates are considered revocable, and the template

protection technique is considered adhering to the revocability property.

1.2.2 Diversity

According to the property of diversity (also known as unlinkability), the secure tem-

plates that are generated using a template protection technique for the same biometric im-

pression and using different keys/parameters of transformation should be unlikable to each

other. In other words, there should be no similarity between the secure templates computed

using the same biometric data. In such cases, a template stored in the database can be

easily replaced with a completely new and different template in the event of an attack on

the database. To demonstrate unlinkability or diversity property, a few frameworks such as

proposed in [6, 7] have been discussed in the literature.
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In [6], Gomez-Barrero et al. have introduced a new generalized framework to analyze

template protection in the light of unlinkability. The framework computes two matching

score distributions, namely, mated and non-mated matching score distributions. The mated

score distribution is computed after matching the templates obtained from the same impres-

sion of a finger and by using different keys/parameters of the transformation function. On

the other hand, non-mated score distribution is computed by matching the templates ob-

tained from different impressions of the different fingers and different keys/parameters of

the transformation function. If these two distributions overlap, as shown in Figure 1.6(a), a

template protection technique is said to exhibit the unlinkability property and the templates

are considered unlinkable.

Another framework to analyze the unlinkability property is being discussed in [7]. By

considering the given template protection technique, the two different rates, i.e., False Cross

Match Rate (FCMR) and False Non-Cross Match Rate (FNCMR), are computed. Here,

FCMR denotes the rate of successful matching between non-mated samples (as discussed in

[6]), whereas FNCMR denotes the rate of unsuccessful matching between mated samples.

As shown in Figure 1.6(b), the values of FNCMR and FCMR for various thresholds are

plotted against each other. According to the framework discussed in [7], if the plot of

FNCMR-Vs-FCMR nearly overlaps with the plot of FCMR+FNCMR=1, then the given

biometric template protection technique adheres to unlinkability.

1.2.3 Security

According to this property, the biometric template protection technique must be capable

of preventing data breaches and unauthorized access to the biometric system. To ensure

the privacy of the original biometric data, the encrypted/transformed template must adhere

to the non-invertibility property. This assures that an intruder cannot recover the original
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biometric data (e.g., fingerprint impression) from a compromised template.

In an attack scenario, known as a brute force attack, an attacker may attempt to guess

the original template from the compromised template by attempting all conceivable permu-

tations. To secure the user template from such an attempt, the transformed user template

should be constructed in such a way that an intruder finds it computationally impossible to

predict the original biometric data by performing the brute force attack.

Furthermore, if an intruder has prior knowledge of matching score calculation as well as

the minimum necessary matching score to get access, he/she may be able to get illegitimate

access to the biometric system by applying the false accept attack. In this attack scenario, an

intruder tries to guess the combination in such a way that the final matching score is close

to the minimum necessary matching score, thus reducing the number of available combi-

nations as compared to a brute force attack. To handle this attack scenario, a transformed

user template should be built in such a manner that guessing the original template becomes

computationally impossible, even if the number of alternatives to try are lower than that

required in a brute force attack.

Now, assume that an intruder obtains multiple templates that are calculated using the

same biometric data. In that case, it is possible that the intruder may try to link these tem-

plates to get the knowledge about the original biometric data, which may then be used to gain

access to a biometric system. This attack scenario is known as an Attack via Record Mul-

tiplicity (ARM) scenario. To handle this attack, the created transformed templates should

not have any linking between themselves which may reveal information about the original

biometric data.

10
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1.2.4 Performance

This is one of the most crucial requirements of a template protection technique.

The recognition performance of a biometric system may suffer due to the encryp-

tion/transformation performed on the original biometric information in order to provide

protection against the identity theft. Therefore, encryption/transformation should be used in

such a way that the performance of a biometric system should not be compromised in order

to develop a robust and effective template protection technique. There are a few metrics that

have been widely used in the literature to measure the performance of a biometric system.

These performance metrics are Genuine Acceptance Rate (GAR), False Acceptance Rate

(FAR), False Rejection Rate (FRR), and Equal Error Rate (EER).

• Genuine Acceptance Rate (GAR): GAR depicts the capability of a biometric system

to correctly accept a genuine user. It is computed as the ratio of the truly accepted

genuine users and the total number of genuine comparisons.

• False Acceptance Rate (FAR): FAR represents the rate at which a biometric system

falsely accepts an imposter. It is computed as the ratio of the falsely accepted im-

posters and the total number of imposter comparisons. FAR is sometimes denoted as

False Match Rate (FMR).

• False Rejection Rate (FRR): FRR represents the rate at which a biometric system

falsely rejects a genuine user. It is computed as the ratio of the falsely rejected genuine

user and the total number of genuine comparisons. The FRR is sometimes denoted as

False Non-Match Rate (FNMR). The GAR and the FRR are related by the following

formulae, FRR = 1− GAR.

• Equal Error Rate (EER): EER denotes the rate at which the value of FAR and FRR

11
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Figure 1.7: The threshold Vs. FAR/FRR plots where the intersection of FAR and FRR
represents the value of EER.

becomes equal, as depicted in Figure 1.7. The value of EER close to zero represents

a highly robust and effective biometric system in terms of the performance.

In addition, there are a few statistical analysis based metrics, which are utilized to assess

the performance of a biometric system. These metrics are used to depict the significant dis-

tinctiveness between the genuine and imposter score distributions. In the case of template

protection, these metrics dictate the effectiveness of the considered template protection tech-

nique. A brief discussion on two statistical metrics is provided below.

• Kolmogorov-Smirnov (KS) test [23]: It is a non-parametric and distribution-free

statistical test to find out the difference between the two sets of samples. The value

of the KS-test varies in the range of [0, 1], where a lower value shows that the two

sets are completely similar to each other whereas a higher value shows that the two

sets are significantly different from each other. In the analysis of a biometric system,

genuine and imposter scores are used as the two input sets to the KS-test. Therefore,
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if the value of KS-test is close to 1, it shows that the genuine and imposter score

distributions are significantly different from each other for the biometric system and

the approach is efficient in terms of the performance.

• Student’s t-test [24]: It is a statistical hypothesis test used to show the significant

difference between two sets of observations. In the case of a biometric system, these

two sets are genuine and imposter scores. In the t-test, if the value of |t− stat|

is greater than the value of t − critical, then the null hypothesis is rejected and it

represents that the input samples are significantly different from each other. This

substantiates that the genuine and imposter distributions are well-separated from each

other and the biometric system is efficient in terms of the performance.

1.3 Motivation and Objectives

Fingerprint biometrics is most extensively used among various physiological biometric

traits as it is convenient to capture, easy to process, and is found to be persistent. Fingerprint-

based authentication systems [20] mainly rely on the information of minutiae and singular

points. In a typical fingerprint-based authentication system, the information of minutiae

(i.e., location and orientation values of a minutia point) is usually stored in the database

to authenticate a person. In such systems, when an attack happens on the database and

the stored information is compromised, it is possible to reconstruct the original fingerprint

image using the compromised fingerprint user template [13, 15, 16, 17]. Further, in [14],

a method describes that even an original fingerprint can be computed by using a minutiae

template of ISO standard. This vulnerability may cause a permanent identity loss for an

individual as the fingerprint information is unique and unchangeable for a person, if it is

compromised. Further, the compromised template may be used to get illegitimate access to
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a fingerprint system. Due to these security and privacy concerns, it is crucial to construct

the fingerprint user template in such a way that it is infeasible to reconstruct the fingerprint

image from the compromised template. This is the primary motivation of this thesis and it

has aimed at developing fingerprint template protection techniques to prevent the issue of

identity theft and permanent identity loss.

Most of the fingerprint template protection techniques proposed in the literature provide

reasonable security to the users’ data. Nevertheless, they have limitations in terms of non-

invertibility and revocability issues, challenges in aligning the gallery and probe fingerprint

images while matching, loss of discriminative features of fingerprints due to transforma-

tions, singular point dependency, etc. The thesis deals with all these issues and proposes

techniques to handle them. A few works presented in this thesis utilize the location of the

singular point of the fingerprint image for alignment purposes; however, this dependency

has been eliminated in the other techniques presented in the later part of the thesis. The pro-

posed techniques are based on fuzzy vault scheme (i.e., the part of biometric cryptosystems)

and non-invertible transformation (i.e., the part of cancelable biometrics), and have been an-

alyzed in terms of the four essential properties, namely, revocability, diversity, security, and

performance. In the techniques, matching is performed in the transformed (encrypted) do-

main which ensures the security of the original fingerprint features. Multiple unique secure

templates can be constructed by means of the same fingerprint image and by using different

user-specific keys. This allows diversity in the generated secure user templates stored in

various fingerprint systems as well as enables the capability of revoking the compromised

templates. The secure templates are computed in such a way that the reconstruction of

original fingerprint information from a compromised template is infeasible by an adversary.

In addition, predicting the final secure template to get illegitimate access is also compu-

tationally infeasible in the proposed techniques. Although the fingerprint matching in the
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Table 1.1: The information of various fingerprint databases

Databases Sensors Image size Subjects × Samples Resolution
FVC2000 DB2 Low-cost capacitive 256× 364 100× 8 = 800 500 dpi
FVC2002 DB1 Optical 388× 374 100× 8 = 800 500 dpi
FVC2002 DB2 Optical 296× 560 100× 8 = 800 569 dpi
FVC2002 DB3 Capacitive 300× 300 100× 8 = 800 500 dpi
FVC2002 DB4 SFinGe v2.51 288× 384 100× 8 = 800 ≈500 dpi
FVC2004 DB1 Optical 640× 480 100× 8 = 800 500 dpi
FVC2004 DB2 Optical 328× 364 100× 8 = 800 500 dpi

proposed techniques is performed in the transformed domain, the recognition performances

of the techniques are not compromised due to the applied transformations.

1.4 Various Fingerprint Databases and Evaluation Proto-

cols

1.4.1 Databases used for evaluation

The seven publicly available fingerprint databases, viz., FVC2000 DB2 [25], FVC2002

(DB1, DB2, DB3, DB4) [1], and FVC2004 (DB1, DB2) [26] have been utilized to eval-

uate the performance of the proposed techniques in this thesis. These databases are the

part of first, second, and third Fingerprint Verification Competitions (FVCs). Each of these

databases contains 800 fingerprint images acquired from 100 subjects where for each sub-

ject, there are 8 samples present in the database. The summary of these databases is provided

in Table 1.1. Minutiae extraction from the fingerprint images is performed using Verifinger-

SDK (Demo version) [27]. The technique proposed in [28] is being utilized to find the

locations of the singular points in a fingerprint image. As this technique is not efficient

in detecting the location of singular points in arch-type fingerprint images, the technique

proposed in [29] is utilized to locate the singular points in such images.
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1.4.2 Evaluation protocols

In order to compute the values of various performance measures discussed in Section

1.2.4, two standard evaluation protocols, namely, 1-vs-1 and FVC protocols, have been uti-

lized in the proposed techniques. A brief description of these protocols is provided in this

section. In the case of 1-vs-1 protocol, the percentage value of FRR and genuine score dis-

tribution are computed by matching the first sample of each subject to the second sample of

the same subject in a database. In contrast, every sample of each subject is matched with all

the remaining samples of the same subject (excluding duplicate pairs) to compute the FRR

and genuine score distribution in the case of the FVC protocol. In order to compute FAR,

the first sample of each subject is matched with the first sample of all the remaining subjects

in the database and it is the same for both protocols. Each database used in the experi-

mentation contains the fingerprint images of 100 subjects, where each subject is having 8

samples. Therefore, the total number of genuine comparisons would be 100 and 2800 (i.e.,

8×7
2
×100) for 1-vs-1 and FVC protocols, respectively, whereas 4950 (i.e., 100×99

2
) imposter

comparisons would be carried out in the case of both 1-vs-1 and FVC protocols. All the

proposed techniques are evaluated by means of the aforementioned protocols and databases

on a machine having Intel® Core(TM) i5-7500 CPU @ 3.40GHz 3.41GHz and 8GB RAM.

The implementation of the proposed techniques has been done using MATLAB® R2019a.

1.5 Thesis Contributions

The thesis proposes four fingerprint template protection techniques. Out of these, one

technique falls under the biometric cryptosystems category whereas the rest of them belong

to the cancelable biometrics category. The techniques offer revocability, unlinkability, and

security of the biometric template without compromising the recognition performance of
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the system. Further, the infeasibility of reconstructing the original fingerprint information

from a compromised template is ensured in the proposed techniques and they are capable of

efficiently handling different types of attacks on a fingerprint based biometric system. The

four contributions of the thesis are briefly discussed below.

1.5.1 Securing a fingerprint template using fuzzy vault

In this work, a technique which is motivated from the fingerprint fuzzy vault implemen-

tation [30], is presented to secure the fingerprint template. In the technique, well-separated

and filtered minutiae are used in order to generate a fuzzy vault. Further, an efficient ap-

proach is adapted to filter out the genuine minutiae during vault decoding phase by means

of the relative distances of minutiae from the singular point. It is observed that the align-

ment of fingerprints is one of the critical issues encountered during the matching stage in a

fingerprint based biometric system. To handle this, a Principal Component Analysis (PCA)

based alignment approach is proposed in order to align the galley and probe fingerprint im-

ages during matching as shown in Figure 1.8. The obtained results show that the proposed

PCA based approach performs quite well as compared to other existing approaches such as

[30]. In the proposed PCA based alignment approach, principal components are computed

for a thinned fingerprint image (i.e., gallery or probe fingerprint images) considering the

locations of the pixels as the input distribution. Subsequently, the minutiae points of the

image are projected along the directions of the principal components to achieve a unique

representation. The same procedure is adopted for both gallery and probe fingerprint im-

ages before encoding and decoding of the fuzzy vault. The advantage of the proposed PCA

based alignment is that there is no need to store any auxiliary information in the database in

order to align the fingerprint images during verification, unlike the curvature point based ap-

proach proposed in [30]. The obtained values of FAR(%) and FRR(%) are also improved as
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Figure 1.8: Different steps followed to align the fingerprint images using PCA.

compared to a few of the existing techniques based on the biometric cryptosystems, which

shows the effectiveness of the proposed technique.

1.5.2 A non-invertible transformation based technique to protect a fin-

gerprint template

The previously presented technique based on fuzzy vault has performed pretty well as

compared to the existing techniques based on biometric cryptosystems. However, it lags in

terms of the performance when we compare it with the other existing techniques which are

based on cancelable biometrics. In addition, the templates produced are also found to be not

very diverse in the previous technique. Keeping these points in mind, this work proposes a

fingerprint template protection technique based on the non-invertible transformation that is

a sub-category of the cancelable biometrics. The non-invertible transformation is performed

on the original set of minutiae M = {(xi, yi, θi), i = 1, 2, ..., n} using a user-specific keyset

{d, α, d′} as depicted in Figure 1.9. In this technique, before performing the non-invertible

transformation, fingerprint images are aligned using a PCA based procedure which is sim-
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ilar to the one used in the previous technique. Further, in the technique, the transformed

locations of n minutiae are stored in the database as a secure user template.
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Figure 1.9: Computation of transformed location of minutia point mi.

The proposed technique ensures that even if the stored template is compromised, it is in-

feasible to reconstruct the original fingerprint information from the template. The technique

also proposes an approach to securely store the keyset in the system. In order to do that, the

XOR operation is being performed between the binary equivalent of the keyset and a user-

specific PIN, which would not be stored in the database. Due to this, only a legitimate user

can extract the original keyset values during the verification. The experimental analysis has

been performed in terms of revocability, unlinkability/diversity, security, and performance.

The obtained results show the effectiveness of the proposed technique as compared to the

existing techniques.

1.5.3 Adaptation of pair-polar structure to generate a secure finger-

print template

The technique discussed in the previous section is completely secure and effective; how-

ever, the computed secure template is not an alignment-free template. In the technique, it

19



CHAPTER 1. INTRODUCTION

𝑚𝑖

𝑚𝑗

𝑑𝑖𝑗

𝛽𝑖𝑗

𝛼𝑖𝑗
𝛼𝑖𝑘

𝛽𝑖𝑘

𝑑𝑖𝑘

𝑚𝑘

𝜃𝑖

𝑥

𝑦

𝜃𝑗

𝜃𝑘

(𝑥𝑗, 𝑦𝑗 , 𝜃𝑗)

(𝑥𝑖 , 𝑦𝑖 , 𝜃𝑖)

(𝑥𝑘, 𝑦𝑘, 𝜃𝑘)
𝑥′

Figure 1.10: Representation of pair-polar minutiae structure with respect to a minutiae mi.

is necessary to align the gallery and probe fingerprint images to be matched perfectly. This

adds an extra step in the technique and even sometimes decreases the performance. To over-

come this, an alignment-free fingerprint template protection technique is proposed in this

work, which generates a rotation and translation-invariant secure template. The presented

technique utilizes the pair-polar structure of the minutiae and computes a secure binary tem-

plate by mapping the transformed pair-polar coordinates to a 3D grid with respect to each

minutia. An example of a pair-polar structure with respect to a minutia mi is shown in

Figure 1.10. Further, the 3D grids obtained corresponding to each minutia are sequentially

unfolded and stored in the database after performing a random permutation. The transfor-

mation of pair-polar coordinates is non-invertible, preventing the reconstruction of original

fingerprint images from the transformed pair-polar structures. An example depicting the

non-invertible transformation of pair-polar coordinates is shown in Figure 1.11.

The proposed technique has been tested on six publicly available fingerprint databases

under the stolen-key attack and plain-key verification scenarios. It is seen that the technique

attains 0% EER for all the databases under the plain-key verification scenarios. Further,
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Figure 1.11: An example representing the transformation of pair-polar minutiae coordinates.

the percentage values of EER under the stolen-key attack scenario are also found to be

superior to the same obtained in the existing techniques on different databases. The results

are analyzed in terms of the aforementioned four essential requirements, and the analysis

clearly demonstrates the efficacy of the proposed technique.

1.5.4 Generation of secure fingerprint template using pair-polar struc-

ture of minutiae and DFT

In the aforementioned proposed technique, the non-invertible transformation is per-

formed on the original pair-polar structures before mapping them into a 3D grid. In the

technique, performance degrades a bit due to the transformation of the original features.

However, if the non-invertible transformation is applied on the binary template obtained by

mapping of original features directly into the 3D grid, performance is found to improve in
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Figure 1.12: A block diagram representing the various steps involved in the generation of
secure fingerprint template using pair-polar structure and DFT.

comparison to the same obtained when a transformation is performed on the original fea-

tures. This has been demonstrated in the technique proposed in this section with the help

of a Discrete Fourier Transform (DFT) based non-invertible transformation. In the process,

the N -point DFT of the binary template is computed and further binarized by means of

the real and imaginary parts of the DFT. It can be clearly seen that the reconstruction of

the original binary string from the binarized Fourier spectrum is infeasible as there can be

infinite possibilities to do that. In the technique, the secure binary strings (i.e., binarized

Fourier spectrum) corresponding to n minutiae are stored in the database as a user template

after performing a random permutation on each secure binary string. The proposed tech-

nique has been tested on four publicly available fingerprint databases under the stolen-key

attack and the plain-key verification scenarios. The technique attains 0% EER on all the

databases under the plain-key verification scenario. Further, the EER values obtained under

the stolen-key attack scenario are also found to be superior as compared to the existing tech-

niques. The results are analyzed in terms of the aforementioned four essential requirements,

and the analysis clearly demonstrates the efficacy of the proposed technique.
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1.6 Thesis Organization

The rest of the thesis is organized as follows. In Chapter 2, a discussion on various

existing techniques related to the biometric template protection has been presented. These

existing approaches have been discussed by considering the categorization of biometric tem-

plate protection, such as biometric cryptosystems, cancelable biometrics, etc.

In Chapter 3, a fingerprint template protection technique based on the fingerprint fuzzy

vault implementation is proposed. The work also proposes a PCA based fingerprint align-

ment technique to perform efficient matching of the fingerprints during verification.

In Chapter 4, a non-invertible transformation based cancelable fingerprint template gen-

eration technique has been proposed, which also utilizes the PCA based alignment approach.

The performance under the stolen-key attack scenario and in the 1-vs-1 protocol is improved

in this technique.

In Chapter 5, an alignment-free non-invertible transformation based technique is pro-

posed which utilizes the pair-polar structures of minutiae points. In this work, the perfor-

mance is improved to quite an extent not only in the stolen-key and 1-vs-1 protocol scenarios

but also under the FVC protocol.

In Chapter 6, a template protection technique is proposed which further improves the

performance by utilizing a non-invertible transformation of binary template based on DFT.

The said binary template is computed by utilizing the original pair-polar structure of the

minutiae points instead of the transformed structures, unlike the work presented in the pre-

vious chapter.

In Chapter 7, the contributions of the thesis are summarized and a few possible future

directions have been presented.
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Chapter 2

Literature Review

In biometrics, the fingerprint is one of the extensively used biometric traits in order to

provide the secure authentication system for applications of various fields. Although finger-

print based authentication systems provide secure access control systems they suffer with a

critical issue of identity theft. It has been presented in the literature [13, 15, 16, 17] that the

reconstruction of the original fingerprint image is feasible by means of the compromised

user template by an adversary. Therefore, it is crucial to secure the original fingerprint tem-

plate before storing it in the database. In order to secure the original fingerprint template,

many fingerprint template protection techniques have been discussed in the literature. The

work available in the literature related to the area of fingerprint template protection can be

broadly classified into two categories which are biometric cryptosystems [9, 18], and cance-

lable biometrics [5, 19]. Further, there are a few more techniques discussed in the literature,

which are basically homomorphic encryption and hybrid approaches (a combination of can-

celable and cryptosystems or different cryptosystems). In Figure 1.5, various categories of

fingerprint template protection techniques are shown in a hierarchical manner. Further, in

this chapter, the existing template protection techniques corresponding to various categories

from the literature are discussed.
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2.1 Biometric Cryptosystems

Biometric cryptosystems [8, 9, 31] provide a way to secure the template by means of

combining the cryptographic key with the biometric data or directly generating it from the

biometric data during verification. In order to bind a key with the biometric data or to

directly retrieve it from the biometric data, a piece of public information is stored in the

database, which is called helper data [32]. The helper data is basically derived from the

biometric data and doesn’t disclose any fruitful information about the original biometric in

the event of an attack on the database. Hence, an encrypted form of biometric is involved in

the key-release process instead of the original biometric here and this makes the biometric

cryptosystems a secure biometric template protection technique.

Biometric cryptosystems provide a replacement to conventional (password-based) key-

release, where biometric data of an individual is utilized to release the key. This makes bio-

metric cryptosystems more secure than the password-based key-release as biometric data

is difficult to steal, forge, and share as compared to passwords. In conventional biometric

systems, the decision of accept or reject during the verification is taken based on the match-

ing score and a threshold value, which is a kind of fuzzy decision. On the other hand, in

the biometric cryptosystems, the decision is always binary and depends on the successful

release of the key. Biometric cryptosystems are mainly classified into two categories, i.e.,

key-binding schemes [8, 9, 18] and key-generation schemes [31]. In key-binding schemes,

a key is combined with the original biometrics of a user, and the constructed encrypted in-

formation is stored in the database. The stored information is later used as helper data for

the release of the key during verification. In contrast, a key is generated directly from the

biometric data itself instead of using a separate key in the case of key-generation schemes.

These schemes are further discussed in the following sections.
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Figure 2.1: A schematic block diagram representing the working of the key-binding scheme.

2.1.1 Key-binding schemes

Key-binding schemes are one of the categories of biometric cryptosystems, which are

defined in terms of the generation of helper data. In the key-binding scheme, the helper data

is generated by combining a key with the original gallery biometric template, then stored in

the database during the enrollment stage. The generated helper data would not reveal any

information about the original biometric template if it is stolen through an attack. During

the verification stage, the stored helper data and the probe biometric template is used to

compute the key, and if the key is successfully released, then the probe template would be

accepted; otherwise, it would be rejected. The working of key-binding scheme has been

depicted in Figure 2.1. Further, the key-binding schemes can be mainly divided into two

categories, which are fuzzy commitment scheme [8] and fuzzy vault scheme [9]. These

schemes have been discussed in the following subsections.

2.1.1.1 Fuzzy commitment scheme

Fuzzy commitment scheme is one of the examples of biometric cryptosystems based

on the key-binding strategy. This scheme combines the error-correcting codeword with

cryptography to secure the original biometric data of a user. It has been introduced by Juels

and Wattenberg in [8]. For proposing the scheme, the authors have taken an inspiration from
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the conventional bit commitment and have shown the application of it for secure biometric

authentication. In order to provide template security, the fuzzy commitment scheme utilizes

the binary form of the user’s biometric data. A brief description of the working of a fuzzy

commitment scheme considering both the enrollment and verification stages of a biometric

system is given below.

In order to implement the fuzzy commitment scheme, commitment function F is com-

puted in such a way that F (c, x) = (h(c), δ). Here, x is an n− bits binary string, which is

basically representing the witness (biometric data). Further, c ∈ C is a codeword of length

n − bits, which is generated using an error correction codeword, h(c) is the cryptographic

hash (e.g., SHA-1) of codeword c, and δ represents the difference between witness x and

codeword c. Hence, the difference δ can be written as δ = x − c. Now, the commitment

F (c, x) is stored in the database at the stage of enrollment. It is clear from the above dis-

cussion that just by knowing the h(c) and δ, it is infeasible to get back the original witness

(biometric data) x. Further, at the stage of verification, the value of the codeword c′ is com-

puted by taking the difference between a query biometric data x′ of length n − bits and

the stored binary vector δ, which is given as c′ = x′ − δ. Hence, if the query witness x′

closely resembles enrolled x (or belong to the genuine subject), then the hash of codeword

c′ (h(c′)) would be equal to the stored hash value h(c), showing the successful verification

otherwise, the verification would be considered unsuccessful. A block diagram representing

the working of the fuzzy commitment scheme is shown in Figure 2.2.

In the literature, there are many techniques proposed to secure the original templates of

different biometric traits, which are basically inspired by the general framework of fuzzy

commitment scheme [8]. In this section, we have included a brief description of a few

prominent works related to the fuzzy commitment scheme.

Teoh and Kim [18] have proposed an approach to generate the binary equivalent from
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Figure 2.2: A schematic block diagram representing the general working of the fuzzy com-
mitment scheme [8].

the fingerprint features. This approach is known as Randomized Dynamic Quantization

Transformation (RDQT), which has used finger-code [33] as an input feature of the fin-

gerprint biometric. RDQT consists of three steps, viz., random projection, quantization,

and condensation. First, features are randomly projected onto a vector by using an under-

determined linear system of equations. This is followed by quantization to generate the

binary equivalent of the feature vector. Finally, condensation is performed which elimi-

nates the perturbations in binary strings, if they exist. Further, the obtained binary vector

is secured by using the fuzzy commitment scheme, where a concatenated codewords, viz.,

Hadamard and Reed-Solomon codes are used. In [34], a theoretical analysis has been dis-

cussed for choosing the best suitable error correction codeword to secure different types of

biometric data by means of a fuzzy commitment scheme. In this work, the authors have

discussed about the upper bound of the error-correcting capacity of a codeword along with

the min-sum decoding algorithm for an error correction codeword. In the end, the authors

have tested the theoretical findings on fingerprint and iris biometric databases to establish

the empirical proof of the theoretical study.

In [35], a cryptosystem based on fuzzy commitment has been proposed to secure the
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fingerprint template. In order to accomplish it, first, minutiae information (i.e., locations

and orientation values) is extracted and represented in the form of a delta function. Sub-

sequently, the Fourier spectrum corresponding to the delta function is computed. Further,

the obtained Fourier spectrum is quantized using the polar logarithmic grid to compute the

binary representation, called as Binarized Phase Spectrum (BiPS). In this work, a method to

extract reliable bits has also been proposed. This reliable binary vector is secured by using

the fuzzy commitment scheme, which utilizes turbo codes as an error correction codeword.

A new approach to calculate the binary vector from the fingerprint features has been dis-

cussed in [36]. In this work, minutiae triplet has been utilized to compute the binary vector.

In the process of generating binary string from minutiae triplets, more than one fingerprint

image is used for a single user. In addition, the generation of the binary vector is inspired by

the concept of user-specific questions, which is discussed in [37]. Further, in order to secure

the binary template using fuzzy commitment scheme, three different error correction code-

words, viz., BCH codes, Two-layer concatenated codes (BCH and Reed-Solomon codes),

and LDPC codes are used. Yadigar et al. in [38] have proposed a biometric cryptosystem by

combining the texture-based features of fingerprint images. These features include finger

code [33], Local Binary Pattern (LBP) [39], and Local Directional Pattern (LDP) [40]. All

of these features provide a binary vector as output obtained using the reliability-based bina-

rization method. Further, the binary vector has been secured by using the fuzzy commitment

scheme with the BCH and LDPC codes as error correction codewords in this work. In addi-

tion, the fusion of binary vectors generated from three different texture-based features has

also been performed in this work.

A fuzzy commitment scheme based fingerprint cryptosystem is proposed by Bentahar et

al. [41] to protect the information transmitted in the Internet of Things (IoT) applications. In

the technique, Discrete Wavelet Transform (DWT) is used to extract the binary vector from
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a fingerprint image. This produces a binary vector of length 96-bits, which is generated after

computing the DWT of 64 × 64 block of the fingerprint image around the core point. For

computing the commitment, a key of 48-bits is randomly generated and converted into the

96-bits long codeword using Hamming codes. This obtained codeword is further combined

with the binary biometric data. Due to this implementation, the transmission would take

place through an encrypted channel between the smart connected things, owner, and remote

server. In [42], authors have proposed a technique to provide the security to multi-server-

based E-healthcare systems by using biometrics. In order to protect the biometric data, a

fuzzy commitment scheme is used in this work. This scheme provides the error correction

capability to handle the intra-class variations which exist in the biometrics. Also, the can-

celable biometric templates are generated, which enables the revocable nature of biometric

templates. Shi et al. in [43] have proposed an approach to protect the fingerprint template,

which is used in the secure transmission of data in cloud-based IoT systems. The authors

have utilized fuzzy commitment schemes and BCH codes as an error correction codeword to

protect the original fingerprint data of the user. In order to extract the binary feature vector

from a fingerprint image, sector encoding has been used around the singular (core) point of

the fingerprint image in this technique.

2.1.1.2 Fuzzy vault scheme

Fuzzy vault is one of the biometric cryptosystems, which is based on the key-binding

approach. It is also one of the popular cryptosystems to secure the original biometric tem-

plate of a user. It is first introduced by Juels and Sudan in [9]. In the fuzzy vault scheme,

the biometric features, which can be in any order, are mapped to a polynomial, and these

mapped points along with a large number of chaff points are stored in the database as a vault.

The polynomial is generated by utilizing an error correction codeword and a cryptographic
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key. The query biometric features, which mostly overlap with the template biometric fea-

tures, can only successfully unlock the vault; otherwise, it is infeasible to unlock the vault.

Moreover, if the information stored in the vault is compromised, then the reconstruction

of the original biometric data is infeasible from the vault information. It ensures the pri-

vacy of users’ biometric data. Further, according to [9], the working of a fuzzy vault based

biometric cryptosystem is discussed below.

At the enrollment stage, the polynomial p is generated by using a secret key k in such

a way that the coefficients of the polynomial are derived from the key k, which can be

represented as p ←− k. Now, the biometric data A (it can be unordered as well) is mapped

to the polynomial p, i.e., p(A). Further, chaff points are added to hide the original points,

and the number of chaff points is always much greater (≫) than the number of points in A.

Chaff points are the points in the two-dimensional space, where the y-axis value should not

be lying on the polynomial p. Finally, the collection of {A, p(A)} and chaff points called

as vault VA are stored in the database. Here, the key idea is to generate a codeword for

generic error correction codeword to hide the secret key k, where the codeword is generated

by utilizing the biometric data A. Thus, during the verification stage, if biometric data B

sufficiently overlaps with A, then most of the genuine points can be filtered out from all the

vault points VA ({A, p(A)} and chaff points). Now, the polynomial p′ can be reconstructed

from these filtered genuine points using the error correction codeword. Further, secret key

k can be retrieved using the reconstructed polynomial p′; thus, the vault would be unlocked.

In contrast, if set B does not largely overlap with set A (i.e., the case of imposter), then

the secret key k would not be released successfully, and verification/authentication would

be unsuccessful. A block diagram representing the working of the fuzzy vault scheme is

shown in Figure 2.3. A few of the existing techniques related to the fuzzy vault scheme to

protect the original fingerprint template are discussed below.
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Figure 2.3: A schematic block diagram representing the general working of the fuzzy vault
scheme [9].

In [44], a fingerprint template protection technique based on fuzzy vault and Cyclic Re-

dundancy Check (CRC) has been proposed. In this work, the binary equivalents of locations

of minutiae are used to compute a set of integers, which are to be mapped in the polynomial.

The authors have utilized the alignment approach based on Iterative Closest Point (ICP) and

Lagrange polynomial interpolation to reconstruct the polynomial at the time of authentica-

tion. Nandkumar et al. have extended this work in [30] and have proposed a new approach

to filter the minutiae locations from the vault at the time of authentication, which they have

called coarse-filtering. In this work, the locations of minutiae points and orientation val-

ues are utilized and are mapped on the polynomial during the construction of the vault.

This work has also utilized an alignment approach based on the ICP and high curvature

points present in the fingerprint image. In [45], Nandkumar et al. have addressed the issues

with respect to a fuzzy vault scheme and developed the fuzzy vault by means of transformed

minutiae information (by using a password), making the approach revocable in nature. They

utilized CRC codes to check the error of extracted key during the authentication.
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Zhou et al. in [46], have presented a fingerprint fuzzy vault technique in which an extra

user-specific password is used to randomly compute the artificial minutiae that are combined

with the genuine minutiae to form the vault. In addition, the user-specific password has also

been utilized in this approach to calculate the hash of the secret key, which is used to encode

the polynomial. In [47], Yang et al. have proposed a technique based on bio-cryptosystem

and the modified version of the Voronoi Neighborhood Structure (VNS). The technique is

an alignment-free technique as it utilizes the VNS local structures of minutiae. In [48], the

authors have presented an approach that transforms the pair-wise minutiae features using

the user-specific password. Further, these features have been secured by utilizing the fuzzy

vault scheme. In [49], a detailed security analysis of minutiae-based fuzzy vault has been

given, and the minutiae locations centered on a hexagonal grid have been used to eliminate

the chances of cross-matching attack. Li and Hu have proposed a fuzzy vault based template

protection technique in [50] by utilizing the pair-polar structure of minutiae points. In this

technique, the number of the fuzzy vault for a fingerprint impression is equal to the total

number of minutiae because each minutia is considered as a reference point to compute the

pair-polar minutiae structures.

Neu et al. in [51], have presented an improvement in the fuzzy vault scheme by means

of minutia angles to eliminate the chances of correlation attack. In this work, authors have

also addressed a new attack scenario, which is the angle correlation attack and is occurred

due to the use of minutia angles. Mai et al. have discussed a biometric cryptosystem based

technique in [52] to protect a fused multi-modal biometric template. In the technique, a

dependency reductive method for bit-grouping and discriminative within the group for a

fusion of multi-modal biometrics have been utilized to construct the binary template. In

[53], Bobkowska et al. have discussed an approach for protecting the e-passport system

by utilizing a fuzzy vault scheme. In order to do that, the authors have integrated different
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biometric traits such as fingerprint, iris, and face biometrics.

2.1.2 Key-generation schemes

Key-generation schemes are also part of the umbrella term biometric cryptosystems,

which can be defined by the way of generating the helper data and the key. In the key-

generation scheme, a separate secret key is not required as the key is directly generated from

the biometric data itself or from the helper data (which is also derived using the biometric

data). The helper data does not need to be always stored in the database as some of the

approaches do not use any kind of helper data to generate the key during authentication.

However, if any attack happens then, there is no chance of revocability in such approaches.

Further, a few approaches store the helper data in the database to generate the key during

the verification/identification stage. The generic working of the key-generation scheme has

been depicted in Figure 2.4. Key-generation schemes have the advantage of generating keys

directly from the biometric data; however, the performance of biometric systems suffers

due to the less discriminability. Nevertheless, this issue can be addressed by analyzing

the key stability and key entropy of the approach which is based on the key-generation

scheme. Quantization schemes, fuzzy extractors, and secure sketches are examples of the

key generation schemes discussed in the literature.

Quantization is a procedure of converting a large set of input values to a smaller number

of values, which contains concrete information about the input data. Similarly, the quan-

tization scheme [54] has been used to generate a key directly from biometric data. In a

quantization scheme, multiple biometric samples of a subject are used to find out the inter-

vals of each feature parameter of input biometric data. Further, this information is stored in

the database as helper data to compute the key during the verification stage. At the time of

verification, the key is released directly from the query biometric data by using the interval
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Figure 2.4: A schematic block diagram representing the working of a key-generation
scheme.

information stored in the database. A fuzzy extractor and secure sketch are also examples of

key-generation schemes. These techniques have been introduced by Dodis et al.[55]. The

fuzzy extractor fetches the random secret key from the input biometric data. It is an error-

tolerant primitive, which means the same random key would be generated even if the input

changes a little bit (for example, different samples of the same subject). The secure sketch

generates a public information, Pinfo, from an input biometric data I1 and Pinfo does not

reveal any idea about the input I1; however, at the time of verification, I1 can be retrieved

from Pinfo if another input, I2 is available, which largely overlaps with the input I1. A brief

description of the approaches related to the key generation scheme is given below.

Dodis et al. in [55] have introduced the concepts of the fuzzy extractor and secure sketch

primitives. These both techniques are proposed to protect any kind of biometric and noisy

data. In this work, authors have also shown the closely optimal constructions of these prim-

itives by means of Hamming distance, edit distance, and set difference closeness measures.

In [56], two approaches are proposed to show the application of biometric data for mutual

authentication or key exchange over an insecure channel. These approaches are inspired

by the fuzzy extractor, and secure sketch [55]. Sutcu et al. [57] have discussed about the

issues related to the practical implementation of secure sketch theory. A generalized frame-
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work has also been proposed in this work to implement and analyze the secure sketch for

face biometric data. In [58] and [59], authors have shown the implementation of the fuzzy

extractor and the secure sketch, respectively, for fingerprint biometric data. In [60], Sutcu

et al. have shown the implementation of the secure sketch for the multi-model biometric

system, which utilizes face and fingerprint biometrics. In [61], the definition of security and

correctness for the fuzzy extractor has been extended. In this work, a generic construction

of fuzzy extractor has been proposed, which works for both discrete and continuous noisy

data. Tian et al. discussed about the solution for leakage-attack in remote authentication

by using the fuzzy extractor in [62]. The generic framework that is proposed in this work

allows a user to securely authenticate to the remote server by using his/her biometric data.

2.2 Cancelable Biometrics

Cancelable biometrics is one of the extensively used template protection techniques. In

cancelable biometrics, transformed biometric features are stored in the database instead of

original features in order to cater the privacy of the user’s biometric data. The transformation

of biometric data is performed in such a way that if an attacker steals the transformed bio-

metric features (stored in the database), then it is not feasible for the attacker to reconstruct

the original biometric template from the transformed one. As the transformed features are

stored in the database, the matching is also performed in the transformed domain during the

verification/identification stage. A schematic diagram representing the general working of

cancelable biometrics is shown in Figure 2.5. In [5], various types of attacks on a biometric

system have been discussed as depicted in Figure 1.4, and also the principle of cancelable

biometrics has been introduced. Further, cancelable biometrics can be categorized into two

major categories, which are salting and non-invertible transformations [32]. In the salting

based techniques, the biometric features are transformed by utilizing a transformation func-
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tion and the user-defined keys/parameters. These keys or parameters of the transformation

function need to be secured due to the invertible behavior of transformation to a large ex-

tent in the salting techniques. In contrast, the template protection techniques based on the

non-invertible transformation utilize a transformation function, which is non-invertible in

nature. Hence, even if the transformation parameters/keys are compromised by an attacker,

it is infeasible to reconstruct the original biometric features from the transformed template.

We have incorporated a brief review of various techniques here that are presented in the

literature and are related to the salting and non-invertible cancelable biometrics.

2.2.1 Salting techniques

In the literature, there is less number of salting techniques proposed as compared to

the non-invertible transformation based techniques. A brief overview of a few prominent

existing salting approaches is as follows. In one of the first works, Connie et al. [63] have

proposed a technique to compute the revocable template by utilizing biometric salting. To

compute the secured and revocable palmprint template, they have used Fisher Discriminant

Analysis (FDA) for feature extraction, and binary discretization for computing the hash code

called palm hash. These palm hash codes are stored in the smart card or chip for verification

purposes. Teoh et al. [64] have proposed a new technique to secure the fingerprint template,

and they have called their formulation as BioPhasor. Actually, the BioPhasor is a binary

code, which is computed by combining the pseudo-random numbers (user-specific) with

fingerprint features in an iterative manner. In [65], a new approach which is called Minutia

Vicinity Decomposition (MVD), has been proposed. In this approach, the template has

been computed using salting on geometrically invariant features, which are extracted from

minutiae triplets. In this technique, the decomposition of minutia vicinity into minutiae

triplets is performed, and geometrically invariant features are extracted using these triplets.
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The template is generated using these features and salting (random offset).

2.2.2 Non-invertible transformation based techniques

In the non-invertible transformation, the biometric template is highly secure as it is

infeasible to reconstruct the original biometric data from a transformed template even if

an intruder acquires the transformation keys/parameters, unlike salting techniques. In the

literature, several techniques based on non-invertible transformation have been proposed to

protect the fingerprint template of an individual. In this section, we have incorporated a brief

summary of a few of the existing prominent works. In [19], various approaches to generate

a cancelable fingerprint template have been proposed. In this work, the templates have been

constructed using three different ways, which include the transformation of the locations of

minutiae in Cartesian and polar space, and surface folding. In the case of transformation

in Cartesian space, minutiae locations are transformed in the Cartesian space, whereas in

the case of polar space, the transformation is performed by utilizing the polar coordinates of

minutiae. In the case of functional, surface folding has been used to transform the fingerprint
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features. An alignment-free template protection technique based on the patches of minutia

points has been proposed in [66]. The technique has generated the signature from patches

of minutiae, and these signatures are transformed by using a key. In [67], a fingerprint

template protection technique has been proposed based on non-invertible transformation.

In the technique, pairs of minutiae have been projected on a circle around them, and by

using bin-based quantization, a user template is generated. Lee et al. [68] have proposed an

alignment-free technique to protect a fingerprint based user template. In this work, a binary

string has been computed by using the minutiae locations, which are calculated after rotating

the minutiae with respect to a reference minutia point. These locations are mapped into a

3-Dimensional array to generate the binary string, and the permutation of this binary string

using a user key is used as a secured user template. In [69], Ahmed et al. have discussed

a technique, which is based on pair-polar coordinates of minutiae. In this work, many-to-

one mapping is used to map the pair-polar coordinates of minutiae into the different sectors

around the reference minutia point, which is used to compute the pair-polar coordinate.

Similarly, in [70], authors have made use of an infinite-to-one mapping scheme to secure

the fingerprint template. Also, the proposed template protection technique is alignment-free

in this work. The infinite-to-one mapping technique has been called Densely Infinite-To-

One Mapping (DITOM) in [70].

In [71], Boult et al. have proposed a new technique in which they have used public-

key encryption for both invertible and non-invertible transformations. In this technique, the

transformed fingerprint user template is called a bio-token. In the technique, bio-token is

stored in the database as a secured user template. Symmetric polynomials of different de-

grees have been used in [72] to compute the hash of minutiae points of a fingerprint image

which is used as a user template. The intra-subject variations present in the fingerprint im-

ages make a significant difference between the hash values of fingerprint impressions of the
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same subject and hence, pose a challenge in maintaining a stable performance in this tech-

nique. Ahn et al. [73] have proposed a non-invertible transformation based template pro-

tection technique that is alignment-free and utilizes the geometrical information of minutiae

triplet to generate a secure user template. Kumar et al. [74] have proposed a technique to

compute the secure template as an aggregation of symmetric hash functions calculated for

multiple k-plets of minutiae points of a fingerprint image. Though this approach is capable

of protecting a fingerprint based user template from different attacks, the performance of

the system is seen reduced in this approach. Cappelli et al. [75] have introduced a new

alignment-free minutiae representation to compute a cancelable fingerprint template, which

is called Minutia Cylinder-Code (MCC). MCC is basically computed with respect to the

spatial and directional contribution of minutiae points around a reference minutia point in

a fingerprint image. Although the performance is significantly better as compared to other

techniques, it suffers from the invertibility issue. Ferrara et al. [76] have extended the tech-

nique proposed in [75]. In their work, the generated templates are completely secure and

non-invertible in nature. Though this technique computes non-invertible templates and has

shown good performance, it lacks in terms of revocability. Ferrara et al. have proposed an-

other technique based on MCC [75] in [21], which eliminates the major problems of MCC

[75, 76] with respect to invertibility and non-revocability.

In [77], 3-tuple quantization based approach has been proposed to generate a bit string

from the set of minutiae points. In this technique, a set of minutiae points have been com-

puted by dividing the overall fingerprint image in the form of a polar grid. In [78], Multi-

Line Code (MLC) has been used to compute the secure fingerprint template. The accuracy

of the system is reduced due to the binary code in this technique, and in order to overcome

it, a new similarity measure has also been introduced. In [79], authors have incorporated

a Randomized Graph-Based Hamming Embedding (RGHE), which makes use of graphs
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to generate the secured fingerprint template. In order to compute the fingerprint features,

Minutia Vicinity Decomposition (MVD) has been used along with the randomized projec-

tion approach. In [80], authors have discussed a fingerprint template protection technique by

using the k-Nearest Neighborhood Structure (k-NNS) of minutiae. To compute the cance-

lable template, k-NNS structures are computed by considering each minutia as a reference

point and are mapped on a 2D grid. This information is further used to form a binary string.

These binary strings are then converted into the final cancelable template using DFT and

non-invertible transformation. In [81], in order to compute the secured fingerprint template,

features are generated using the Delaunay triangulation of minutiae points. These Delaunay

triangulation based features are further transformed by using the non-invertible transforma-

tion in order to compute the final cancelable template.

Jin et al. [82] have used a kernelized PCA based approach to construct a fixed-length

structure utilizing the minutiae points in a fingerprint image and have used multiple samples

of a subject at the time of enrollment. In [83], in order to compute the cancelable finger-

print template, a blind system identification technique has been introduced. In this work,

the authors have made use of a quantized minutiae pair vector in order to build the blind

system identification. Sandhya et al. in [84], have proposed a technique to construct the

non-invertible fingerprint template. To compute the non-invertible template, authors have

utilized a different set of features from the Delaunay triangulation structure of minutiae

points. These sets of features are mapped into a 3D grid to construct a binary vector, which

is eventually used as a template after computing the transformation. In [85], Khodadoust

and Khodadoust have implemented indexing of fingerprints by utilizing extended Delaunay

triangulation along with the k-means clustering for retrieval of fingerprints. According to

this work, the proposed indexing approach can be used to improve the efficiency of Auto-

matic Fingerprint Identification Systems (AFISs). Sandhya and Prasad [86] have utilized
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fused feature structures to compute a secure fingerprint template. In this work, the authors

have computed two types of features from minutiae points, namely local and distant fea-

tures. These features are further converted into bit-strings, and the fusion of bit-strings is

used to compute the cancelable template.

In [87], Wang et al. have used partial Hadamard transform to obtain a secure user tem-

plate. In their technique, the transformation has been performed on the DFT of binary string

computed from the fingerprint features to construct the cancelable user template. A new

approach has been proposed in [88], which is called dense registration of a fingerprint, to

eliminate the intra-subject variations like distortions that arise due to the elasticity of the

skin. To design a secure partial fingerprint authentication system, Lee et al. in [89] have

proposed a technique based on minutiae points along with a new feature, called the ridge

shape feature. Wang et al. in [90] have utilized the local minutiae structure by extraction

of zoned minutiae pairs and have performed a non-invertible transform based on DFT to

construct a cancelable user template. Moujahdi et al. [91] have introduced a fingerprint

template protection technique, which is known as Fingerprint Shell. In this work, the au-

thors have utilized the distances of minutiae points from a singular point to compute the

spiral curve, and Hausdorff distance has been employed to perform the matching between

spiral curves. Jain and Prasad in [92] have further used the fingerprint shell along with a

clustering technique to index fingerprints. There is a major limitation of the template con-

structed using fingerprint shell [91]. In the case of an attack on the database, the distances,

which are used to compute the user template (spiral curve), can be easily computed from

the spiral curve. To eliminate this shortcoming of the fingerprint shell, Ali and Prakash

have proposed an enhanced form of fingerprint shell in [93, 94], which is further improved

in [95, 96]. In [97], a translation/rotation independent technique has been proposed where

locations of minutiae points are transformed by using a non-invertible transformation and
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user-specific key/parameters to secure the original fingerprint template. This technique has

been further improved in [98]. Trivedi et al. [99] have proposed a non-invertible fingerprint

template generation approach by means of minutiae triplets. The Delaunay triangulation

has been used as triplets and the geometrical features are extracted to compute the tem-

plate. The computed template seems secure in this work; however, the proper analysis

hasn’t been provided and the performance is degraded as compared to the state-of-the-art

techniques. Yang et al. [100] have proposed a multi-biometric system based on fingerprint

and finger-vein. Geometric features of minutiae pairs from fingerprint and image features

from finger-vein are used to compute the fused multi-biometric template. This work has

also been tested for fingerprint biometrics alone and the performance is not significant as

compared to existing approaches. However, the presented approach has performed pretty

well for the multi-biometric scenario. In [101], Ali et al. have proposed a framework based

on polynomial curves, which is known as Polynomial Vault. In this work, the polynomial

curve is generated using the transformed distances of minutiae points from a singular point.

In [102], a Delaunay triangulation-based template protection approach has been discussed.

This approach utilizes the internal angles of Delaunay triangles and orientation values of

minutiae to construct the feature vector, which is transformed by means of user-specific

keys. In [103], Tetrahedron structures are computed using the combination of four minu-

tia points. Further, the extracted features from these structures are transformed to compute

the secure template. Although the generated templates through the presented approach are

shown to be secured, there is a possibility of the missing minutiae problem since the per-

formance deteriorates for low-quality fingerprint images. The minutia points in [104] have

been divided into four groups around the singular point. The transformed minutiae infor-

mation has then been calculated using the user-specific keys unique to each group. In this

work, although the template is non-invertible, the recognition performance is shown to be
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very low. A feature-adaptive projection based approach has been proposed in [105] to pro-

tect the minutiae-pair features of fingerprint images. In this work, a new projection scheme

has been adopted; however, the performance is not good and has not been evaluated on

challenging protocols. A two-stage feature transformation approach has been presented in

[106] to secure the fingerprint template. Although the performance is better than the existing

works, the technique uses more than one sample to compute the secure template.

2.3 Hybrid and Homomorphic Encryption based Tech-

niques

In the literature, a few more techniques based on hybrid and homomorphic encryption

have been proposed to protect the fingerprint template. Hybrid techniques combine the

functionality of different template protection techniques from cancelable biometrics and

biometric cryptosystems. By using these kinds of combinations, the overall security of the

biometric systems is shown to increase significantly, along with providing a higher recogni-

tion rate. Nagar et al. [107, 108] have developed a hybrid technique to secure the fingerprint

template. In this work, a fuzzy commitment scheme is utilized to encrypt the polynomial,

which is evaluated using a fuzzy vault scheme. The authors have used a minutiae descriptor,

which constitutes orientation values and ridge count around a minutia’s neighborhood. It

is shown that the combination of two different biometric cryptosystems in this work has

improved security significantly. In a recent work, Ouda et al. [109] have presented a hybrid

approach, which is named as a cancelable biometric vault. This approach combines the

functionality of cancelable biometrics in order to compute the secure features and encodes

them by means of a cryptographic key.

Homomorphic encryption is an encryption scheme that allows performing the compu-
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tation on encrypted data. This encryption scheme is adapted in some of the works for en-

crypting the biometric data in order to protect the original template. The concept of homo-

morphic encryption resembles with the cancelable biometrics as the matching is performed

in the encrypted domain in this case as well. Some of the works related to the application of

homomorphic encryption for biometric security are discussed here. In [110], a protocol has

been proposed by Upmanyu et al. to provide secure authentication using hand geometry.

Here, the biometric data is encrypted by means of an asymmetric encryption approach, and

the generic Support Vector Machine (SVM) is used for verification in a client-server based

architecture. Marta et al. in [111] have proposed a multi-modal biometric system for fin-

gerprint and online signature based on a homomorphic probabilistic encryption approach.

In this work, the proposed encryption based technique has been analyzed for three different

types of fusions, namely, feature-level fusion, score-level fusion, and decision-level fusion.

In [112], a fully homomorphic encryption based technique has been proposed by Moram-

pudi et al. to protect the iris biometric data. In this work, Hamming distance measure is

used during the verification stage.
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Securing a Fingerprint Template using

Fuzzy Vault

In this chapter, a fuzzy vault based technique is proposed to prevent identity theft and

secure the fingerprint information (essentially, minutiae points) stored in the database. A

block diagram representing various steps involved in a fuzzy vault scheme is shown in Fig-

ure 3.1. Furthermore, we propose a novel technique to filter the genuine vault points from a

combination of genuine and chaff points used in the fuzzy vault technique during the veri-

fication stage. Since minutiae points are used to construct the vault, it is a challenging task

to align the probe and the gallery fingerprint images during verification. In order to do that,

a Principal Component Analysis (PCA) based alignment technique is proposed to align

the gallery and probe templates. The proposed technique is evaluated on three different

Fingerprint Verification Competition (FVC) databases that come under the FVC2002 and

FVC2004. Subsequently, the obtained results are compared with that of the recent existing

techniques in the literature and are found to be superior in terms of the Genuine Accep-

tance Rate (GAR), False Acceptance Rate (FAR), and Equal Error Rate (EER). Further, the

The work presented in this chapter has been published in the paper: “An enhanced fuzzy vault to
secure the fingerprint templates”, Multimedia Tools and Applications, 80, 33055–33073 (2021). DOI:
10.1007/s11042-021-11325-w
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Figure 3.1: Block diagram representing the basic operations of fuzzy vault scheme.

proposed technique and the experimental analysis are also discussed in the chapter.

3.1 Proposed Technique

In fingerprint biometrics, minutiae points are the prominent features, which are mostly

used along with the singular points (i.e., core and delta points) for human recognition. An

example of a fingerprint image with minutiae marked on it is shown in Figure 3.2. In

fingerprint-based biometric systems, attributes of minutiae points, i.e., minutiae locations

and orientation values, are commonly stored in the database as a user template; however,

this information is sensitive and can lead to identity theft and unauthorized access, if gets

compromised. Hence, the security of the user template is of great concern.

In the literature, fuzzy vault [9] is one of the biometric cryptosystems that has been

used to provide security to the fingerprint-based user template. Our proposed fingerprint

template protection technique relies on fuzzy vault and is inspired by the implementation

of fingerprint fuzzy vault proposed in [30]. In our technique, first, minutiae points are

extracted from a fingerprint and from them, a set of minutiae points that are well-separated

is determined. Subsequently, these minutiae points, known as the locking set, are aligned
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Figure 3.2: Representing original thinned fingerprint image (left) along with the extracted
feature points (right).

using PCA. The obtained points are further encoded into a fuzzy vault which is stored

in the database while performing the enrollment of a user with the biometric system. As

the distortion in a fingerprint impression increases when one moves towards the boundary

of the fingerprint from the center, instead of considering all the well-separated minutiae

points of the fingerprint, only the well-separated minutiae points close to the center (that

is, the singular point) of the fingerprint, known as unlocking set, are considered from the

probe template at the time of verification. During the decoding process, probe minutiae

points are first aligned using PCA before being used to decode the vault for authentication

purposes. A block diagram depicting the different steps of the proposed technique, for both

enrollment and verification, is shown in Figure 3.3. The following discussion provides a

detailed description of the proposed technique.

3.1.1 Feature extraction and representation

A minutia point in a fingerprint image is represented using its location and orientation

information. As it has been shown in [30], the intra-class variation in the orientation value

is found to be more as compared to the variation in the location of the minutiae points.
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Figure 3.3: Block diagram representing the different steps followed during enrollment and
verification in the proposed technique.

Hence, we consider only the location information of minutiae points to represent them in

the proposed technique. Let M = {(xi, yi), i = 1, 2, ..., n} be the set of minutiae points

present in a fingerprint image, where (xi, yi) denotes the location of ith minutia point and

n denotes the total number of minutiae points present in the fingerprint image. Further, let

(sx, sy) be the location of the singular point S in the fingerprint. Out of n minutiae points

available in a fingerprint, we select nt well-separated minutiae points from the set M , before

encoding the vault. We use the Euclidean distance based criterion to identify well-separated

minutiae points where a minutia point is selected if its distance from all other minutiae

points is greater than a predetermined threshold t1. If the value of nt is less than umin,

50



CHAPTER 3. SECURING A FINGERPRINT TEMPLATE USING FUZZY VAULT

where umin is the minimum number of minutiae that should be matched to unlock the vault,

the fingerprint is rejected and is not considered for encoding. The selected nt minutiae

points of the fingerprint are further used to encode the vault after performing the necessary

alignment as discussed in the next section.

3.1.2 Alignment of fingerprint templates

In a fingerprint-based biometric system, alignment of the fingerprint images is essential

at the time of matching. In [30], an alignment technique is being proposed which utilizes

high curvature points of ridges as helper data and uses it for alignment. During the enroll-

ment phase, helper data is stored in the database along with minutiae attributes and is used

in the matching of two fingerprints at the time of authentication. However, in this approach,

there is a need to store a piece of extra auxiliary information (that is, helper data) in the

database to perform the alignment. Moreover, this information can be attacked by an ad-

versary. Hence, we propose a technique to align two fingerprint images for matching them

without storing any auxiliary information in the database. The technique is based on PCA

[10]. In [10], PCA has been demonstrated to align different types of images such as MRI

scans of brain, images of MNIST dataset [113], and fingerprint images. For performing

alignment in this work, coordinates of all the pixels of fingerprint impression (including

ridges and valleys) are used as an input to PCA. However, the use of coordinates of all

the pixels makes the computation of principle components very slow in PCA. To overcome

this, we propose the use of only coordinates of pixels of thinned ridges. This drastically

reduces the computational cost of alignment without compromising the correctness of the

alignment. Figure 3.4 shows the comparison of alignment obtained by our technique with

that of [10]. We observe that the principal component directions in both the cases are very

similar. This is to be noted that the PCA analysis is carried out using the pixel coordi-
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Figure 3.4: Principle components obtained using (a) Proposed technique, (b) Technique
given in [10].

nates of thinned fingerprint ridges, whereas obtained principal components are used to align

the original fingerprint template which mainly contains minutiae location and orientation

values. Alignment of the minutiae points of a fingerprint image by using the principal com-

ponent, as discussed here, makes the original fingerprint template rotation invariant. The

complete procedure followed in the alignment is described below.

In the technique, to align minutiae points of the gallery and probe fingerprint images

before vault encoding and decoding, thinned images of these fingerprints are used. To get

the thinned image of a fingerprint in the proposed technique, the fingerprint image is first

enhanced using the techniques proposed in [114, 115]. Next, the binary equivalent of the

enhanced image is converted into a thinned binary image by utilizing morphological opera-

tions for thinning. From the obtained thinned image, the coordinates of pixels (representing

thinned ridges) are extracted, and principal components of the distribution of these pixels

are obtained using PCA. To align the minutiae points of gallery and probe fingerprint im-

ages, these points are projected along with the directions of obtained principal components

from their respective thinned images. Figures 3.5 and 3.6 show the various steps involved

during alignment and an example of aligned gallery and probe minutiae sets, respectively.
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Figure 3.5: Different steps followed to align the fingerprint images using PCA.

Let there be q pixels in a thinned fingerprint image. Further, let matrix A of size q × 2

contains coordinates of all such pixels and is defined as below where ai and bi represent the

X and Y coordinates of ith pixel in the thinned image, respectively.

A =


a1 b1

a2 b2
...

...

aq bq

 (3.1)

The matrix A is analyzed using PCA to get the principal components. As we know that

the shape of a fingerprint impression is generally elliptical, the PCA gives two principal

components directed along the major and minor axes of the ellipse bounding the fingerprint

image. To compute the principal components in the PCA, first, the covariance matrix is

calculated and subsequently, it is followed by the Eigen decomposition of the covariance

matrix. To compute the principle components of the data represented by A, its covariance

matrix C of size 2 × 2 is computed as follows after centering the ridge points around the

mean (ma,mb).
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Minutiae before alignment Minutiae after alignment

Figure 3.6: Minutiae points of the gallery (green stars) and probe (blue squares) fingerprint
images before and after the alignment. Here, red triangle and circular black signs represent
the singular point, and matched gallery and probe minutiae, respectively.

A =
[
aj −ma bj −mb

]
, where j = 1, 2, ....p (3.2)

C =
1

(p− 1)
× ATA (3.3)

Principal components are computed by performing the singular value decomposition of

the covariance matrix C using Equation 3.4. In the equation, U and V are two orthogonal

matrices whereas S is a diagonal matrix. The matrix S contains Eigenvalues in decreasing

order where the first diagonal element contains the largest value. In matrix U, each column

contains an Eigenvector corresponding to an Eigenvalue in S. The Eigenvector obtained

with respect to the largest Eigenvalue (i.e., the first column of U) corresponds to the first

principal component in PCA.

C = USVT (3.4)
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U =

 u11 u12

u21 u22

 (3.5)

In the matrix U, the first and second columns represent the first and second principal

components respectively, which are computed corresponding to the first and the second

largest Eigenvalues respectively. To align a set of minutiae points of a fingerprint image, the

points are multiplied by matrix U obtained from the respective thinned image. It is believed

that if the gallery and probe images that are being matched belong to the same subject, their

principal components obtained from the respective thinned images will be oriented in the

same direction with respect to the image data. Due to this, when minutiae points of gallery

and probe images are projected along with their respective principal components, they indi-

rectly get aligned. This process makes the orientation of the distributions of minutiae points

of the gallery and probe fingerprints aligned with each other; however, there might exist a

translation between them. In order to remove the translation component as well, minutiae

points are first translated in such a way that they get centered around a singular point be-

fore projecting them using principal components. The final oriented minutiae points can be

given as follow.

[
xi yi

]
=

[
xi − sx yi − sy

]
×

 u11 u12

u21 u22

 (3.6)

Further, these resultant locations of minutiae points are used to encode the fingerprint

vault in the case of a gallery fingerprint image during the enrollment. In contrast, during the

verification stage, these aligned minutiae locations of a probe fingerprint image are used to

unlock the fingerprint vault.
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3.1.3 Fingerprint fuzzy vault encoding

The well-separated and aligned minutiae points of the fingerprint are encoded into a

fuzzy vault to secure them. Let {(mt)i}nt
i=1, where nt >= umin be the set containing well-

separated aligned minutiae points. To initiate the encoding process, a set of chaff points

C = {(mc)i}nc
i=1 are generated in such a way that the minimum distance of each chaff point

to all the points in {(mt)i}nt
i=1 ∪ {(mc)i}nc

i=1 is greater than the threshold t1. The number of

chaff points is kept quite large as compared to the number of minutiae points (that is, nc >>

nt) in vault generation. Further, let the coordinates (x, y) of a minutiae point be represented

in terms of an 8-bit long binary string, denoted as Bx and By respectively. The binary strings

Bx and By are concatenated to form a 16-bit long binary string [Bx ++By] which is further

converted to a decimal equivalent. The same process is followed to compute the decimal

equivalents for all the minutiae as well as the chaff points. These sets of encoded minutiae

and chaff points are represented as EM t = (vj)
nt
j=1 and EC = (wk)

nc
k=1 respectively. Once

encoding of the minutiae and the chaff points is available, a 16× p bits long secret key K is

generated to construct an encoding polynomial of degree p. Further, a 16-bit long CRC code

is appended to the key K using the generator polynomial of CRC given in Equation(3.7),

resulting in a new secret key K ′ of length 16 × (p + 1). Now, the key K ′ is partitioned

into 16-bit long (p + 1) strings and the decimal equivalents of these strings are used as the

coefficients of the encoding polynomial P of degree p. Let this polynomial has coefficients

i.e. c0, c1, c2...., cp, then the polynomial can be given by Equation(3.8).

G(r) = r16 + r15 + r2 + 1 (3.7)

P = cpx
p + cp−1x

p−1 + ...+ c0 (3.8)
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The values of encoded minutiae set EM t are mapped onto the polynomial P giving rise

to a new set P (EM t) = {P (vj)}j=nt

j=1 along with locking set lm = {vj, P (vj)}nt
j=1. For the

encoded chaff points EC, corresponding zk values denoted as cp = (wk, zk)
nc

k=1, are chosen

in such a way that the value of zk must not lie on the polynomial. The union of sets lm

and cp is computed and is further shuffled to get the final encoded vault VM , referred as a

fuzzy vault, for the fingerprint. This vault VM is stored as a template in the database for

the corresponding fingerprint which is being encoded. It can be noted that along with the

vault, there is no other auxiliary information being stored in the database in the proposed

technique unlike done in [30].

3.1.4 Fingerprint fuzzy vault decoding

At the time of authentication, a probe fingerprint image is considered authenticated or

verified if it successfully decodes the vault. The decoding process goes as follows.

• Let the set of minutiae points extracted from the probe fingerprint image be M ′. From

the set M ′, let nq well-separated minutiae points are obtained following the similar

criterion used during the encoding or enrollment process discussed in Section 3.1.1.

When the set M ′ is used to filter the chaff points from the vault, the filtered genuine

points are usually more which makes the decoding process of vault very slow. Hence,

out of nq minutiae points present in M ′, only n′
s minutiae points which are closest

to the singular point S ′ of the probe fingerprint image are considered in the decoding

process and other minutiae points of the probe image are ignored. This is due to the

fact that, due to moisture in the finger, skin elasticity, and pressure applied during

fingerprint capture, distortion occurs and it is more in the ridges present towards the

corners of the fingerprint image [116, 20]. Further, these selected minutiae points

are aligned using PCA as discussed in Section 3.1.2. If nq < n′
s then all minutiae
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points are selected in the encoding process; however, the value of nq should always

be greater than or equal to the value of umin. Let the final set of selected and aligned

minutiae points of the probe image used in the decoding process be {(mq)i}n
′
s

i=1, where

n′
s ≥ umin.

• In order to unlock the vault, the value of x-coordinate of each vault point (VM ) is

converted to a 16-bit long bit string which is further partitioned into two 8-bit binary

strings Bx and By respectively. The decimal equivalents of these binary strings pro-

vide the x and y attributes of the minutiae and chaff points. Finally, let the obtained

set of vault points be represented as Mv = {(xi, yi)
v}nt+nc

i=1 .

• The minimum distance is calculated from each point of the set Mv to all the selected

minutiae points of the probe image. If the obtained distance is greater than the thresh-

old t2, then the points from set Mv are considered as chaff points. This procedure is

known as coarse filtering [30] and it filters most of the chaff points and produces a

new set M ′
v = {(xk, yk)}Nk=1. It is observed that some of the chaff points may still

remain there in the set M ′
v, hence these are further removed by utilizing our proposed

filtering technique which is based on the relative distance minutiae matching. The

technique is being explained in detail in the next point.

• Relative distance minutiae matching: Set M ′
v is further filtered to obtain the final

set of genuine minutiae points to define the unlocking set. To get the unlocking set,

for every minutiae point in the probe image, a point that satisfies the following two

conditions is chosen from the set M ′
v.

– Distance between probe minutiae and chosen vault minutiae points is less than

the threshold t2.
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– Distance of the chosen vault point from the singular point is the same as the

distance of the probe minutia point from the singular point. This condition is

imposed as the relative distance does not vary due to translation or rotation.

• Let the final set of filtered points from vault VM be L′. It is required that the number of

points in the set L′ should be greater than or equal to umin which is basically (p+ 1),

as at least these many points are needed to reconstruct the polynomial using Lagrange

polynomial interpolation. Now, all possible combinations of (p + 1) points from the

set L′ are obtained and a polynomial is constructed for each combination using the

Lagrange interpolation method. The constructed polynomial for any combination can

be given as follows.

P ′(x) = c′px
p + c′p−1x

p−1 + .....+ c′0 (3.9)

where, c′0, c
′
1, ...., c

′
p are the coefficient of the constructed polynomial P ′(x) using La-

grange interpolation method.

• The coefficients of the polynomial P ′ are then used to generate a 16 × (p + 1) long

bit-string K ′′ by following the reverse procedure used during enrollment. Further,

the binary string K ′′ is decoded using a CRC decoder to detect the error. If there

is no error in K ′′, then the CRC code (i.e. 16-bit least significant bit) is removed

from K ′′ and the remaining binary string gives the secret key. If the obtained value is

the same as K, then the authentication is considered successful otherwise, the same

procedure is followed for the remaining combinations of (p+1) points. If there is not

a single combination of (p + 1) points exist which can release the secret key K, then

the authentication with respect to the considered probe fingerprint image is declared

failed.
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3.2 Experimental Analysis

The proposed technique has been evaluated on three publicly available fingerprint

databases, viz., FVC2002 DB1, FVC2002 DB2, and FVC2004 DB1. The description of

these databases has been provided in Section 1.4. The experimental analysis has been per-

formed in terms of the recognition performance and security.

3.2.1 Performance analysis

In order to evaluate the performance of the proposed technique, GAR, FAR, and EER

are used as evaluation metrics. The details of these metrics are provided in Section 1.2.4.

To compute these metrics, the 1-versus-1 (1-vs-1) protocol is being used as discussed in

Section 1.4. The summary of different parameters being used in the fuzzy vault implemen-

tation is given in Table 3.1. It provides information of the number of genuine minutiae

points (nt) that are selected after performing the processing during the enrollment and the

value of maximum genuine probe minutiae points (n′
s) being used. The degree of encoding

polynomial decides the length of the secret key K where for degree p, it is 2p bits. Hence,

at least (p + 1) points are needed to unlock the secret key during the authentication, and

if the number of selected genuine minutiae points in the fingerprint image (either gallery

or probe) is less than the required minimum (p + 1), then the fingerprint impression is not

considered in encoding or decoding processes. In order to encode the attributes of minutiae

points (that is, x and y coordinates), the length of the bit strings Bx and By is kept 8-bit long

under the Galois field Gf(216). We have considered the number of chaff points nearly ten

times to the number of genuine minutiae points in the image. Other than these parameters,

there are three different thresholds that have been used. These are t1, t2, and t3, which are

used for the computation of well-separated minutiae points, for removing the chaff points

from the vault points, and for relative distance filtering, respectively.
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Table 3.1: Parameters used for the implementation of a fuzzy vault

Parameters FVC2002
DB1

FVC2002
DB2

FVC2004
DB1

Authentic points in a vault (VM ), nt 22-30 22-30 22-30
Maximum value of n′

s 25 25 25
Encoding polynomial degree, p 8-10 8-10 8-10
Number of chaff points, nc 200 200 200
Number of points in a vault (VM ), nt + nc 222-230 222-230 222-230
Threshold for well-separated minutiae, t1 25 25 25
Threshold for filtering out the chaff points, t2 12-14 12-14 8-12
Threshold for relative distance filtering, t3 8, 10 8, 10 8, 10

Table 3.2: Percentage value of GAR and FAR using different threshold values and 1-vs-1
protocol

Databases p
GAR / FAR on Threshold, t2 & t3

14 & 10 14 & 8 13 & 10 13 & 8 12 & 10 12 & 8

FVC2002
DB1

8 93 / 3.39 91 / 1.09 92 / 2.50 91 / 0.72 89 / 1.05 87 / 0.32
9 90 / 1.23 88 / 0.40 88 / 0.78 85 / 0.28 83 / 0.30 81 / 0.10

10 85 / 0.30 83 / 0.04 83 / 0.24 82 / 0.04 81 / 0.04 80 / 0.04

FVC2002
DB2

8 97 / 3.11 94 / 0.98 95 / 2.32 92 / 0.66 95 / 1.09 92 / 0.26
9 95 / 1.01 92 / 0.20 92 / 0.70 90 / 0.14 92 / 0.28 90 / 0.06

10 92 / 0.40 89 / 0.06 90 / 0.24 88 / 0.04 87 / 0.12 85 / 0.04

There are different scenarios that have been used in the literature to evaluate the fuzzy

vault based techniques. In a few works, authors have used one sample for gallery and one

sample for probe, whereas, in a few others, two samples for gallery and one for the probe

have been used. There are a few more combinations, which have been experimented with.

In these analyses, it has been observed that though encoding of the vault using one sample is

desired, it is challenging, and the performance of the system gets enhanced if more than one

sample are used in the encoding process as it makes more information available in the vault.

To evaluate the proposed technique, we have used just one sample for the gallery and one

for the probe. The evaluation process is similar to the one followed in the 1-vs-1 protocol,

as discussed earlier. Results obtained by the proposed technique under the 1-vs-1 protocol

for different values of parameters are given in Table 3.2. In the table, the values of GAR and
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FAR are given by considering the varying value of p (the degree of the polynomial), and the

thresholds t2 and t3 for FVC2002 DB1 and FVC2002 DB2 databases. It is clearly observed

from Table 3.2 that as the degree of polynomial p increases, the value of FAR decreases.

However, increasing the value of p does not always provide good performance as it may

reduce the value of GAR to a quite extent. On the other hand, decreasing the value of p may

increase the value of FAR to a quite extent. Hence, it is desired to choose the degree of the

polynomial in such a way that the overall performance of the biometric system in terms of

the EER is optimum. As depicted in Table 3.3, we find that when the value of p is chosen

in the range of 8 to 10, optimal performance in terms of the EER as well as GAR / FAR

is obtained for p = 8. If the value of p is chosen to be less than 8 or greater than 10, the

performance deteriorates as evident from the values of the GAR and the FAR. Further, the

results of the proposed technique obtained on the three different databases demonstrate the

effectiveness of the technique. To show the superiority of the proposed technique over the

existing techniques, results are compared and shown in Table 3.3. It is evident from the table

that the proposed technique achieves the highest GAR among the competitive techniques.

Similarly, the value of FAR is lower than the existing techniques for the high degree of

the polynomial and is always less than 1% for all the databases. This makes the proposed

technique an effective and robust technique to protect the fingerprint template.

The Receiver Operating Characteristics (ROC) curves, which plot the values of GAR vs.

FAR, are also drawn for different databases, considering the degree of polynomial p as 8.

To plot the ROC curves, the values of GAR and FAR are computed for different values of

thresholds t2 and t3. The intersection point of the EER-line and ROC curve gives the value

of EER, which is obtained on the three different databases for the proposed technique as

depicted in Figure 3.7. The performance of the proposed technique is compared with that

of the recent techniques in terms of EER, and it is presented in Table 3.3. The comparison
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Table 3.3: Comparison of the performance of the proposed technique with various existing
techniques in terms of percentage values of GAR, FAR, and EER

Various techniques GAR / FAR (EER)%
FVC2002

DB1
FVC2002

DB2
FVC2004

DB1
Nandkumar et al. [30] - 91 / 0.01 (-) -
Li et al. [117] 85 / 0.00 (-) 93 / 0.00 (-) -
Yang et al. [118] 81 / 0.38 (8.46) 83 / 0.09 (5.7) -
Nagar et al. [119] - 85 / 0.13 (3) -
Hartloff et al. [120] 63.46 / 0.29 (13.2) 73.52 / 0.23 (9) -
Yang et al. [81] - / - (5.93) - / - (4) -
Jin et al. [79] - / - (4.36) - / - (1.77) - / - (24.71)
Sandhya and Prasad [80] - / - (4.71) - / - (3.44) -
Proposed technique
p = 8 91 / 0.72 (4.00) 94 / 0.98 (3.10) 77 / 6.7 (11.95)
p = 9 85 / 0.28 (4.60) 92 / 0.20 (3.40) 67 / 3.52 (16.46)
p = 10 82 / 0.04 (5.51) 89 / 0.06 (4.89) 62 / 1.77 (18.35)
”-” denotes non-availability of data.

shows that the proposed technique achieves a much lower value of EER as compared to the

existing techniques on the FVC2002 DB1, FVC2002 DB2, and FVC2004 DB1 databases

as shown in Table 3.3 except for [79] on the FVC2002 DB2 database. However, the pro-

posed technique has performed better as compared to this technique [79] on FVC2002 DB1

and FVC2004 DB1 databases where later one is considered as a quite challenging database.

Hence, the overall comparison shows the superiority and robustness of the proposed tech-

nique over the existing techniques.

3.2.2 Security analysis

The security of fuzzy vault has been discussed extensively in [30, 49] with respect to

three attack scenarios. We use the same scenarios to analyze the security of the proposed

technique.

• Brute force attack: In this attack scenario, an attacker tries to unlock the vault using
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Figure 3.7: Plots of ROC curves using the proposed technique: (a) FVC2002 DB1, (b)
FVC2002 DB2, (c) FVC2004 DB1 databases, where the degree of polynomial (p) is con-
sidered 8.

all possible combinations of the points (that is, (nt) genuine and (nc) chaff points)

of vault VM . Considering the degree of encoding polynomial as p, an attacker has

to search all combinations of size p + 1 from the total nt + nc points, which is a

huge number and is infeasible to attempt. For example, if nt = 20, nc = 200, and

p = 8, then the total number of combinations that are possible are 222C9 which is

approximately 3.06 × 1015. Out of these combinations, only 22C9 ≈ 4.9 × 105 com-

binations are genuine which can unlock the vault, hence the probability of getting the

vault unlocked is just 4.9×105

3.06×1015
≈ 1.6 × 10−10 which is quite small and negligible.

Thus, it is computationally infeasible for an intruder to unlock the vault by using the

brute force attack. An instance of representing the secured vault points (abscissa only,
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Figure 3.8: Secured vault points (abscissa only, {(mt)i}nt
i=1 ∪ {(mc)i}nc

i=1); in the left figure,
triangles and stars represent chaff points and minutiae, respectively, whereas in the right
figure, triangles show both chaff and minutiae.

{(mt)i}nt
i=1∪{(mc)i}nc

i=1) has been given in Figure 3.8. It is clear from Figure 3.8 that

an intruder can at the most get access to the points shown on the right side of the

figure, where it is infeasible to extract original minutiae locations as it is mixed with

a large number of chaff points.

• Key inversion attack: In this attack scenario, an attacker tries to guess or recover the

secure key by checking for all possibilities. In our fuzzy vault implementation, the

size of CRC encoded key K ′ is kept as 16× (p+1). If an attacker has intercepted the

vault records, then it is possible that the attacker can guess the key K ′ to extract the

genuine points from the vault records after generating the polynomial using K ′. In

our implementation, we have used the degree of polynomial p as 8, 9, and 10, which

makes the size of K ′ (16× (p+1)) as 144, 160, and 176 respectively. Hence, the total

number of guesses for these selections would be 2144, 2160, and 2176, respectively. As

we see, these are very large numbers and hence, guessing is almost impossible.

• Auxiliary information: We have used PCA based technique for alignment where there
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Table 3.4: Security analysis of the proposed technique for different attack scenarios

S.No.
Brute Force Attack Key Inversion Attack Attack on Stored

Auxiliary information
(1) Attacker tries all possible

combinations of size p+
1 from the total nt + nc

vault points.

Attacker tries to guess
the secured key K ′ to
unlock the vault if the
vault records are com-
promised.

Attacker can try to ac-
cess the auxiliary in-
formation stored in the
database for alignment at
the time of verification.

(2) In the proposed tech-
nique, if nt = 20, nc =
200, and p = 8, then the
probability of getting the
vault unlocked is negligi-
ble as it is approximately
equal to 1.6× 10−10.

In the proposed tech-
nique, three different
sizes of the secure key,
i.e., 144, 160, and 176,
are considered. Hence
the total guesses would
be 2144, 2160, and 2176.

In this work, an align-
ment technique based on
PCA has been proposed,
which does not store
auxiliary information in
the database.

(3) Hence, it is infeasible to
access the original minu-
tiae information from the
vault in the proposed
technique.

Thus, it makes the guess-
ing of secure key infea-
sible to get access to the
vault.

Thus, there is no chance
of getting attacked by an
attacker using the auxil-
iary information.

is no requirement of storing any kind of auxiliary information in the database. Hence,

auxiliary information based attacks are not possible in our case as possible in tech-

niques proposed in [30].

The security analysis with respect to the three different scenarios discussed above is

summarized in Table 3.4. The experimental analysis in terms of the performance and se-

curity clearly shows the effectiveness and robustness of the proposed fuzzy vault based

fingerprint template protection technique.
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Chapter 4

A Non-invertible Transformation Based

Technique to Protect a Fingerprint

Template

In the previous chapter, an approach to protect the fingerprint template has been dis-

cussed by means of the fuzzy vault scheme. Although the original fingerprint information

gets secure enough in this approach, it suffers in terms of the recognition performance.

In addition, the computed templates are not revocable and diverse. Therefore, in order to

rectify these issues, we have utilized one of the cancelable biometrics techniques, i.e., non-

invertible transformation based template protection approach. The non-invertible transfor-

mation based techniques prevent the reconstruction of original fingerprint data from the

compromised template and avoid unauthorized access to the system. Hence, in this chapter,

we propose a technique based on the non-invertible transformation to protect a fingerprint

template. In the technique, we transform minutiae in a fingerprint by using the original

minutiae locations and orientation information, along with a user keyset. We also use a PCA

The work presented in this chapter has been published in the paper: “A non-invertible transfor-
mation based technique to protect a fingerprint template”, IET Image Processing, 1–15 (2021). DOI:
10.1049/ipr2.12130
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based approach to align the probe and gallery templates of fingerprint images as discussed

in the previous Chapter 3. The evaluation of the proposed technique is carried out on seven

different fingerprint databases taken from FVC2000, FVC2002, and FVC2004 considering

all four essential requirements, viz., revocability, diversity, security, and performance. Fur-

ther, the obtained results are compared with other existing state-of-the-art techniques in the

literature, and the comparative results show that our proposed technique is highly robust

and performs exceptionally well compared to the other existing techniques. The significant

contributions of this chapter are mentioned below.

• The proposed technique generates a non-invertible 3D user template which ensures

the security of the fingerprint data of a user stored in the database.

• A large number of distinct user templates can be constructed from the same biometric

data using different values of keysets. This makes the templates fully unlinkable and

renewable (or revocable).

• The transformed user templates are highly secure as it is infeasible to restore the

original fingerprint data from the transformed template even if an adversary gets the

information of the keyset.

• The proposed technique has shown a good performance even in the case of challeng-

ing databases such as FVC2002 DB3, FVC2004 DB1, and FVC2004 DB2.

A detailed discussion of the various steps of the proposed technique and the experimen-

tal analysis is provided below.
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4.1 Proposed Technique

Minutiae points in a fingerprint image hold rich details of ridge patterns which makes

them very useful to compare two fingerprint images. We leverage this property of minutiae

points to construct a secure user template. We propose a technique to produce a secure

fingerprint-based biometric template with the help of a non-invertible transformation. The

technique considers an original biometric template computed from a fingerprint image and

transforms it with the help of a keyset {d, α} to produce a secured version of the original

template. The original fingerprint-based template is defined with the help of locations of the

minutiae points along with their orientation information. To enroll a user with the recogni-

tion system, the secure template is computed from the original template and is stored in the

database. An example of fingerprint image with minutiae points marked on it is shown in

Figure 3.2(b). In a fingerprint recognition system, the alignment of fingerprint templates is

an important concern while performing the matching. This is true irrespective of whether

we are matching the original fingerprint templates or secure templates obtained from the

original templates. To handle this in the proposed technique, we make use of a PCA based

approach where a secure fingerprint template is aligned by orienting it to a unique direction

and the angle of the rotation is calculated by using a fingerprint image. Since in the pro-

posed technique, transformed locations of minutiae points have been used to construct the

secure template and the transformation being used is non-invertible, it is infeasible for an at-

tacker to reconstruct the actual fingerprint image (or obtain the original minutiae attributes)

by stealing the stored template. The overview of the proposed technique is shown in Figure

4.1. A detailed description of various steps followed to create a secure fingerprint template

is provided below.
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Figure 4.1: Flowchart of the proposed template protection technique where ST and QT
stand for secure fingerprint template and query fingerprint template, respectively.

4.1.1 Construction of secure user template

To construct the secure user template, first, features which are basically the location of

minutiae points and their orientation information are extracted from the fingerprint image.

These features define the original user template for the fingerprint image. A transformation

is applied to the features of the original template and a new set of features is obtained in

3D space using the proposed technique. This new set of features defines the secure user

template.

Let a set of minutiae points be represented as M= {(xi, yi, θi) : i = 1, 2, .... n}, where

xi, yi, and θi represents the x-coordinate, y-coordinate, and orientation value of ith minutia

point mi, respectively, in a fingerprint image T . Further, the orientation value θi represents

the direction of the ridge with respect to the horizontal axis (abscissa) at minutia point mi.

The vector vi in Figure 4.2(a) shows the orientation of minutiae-point mi. To get a secure

template by transformation, a point qi on vector vi is obtained which is at a distance of d
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(first value of user keyset) from the minutia point mi. The location of qi is computed as given

in Equation 4.1. The obtained point qi is again moved to a new location q′i by translating

it by a value d along the direction of vector v′i which is obtained by rotating the vector vi

by an angle α (second value of user key set) with respect to the point qi as shown in Figure

4.2(a). This gives a new intermediate transformed location for minutiae point mi. The final

transformed location of minutiae point mi is obtained by translating the point q′i by a value

d′ in 3D along a vector that is perpendicular to the plane of vectors vi and v′i. This gives

a new location m′
i for the original minutiae location mi where d′ is the third key used in

the transformation. Formally, the coordinates of point m′
i can be calculated using Equation

4.3. Figure 4.2(b) demonstrates the translation of minutiae point mi to the final location

m′
i. The same procedure is applied to all the minutiae points to get the transformed location

for them. It can be noted that the value of the third key d′ is dependent on the other two

keys, that is d and α. Eventually, d′ is the decimal equivalent of a binary number obtained

by concatenating the 16-bit binary equivalent of the integral values of the keys d and α as

shown in Figure 4.3. The value of d′ can be formally calculated using Equation 4.2. The

transformed locations of all the minutiae collectively define the secure user template with

respect to the original user template obtained from the original minutiae locations.

After computing the secure template, it is centered at the singular point as given in

Equation 4.4. Further, the template is rotated by an angle which is computed using PCA

as explained in the next section. The centering of the template at a singular point makes

the secure template translation invariant whereas rotation helps in aligning the template to

a unique direction which in turn makes the matching of the two secure templates rotation

invariant. In addition, sometimes a fingerprint may contain more than one singular point.

In order to address it, the number of the computed secure templates during enrollment are

made equal to the number of singular points present in the fingerprint by computing a tem-
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Figure 4.2: Computation of transformed location of minutiae point mi (a) Step 1: Trans-
lation of point mi to a new location q′i on XY -plane using user keyset {d,α} , (b) Step 2:
Translation of minutiae point mi to a secured location m′

i using user keyset {d,α} and d′

(which is calculated using {d,α}).
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Figure 4.3: Computation of key d′ from user keyset {d, α}.

plate with respect to each singular point. At the time of verification, the secure template

is calculated with respect to the singular point which is nearest to the center of the probe

fingerprint.

qxi = xi + d× cos(θi)

qyi = yi + d× sin(θi)

(4.1)

d′ = ⌊d⌋+ ⌊α⌋ × (216) (4.2)
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x′
i

y′i

z′i

 =


qxi

qyi

0

+


d× cos(α + θi)

d× sin(α + θi)

d′

 (4.3)

x′
i = x′

i − xsing

y′i = y′i − ysing

z′i = z′i − zsing

(4.4)

4.1.2 Alignment using PCA

We make use of PCA to align the secure fingerprint template to a standard axis by

utilizing the principal components computed for the input pixel locations of thinned ridges

of a fingerprint image as discussed in the last Chapter 3. As we observe, a fingerprint

impression captured through a fingerprint sensor is usually of an elliptical (oval) shape.

Hence if PCA is applied on the coordinates of the pixels of the fingerprint impression, the

two principal components of the PCA would produce the axes of the ellipse circumscribing

the fingerprint impression where the first principal component of the PCA represents the

direction of the major axis of the ellipse and the second principal component represents the

minor axis. To orient the secure fingerprint template to a standard direction, either it can

be rotated in such a way that the first and second principal components obtained from the

fingerprint image align with the Y- and X- axes, respectively or the transformed minutiae

points can be projected along the directions of the principal components. In this work, as

the orientation values of the minutiae are utilized to compute the secure template, instead of

projecting the minutiae locations along the directions of the principal components, we have

rotated the final secure template in such a way that the principal components align with the

Y- and X- axes, respectively.
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Figure 4.4: Computing the thinned fingerprint image and its principal components.

In the alignment process, a fingerprint image is first enhanced using [114, 115] to enable

accurate computation of ridges in the image. An example of fingerprint enhancement is

shown in Figure 4.4. To obtain the thin (one pixel wide) ridges, an enhanced image is first

thresholded and later thinned using a morphological operator.

Let A be a 2D matrix containing coordinates of p points representing the ridge pixels

of the thinned fingerprint image. The matrix A can be formally written as follows where

the size of the matrix is p × 2, and each row defines the coordinates of a ridge point of the

fingerprint image.

A =


a1 b1

a2 b2
...

...

ap bp


The matrix A is analyzed using PCA to get the principal components. As we know that

the shape of a fingerprint impression is generally elliptical, the PCA gives the two principal

components directed along the major and minor axes of the ellipse bounding the fingerprint

image. To compute the principal components in the PCA, first, the covariance matrix is

calculated and is followed by the Eigen decomposition of the covariance matrix. Let matrix
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U contains the principal components obtained for matrix A after Eigen decomposition and

is defined as follows.

U =

 u11 u12

u21 u22

 (4.5)

ϕ = tan−1

(
u22

u12

)
(4.6)

[
x′
i y′i z′i

]
=

[
x′
i y′i z′i

]
×


cos(ϕ) − sin(ϕ) 0

sin(ϕ) cos(ϕ) 0

0 0 1

 (4.7)

Since the covariance matrix computed for A is of size 2× 2, the size of the matrix U is

also obtained as 2 × 2. This means it contains two Eigenvectors (principal components) as

shown in Equation 4.5 where the first column represents the Eigenvector corresponding to

the largest Eigenvalue (first principal component) and so on. To align the secure fingerprint

template (i.e., transformed minutiae information) to a standard direction, the transformed

locations in 3D space are rotated in such a way that the second principal component (i.e.,

Eigenvector corresponding to the smallest Eigen value) obtained from the fingerprint aligns

with X-axis. We calculate the angle made by the second principal component with the

X-axis using Equation 4.6.

Before performing the rotation (alignment) of the secure fingerprint template, it is cen-

tered to a singular point using Equation 4.4. This helps in making the secure user template

computed for the fingerprint, translation-invariant. In Equation 4.4, the coordinates of the

singular point are considered as (xsing, ysing, zsing), where the value of zsing is considered

as zero. The final transformed location of the original fingerprint template points (minutiae

points) after rotating the points of the secure user template by angle ϕ is given by Equation
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Algorithm 4.1 Computation of secure fingerprint template

1: Input: Matrix M∈ {(xi, yi, θi) : i = 1, 2, .... n}, singular point (xsing, ysing), keyset
{d, α}, and matrix A ∈ {(aj , bj), : j = 1, 2, .... p} (for T/Q-fingerprint images)

2: Output: ST∈ {(x′
i, y

′
i, z

′
i) : i = 1, 2, .... n} (Secure user template)

3: /* Calculation of key d′ by utilizing the value of keys d and α */
4: d′ = ⌊d⌋+ ⌊α⌋ × (216)
5: /* Secure fingerprint template computation, from step 6 to step 30 */
6: for i = 1 to n do
7: qxi = xi + d× cos(θi)
8: qyi = yi + d× sin(θi)

9:

 x′i
y′i
z′i

 =

 qxi
qyi
0

+

 d× cos(α+ θi)
d× sin(α+ θi)

d′


10: /* Reducing translation due to intra-subject variance, from step 11 to 13 */
11: x′i = x′i − xsing
12: y′i = y′i − ysing
13: z′i = z′i − zsing , /* the value of zsing = 0 */
14: end for
15: /* Aligning the fingerprint to standard direction using PCA */
16: ma = 1

p

∑p
j=1 aj , mb =

1
p

∑p
j=1 bj

17: A = A−
[
ma mb

]
18: C = 1

(p−1) × ATA
19: C = USVT , /* Singular value decomposition of matrix C */

20: /* Suppose the values in matrix U=

[
u11 u12
u21 u22

]
*/

21: ϕ = tan−1
(
u22
u12

)
22: if ϕ > 85◦ then
23: ϕ = −(90◦ − ϕ)
24: end if
25: if ϕ < −85◦ then
26: ϕ = (90◦ + ϕ)
27: end if
28: for i = 1 to n do

29:
[
x′i y′i z′i

]
=

[
x′i y′i z′i

]
×

 cos(ϕ) − sin(ϕ) 0
sin(ϕ) cos(ϕ) 0

0 0 1


30: end for

4.7. The complete procedure to compute the secure user template (ST) in the algorithmic

form is given in Algorithm 4.1. The algorithm summarizes the working of Sections 4.1.1

and 4.1.2, which takes the matrix M and A as inputs and computes the secure transformed

template, which is both translation and rotation-invariant.
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In order to achieve translation invariance, first, the algorithm computes the transformed

3D locations of minutiae points, denoted as (x′
i, y

′
i, z

′
i), by using the user keys d, α, and d′

(combination of d and α as mentioned in Equation 4.2). These transformed locations are

completely secure; however, to make them translation-invariant, further, the transformed lo-

cations are subtracted by the singular point location, which is basically making the singular

point as the origin. After these steps, the translation-invariant secure fingerprint template is

being rotated to align by means of the PCA based alignment technique. In the alignment

procedure, principal components are computed by considering the pixels of the ridges of

the thinned fingerprint image as shown in Figure 4.4, which provides an estimate of rotation

angle with respect to the standard axis (X or Y ). Further, by utilizing the information com-

puted in the previous step, the final transformed secure fingerprint template, which is both

translation and rotation invariant, is obtained as given in Algorithm 4.1. Finally, the aligned

secure fingerprint template for a user is stored in the database as a gallery template. The

user keyset is also stored in the database so that a similar transformation can be applied to

compute the secure template from the probe image during matching. The detailed steps are

explained in Sections 4.1.1 and 4.1.2.

In addition to that, we also propose a technique to secure the user keyset by utilizing

a user PIN (Personal Identification Number) to prevent the spoofing attack as given in the

next section.

4.1.3 Securing the user keyset

While enrolling a subject with the database using a secure user template, the user keyset

{d, α} used in the computation of a secure user template for a subject is also stored in

the database. The storage of user keyset in the database is required to enable us to use the

same keyset to convert the query user template to an equivalent secure template. As the
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transformation used in obtaining a secure user template is non-invertible, even though both

the stored template and the keyset are stolen by an intruder, it is impossible for him/her

to reconstruct the original biometric data back from the compromised information. Thus

the proposed technique insures the security of the original fingerprint information such as

attributes of minutiae points, ridge patterns, etc. in case of an attack on the database. Here

we see that though the biometric features are secured, an intruder can get access to the

biometric system in the case of a spoofing attack. To prevent it, we propose a protective

measure as elaborated below.

4.1.3.1 Protection against Spoof attack

We propose a PIN based technique to protect the template against spoof attack. In case

of a spoofing attack, an attacker may get access to the fingerprint authentication system

by spoofing biometric data. To handle this situation in the proposed technique, a PIN is

assigned to each user. The output of the XOR operation between the binary equivalent of

the keyset and the PIN is stored in the database instead of the direct user keyset. Thus, at

the time of authentication, without PIN, the keyset will not be unlocked even if the spoofed

impression is much similar to the genuine one.

The binary equivalent of integral parts of keys d and α are concatenated and its bitwise

XOR operation is computed with the binary equivalent of user PIN at the time of enrollment.

The outcome of the bitwise XOR operation is further stored in the database with a secure

user template. The reverse of this process is followed during the verification for extraction of

keyset to compute a secure probe fingerprint template for matching with the secure gallery

fingerprint template stored in the database. The aforementioned process is shown in Figure

4.5. However, when keyset values are fractional then the extracted values of keys can be

slightly different from the values used at the time of enrollment, as only integral parts of
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keys are converted into a binary string. To handle such cases, fractional parts are separately

stored in the database corresponding to each value of keyset {d, α} at the time of enrollment,

and these fractional parts are added with the extracted integral part of keys d and α during

the verification.

The procedure which has been followed to match the secure gallery and probe fingerprint

templates is described in the next section.

4.1.4 Matching procedure

Let Q be the probe fingerprint image. To match it with the enrolled secure templates,

first, its equivalent secure template is obtained by using the same steps followed during

enrollment as mentioned in Sections 4.1.1 and 4.1.2. Let the points in the secure probe

template be q ∈ {q1, q2,.... qn} whereas the points in a secure user template stored in the

database (secure gallery template) be t ∈ {t1, t2,.... tm}. A point qi in the probe template

is matched to a point ti in the gallery template if point qi exists within a sphere of radius

th centered at point ti and vice-versa. The value of th works as a threshold used in the

proposed technique to find out the matching between any two points belonging to probe and

gallery templates respectively. Let mqt be the number of points in the probe template which

match to some points of the gallery template and mtq be the number of points of the gallery

template which match to some points of the probe image. Then the matching score for a

probe and gallery pair is given by Equation 4.8.

score =
[
min

(mqt

n
,
mtq

m

)
× 100

]
(4.8)

Sometimes, due to the poor quality of fingerprint images or the availability of only

partial fingerprint impressions, PCA does not align the template properly. To overcome

this, we match probe and gallery templates multiple times by rotating the probe template
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Figure 4.5: Computation of secured key using a PIN to protect the secure template from
spoof attack.

from −5◦ to +5◦ with an increment of 1◦ in each iteration. The best score out of these 11

iterations is considered as the final match score.

4.2 Experimental Analysis

In this section, the proposed technique has been evaluated with respect to four important

criteria, viz., revocability, unlinkability, security, and performance, are used in the analysis

of a template protection technique. We have used FVC2000 DB2 [25], FVC2002 DB1,

FVC2002 DB2, FVC2002 DB3, FVC2002 DB4 [1], FVC2004 DB1, and FVC2004 DB2

[26] fingerprint databases to carry out the experiments. The detailed information of these

databases has been provided in Section 1.4. To compute a secure template for the analysis,

key values are chosen randomly in a given range. The range of values used for d is (0,1000]

whereas the values of α are taken in the range of (0,360]. It can be noted that integer values

are considered for d whereas the values of α could be both integers as well as fractional.

Further, it is always better to select the keys for different users by maintaining a difference

80



CHAPTER 4. A NON-INVERTIBLE TRANSFORMATION BASED TECHNIQUE TO
PROTECT A FINGERPRINT TEMPLATE

(a)

(b)

Figure 4.6: Secure user templates computed for a fingerprint image using two different key
sets.

of at least 1 between the two consecutive keys, especially, in the case of fractional values.

The standard performance metrics that are used to evaluate the proposed technique are

FRR, FAR, GAR, and EER. These have been discussed in Section 1.2.4. In addition, the

1-versus-1 (1-vs-1) matching protocol has been used to evaluate the proposed technique as

mentioned in Section 1.4. Statistical techniques have also been used to analyze the experi-

mental results for different databases. The Kolmogorov-Smirnov test (KS-test) and the t-test

have been used to carry out the statistical analysis. A detailed discussion on the analysis of

the results based on the aforementioned four criteria is presented below.
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(e) FVC2002 DB4
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(f) FVC2004 DB1
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Figure 4.7: Distribution of scores using kernel smoothing function in four different cases to
show the unlinkability (diversity) of secure fingerprint template on different databases.

4.2.1 Revocability analysis

A template protection technique is said to possess the property of revocability, if it is

possible to replace the stored user template in the biometric database with a completely new

template in the situation when the stored template gets compromised. In the proposed tech-

nique, it is possible to generate a completely new secure template for a user from his/her

fingerprint data by changing the keyset. Since a stored template can be replaced by a new
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template, which is completely different from the stored one, an adversary cannot get access

to the biometric system by using the compromised template. An example of secure tem-

plates constructed by the proposed technique using different keys and the same fingerprint

image is shown in Figure 4.6. From the figure, we can see that the two templates are very

different from each other though they have been obtained from the same fingerprint data.

Further, to analyze the revocability of the proposed technique, a framework that is used

in [121], has also been utilized. According to this framework, the pseudo-genuine score

is calculated for each subject which is a matching score between the stored template and

a template computed using different keysets and the same fingerprint data. The mean and

variance of these scores along with the imposter and genuine scores are calculated for all the

databases as given in Table 4.1. It is clearly observed from the table that the mean and vari-

ance values of pseudo-genuine and imposter scores are nearly similar and are very far from

the mean and variance of the genuine scores. This clearly depicts that the renewed template

is completely different from the stored one and the overall technique can be considered as

highly renewable.

Table 4.1: Mean and variance values of genuine (µg and σ2
g), pseudo-genuine (µpg and σ2

pg),
and imposter scores (µi and σ2

i ) for revocability analysis

Database µg σ2
g µpg σ2

pg µi σ2
i

FVC2000 DB2 0.61 3.31 0.09 0.15 0.08 0.12
FVC2002 DB1 0.73 1.84 0.10 0.16 0.08 0.13
FVC2002 DB2 0.62 3.11 0.05 0.08 0.04 0.06
FVC2002 DB3 0.58 2.25 0.07 0.16 0.06 0.14
FVC2002 DB4 0.54 1.85 0.11 0.22 0.09 0.18
FVC2004 DB1 0.41 0.15 0.10 0.03 0.13 0.05
FVC2004 DB2 0.36 0.14 0.12 0.05 0.14 0.06
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4.2.2 Unlinkability analysis

It is observed that in the proposed technique, there is no link found between the user

templates which are constructed using the same fingerprint data and different keysets. This

makes the templates generated by the proposed technique diverse in nature. Further, the

existence of diversity in the templates can also prevent the cross-matching attack as the

templates that are stored in different biometric systems for the same biometric data of a sub-

ject would be unlinkable from each other. To further analyze and show the unlinkability of

user templates computed by the proposed technique, we have utilized the process mentioned

in [21]. Accordingly, we have calculated the matching score of two templates which have

been selected based on the following four cases.

• Same impression: In this case, templates are constructed using the same fingerprint

impression of a subject by utilizing different keysets. After computing the templates,

the matching score between them is computed. The same procedure is repeated for

all the subjects present in the database to compute the matching scores.

• Same subject: In this case, templates are constructed using different fingerprint im-

pressions of the same subject by utilizing different keysets and the matching scores

are calculated for all the subjects of the database.

• Different subjects: In this case, templates are constructed using fingerprint impres-

sions of two different subjects by utilizing different keysets and the matching scores

are calculated for all the subjects of the database.

• Genuine score: In this case, templates are constructed using two different samples of

the same subject by utilizing the same keys for both templates.

In each case, two templates are constructed for each subject present in the database.
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Figure 4.8: Representing the security (non-invertible nature of secure fingerprint template)
provided by the proposed technique.

Thus, the total number of matching scores for each database used in the experimentation

would be 100 as each of them contains 100 subjects. The scores of the first three cases

are compared with the genuine score obtained in the fourth case. Figure 4.7 shows these

comparisons for all the databases. It can be clearly seen from the figure that the distribution

of pseudo-genuine scores calculated based on the first three cases is completely different

from the distribution of the genuine matching scores computed in the fourth case for all the

databases. This shows that the templates constructed in the proposed technique using differ-

ent keysets are unlinkable to each other. Moreover, according to a generalized framework

mentioned in [6], if the distribution of the same impression (mated samples) and different

subjects (non-mated samples) overlap with each other as shown in Figure 4.7, it shows that

the templates are fully unlinkable. So in the event of an attack on a database, if compro-

mised templates are replaced by completely new templates, it will make it impossible for

an intruder to get access to the system by using the compromised user template due to the

unlinkability of the old and new user templates.
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4.2.3 Security analysis

A template protection technique is called secured if it is computationally infeasible to re-

construct the original fingerprint data from the stored user template. Since a non-invertible

transformation has been used in the proposed technique to compute the secure user tem-

plate from an original minutiae points based user template, it is difficult to invert the secure

template and get the original fingerprint data from it, even when the keyset is available.

Moreover, since there is no information stored in the database regarding the orientation of

the minutiae points, it makes it even more difficult to construct the ridge patterns of the

original fingerprint image. The security of templates in the proposed technique has been

analyzed by considering the following event of an attack.

4.2.3.1 Non-invertibility analysis

To analyze the non-invertibility of the template in the proposed technique, let us assume

that an adversary has stolen the secure template and keyset values from the database. As

demonstrated in Figure 4.8, in that case, by utilizing the values of d and α, the location q′i in

XY -plane can be computed. However, for finding the original location of a minutia point

mi corresponding to the transformed location m′
i, the location of point qi is needed. We see

that there are infinite possibilities for the location qi around the point q′i on the circumference

of the circle with radius d. For instance, if we just assume that there are 360 possibilities on

the circle, the total number of possibilities to find out all the original locations of minutiae

points would be 360n, where n represents the total number of minutiae points present in

a fingerprint image. Thus, it is clearly infeasible for an adversary to compute the original

location of minutiae points from the compromised template even when the user keyset is

available.

86



CHAPTER 4. A NON-INVERTIBLE TRANSFORMATION BASED TECHNIQUE TO
PROTECT A FINGERPRINT TEMPLATE

4.2.3.2 Attack via Record Multiplicity (ARM)

In the event of ARM attack, an adversary uses multiple templates that have been com-

puted using the same fingerprint image and different keysets to get the original template

and fingerprint image information by attempting to relate them. However, it is infeasible to

reconstruct the original template and further the fingerprint image in the proposed approach.

In order to show this, let us assume that an adversary has gotten three transformed templates

ST1, ST2, and ST3 which are obtained using the same fingerprint image and three differ-

ent keysets {d1, α1}, {d2, α2}, and {d3, α3}, respectively. The kth transformed location

of minutiae in ST1 cannot be linked with the Kth transformed location in both ST2 and

ST3 templates as three of them are computed using different keysets. Also, the values of

d′k as shown in Figure 4.3 are very different among all these three transformed templates.

Moreover, by utilizing the framework presented in [6, 21], it has been shown earlier that the

templates are highly unlinkable as well as non-invertible. Hence, it is clear that the proposed

technique provides security against the ARM attack.

4.2.3.3 Brute force attack

In the brute force attack scenario, an adversary tries all possibilities to get back the

original template from the transformed template stored in the database. In the proposed

technique, keysets are stored in the database after performing the bitwise XOR operation

between the keyset and user-defined PIN (32-bit) as shown in Figure 4.5. Let us consider

the assigned PIN comes under the range of a minimum decimal number of 4-digits to a

maximum decimal number of 9-digits. Hence, first, to unlock the keyset, there are 9 ×

103(100 + 101 + ... + 105) ≈ 9.9 × 108 possibilities for the PIN (32-bit) out of that only a

combination can unlock the keyset, thus the probability to guess the value of PIN correctly

is 1
9.9×108

≈ 1.01 × 10−9. In addition to that, there are approximately 360n (n number of
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Table 4.2: Percentage EER of the proposed technique compared with existing techniques
under the same-key scenario

Various
techniques

FVC2000 FVC2002 FVC2004
DB2 DB1 DB2 DB3 DB4 DB1 DB2

Ahmad et al. [69] - 9 6 27 - - -
Wang and Hu [70] - 3.5 4 7.5 - - -
Jin et al. [77] - 5.19 5.65 - - 16.35 8.66
Ferrara et al. [76] - 0 0.37 4.94 3.37 - -
Yang et al. [81] - 5.93 4 - - - -
Yang et al. [47] - 3.38 0.59 9.80 16.52 - 14.88
Jin et al. [79] - 4.36 1.77 - - 24.71 21.82
Sandhya and Prasad [80] - 4.71 3.44 8.79 - - -
Wang and Hu [83] - 3 2 7 - - -
Sandhya et al. [84] - 3.96 2.98 6.89 - 12.17 13.29
Sandhya and Prasad [86] - 2.19 1.6 6.14 - 11.89 12.71
Ali et al. [97] - 2 1 3.1 - - -
Trivedi et al. [99] 6.81 - - - - - -
Yang et al. [100] - - 1 - - - 10
Trivedi et al. [102] - 1.2 2.1 - - - -
Proposed Technique 2.09 1.25 1.08 5.95 2.22 8.95 9.82
Note: “-” denotes non-availability of data.

original minutiae) possibilities for trying to guess the original minutiae locations from a

transformed template out of which n are the correct guesses thus the probability to guess

the minutiae points is given as 24
9.9×108×36024

≈ 1.08× 10−69, if n = 24. It clearly shows that

the probability to guess the original minutiae locations is negligible and hence the proposed

technique is highly robust against the brute force attack.

4.2.4 Analysis of recognition performance

In this section, the recognition performance of the proposed technique is being ana-

lyzed on seven different databases, viz., FVC2000 DB2, FVC2002 DB1, FVC2002 DB2,

FVC2002 DB3, FVC2002 DB4, FVC2004 DB1, and FVC2004 DB2. As aforementioned,

the evaluation has been carried out using different metrics such as FAR, FRR, GAR, and

EER in the same-key attack scenario, where the same user keyset is used by all the subjects
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Figure 4.9: ROC plots for the proposed technique on different databases in the same-key
scenario.

of a database. The comparison of results with the existing techniques has been performed

based on the EER values. The values of EER obtained on different databases for the pro-

posed technique and their comparison with that of the existing techniques are given in Table

4.2. It can be observed from the table that the performance of the proposed technique is su-

perior to that of the existing techniques except for the technique proposed by Ferrara et al.

in [76]. However, the technique in [76] does not possess the revocability property whereas

the template produced in the proposed technique is completely revocable. Also, the se-
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Figure 4.10: Distribution of Genuine/Imposter scores for the proposed technique on differ-
ent databases in same-key scenario.

cure templates produced by the proposed technique using different keysets are found to be

unlinkable with each other which makes them diverse as well. Although the quality of fin-

gerprint images is not good in FVC2002 DB3 and FVC2002 DB4 databases, the proposed

technique has outperformed most of the techniques in the case of FVC2002 DB3 whereas

has produced comparable performance in the case of FVC2002 DB4 database, as seen from

Table 4.2. In addition, the proposed technique has performed quite well as compared to

the existing techniques in the case of more challenging databases, i.e. FVC2004 DB1 and
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Table 4.3: Comparison of Kolmogorov-Smirnov test values of the proposed technique with
existing techniques for the same-key scenario

Various
techniques

FVC2000 FVC2002 FVC2004
DB2 DB1 DB2 DB3 DB4 DB1 DB2

Moujahdi et al. [91] - 0.78 - - - - -
Sandhya et al. [80] - 0.91 0.93 0.75 - - -
Sandhya et al. [84] - 0.92 0.94 0.86 - - -
Sandhya et al. [86] - 0.96 0.97 0.89 - 0.82 0.73
Proposed Technique 0.97 0.99 0.98 0.99 0.98 0.83 0.85
Note: “-” denotes non-availability of data.

FVC2004 DB2, as given in Table 4.2. Further, receiver operating characteristics (ROC)

curves are also plotted to show the performance of the proposed technique. The ROC curve

depicts the rate of change in GAR with respect to FAR calculated at different threshold val-

ues (varying from 0% to 100% with step size of 0.1) and it also depicts the robustness of

an authentication system. The point where the EER-line and the ROC curve intersect each

other gives the value of EER. So the EER value can be calculated by taking the FAR or

1-GAR value at the intersecting point of the ROC curve and EER-line as shown in Figure

4.9. ROC curves for all the databases are shown in Figure 4.9 for the same key scenario.

All these curves are obtained as desired showing the robustness of the proposed technique.

The distribution of genuine and imposter scores is given in Figure 4.10 for all the databases

under the same key scenario. It is clearly visible from the figure that the distribution of gen-

uine and imposter scores are significantly different from each other. In addition, a statistical

analysis is performed as described in the following section to show the significant difference

between genuine and imposter scores.

4.2.5 Statistical analysis

We have performed statistical analysis to show the separation of genuine and imposter

scores in the proposed technique. We have used the Kolmogorov-Smirnov test [23] and
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Table 4.4: Results of t-test for different databases performed using genuine and imposter
scores at 5% significance level, where “ts” and “tc” denote |t−stat| and t−critical values,
respectively

Various databases |ts| tc |ts| > tc
FVC2000 DB2 26.44 1.9847 True
FVC2002 DB1 31.62 1.9839 True
FVC2002 DB2 28.01 1.9842 True
FVC2002 DB3 20.70 1.9889 True
FVC2002 DB4 21.01 1.9866 True
FVC2004 DB1 16.14 1.9804 True
FVC2004 DB2 13.15 1.9817 True

student’s t-test [24] for this purpose.

• Kolmogorov-Smirnov (KS) test: It is a non-parametric and distribution-free statisti-

cal test to find out the difference between two sets of samples. The value of KS-test

varies in the range [0, 1], where a lower value shows that the two sets are completely

similar to each other whereas a higher value shows that the two sets are significantly

different to each other. The results of KS-test performed on the genuine and imposter

scores computed using the proposed technique for different databases are given in Ta-

ble 4.3. It can be clearly seen from the table that the values of the KS-test obtained for

the proposed technique are close to 1 and are much higher as compared to the same

obtained for other existing techniques. This shows that the genuine and imposter

scores computed in the proposed technique are well-separated and are significantly

different from each other.

• Student’s t-test: It is a statistical hypothesis test used to show the significant differ-

ence between two sets of observations. We have performed a two-sample unpaired

t-test at the significance level of 5%. The results of the t-test obtained for all the

databases for genuine and imposter scores obtained using the proposed technique are

shown in Table 4.4. In the t-test, if the value of |t− stat| is greater than the value of
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t−critical, then the null hypothesis is rejected and it represents that the input samples

are significantly different from each other. It is clearly seen from Table 4.4 that for all

databases, obtained values of |t− stat| are greater than the value of t− critical. This

substantiates that the genuine and imposter distributions are well-separated.

In summary, this chapter has proposed a fingerprint template generation using the non-

invertible transformation, where the original minutiae locations are non-invertibly trans-

formed by means of a user keyset. In order to align the secure fingerprint templates, a fin-

gerprint alignment approach based on PCA has been utilized. The proposed technique has

been evaluated on seven publicly available fingerprint databases by considering all four es-

sential requirements. From the experimental analysis, it is evident that the generated secure

templates are revocable, unlinkable, and robust against various attack scenarios. Further,

the obtained results are compared with the existing techniques in terms of the EER value

and the comparison clearly shows the effectiveness of the proposed technique.
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Chapter 5

Adaptation of Pair-Polar Structure to

Generate a Secure Fingerprint Template

In the previous chapter, a non-invertible transformation based technique has been pro-

posed to generate the secure fingerprint template. Although the templates are secure and

the proposed technique has performed quite well, an extra step of fingerprint alignment and

singular point dependency still exist. Therefore, in order to eliminate these limitations, we

propose a secure and alignment-free fingerprint template protection technique in this chap-

ter by exploiting the pair-polar minutiae structures. In the proposed technique, a fingerprint

based secure user template is represented in the form of a set of binary vectors. These vec-

tors are computed from the many-to-one mapping of the transformed pair-polar coordinates

(which are obtained using a non-invertible transformation) into a 3D grid. Results of the

proposed technique are analyzed in terms of revocability, unlinkability, security, and per-

formance on six publicly available databases of the Fingerprint Verification Competition

(FVC) 2002 and 2004. The overall analysis of the results clearly shows the effectiveness of

the proposed technique as compared to the existing state-of-the-art techniques. Further, the

The work presented in this chapter has been published in the paper: “Adaptation of pair-polar structure
to protect the fingerprint template”, IEEE Transactions on Industrial Informatics, 19(2), 1947-1956 (2022).
DOI: 10.1109/TII.2022.3195938
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summary of the significant contributions of this chapter is given below.

• The proposed technique computes a secure and alignment-free user template, which

utilizes the pair-polar structure of minutiae and is independent from the use of a sin-

gular point.

• The non-invertible transformation and many-to-one mapping of pair-polar coordinates

assure the infeasibility of reconstruction of the fingerprint image along with main-

taining the discriminative property of the biometric data even after performing the

transformation.

• The generated binary template is highly revocable and unlinkable. Further, the per-

formance of the proposed technique is found to be superior compared to the existing

state-of-the-art techniques, even on challenging databases such as FVC2002 DB3 and

FVC2004 (DB1 & DB2).

• The computed templates are highly secure against various attack scenarios and pre-

vent a fingerprint-based biometric system from illegitimate access and the loss of the

user’s original fingerprint data.

• Due to all these advantages, the proposed technique not only provides secure access to

resources and sensitive data but also provides security against the permanent identity

loss of a user.

A detailed description of the various steps involved in the proposed technique is dis-

cussed as follows.
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Figure 5.1: A schematic diagram depicting the working of the proposed technique.

5.1 Proposed Technique

This chapter proposes a secure fingerprint template protection technique using the pair-

polar minutiae structure. The technique is alignment-free and does not rely on the use of

singular point locations, which are prone to change due to the quality difference between

two different fingerprint images of a subject. Also, the extraction of a singular point from

an arch-type fingerprint impression does not produce consistent detection. A schematic

diagram depicting the overall working of the proposed technique is shown in Figure 5.1.

Further, the detailed working of different steps, starting from the minutiae extraction to the

final matching procedure in the transformed domain, is given below.
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Figure 5.2: Representation of pair-polar minutiae structure.

5.1.1 Minutiae extraction and computation of pair-polar structure

The location and orientation values of minutiae are used to compute the secure finger-

print user template in the proposed technique. In order to extract the minutiae, we have

utilized Verifinger-SDK (Demo version) [27], which returns the location and orientation

values of the minutiae. Let the extracted minutiae set from a fingerprint be represented as

M = {(xi, yi, θi) : 1 ≤ i ≤ n}, where (xi, yi) denotes the location of ith minutia point, θi

denotes its orientation, and n denotes the total number of minutiae present in the fingerprint

image.

Furthermore, to compute the pair-polar structures [50, 69] of the minutiae for a finger-

print image, a minutia point mi is considered as the reference point. The reference minutia

point mi is serving as the center point of the polar representation whereas its orientation θi is

serving as the X-axis or 0◦ axis. Now, pair-polar coordinates of all the remaining minutiae

are computed in the form of pi = {(dij, αij, βij) : 1 ≤ j ≤ n and j ̸= i} with respect to the

reference minutia mi. Here, dij is the Euclidean distance between the minutiae mi and mj ,

αij is the orientation of the line connecting mi to mj with respect to θi in the anti-clockwise

98



CHAPTER 5. ADAPTATION OF PAIR-POLAR STRUCTURE TO GENERATE A
SECURE FINGERPRINT TEMPLATE

Values of  , 
, 

Values of  , 
, 

Computation of  
using Eq. (1), i.e., 

20 63 44 79 67

0 1 0 1 0

Random
vector  of s-

dimension
using seed as Binary

equivalent
of  of
length 

Element-wise
or Hadamard

product

0 63 0 79 0

Values are varying from 0 to 99 or (s-1)

Take  and compute the transformed
value  using Eq. (3), i.e., 

Eq. (2)
along with 

, i.e., 

LSB MSB

Figure 5.3: An example of representing the transformation of pair-polar coordinates consid-
ering max(dim) = 388.

direction, and βij is the difference in orientation of minutiae mi and mj . The pair-polar

minutiae structure is depicted in Figure 5.2, where pair-polar coordinates are computed by

considering mi as the reference minutia point. To compute the rotation and translation in-

variant fingerprint template, pair-polar coordinates of minutiae points, denoted as PP =

{pi}ni=1, are computed with respect to each minutia. These coordinates are further used to

construct the secure template utilizing the steps discussed in the forthcoming subsections.

5.1.2 Transformation of pair-polar coordinates

Due to many-to-one mapping, the features extracted in the previous subsection are quite

strong to generate a secure user template. However, since this will reveal the quantized val-

ues of pair-polar coordinates to an intruder, the transformed pair-polar coordinates are being

calculated using a user keyset {k1, k2, k3} to enhance the security of the template. The trans-
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formed pair-polar coordinates are denoted as PP T = {pTi }ni=1, where pTi = {(dTij, αij, βij)

: 1 ≤ j ≤ n and j ̸= i}. The transformed value dTij for distance dij is computed as given

below.

vij =

⌈
k1(dij(dij + αij + βij))

k2

⌉
(5.1)

hij =
s∑

l=1

rlBinl(vij) (5.2)

dTij = max(dim)

(
hij

s(s− 1)

)
(5.3)

where, r is an s-dimensional integer vector and is generated by randomly choosing integer

values between a specific range of numbers (considered as 0 to s− 1) while considering the

seed as a user key, k3. Further, Bin(vij) represents a s−bits long binary string equivalent to

vij , and dim is the dimensions of a fingerprint image where max(dim) represents the size

of the maximum dimension of the corresponding fingerprint image. Here, an intermediate

representation vij of dij is computed using user-specific keys k1 and k2 in Equation 5.1,

whereas Equation 5.2 computes the sum of element-wise or Hadamard product between the

Bin(vij) and r. At last, the value of hij is re-scaled between 0 to max(dim) to compute

the value, dTij . An example to show the computation of transformed value, dTij , is presented

in Figure 5.3. Since the transformation is non-invertible, the transformed value (i.e., dTij)

protects the original information of pair-polar coordinates and makes it infeasible for an

intruder to get the original minutiae locations from the transformed values. The obtained

transformed values of pair-polar coordinates are further used to generate the secure user

template that is represented in binary form.
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Figure 5.4: Representation of 3D grid used in the mapping of transformed pair-polar fea-
tures.

5.1.3 Mapping and generation of secure user template

In order to generate the secure fingerprint template, first, the transformed values of pair-

polar coordinates of minutiae with respect to each minutia point are mapped in a 3D grid of

size gd × gα × gβ , where the size of each cell is calculated as follows.

Gd =

⌈
max(dim)

gd

⌉
; Gα =

⌈
2π

gα

⌉
; Gβ =

⌈
2π

gβ

⌉
(5.4)

Here, Gd, Gα, and Gβ represent the size of each cell in a grid corresponding to the three

dimensions, i.e., for dTij , αij , and βij , respectively. The maximum possible values for these

dimensions are considered as max(dim), 2π, and 2π, respectively. The transformed pair-

polar coordinates obtained with respect to each minutia point are mapped into the 3D grid

one by one separately. This makes the total number of grids equal to the total number of

minutiae (i.e., n) present in the fingerprint image. The mapping of the transformed pair-

polar coordinates that are calculated with respect to a minutia point mi, is carried out as

follows.
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xj
d

yjα

zjβ


=



⌈
dTij/Gd

⌉
⌈αij/Gα⌉

⌈βij/Gβ⌉


(5.5)

where, the value of j = 1, 2, ..., n and j ̸= i. Further, the value of a grid cell where

(dTij, αij, βij) is mapped is set to 1. It can be noted that there are chances of getting the

same grid cell being mapped to multiple coordinates; however, in such cases as well, the

value is set to 1 only. Further, the value of the remaining cells is set to 0. The graphical rep-

resentation of a 3D grid with respect to a minutia point is shown in Figure 5.4. Now, the 3D

grids corresponding to each reference minutia point are sequentially unfolded to generate a

set of binary vectors big×1, where the value of i = 1, 2, ..., n and g = gdgαgβ . Based on this,

an intermediate user template is generated as a binary matrix, Bg×n = [b1, b2, ..., bn], where

bi is a column vector, and i = 1, 2, ..., n.

Eventually, to compute the final secure user template, each column vector of B is per-

muted by utilizing a random permutation matrix Pg×g, which is generated by considering

the user key k3 as the seed. Thus, the final secure user template Tf , which is essentially a

binary matrix, is obtained as follows.

Tf = Pg×gBg×n (5.6)

In the matrix Tf , the ith column is a permuted version of the corresponding binary string

bi. The procedures of computing the pair-polar coordinates and the secure user template

are shown in Algorithms 5.1 and 5.2, respectively. Further, the template Tf is stored in

the database as a secure gallery fingerprint template at the time of enrollment. Similarly, at

the time of authentication, the secure probe template is computed using the aforementioned
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Algorithm 5.1 Computation of pair-polar structures

1: Input: A set of minutia points, M = {(xi, yi, θi) : 1 ≤ i ≤ n}
2: Output: pair-polar coordinates of the minutia points, PP = {pi}ni=1 where pi =
{(dij, αij, βij) : 1 ≤ j ≤ n and j ̸= i}

3: Initialize: PP = zeros(n, n− 1, 3) /* Matrix of size n× (n− 1)× 3 containing zeros
*/

4: for i← {1, n} do
5: j ← 1
6: mi = (xi, yi) /*Selecting ith reference minutia */
7: while j ≤ n do
8: if j ̸= i then
9: mj = (xj, yj) /*Selecting j th minutia */

10: /*Distance b/w ith and j th minutia points */
11: PP (i, j, 1) = ||mi −mj||2 /* value of dij */
12: /*Angle b/w line segment mi,mj and x−axis */

13: PP (i, j, 2) = tan−1
(

yj−yi
xj−xi

)
/* computation of αij */

14: /*Difference b/w the orientation of mi and mj minutia points*/
15: PP (i, j, 3) = |θj − θi| /* value of βij */
16: /*Updating the value of PP (i, j, 2) between 0 to 2π*/
17: if (yj − yi) < 0 and (xj − xi) > 0 then
18: PP (i, j, 2) = 2π − |PP (i, j, 2)|
19: end if
20: if (xj − xi) < 0 and (yj − yi) > 0 then
21: PP (i, j, 2) = π − |PP (i, j, 2)|
22: end if
23: if (xj − xi) < 0 and (yj − yi) < 0 then
24: PP (i, j, 2) = π + |PP (i, j, 2)|
25: end if
26: /*Difference b/w PP (i, j, 2) and orientation of mi to compute final αij*/
27: PP (i, j, 2) = |PP (i, j, 2)− θi| /* value of αij */
28: end if
29: j ← j + 1
30: end while
31: end for

steps, and matching is performed with the stored gallery template in the transformed do-

main. It is apparent from the above discussion that the mapping of transformed pair-polar

coordinates to the 3D grid is many-to-one and also, it is evident that only the quantized val-

ues are revealed from the binary string generated from the mapped grid if the user template

is compromised. This is an important characteristic of the proposed technique and helps
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Algorithm 5.2 Computation of secure binary user template

1: Input: A set of transformed pair-polar structures, PP T = {pTi }ni=1 and grid size as
gd × gα × gβ

2: Output: secure binary user template, Tf

3: Initialize: Gd =
⌈

max(dim)
gd

⌉
; Gα =

⌈
2π
gα

⌉
; Gβ =

⌈
2π
gβ

⌉
; Grid =

zeros(gd, gα, gβ, n); g = gdgαgβ
4: for i← {1, n} do
5: j ← 1
6: while j ≤ n do
7: if j ̸= i then
8: /*Computation of cell position in ith 3D grid for transformed value of j th

pair-polar coordinate (dTij, αij, βij) */

9: xj
d = ⌈

dTij
Gd
⌉

10: yjα = ⌈αij

Gα
⌉

11: zjβ = ⌈βij

Gβ
⌉

12: /*Assigning selected cell value as 1 */
13: Grid(xj

d, y
j
α, z

j
β, i) = 1

14: end if
15: j ← j + 1
16: end while
17: end for
18: P = randp(g × g) /*Random permutation matrix */
19: Bg×n ← Gridgd×gα×gβ×n /* Sequentially unfolding */
20: Tf ← Pg×gBg×n /*Final secure template */

in maintaining the security of the user template. More analysis on this is provided in the

experimental analysis section. In the next section, the matching procedure adopted in the

proposed technique to match the two user templates is elaborated.

5.1.4 Matching procedure

During authentication, matching between the secure gallery and probe user templates

is performed in the transformed domain to make the process completely secure. Let the

number of minutiae in the probe and gallery templates be m and n, respectively. Further,

let TPro
f and TGa

f be the probe and gallery templates, respectively. To perform matching, the

binary string bPro
i (which is the ith column in the user template matrix) of TPro

f with respect
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Figure 5.5: Matching of the transformed probe and gallery user templates.

to ith reference minutia point is matched with all the binary strings of TGa
f with respect to

the gallery minutia points. The matching score for each binary string of TPro
f is calculated

as described below.

Sij =
(m+ n− 2)

∑g
l=1 b

Pro
il ∗ bGa

jl

(m− 1)2 + (n− 1)2
(5.7)

where, “ ∗ ” represents the bit-wise and operator and the size of matrix S is m×n. To com-

pute the final score (Sf ), an average value of maximum scores corresponding to each binary

vector of probe template, obtained after matching it with gallery templates, is considered

and used in the computation as follows.

Si
max = max(Sij), where j = 1, 2, ..., n (5.8)

Sf =

∑m
i=1 Si

max

m
(5.9)

where Si
max represents the maximum matching score when ith binary string is being matched

with all the binary strings of the gallery template. The complete matching procedure is

described in Figure 5.5.
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5.2 Experimental Analysis

In this section, the proposed technique has been analyzed by considering the recogni-

tion performance along with revocability, diversity/unlinkability, and security aspects of the

generated user template. In the evaluation process, we have utilized six publicly available

fingerprint databases, viz., FVC2002 (DB1, DB2, DB3, and DB4) [1] and FVC2004 (DB1

and DB2) [26]. A brief description of these databases is provided in Section 1.4. Further,

the detailed experimental analysis of the proposed technique on these databases is provided

below.

5.2.1 Recognition performance analysis

There are four different metrics that have been used to assess the recognition perfor-

mance of the proposed template protection technique, and these are FAR, FRR, GAR, and

EER. In addition, 1-vs-1 and FVC protocols are being used to calculate the inter-class and

intra-class matching scores to get the values of FAR and FRR, respectively. A brief descrip-

tion of these performance metrics and protocols has been provided in Sections 1.2.4 and

1.4, respectively.

The experiments have been performed by considering the two attack scenarios, viz.

stolen-key (same-key) attack scenario and plain-key (different-key) attack scenario. In the

first attack scenario, the same keyset has been used to construct the secure template through-

out a database. In contrast, in the latter one, a different keyset for each subject is used to

construct the secure template in the database. Further, the EER values have been calculated

employing these attack scenarios as well as the protocols for each database. To generate

the secure user template, the size of the grid, that is the values of gα, gβ, and gd have an

important role to play. Hence, in order to get an optimal grid size, the experimentation is

being performed where the EER value is computed by varying the parameters gα, gβ , and
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Figure 5.6: Finding the optimum value of parameters for grid size with the help of EER. The
lowest EER value for which the optimum parameters (gd, gα, gβ) are obtained is pointed by
an arrow on the EER surface plot.

gd. In the process, since the parameters gα and gβ represent angles, their values are kept

equal. The set of parameter values for which the best EER is achieved is considered opti-

mal. The process of parameters tuning is performed on combined FVC2002 DB1 b, DB2 b,

DB3 b, and DB4 b databases which are provided in FVC2002 database[1] for the purpose

of parameters tuning. The database contains 40 subjects where 8 fingerprint samples are

present per subject. In the experimentation, the value of gd is fixed starting from 2 to 24 and

the value of EER is computed by varying the value of gα = gβ = 2 to 24. Among these

computations, the best EER is achieved for gd = 8 and gα = gβ = 14 as depicted in Figure

5.6. Hence, these values are used for parameters gd, gα, and gβ in further experimentation.

In the plain-key attack scenario, the proposed technique attains an EER of 0% in all

the databases for both protocols (i.e., 1-vs-1 and FVC). This attack scenario shows the best

case of the performance as the keysets are different for each subject in the database. When

we analyze the worst-case scenario, which happens in the stolen-key attack scenario, the

proposed technique performs quite well here too as compared to the existing state-of-the-
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Table 5.1: EER (%) values of the proposed technique compared with the existing techniques
for 1-vs-1 and FVC protocols under the stolen-key attack scenario

Various
techniques

FVC2002 (EER%) FVC2004 (EER%)
DB1 DB2 DB3 DB4 DB1 DB2

1v1 FVC 1v1 FVC 1v1 FVC 1v1 FVC 1v1 FVC 1v1 FVC
Ahmad et al. [69] 9 - 6 - 27 - - - - - - -
Wang and Hu [70] 3.5 - 4 - 7.5 - - - - - - -
Kumar et al. [74] - - - 4.98 - - - - - - - -
Jin et al. [77] 5.19 - 5.65 - - - - - 16.35 - 8.66 -
Ferrara et al. [76] 0 3.33 0.37 1.76 4.94 7.78 3.37 - - - - -
Yang et al. [81] 5.93 - 4 - - - - - - - - -
Yang et al. [47] 3.38 11.84 0.59 10.38 9.80 16.52 16.52 15.63 - - 14.88 20.61
Ahn et al. [73] - 7.18 - 3.61 - 11.80 - 11.46 - - - -
Jin et al. [79] 4.36 - 1.77 - - - - - 24.71 - 21.82 -
Sandhya and Prasad [80] 4.71 - 3.44 - 8.79 - - - - - - -
Wang and Hu [83] 3 4 2 3 7 8.5 - - - - - -
Sandhya et al. [84] 3.96 - 2.98 - 6.89 - - - 12.17 - 13.29 -
Sandhya and Prasad [86] 2.19 - 1.6 - 6.14 - - - 11.89 - 12.71 -
Ali et al. [97] 2 - 1 - 3.1 - - - - - - -
Yang et al. [100] - - 1 - - - - - - - 10 -
Trivedi et al. [102] 1.2 - 2.1 - - - - - - - - -
Yang et al. [105] 1.0 - 2.0 - 4.0 - - - - - 11.0 -
Lahmidi et al. [104] 3.09 - 1.83 - - - - - - - - -
Proposed Technique 1.0 5.3 1.0 5.7 3.3 7.7 3.0 4.7 8.9 18.3 9.6 17.3
Note: “-” denotes non-availability of data and “1v1” represents 1-vs-1 protocol.

art techniques. The EER(%) values that are obtained in the stolen-key attack scenario with

respect to 1-vs-1 and FVC protocols are given in Table 5.1. It can be clearly seen in the table

that the proposed technique has performed exceptionally well as compared to the existing

techniques for both 1-vs-1 and FVC protocols, except for [76] and [83]. However, the

technique [76] generates fingerprint templates that are not revocable, whereas the proposed

technique possesses the revocability property. Further, the values of EER for the proposed

technique are slightly low as compared to [83] in the case of FVC protocol for FVC2002

DB1 and FVC2002 DB2 databases. Nevertheless, the EER values of the proposed technique

are superior for the FVC2002 DB3 database in the case of FVC protocol whereas superior

for all the databases in the case of 1-vs-1 protocol when compared to the results of [83]. The

proposed technique has slightly under-performed for the FVC2002 DB2 database in the case

of FVC protocol as compared to [74] and [73]; however, the approaches which are discussed

in these works do not utilize the user keyset whereas our proposed technique utilizes the user

keyset, which increases the privacy of the fingerprint template and enables the capabilities
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(a) (b)

Figure 5.7: ROC plots of the proposed technique along with AUC (represented in percent-
age) for different databases in the stolen-key scenario considering (a) 1-vs-1 protocol and
(b) FVC protocol.

of the essential properties. Further, Receiver Operating Characteristics (ROC) curves are

plotted for all the databases considering the stolen-key attack scenario and both protocols.

The ROC curve represents the change in GAR with respect to the change in FAR. In the ROC

curve, if the value of Area Under the Curve (AUC) is equal or close to 100%, it represents the

high effectiveness of the technique. The ROC plots of the proposed technique for different

databases are shown in Figure 5.7(a) and Figure 5.7(b). As desired, it is clearly seen from the

plots that the values of AUC are very close to 100% for all the databases for both protocols.

Further, the distribution of matching scores for different databases considering both stolen-

key and plain-key scenarios are plotted in Figure 5.8. As desired, it can be seen from the

figure that the genuine score distributions of all the databases are significantly different

from their corresponding imposter score distributions for the plain-key as well as for the

stolen-key attack scenarios.
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Figure 5.8: Distribution of genuine and imposters scores for the proposed technique on dif-
ferent databases considering stolen-key and plain-key attack scenarios, where SK represents
same-key/stolen-key scenario and DK represents different-key/plain-key scenario.

5.2.2 Revocability analysis

Revocability is an ability of a template protection technique, which allows replacing a

stored template with a completely different new template for a user when the stored template

has been compromised. As the correlation between the stored template and the new template

is desired to be negligible, an adversary cannot access the biometric system by means of the

compromised template. In this section, two different analyses based on existing frameworks

[21, 121] have been provided to establish the fact that the proposed technique computes a

completely revocable template. To do that, we have calculated the mean and the variance of

pseudo-genuine scores and have compared them with the mean and the variance of genuine

and imposter scores in the first analysis. Pseudo-genuine scores are the scores calculated by

matching the user templates generated using different keysets and the same fingerprint im-
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age. Here, for each database, a total of 1000 pseudo-genuine scores are calculated in which

a keyset is used to compute the gallery template using a fingerprint image for each subject.

Further, by using the same fingerprint image, 10 more pseudo-genuine probe templates are

generated by using 10 different keysets to compute the matching scores. The mean and

the variance of these scores are compared with that of the genuine and the imposter scores

calculated for the stolen-key scenario for all the databases. This comparison is given in

Table 5.2, where it can be clearly observed that the values of the mean of the imposter and

pseudo-genuine scores are nearly equal to each other, whereas they both are very different

from the mean values of the genuine scores of all the databases. Moreover, the variance

of pseudo-genuine scores is very far from the variance of the genuine and imposter scores

while considering the stolen-key attack scenario. This clearly shows that if the compro-

mised template is matched with the replaced new template, the compromised template will

behave like an imposter template.

In addition to this analysis, we have also evaluated the proposed technique for the re-

voked template attack as discussed in [21]. This attack has two variants as discussed below.

• Type-I attack: Biometric system is attacked using the compromised (revoked) tem-

plate, where the database contains a new different template computed using the same

fingerprint impression as used in the revoked one and a different keyset.

• Type-II attack: Biometric system is attacked using the compromised (revoked) tem-

plate, where the database contains a new different template computed using a different

fingerprint impression of the same subject and a different keyset.

These attacks have been performed considering the 0% FAR case, and it is found that

not even a single revoked template is falsely accepted in the proposed technique as depicted

in Table 5.3. Hence, both of these analyses show that the secure templates obtained in the
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Table 5.2: Comparison of mean (µ) and variance (σ) of genuine, imposter, and pseudo-
genuine score distributions for all the databases

Databases Genuine Imposter Pseudo-genuine
FVC2002
DB1

µ 0.37 0.15 0.04
σ2 0.0021 0.0029 0.0002

FVC2002
DB2

µ 0.35 0.14 0.04
σ2 0.0022 0.0029 0.0001

FVC2002
DB3

µ 0.34 0.11 0.04
σ2 0.0030 0.0035 0.0002

FVC2002
DB4

µ 0.31 0.12 0.04
σ2 0.0022 0.0026 0.0002

FVC2004
DB1

µ 0.27 0.12 0.04
σ2 0.0045 0.0025 0.0002

FVC2004
DB2

µ 0.26 0.11 0.04
σ2 0.0039 0.0036 0.0001

Table 5.3: The number of matched templates (%) in the event of revoked template attack for
all the databases at 0% FAR

Databases Type-I Attack Type-II Attack
FVC2002 DB1 0 0
FVC2002 DB2 0 0
FVC2002 DB3 0 0
FVC2002 DB4 0 0
FVC2004 DB1 0 0
FVC2004 DB2 0 0

proposed technique are highly revocable.

5.2.3 Unlinkability analysis

This section presents the analysis of the unlinkability/diversity of the secure templates

computed using the proposed technique. The property of unlinkability requires that the se-

cure templates generated by a template protection technique should be very distinct from

each other in terms of similarity so that the different attacks (such as correlation and ARM

attacks) can be prevented in a biometric system. We have utilized two different scenarios to

show the unlinkability of templates generated by the proposed technique. First, the unlink-
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Table 5.4: Global unlinkability measure Dsys
↔ [6] of the proposed technique for all the

databases

Databases Dsys
↔

FVC2002 DB1 0.0019
FVC2002 DB2 0.0009
FVC2002 DB3 0.0013
FVC2002 DB4 0.0017
FVC2004 DB1 0.0020
FVC2004 DB2 0.0018

ability analysis is being carried out based on a recent general framework proposed in [6],

and second, it has been performed based on the approach discussed in [7].

According to the framework given in [6], if the mated and non-mated distributions over-

lap, it shows the highly unlinkable nature of the computed templates. In addition, the value

of a global measure Dsys
↔ [6], which is computed using the mated and non-mated distribu-

tions, varies between 0 to 1 and defines the high unlinkability of a system if the value is

near to zero. In order to perform this analysis, mated score and non-mated score distribu-

tions have been estimated for the proposed technique along with the value of Dsys
↔ . Mated

scores are computed by matching the templates that are generated from the same fingerprint

impression and different keysets; whereas, non-mated scores are computed by matching the

templates that are generated from the fingerprint impressions of different subjects and by us-

ing different keysets. For the proposed technique, the resultant mated and non-mated scores

distributions along with the genuine scores have been plotted in Figure 5.9, and the obtained

values of Dsys
↔ are shown in Table 5.4 for all the databases. As desired, we can observe from

the figure that the distributions of mated and non-mated scores overlap with each other,

whereas they are very far from the genuine score distributions for all the databases. Also,

it is seen that the values of Dsys
↔ are near to zero. Hence, this analysis strongly supports the

unlinkability of the secure templates computed using the proposed technique.

In the second analysis which is based on the framework discussed in [7], False Cross
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(a) FVC2002 DB1 (b) FVC2002 DB2 (c) FVC2002 DB3

(d) FVC2002 DB4 (e) FVC2004 DB1 (f) FVC2004 DB2

Figure 5.9: Distribution of mated, non-mated, and genuine (stolen-key attack scenario)
scores plotted to show the unlinkability of the secure fingerprint template generated in the
proposed technique on different databases.

(a) (b)

Figure 5.10: FNCMR vs. FCMR plots: (a) for an ideal case of unlinkability, (b) for the
proposed technique on different databases.

Match Rate (FCMR) and False Non-Cross Match Rate (FNCMR) are computed for all the

databases utilizing the secure templates generated by the proposed technique. Here, FCMR

defines the rate of successful matches between the non-mated samples, whereas the FNCMR
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denotes the rate of unsuccessful matches between the mated samples. We have computed

these rates at different thresholds and have plotted them for all the databases in Figure 5.10.

As mentioned in [7], for a technique that generates completely unlinkable templates, the

sum of FNCMR (%) and FCMR (%) should always be equal to 100. Such an ideal case

is being depicted in Figure 5.10(a). For the proposed technique, the FNCMR vs. FCMR

plots fall nearly on FNCMR + FCMR = 100 line for all the databases as shown in Figure

5.10(b). Hence, it is clearly evident from this analysis that the secure templates generated

in the proposed technique are highly unlinkable in nature.

5.2.4 Security analysis

Security is one of the important properties which ensures the privacy of a user’s biomet-

ric data and prevents unauthorized access to a biometric system. This section analyzes the

security aspect of the user template generated by the proposed technique considering the

non-invertibility, brute-force attack, attack via record multiplicity (ARM attack), and false

accept attack scenarios.

5.2.4.1 Non-invertibility

This property provides an assurance that the reconstruction of the original fingerprint

image is infeasible from the secure user template. It is an important property and needs to

be followed by any template protection technique in order to provide the privacy to the user’s

biometric data. In the proposed technique, transformed pair-polar coordinates of minutiae

points are mapped into a 3D grid to compute a secure binary template using many-to-one

mapping, which makes it infeasible for an intruder to get back to the original pair-polar

coordinates from the secure user template. Further, it may be possible to get the quantized

values of the transformed pair-polar coordinates (dTij, αij, βij) from the binary string by an
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intruder. Here, the quantized value would be the location of a cell of size (Gd × Gα × Gβ)

in the 3D grid. Hence, the total number of possibilities to select a single value of coordinate

would be given by (Gd × Gα × Gβ) with respect to a minutia (considering each integer as

a single value). Now, if n is the total number of minutiae present in a fingerprint image,

the total number of combinations possible to select transformed pair-polar coordinates will

be given as (Gd × Gα × Gβ)
n−1 which gives the huge number of possibilities. Moreover,

in the technique, the value of distance dij from a reference minutia mi to minutia mj is

transformed by using a non-invertible transformation function and a user keyset. Hence,

there will be 2s different combinations of binary equivalent of vij , which are needed to get

back the original value of dij from dTij with respect to a minutia as discussed in Section

5.1.2. Now, let us assume that we have n number of minutiae points, then the total number

of different combinations would be 2s(n−1). Therefore, computing the transformed pair-

polar coordinates from the quantized values and original value of dij from dTij collectively

exhibits a huge number of possibilities that are infeasible to compute and hence, it strongly

supports the non-invertible nature of the secure user template.

5.2.4.2 Brute-force attack

In this attack scenario, an attacker tries all the possibilities either to get back the original

minutiae information and reconstruct the original fingerprint from the secure template or

to get illegitimate access to the biometric system. The secure user template generated in

the proposed technique is robust against this attack scenario. To establish this fact, let us

assume that the intruder has got access to the secure user template which in turn provides

the quantized values of the transformed pair-polar coordinates, i.e., pTi = {(dTij, αij, βij) :

1 ≤ j ≤ n − 1 and j ̸= i}. The size of a small unit in a grid (used for quantization) is

considered as gd = 8 for dTij , gα = 14 for αij , and gβ = 14 for βij . So while considering
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a minutia mi as a reference point and to get the original transformed values of pair-polar

coordinates from the quantized value, the total possibilities that are encountered will be

equal to (max(dim)
8
× π

7
× π

7
)n−1 where n is the total number of minutiae points present in the

fingerprint. Let us consider that n = 30 (typically a fingerprint image contains 30 or more

minutiae points) then the total number of possibilities will be comb = (max(dim)
8
× π

7
× π

7
)29,

which gives a huge number of possibilities to try out. In addition, the value of distance

dTij is a transformed value and to get the original distance dij from it, the total number of

possibilities to check will be equal to 2s for a single minutia, which is equivalent to 2100 if

s = 100 (as discussed in Section 5.1.2). So for all the minutiae points, the total number

of possibilities to check will be equal to 2100(n−1), which is basically 22900 as typically the

value of n would be equal to 30. Thus, the probability of getting back the original pair-polar

coordinates of n = 30 minutiae points will be equal to 29
22900+comb

, which is negligible (≈ 0).

This depicts the highly robust nature of the proposed technique against the brute-force attack

for the reconstruction of the fingerprint image. Further, if an attacker only knows about the

final structure of the secure template, then the total number of combinations to get the

illegitimate access will be equal to 21568 as the size of the secure template with respect to a

reference minutiae is 1568-bits (computed by unfolding the 8× 14× 14 grid). Again, these

many combinations are infeasible to compute which further confirms the robustness of the

proposed technique against the brute force attack.

5.2.4.3 False accept attack

In this attack scenario, the attempts are fewer as compared to the brute-force attack to

get illegitimate access, when an intruder somehow has the knowledge of the matching score

or the number of 1s in the binary template. In the proposed technique, the number of 1s in

a binary string (bGa
i ) of a secure gallery template is nearly equal to the number of minutiae
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points (that is, n) present in the fingerprint image. Now, let us consider that the average

number of minutiae points present in a fingerprint image of a user is equal to 30. Then

the total number of possible binary templates with respect to a reference minutia point to

get the illegitimate access would be approximately
(
1568
30

)
, which is a very huge number

and infeasible to compute and try out to get the access. In addition, suppose an attacker

somehow gets the information about the average matching score (that is, the number of

matched bits) that is approximately 30% at 0% FAR case in the proposed technique. Then,

to guess the original binary string with respect to a reference minutia point,
(

1568
0.3×30

)
possible

combinations (assuming n = 30) of binary strings are approximately needed to try out to

get the access, which is again infeasible to compute. Thus, this analysis clearly shows the

robustness of the proposed technique against the false accept attack.

5.2.4.4 Attack via Record Multiplicity (ARM)

In the ARM attack, by inspecting and comparing the multiple transformed templates

compromised from the different or same biometric system, an attacker tries to find out some

information regarding the original features of the fingerprint image. This can be feasible

when the transformed template is obtained by performing a slight change in the original

features of the fingerprint. In the proposed technique, first, pair-polar coordinates are com-

puted from the minutiae points (dij, αij, βij), and then the values of dij are transformed

using a user keyset {k1, k2, k3}. Further, the pair-polar coordinates with transformed dij are

mapped into a 3D grid by means of many-to-one mapping. Hence, just comparing the two

user templates which are in the form of binary strings or, in the worst-case quantized values,

will not provide any fruitful information about the original features of the fingerprint image.

Hence it is infeasible to perform the ARM attack on a secure user template generated by the

proposed technique.
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In summary, an alignment-free and non-invertible fingerprint template generation tech-

nique has been proposed in this chapter. In order to generate the final secure template, pair-

polar structures of the minutiae are transformed by means of non-invertible transformation

and user keys. Further, the transformed pair-polar structures are mapped in a 3D grid to

generate the binary strings followed by the random permutation of the binary strings. The

proposed technique has been evaluated in terms of various standard performance metrics by

considering the all four essential criteria. Finally, the overall analyses with respect to all

four essential criteria depict the effectiveness and robustness of the proposed technique as

compared to the existing approaches.
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Chapter 6

Generation of Secure Fingerprint

Template using Pair-Polar Structure of

Minutiae and DFT

In the previous chapter, the secure user template has been defined in the form of binary

vectors, and it has been generated by mapping the transformed pair-polar coordinates in

a 3D grid. However, if we map the original pair-polar coordinates in a 3D grid at the first

place and non-invertible transformation is performed on the computed binary vectors, in that

case, the overall performance is increased. This performance improvement is happening

because the positions of pair-polar coordinates in a 3D grid are correctly recorded when

we use them directly without any transformation. Therefore, by keeping this in mind, we

propose a novel fingerprint template protection technique in this chapter, which computes

a binary fingerprint template based on the mapping of pair-polar structures of minutiae in

a 3D grid, and then secures the template by utilizing Discrete Fourier Transform (DFT)

followed by a random permutation of the resultant binary vectors. The proposed technique

The work presented in this chapter has been published in the paper: ”Generation of secure fingerprint
template using DFT for consumer electronics devices”, IEEE Transactions on Consumer Electronics, 1-10
(2022). (Early Access) DOI: 10.1109/TCE.2022.3217234
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is an alignment-free, non-invertible, singular point independent technique, and conforms to

all the essential requirements of a fingerprint template protection technique. The technique

has been analyzed in terms of revocability, diversity, security, and performance by using four

publicly available fingerprint databases of the Fingerprint Verification Competition (FVC)

2002 and 2004. The EER values of the technique for all the four databases are compared

with that of the state-of-the-art techniques, and the superiority of the results clearly depicts

the robustness and effectiveness of the proposed technique. The key contributions of this

research work are as follows.

• The proposed technique computes an alignment-free and singular point independent

cancelable template, which can be easily revoked in the event of an attack.

• The secure templates generated by the proposed technique are non-invertible, which

prevents the reconstruction of fingerprint image using the compromised template.

• The secure templates generated by the proposed technique are unlinkable to each

other, which ensures the prevention of cross-match attack using multiple templates.

• The recognition performance of the proposed technique is highly encouraging even

in the case of challenging databases such as FVC2004 DB1 and FVC2004 DB2.

A detailed discussion of the proposed technique is provided in the following sections.

6.1 Proposed Technique

In the proposed technique, the original fingerprint template, which is the collection of

minutiae points, is secured by using a non-invertible transformation based on the DFT. We

have utilized the pair-polar structures [50, 69] of minutiae points, which represent the local

association of minutiae points in terms of angles and distances. The use of this information
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Figure 6.1: Block diagram depicting the overview of the proposed technique.

makes the constructed secure template alignment-free in the proposed technique. Various

steps involved in the proposed technique are depicted in Figure 6.1. Firstly, the fingerprint

impression is captured through a sensor, then the extraction of minutiae points is performed.

Further, the secure fingerprint template is computed by a sequence of steps, as shown in

Figure 6.1. A user-specific key (i.e., seed s) is utilized to enable the revocability of the

template, which can be separately given by the users, or the system can randomly generate

it for different users. A detailed description of the various steps of the proposed technique

is further discussed in the following subsections.
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6.1.1 Construction of pair-polar structure

Let there be a minutiae set M = {mi : 1 ≤ i ≤ n}, where mi and n represent the ith

minutia point and the total number of minutiae present in a fingerprint image, respectively.

Further, let mi = (xi, yi, θi), where (xi, yi) and θi represent the location and the orientation

values of a minutiae point, respectively. While considering each mi as a reference minutia,

the pair-polar structure can be represented as PP = {pi : 1 ≤ i ≤ n}, where pi is given

as pi = {(dij, αij, βij) : 1 ≤ j ≤ n and j ̸= i}. Here, the values of dij , αij , and βij are

computed as given in Equation 6.1 with respect to ith reference minutia (xi, yi, θi) and the

j th minutia (xj, yj, θj).

dij = ||mi −mj||2,

αij =

∣∣∣∣arctan yj − yi
xj − xi

− θi

∣∣∣∣ ,
βij = |θi − θj|

(6.1)

An example of a pair polar structure is depicted in Figure 6.2. Further, in the technique,

pair-polar structures obtained by considering each minutia as a reference point are used to

construct the binary fingerprint template.

6.1.2 Computation of binary fingerprint template

Once the pair-polar structures (PP) of all minutiae points are computed, each structure

is further mapped into a 3D grid defined by dimensions d, α, and β, separately for each

reference minutiae point. Hence, the total number of 3D grids after performing the mapping

is equivalent to the total number of minutiae points (n) in a fingerprint image. The size of

each grid is given as gd × gα × gβ whereas the values being represented by each cell of the

grid along the three dimensions (i.e., d, α, and β) are given as Gd, Gα, and Gβ , respectively.
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Figure 6.2: An example of pair-polar structure of minutia point mj with respect to a refer-
ence minutia mi.

The values of Gd, Gα, and Gβ are computed as ⌈dmax/gd⌉, ⌈αmax/gα⌉, and ⌈βmax/gβ⌉,

respectively. Here, dmax, αmax, and βmax represent the maximum possible value of the

corresponding dimension. Further, to compute the mapped location of each entry of set pi

in a 3D grid, the values of dij , αij , and βij are divided by Gd, Gα, and Gβ , respectively, as

given below.

xj
d =

⌈
dij
Gd

⌉
; yjα =

⌈
αij

Gα

⌉
; zjβ =

⌈
βij

Gβ

⌉
(6.2)

where, j = 1, 2, ..., n and j ̸= i. Now, all the grid cells are initialized to zero. Further, the

grid-cells corresponding to locations (xj
d, y

j
α, z

j
β), where j = 1, 2, ..., n and j ̸= i, are set to

one and this value remains one for a grid cell even if there are more than one values mapped

to the same location. Subsequently, binary vectors of size 1 × N (where N = gdgαgβ) are

generated by sequentially unfolding the computed 3D grid corresponding to each reference

minutia point. These binary vectors (bi, where i = 1, 2, ..., n) are further combined to form

the binary fingerprint template, which is given as Bt
n×N = [b1 b2...bn]

T .
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6.1.3 Computation of secure fingerprint template

After obtaining the binary fingerprint template Bt, it is secured by utilizing the N -point

DFT and then further binarizing the values of the real and imaginary parts of DFT. The DFT

of each binary vector present in the template Bt is computed using the following equation.

f i(u) =
N−1∑
k=0

bike
−j2πuk/N , where u = 0, 1, ..., N − 1

F(u) =
[
f 1(u) f 2(u)...fn(u)

]T (6.3)

where, f i(u) is a complex vector consisting the N -point DFT of ith binary vector bi of

template Bt and F(u) is a matrix of size n×N , containing N -point DFT of all binary vectors

present in the template Bt. Let f i(u) be given as f i
k(u) = {real(f i

k(u)) + j imag(f i
k(u)) :

where k = 1, 2, ..., N}. Now, the real and imaginary parts of kth value of complex vector

f i(u) are binarized separately to compute the secure intermediate binary template in such

a way that if the value of real(f i
k(u)) > 0 and imag(f i

k(u)) > 0, then the value is set to

1 in the resultant binary vector otherwise it would be set to 0. This binarization makes it

infeasible for an intruder to perform the inverse DFT in case the template is compromised.

Thus, the size of the resultant binary vector denoted as ri would be of size 1 × 2N as

two bits are computed for each complex value f i
k(u) of f i(u), that is with respect to real and

imaginary parts. The binarization process is performed for all the complex vectors present in

the matrix F(u). The resultant binary matrix is represented as Rt = [r1 r2...rn]
T , where the

size of matrix would be n×2N . Finally, in order to compute the secure fingerprint template,

the resultant binary vectors are permuted using a random permutation matrix P2N×z as given

in Equation 6.4. Here, the value of z < 2N , which makes the infinite possibilities to get

back the Rt from the final secure fingerprint template.
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Bf
t = Rt

n×2NP2N×z, where z < 2N (6.4)

In Equation 6.4, Bf
t is the final secure fingerprint template, which is a non-invertible

template and it is infeasible to get back the original information of minutiae points from this

secure fingerprint template. All these steps are concisely incorporated in Algorithm 6.1.

The obtained secure fingerprint template is finally stored in the database for authentication

purposes.

6.1.4 Computation of similarity between secure templates

We make use of bit-error computed between binary vectors to measure the similarity

between the two secure fingerprint templates. Since the bit-error computation happens in

the transformed domain, it makes the proposed technique completely secure. Let a query

template for a fingerprint having m minutiae points and corresponding to them m binary

vectors, be represented as Bf
q . Further, let a template stored in the database for a fingerprint

having n minutia points and corresponding to them n binary vectors be represented as Bf
t .

Then, the similarity between a query and a stored template (from the database) is given

by computing the bit-error between each binary vector biq of the query template and all the

binary vectors (b1t , b
2
t , ..., b

n
t ) of the stored template. The final similarity score, score, is

computed as follows.

score = z − min
bkq∈B

f
q

{
min
bit∈B

f
t

{BitErr(bkq , b
i
t)}

}
(6.5)

where, the values of i and k are given as 1 ≤ i ≤ n and 1 ≤ k ≤ m, respectively. Here,

the BitErr(bkq , b
i
t) represents the bit-error between the kth binary vector of query template

and ith binary vector of the stored template. Therefore, if the value of score is high for
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Algorithm 6.1 Computation of secure fingerprint template

1: Input: minutiae, M = {(xi, yi, θi) : 1 ≤ i ≤ n} pair-polar structure, PP = {pi : 1 ≤
i ≤ n} and seed key s

2: Output: secure fingerprint template, Bf
t

3: Initialize: Gd =
⌈
dmax

gd

⌉
; Gα =

⌈
αmax

gα

⌉
; Gβ =

⌈
βmax

gβ

⌉
; Grid =

zeros(gd, gα, gβ, n); N = (gdgαgβ)
4: /*zeros(r, c, h, n) gives the matrix of size r × c× h× n */
5: for i← {1, n} do
6: j ← 1
7: while j ≤ n do
8: if j ̸= i then
9: xj

d = ⌈
dij
Gd
⌉, yjα = ⌈αij

Gα
⌉ , zjβ = ⌈βij

Gβ
⌉

10: Grid(xj
d, y

j
α, z

j
β, i) = 1

11: end if
12: j ← j + 1
13: end while
14: end for
15: /* Sequential unfolding */
16: Bt

n×N = [b1 b2...bn]
T ← Gridgd×gα×gβ×n

17: Rt = Null
18: for i← {1, n} do
19: f i(u) =

∑N−1
k=0 bike

−j2πuk/N , u = 0, 1, .., N − 1
20: /* {f i

k(u) = real(f i
k(u)) + j imag(f i

k(u))} */
21: ri = Null
22: for k ← {1, N} do
23: if real(f i

k(u)) > 0 then rik1 = 1
24: else rik1 = 0
25: end if
26: if imag(f i

k(u)) > 0 then rik2 = 1
27: else rik2 = 0
28: end if
29: ri =

[
ri rik1 r

i
k2

]
30: end for
31: Rt = [Rt ri]

T

32: end for
33: Bf

t ← Rt
n×2NP2N×z /*z < 2N and P, random permutation matrix computed by using

seed as s */

the two secure templates being compared, it represents a high similarity between them else

represents a low similarity.
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6.2 Experimental Analysis

The proposed technique has been validated on four publicly available FVC databases,

viz., FVC2002 DB1, FVC2002 DB2, FVC2004 DB1, and FVC2004 DB2. A brief de-

scription of these databases has been provided in Section 1.4. The proposed technique has

been analyzed in terms of recognition performance, revocability, diversity, and security. A

detailed description of the analysis is given below.

6.2.1 Recognition Performance

In order to evaluate the recognition performance of the proposed technique, FAR, FRR,

GAR, and EER have been used as the performance measures. Further, standard 1-vs-1 and

FVC verification protocols have been used to compute the different performance measures.

The details of the performance metrics and evaluation protocols are provided in Sections

1.2.4 and 1.4, respectively. Further, the verification is performed under two different attack

scenarios, which are plain-key attack scenario (or different key scenario where different

seed s is assigned to each subject) and stolen-key attack scenario (or same key scenario

where same seed s is assigned to all the subjects).

The obtained EER value for the proposed technique is found to be 0% for all the

databases in the case of a plain-key attack scenario (it is the best-case scenario) as depicted

in Tables 6.1 and 6.2. Further, the proposed technique has performed much superior than

the existing techniques in the case of stolen-key attack scenario (which is the worst-case

scenario) as well. The percentage EER values obtained in the case of stolen-key attack sce-

nario have been incorporated in Tables 6.1 and 6.2 for the proposed technique for all the

databases. As depicted in Tables 6.1 and 6.2, the performance of the proposed technique

is superior compared to the existing techniques under the 1-vs-1, and FVC protocol except

for [76]. However, the technique in [76] does not satisfy the revocability property, whereas
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Table 6.1: Percentage EER values under the 1-vs-1 protocol

Various
techniques

FVC2002 FVC2004
DB1 DB2 DB1 DB2

Jin et al. [77] 5.19 5.65 16.35 8.66
Ferrara et al. [76] 0 0.37 - -
Yang et al. [81] 5.93 4 - -
Yang et al. [47] 3.38 0.59 - 14.88
Jin et al. [79] 4.36 1.77 24.71 21.82
Li et al. [50] 0.83 0 - 14.10
Sandhya et al. [84] 3.96 2.98 12.17 13.29
Wang and Hu [83] 3 2 - -
Sandhya and Prasad [86] 2.19 1.6 11.89 12.71
Ali et al. [97] 2 1 - -
Yang et al. [100] - 1 - 10
Trivedi et al. [102] 1.2 2.1 - -
Ali et al. [98] 1.63 1 - -
Yang et al. [105] 1 2 - 11
Lahmidi et al. [104] 3.09 1.83 - -
Proposed technique (stolen-key) 0.71 0.97 4.28 6.25
Proposed technique (plain-key) 0 0 0 0
Note: “-” denotes non-availability of data

the proposed technique presents the generation of entirely revocable user templates. More-

over, in the FVC protocol, the performance of the proposed technique is inferior compared

to existing techniques such as [50, 73] for a single database FVC2002 DB2 as depicted in

Table 6.2. Nonetheless, the average EER(%) values of the proposed technique, i.e., 5.0 and

4.8, are superior to the average EER(%) values of the existing approaches [50, 73], i.e., 6.5

and 5.4, respectively. Also, the existing technique [83] has performed slightly better than

the proposed technique under the FVC protocol. However, the template computed in the

proposed technique is in the binary format and lighter in size. In addition, the approach in

[83] has not been tested on challenging fingerprint databases, namely FVC2004 DB1 and

FVC2004 DB2, whereas we have evaluated the proposed technique for these challenging

databases and obtained results are superior as compared to the existing techniques as shown

in Table 6.2.
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Table 6.2: Percentage EER values under the FVC protocol

Various
techniques

FVC2002 FVC2004
DB1 DB2 DB1 DB2

Ahn et al. [73] 7.18 3.61 - -
Ferrara et al. [76] 3.33 1.76 - -
Wang and Hu [83] 4 3 - -
Li and Hu [50] 5 3.37 - 11.13
Yang et al. [47] 11.84 10.38 - 20.61
Proposed technique (stolen-key) 4.48 5.17 9.12 5.37
Proposed technique (plain-key) 0 0 0 0
Note: “-” denotes non-availability of data

The receiver operating characteristics (ROC) plots have been analyzed to further check

the effectiveness of the proposed technique in terms of the area under the curve (AUC).

Ideally, the percentage value of AUC ranges between 0 and 100, where the value near to

100 represents the high efficacy of the designed system. As desired, the values of AUC(%)

are near to 100 for the proposed technique under the 1-vs-1 and FVC protocols, as shown

in Figure 6.3(a) and Figure 6.3(b), respectively, for all the databases. In addition to this,

histograms of genuine and imposter score distributions are drawn in order to depict the

significant difference between them. It is clearly evident from Figure 6.4 that the genuine

score distribution is very distant from the imposter distribution in both the cases of plain-key

attack (PK) and stolen-key attack (SK) scenarios. We have also incorporated the statistical

analysis to depict the segregation of genuine and imposter score distributions by means

of the Kolmogorov-Smirnov test (KS-test) [23] and student’s t-test [24]. In general, the

resultant value of the KS-test comes between 0 and 1, where a higher value depicts better

segregation of the two input distributions (i.e., genuine and imposter score distributions in

our case). The computed values of the KS-test for the proposed technique are found to be

close to 1 for all the databases, as shown in Table 6.3. Further, the two-sample unpaired t-test

is being performed under the 5% significance level. In the t-test, if the value of |t− stat| is

greater than the value of t− critical, then the given input distributions are considered well-
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(a) 1-vs-1 protocol (b) FVC protocol

Figure 6.3: ROC plots of the proposed technique for different fingerprint databases with
AUC (% value) under the stolen-key attack scenario and both the verification protocols.

Table 6.3: Comparison of the values generated in KS-test

Various
techniques

FVC2002 FVC2004
DB1 DB2 DB1 DB2

Moujahdi et al. [91] 0.78 - - -
Ali et al. [97] 0.97 0.98 - -
Sandhya et al. [84] 0.92 0.94 - -
Ali et al. [98] 0.98 0.98 - -
Sandhya and Prasad [86] 0.96 0.97 0.82 0.73
Proposed Technique (stolen-key) 0.99 0.99 0.91 0.92

Table 6.4: Results of t-test for all the databases, where “ts” and “tc” represent |t− stat| and
t− critical values, respectively

Databases |ts| tc |ts| > tc
FVC2002 DB1 30.48 1.9842 True
FVC2002 DB2 33.49 1.9842 True
FVC2004 DB1 21.68 1.9852 True
FVC2004 DB2 20.44 1.9860 True

separated from each other. The t-test results of all the databases for the proposed technique

are shown in Table 6.4, where the aforementioned criterion of well-separation is clearly

followed. In summary, all the above analyses strongly demonstrate the effectiveness of the

proposed technique in terms of the recognition performance.
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(a) FVC2002 DB1 (b) FVC2002 DB2

(c) FVC2004 DB1 (d) FVC2004 DB2

Figure 6.4: Distribution of genuine, imposter-SK (stolen-key), and imposter-DK (different-
key or plain-key) scores for different databases in the proposed technique.

6.2.2 Revocability

Any template protection technique is called revocable if it allows replacing the com-

promised template in the database with an entirely new secure template. The new secure

template is generated by means of the same biometric data which is used to compute the

compromised template with a different transformation key. To show the revocability of the

proposed technique, revoked template attacks (Type-I and Type-II attacks) [21], have been

employed. In the case of Type-I attack, an attempt to access a biometric system is carried

out using a compromised template where at the same time, an entirely new template is ob-
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Table 6.5: Percentage values of successful revoked template attacks on different databases
for the proposed technique

Revoked template
attacks

FVC2002 FVC2004
DB1 DB2 DB1 DB2

Type-I attack 0.0 0.0 0.0 0.0
Type-II attack 0.0 0.0 0.0 0.0

tained using the same fingerprint image, and a different key is replaced in the database after

the attack. In contrast, the replaced new template is constructed using a different fingerprint

sample of the same subject and a new key in the case of Type-II attack. Ideally, a biometric

system should not be accessible by any intruder using the compromised template if the new

template has been stored in the database after the attack. This is indeed true for the proposed

technique and can be seen from the values of Table 6.5. It is evident from the results that not

even a single compromised template has been accepted by the system as a genuine template

while performing the Type-I and Type-II attacks. This shows the highly revocable nature of

the secure fingerprint template generated by the proposed technique.

6.2.3 Diversity

It is one of the crucial properties for any fingerprint template protection technique in

which the secure templates generated from the same fingerprint should be unlinkable from

each other. The diversity in secure templates prevents the correlation attack scenario consid-

ering that if an attacker gets the multiple secure templates of a user from different fingerprint

systems (where a user is enrolled), it should not be possible to gather any information about

the original biometric data by correlating the various templates of the user. Further, to show

the diversity of the secure fingerprint templates, a general framework discussed in [6] has

been utilized. According to this framework, the score distributions of mated and non-mated

pairs of templates should overlap to have the diversity among the secure templates gener-
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(a) FVC2002 DB1 (b) FVC2002 DB2

(c) FVC2004 DB1 (d) FVC2004 DB2

Figure 6.5: Representation of unlinkability of the proposed technique using the mated and
non-mated score distributions drawn for different databases.

ated by a template protection technique. Mated scores are computed between the secure

templates that are generated using the same fingerprint sample of a subject and different

keys, whereas non-mated scores are computed between the secure templates that are gener-

ated for samples of different subjects and different keys. The mated and non-mated score

distributions for the proposed technique for all the databases are shown in Figure 6.5. It is

evidently shown in the figure that the mated and non-mated score distributions are signifi-

cantly overlapping for all the databases. In addition, a global measure called Dsys
↔ has been

discussed in the framework proposed in [6]. The value of this measure ranges between 0 and

1, where a value close to 0 represents high unlinkability in the templates. The values of Dsys
↔
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obtained for different databases for the proposed technique are found to be approximately

equal to 0.001, which is very close to 0. Thus, both analyses confirm the diverse nature of

the secure templates produced by the proposed technique.

6.2.4 Security

This property guarantees that a secure template produced by a technique is safe in terms

of non-invertibility and it has resilience against various attack scenarios. The secure tem-

plate generated using the proposed technique is entirely non-invertible, and it is impossible

for an adversary to conduct brute force and cross-match attacks. The analysis in terms of

the non-invertibility and mentioned attack scenarios is as follows.

6.2.4.1 Non-invertibility

The secure template obtained in the proposed technique is in binary format, and if it is

compromised, it is impossible to reconstruct the original fingerprint image even though the

value of the parameter s is accessible. In order to verify it, let us assume that an adversary

knows the compromised template Bf
t and the seed s. In that case, the adversary would

further require Bt
n×N to reconstruct the template. We know that the final secure template

Bf
t is generated by following the binarization of F(u) (N−point DFT of Bt

n×N with respect

to each row), as mentioned in Section 6.1.3, considering the real and imaginary parts of

each complex vector f i(u). Due to such a binarization scheme, attempting to recover the

DFT would result in an endless number of options. As a result, even if an attacker has

the compromised template and the seed s, it is infeasible to recover the DFT matrix F(u)

and therefore, Bt
n×N . This clearly shows that the secure template obtained by the proposed

technique is robust against the reconstruction of original fingerprint data from it and thus

exhibits the non-invertible characteristic.
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6.2.4.2 Brute force attack

In this attack scenario, an attacker explores all possibilities for recovering the origi-

nal minutiae information and reconstructing the fingerprint image from the secure template

or gaining unauthorized access to the biometric system by guessing the final template. It

is clear from the discussion of non-invertibility that recovering original minutiae informa-

tion is infeasible because of the endless possibilities to get back the DFT from the secure

template. Moreover, trying to get unauthorized access is also infeasible in the proposed

technique. The quantitative analysis to support this statement is as follows. Suppose the

size of a 3D grid is given as 8 × 16 × 16 where gd = 8, gα = 16, and gβ = 16, then the

length of the binary string after sequentially unfolding the 3D grid would be N = 2048.

Now, as discussed in Section 6.1.3, each binary string of the final secure template would

be of size z, where z < 2N . Thus, if the value of z = 2N − 4, then the total number of

possibilities to guess a binary string would be 22N−4, i.e., 24092. Therefore, the probability

of correctly predicting a binary string or n binary strings would be highly negligible (≈ 0).

Therefore, it clearly shows the robustness of the proposed technique against the brute force

attack.

6.2.4.3 Cross-match attack

In the case of a cross-match attack, the attacker may attempt to correlate numerous pro-

tected templates obtained from various fingerprint systems (where a user is enrolled) in

order to find a pattern associated with the original fingerprint data. However, as discussed

in Section 6.2.3, the secure fingerprint templates generated by the proposed technique are

unlinkable from one another and do not expose any information about the original finger-

print data. Furthermore, a secure template is a collection of binary vectors produced by the

two phases of binarization and hence does not contain any direct information about the orig-
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Table 6.6: Comparison between proposed techniques in terms of EER(%) for different fin-
gerprint databases considering 1-vs-1 protocol

Proposed Technique
(PT)

FVC2002 FVC2004
DB1 DB2 DB1

PT-1 [Chapter 3] 4.00 3.10 11.95
PT-2 [Chapter 4] 1.25 1.08 8.95
PT-3 [Chapter 5] 1.0 1.0 8.90
PT-4 [Chapter 6] 0.71 0.97 4.28

inal minutiae of the fingerprint image. This clearly shows that acquiring any fruitful details

of the original fingerprint template by correlating multiple secure templates is infeasible;

hence, the proposed technique possesses resilience against the cross-match attack.

In summary, a non-invertible and alignment-free fingerprint template protection tech-

nique based on the pair-polar structures of minutiae points and DFT has been proposed in

this chapter. In the technique, an intermediate binary fingerprint template is constructed by

mapping the pair-polar coordinates into a 3D grid. The computed binary template is then

secured by performing the DFT followed by a second-level binarization process. The ob-

tained output is subsequently used to compute the final secure user template by permuting

it using a user-specific seed s. Further, the proposed technique has been evaluated on four

different publicly available fingerprint databases by considering the four essential proper-

ties. Finally, the results are compared with the existing techniques, and the analyses have

depicted the robustness and effectiveness of the proposed technique.

6.3 Comparison of the Proposed Techniques

In this section, we have included a comparison of all four proposed techniques, which

are discussed in this thesis. The comparison has been made considering two factors, first is

the performance in terms of the EER(%) for the common fingerprint databases used for the

experimentation in all four techniques. The comparison of the proposed technique with re-
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Table 6.7: Comparison between proposed techniques in terms of multiple properties

Proposed
Technique (PT) Revocability Diversity Security

Requirement of
fingerprint
alignment

PT-1 [Chapter 3] Moderate Moderate High Required

PT-2 [Chapter 4] High High High Required

PT-3 [Chapter 5] High High High Alignment-free

PT-4 [Chapter 6] High High High Alignment-free

spect to performance is shown in Table 6.6. In the second comparison, other properties, such

as revocability, diversity, security, the requirement of fingerprint alignment for fingerprint

matching, and implementation details are considered. All four proposed techniques have

been implemented using Matlab(R) R2019a, and the experimentation has been performed

on a machine having Intel(R) Core(TM) i5-7500 processor with 8GB RAM. Further, Ta-

ble 6.7 depicts the comparison of the proposed techniques with respect to other remaining

properties.
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Chapter 7

Conclusion and Future Scope of the

Work

Fingerprint-based authentication systems are extensively used in numerous applications

to secure various resources and sensitive data. In these systems, minutiae are the mainly

used features to generate the user template that would be stored in the database for au-

thentication purposes. These systems have shown tremendous benefits over the traditional

password and token-based authentication systems. However, the security of the stored user

template is essential in fingerprint-based authentication systems due to the immutable na-

ture of the fingerprint information of a user. In a password or token-based system, if an

attack happens and the data is compromised, then the password or the token can be changed

to prevent unauthorized access. In contrast, in a fingerprint-based authentication system,

the immutable nature of the fingerprint data leads to the permanent identity loss of the user

if an attack happens on the database. Moreover, it has been discussed in the literature that

the reconstruction of the fingerprint image is possible from the compromised fingerprint

template that contains the original minutiae information. Therefore, in order to secure the

fingerprint template, fingerprint template protection techniques have been discussed in the

literature. The key principle of these techniques is that instead of storing the original fin-
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gerprint template, a secure transformed/encrypted fingerprint template should be stored in

the database. This ensures that even if an adversary attains the stored template, it is infea-

sible to reconstruct fingerprint images or get original minutiae information from the secure

template. By considering template protection as one of the major security and privacy con-

cerns of a fingerprint-based authentication system, various fingerprint template protection

techniques have been proposed in this thesis. A brief summary of the contributions of the

thesis is provided below.

In Chapter 3, a technique which is based on fuzzy vault has been proposed to protect

the fingerprint template of a user. To enhance the performance, a mechanism for selecting

strong minutiae points based on relative distance minutiae matching has also been proposed

in this work. Further, in a minutiae-based fingerprint authentication system, the alignment

of fingerprint templates is one of the crucial tasks for the matching of fingerprints. In this

work, a new technique has been proposed to align the minutiae points of a gallery and probe

fingerprints by exploiting PCA and thinned version of the fingerprint image. In order to

evaluate the proposed technique, three publicly available databases, viz., FVC2002 DB1,

FVC2002 DB2, and FVC2004 DB1 have been utilized. Obtained results have been ana-

lyzed in terms of performance and security. The performance of the proposed technique has

also been compared with that of the existing techniques using metrics such as GAR, FAR,

and EER. The comparison shows the superiority of the proposed technique over existing

techniques. The security analysis has been performed considering three different possible

attack scenarios, and it shows that the proposed technique is secure to protect the fingerprint

template from these attacks. Overall, the analysis of the technique based on its performance

and resilience towards various attacks have shown the robustness and effectiveness of the

proposed technique.

Although the technique proposed in Chapter 3 using a fuzzy vault scheme is secure, the
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recognition performance suffers. Moreover, the templates are not diverse in this presented

technique. Therefore, in order to deal with these limitations, Chapter 4 has proposed a tech-

nique based on a non-invertible transformation to protect fingerprint templates. The trans-

formation has been performed on the locations of the minutiae points in a fingerprint image

by utilizing the values of a user keyset. The obtained transformed locations are stored in the

database after performing a PCA-based alignment. The transformed locations of minutiae

points are computed in such a way that it is computationally infeasible to compute the orig-

inal location of minutiae points from the stored template even though an intruder may have

the user keyset values. The information of orientation at each minutia point is also not stored

in the database in this technique, which further makes the reconstruction of fingerprint im-

ages an infeasible task. At the time of verification, the probe template has been computed

using the same procedure followed during the enrollment. Thus, in the proposed technique,

matching is performed between the transformed template of minutiae points instead of the

original minutiae locations. We have used FVC2000 DB2, FVC2002 DB1, FVC2002 DB2,

FVC2002 DB3, FVC2002 DB4, FVC2004 DB1, and FVC2004 DB2 fingerprint databases

to evaluate the performance of the proposed technique. Further, we have used EER as a

metric for the evaluation where the Low EER values obtained for the proposed technique

as compared to other existing techniques show the superiority of the technique. The results

have been analyzed considering four main aspects viz. revocability, diversity, security, and

performance. Statistical analysis of genuine and imposter score distributions has also been

performed to show the well-separation of genuine and imposter scores. The overall analysis

of the results in terms of the four essential properties shows the robustness and effectiveness

of the proposed technique.

In Chapter 5, an alignment-free cancelable user template protection technique for finger-

print biometrics has been proposed. This eliminates the requirement of explicit alignment
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of fingerprint images and dependency on singular point present in the approach discussed

in Chapter 4. The technique relies on the pair-polar representation of minutiae points and

many-to-one mapping to construct a secure binary user template. In addition to many-to-one

mapping, the pair-polar coordinates are transformed by using a non-invertible transforma-

tion and a user-defined keyset to make the user template more secure. This enables the

revocability and the unlinkability in the computed user templates and enhances the security

of the user templates against different attacks without compromising their performances in

differentiating the two individuals. The proposed technique has been evaluated on six pub-

licly available fingerprint databases of FVC2002 and FVC2004. The obtained results on

these databases have been analyzed with respect to recognition performance, revocability,

diversity, and security. The results have also been compared with that of the existing tech-

niques and have been found to be superior in terms of the EER. The overall comparison

concerning the performance and the ability to combat different security and privacy issues

of users’ fingerprint data clearly shows the superiority of the proposed technique.

In Chapter 6, instead of transforming the pair-polar structures of the minutiae, they are

directly used to compute the binary strings with respect to each reference minutia. Conse-

quently, the overall performance is significantly increased in both 1-vs-1 and FVC protocol

as compared to the proposed approaches discussed in the previous chapters. Further, these

binary strings are secured by using the DFT followed by a second-level binarization pro-

cess. The obtained output is subsequently used to compute the final secure user template

by permuting it using a user-specific seed s. Finally, the obtained secure template is stored

in the database for authentication purposes. The proposed technique has been evaluated on

four different publicly available fingerprint databases, viz., FVC2002 DB1, FVC2002 DB2,

FVC2004 DB1, and FVC2004 DB2, by considering the four essential properties, such as re-

vocability, diversity, security, and performance. The results are compared with the existing
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techniques, and the analyses have depicted the robustness and effectiveness of the proposed

technique.

7.1 Future Scope of the Work

This thesis has presented various approaches to protect the fingerprint user template.

These approaches deal with various security and privacy issue of the fingerprint authenti-

cation system and provide a robust and effective solution. Further, in the future, there are

various possibilities to work on as presented below.

• Hybrid fingerprint template protection: In the hybrid template protection tech-

nique, the functionalities of different fingerprint template protection techniques are

combined to form a system such as combining biometric cryptosystems and can-

celable biometrics. This designed system provides the advantages of both types of

template protection techniques. Hence, the techniques proposed in this thesis can be

further extended to develop a hybrid fingerprint template protection technique, espe-

cially the technique where the final template is defined in the form of a binary string.

• Multi-modal biometric system: In the multi-modal biometric system, the secure

template is generated by fusing the features of different biometric modalities or traits.

The work presented in this thesis can be extended to develop a multi-modal biometric

system, where fingerprint biometric trait is combined with other traits, e.g., finger

vein, face, iris, and ear. Here, the fusion of fingerprint with the finger vein is most

appropriate as the acquisition of both of these modalities can be performed using a

single device at a time.

• 3D fingerprint: In the thesis, the proposed techniques work on the fingerprint images

that are captured using 2D optical and capacitive sensors. However, the presented
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techniques can be further explored for a contact-less 3D fingerprint-based authentica-

tion system.

• Sensor interoperability: Currently, the proposed techniques, especially techniques

presented in Chapters 3 and 4, may suffer in the cases where acquisition sensors

for enrollment and verification are different. Therefore, the development of the fin-

gerprint template protection technique can be explored in the case where different

acquisition sensors are used.
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