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ABSTRACT

Estimation is a popular computational tool for determining the internal states of a
dynamical system from noisy measurements. A recursive process of estimation is called
filtering. The conceptual filtering solution is obtained using unknown probability density
functions (PDF). Several analytical filtering solutions have been presented in the literature
by characterizing the unknown PDFs differently. The popularly known Kalman filter is
an optimal analytical filter for linear dynamical systems. However, there is still a scope
for exploring the development of an optimal nonlinear filter in the future. Thankfully,
the popularly known Gaussian filtering provides a widely accepted suboptimal solution
for nonlinear filtering problems. Some of the popular Gaussian filters are the extended
Kalman filter (EKF), unscented Kalman filter (UKF), cubature Kalman filter (CKF), and
cubature quadrature Kalman filter (CQKF).

This thesis mainly focuses on two directions: i) developing advanced filtering methods
for handling various practical irregularities and ii) developing advanced power system
state estimation (PSSE) methods for improving the PSSE accuracy in the monitoring of
real-life power system networks. However, in the middle of the thesis work, the Covid-19
outbreak was witnessed, which was soon proved to be one of the deadliest pandemics
of the last several centuries. Therefore, in the interest of scientific responsibility, a new
research direction was chosen to develop an advanced algorithm for epidemiological state
estimator (ESE) method.

In the first direction of the research, the use of state-of-art tools for data processing
and transmission in modern filtering applications invites several irregularities in the
measurement data. For example, cyber-physical systems, including communication
channels and networks, often causes delays and invites cyber threats. Similarly, the
noises are inherently non-Gaussian while they-are forcefully assumed to be Gaussian. To
handle various measurement irregularities, this thesis has two contributions, as follows: 1)
The thesis redesigns the linear Kalman filter for simultaneously handling the problems of
the delay and non-Gaussian noises, and ii) the thesis redesigns the traditional nonlinear

Gaussian filtering method for addressing the problems of jointly occurring delay and



cyber-attacks on the measurements.

The second focus of this thesis work is to utilize the knowledge of advanced filtering
algorithms to enhance the efficacy of the state-of-art PSSE methods. Please note that
the PSSE methods comprise a dynamical state space model of power system networks
and estimation methods. The last decades have witnessed the applications of nonlinear
Gaussian filters like EKF, UKF, and CKF for the PSSE. Moreover, parallel research is
ongoing to utilize extensions of Gaussian filtering to handle various network uncertainties,
including the lack of a precise state dynamical model, unknown noises, and non-Gaussian
outliers. Considering these scopes of research, this thesis introduces two advancements
in the PSSE methods, as discussed below: i) The accuracy of PSSE is improved by
utilizing an advanced Gaussian filter named CQKF for estimating the dynamical states
of the power system networks, i1) An advanced PSSE method is developed for addressing
various uncertainties and irregularities in power system networks, including the lack of a
precise state dynamical model, unknown noises, and non-Gaussian outliers

The third direction of this thesis is to contribute towards ESE algorithms for
strengthening the fight against Covid-19. This direction of the research was the
consequence of the scientific response that was observed at the time of Covid-19
outbreak across the world. In this direction, the thesis introduces an advanced ESE
method composed of compartment-based pandemic models and nonlinear estimator. The
proposed ESE method introduces a new compartment-based pandemic model and applies

the CKF for estimating the compartment populations.
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Chapter 1

Introduction

1.1 Background

State estimation is a process of determining states (more specifically, hidden/latent
states) from available noisy measurements [1][2][3]. A recursive process of state
estimation is referred to as filtering. The estimation and filtering algorithms are
of huge significance in various engineering domains of cyber-physical systems,
including power systems [4][5], epidemiological transmission dynamics [6I],[7]], target
tracking [2l], network control and communication systems [8]], space technology [9],
fault diagnosis [10], biomedical system [11], robotics [12], industrial diagnosis and
prognosis [13]], navigation [14)], financial modeling and monitoring [15)], weather
forecasting [16], erc. Kalman filter (KF) [3]], developed in the 1960s, has been a leading
tool for state estimation applications for the past fifty years. Hereafter, we will use the

term ‘filtering,” which may also refer to estimation.

The discussion on the evolution of filtering theory should start much before the
Kalman filter, e.g., the Wiener filtering [2],[17]. However, our discussion begins with
Kalman filtering [3]] since contemporary practitioners hardly choose to investigate the
former developments (apart from the commonly known mean square estimator).

The Kalman filtering was traditionally developed for an extensively simplified
problem formulation with the following significant simplifications: i) assuming a linear
dynamical system, ii) Gaussian approximation of arbitrary and unknown noises, and iii)

exceedingly flawless measurements [2],[18]],[[19].
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Although the Kalman filter is limited to linear dynamical systems, the practical
systems are inherently nonlinear [20]]. A linear approximation of the inherently nonlinear
dynamical systems can sometimes be sufficiently accurate for applying the Kalman
filter. However, in many practical problems, such an approximation needs to be more
accurate, rendering the application of Kalman filtering impractical. [21]. Similarly,
the noises are naturally non-Gaussian, and a Gaussian approximation barely accurately
characterizes the real noises, leading to poor accuracy [18],[22]. Conclusively, the first
two simplifications mentioned above were well-known and understood in the filtering
theory since the early days. Thus, after developing the KF, we observed some prompt
attempts in the literature to address them. For example, a nonlinear extension of Kalman
filter, named extended Kalman filter (EKF), was developed in the sixties, just a few
years after the Kalman filter was developed. Similarly, we find some discussions [23] on
non-Gaussian noises for a long time, although an efficient solution could be developed

only a decade ago.

Unlike the first two challenges, such as the problems of nonlinear dynamical systems
and non-Gaussian noises, the third challenge, i.e., the problem of various measurement
flaws, gradually evolved in the filtering problems. More specifically, this challenge
developed with extensive using advanced tools and methodologies for data processing,
propagation, transmission, etc. For instance, the development of cyber-physical
systems drew practitioners’ attention to their utility in data processing. However,
using cyber-physical systems in data processing often influences delay. Similarly,
data processing through cyber-physical systems invites the possibility of cyber-attacks
[24]]25]]. Furthermore, the evolution of reliable networks and communication channels
enabled the practitioners to transmit and propagate the measurement data before
the estimator used it [26][27][28]. However, such transmission and propagation of
measurement data influence the occurrences of missing measurements (e.g., due to
packet losses) and delay (e.g., due to propagation time and queuing). Summarizing this
discussion, we cite two particular measurement flaws or irregularities, including delays

in measurements and cyber-attacks, evolving with extensive uses of advanced scientific
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tools for data processing, propagation, and transmission. The possible increasing uses
of internet-of-things (IoT) and clouds in the future may further generalize and intensify
such problems. Thus, this is when we start attempting to develop advanced filtering
algorithms to address these concerns.

This thesis aims to contribute to the three challenges mentioned earlier, including
the problems of nonlinear dynamical systems, non-Gaussian noises, and various
irregularities in measurement data. In this regard, the thesis first contributes to traditional
Kalman filtering by redesigning it to address two irregularities simultaneously, including
non-Gaussian noises and delay in measurement. Then, it studies the extensions of
Kalman filtering for nonlinear dynamical systems. Subsequently, it redesigns the
traditional nonlinear filtering method to handle two data irregularities simultaneously,
including the cyber-attack and delay.

After contributing to advancing the linear and nonlinear filtering algorithms for
handling various data irregularities, the thesis explores the practical applications
of filtering and further contributes to the application side. Out of several practical
applications of filtering, this thesis chooses to contribute to filtering applications in power
systems. Within the power system, the author believes the power system state estimation
(PSSE) is one of the most crucial applications of filtering. An efficient PSSE helps in the
accurate monitoring of power grids, which, in turn, provides a key to a reliable energy
management strategy. In the PSSE, the thesis contributes with two advancements, as

discussed below.

* In one of the contributions, the thesis enhances the PSSE accuracy by implementing
an advanced nonlinear filter, having better accuracy than the previously tested filters

in the PSSE.

* In another contribution, the thesis introduces an advanced PSSE method to address
the following drawbacks of the existing PSSE methods: 1) arbitrary and ambiguous
assignment of an unknown process model for PSSE, i1) Gaussian approximation
of non-Gaussian measurement noises, and iii) inaccurate selection of arbitrary and

unknown noises.



On a different note, the author would like to mention that the world witnessed one
of the deadliest pandemics of the last century while the thesis work was ongoing. In
the fight against this pandemic, the scientific communities across the world united and
contributed with all their knowledge. The author also joined this fight with his limited
knowledge, particularly the limited knowledge of filtering algorithms, considering it as his
scientific responsibility. As a result, as a part of this thesis work, the author contributed by
developing a compartment estimation algorithm, also known as the epidemiological state
estimator (ESE) method, for a pandemic model. Interestingly, this contribution introduced
a new pandemic model for ESE application, which fits into the scientific standards of the
twenty-first century in the fight against the pandemic. An efficient ESE gives competent
monitoring and prediction (to some extent) of the pandemic spread, which can further
help frame the administrative strategies for curbing or slowing the Covid-19 spread.

Following the above discussions, in the coming parts of this chapter, we introduce the
linear and nonlinear Kalman filtering methods, PSSE, and ESE methodology. Thereafter,
we discuss the motivation, objective, approach, and contributions of this thesis. Finally,

we highlight the publications generated out of this thesis and the thesis organization.

1.2 Introduction to linear and nonlinear Kalman

filtering

The linear Kalman filter, as well as its nonlinear extensions, is a model-based
computational tool that is implemented over a state space model. They are designed
under the Bayesian filtering framework, consisting of prediction and update steps. The
prediction and update steps obtain prior and posterior probability density functions
(PDFs). The prior and posterior PDFs are assumed to be Gaussian during the filtering.
In the linear Kalman filter, the Gaussian nature of PDFs is retained over time in linear
Kalman filtering. However, in a simplified form of the Bayesian framework, called
Gaussian filtering, the prior and posterior PDFs are assumed to be Gaussian at each
time-step. Hereafter, we will often refer to the term ‘Gaussian filtering’ for ‘nonlinear
Kalman filtering.” In the subsequent parts of this section, we introduce the state space

model, Bayesian framework, linear Kalman filter, and nonlinear Gaussian filtering
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method.

Kalman filter is an optimal estimator method that uses a probabilistic approach
to effectively filter out noises in the process and measurements model. It can handle
incomplete state information and measurement information and still provide an accurate
estimate of the unknown states. This feature of the Kalman filter makes it suitable for
real-time state estimation or target tracking applications over other machine learning and

artificial intelligence methods.

1.2.1 Introduction to state space model

Kalman filter is a model-based computational tool [2] that requires the state space
model of dynamical systems. The state space model consists of the process and

measurement models with the following descriptions:

* Process model: It characterizes the dynamical behavior of the states. Moreover, it

consists of noises to compensate for the modeling errors of the true dynamics.

* Measurement model: It characterizes the mathematical relationship between the
observed data and the unknown states. It additionally has a noise component
to compensate for the observation errors, which may be due to device and data

processing errors.

Considering the above descriptions, the general forms of the process and measurement
models are either linear or nonlinear models [[1][29]. A standard state space model for a
linear dynamical system is given as follows:

Process model

X = Fp1Xk—1+ Q1. (1.1)

Measurement model

Vi = Zx;+ 7. (1.2)

Where x; € R" with dimension n and y;, € R™ with dimension m are state and

measurement vectors, respectively, at k' instant, represented by #, i.e., k € {0,1,...,N}
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with N being the number of time steps. F; and #; are constants with appropriate
dimensions, while @ and 7} represent process and measurement noises, respectively.

If either process or measurement or both are non-linearly dependent, then the system
is called a nonlinear dynamic system with the following state space model:

Process model

X = fr-1(Xk—1) + Qr1- (1.3)

Measurement model

yk:/’ak(xk)+%. (1.4)

where x; € R" and y, € R™ are the state and measurement variables, respectively
Vk € {1,2,---}. Moreover, £} : Xx_1 — X; and Ay : X; — y; denote general mathematical
functions in a non-linear state-space model and carry constant values in linear dynamic
systems, while @ and 7 represent the process and measurement noises, respectively.

To this end, the author defines the filtering objective as a recursive process of
estimating the unknown states x; Vk € {1,2,---}, as the measurement y, is sequentially
received Vk € {1,2,---}. Kalman filtering method is based on the Bayesian probabilistic

approach to compute optimal state estimate.

1.2.2 Bayesian filtering framework

The objective of Bayesian filtering [2] framework is to determine the posterior PDF
P(X;|y;.¢) [21][30] using the dynamical system model. A simple diagram of the Bayesian
framework is presented for understanding the Bayesian filtering framework in Fig.
This objective is achieved in two steps: prediction and update, as discussed below [20],

[211],[31].

Prediction:

The prediction step determines the prior PDF P(X,|y;.;_;) to predict the desired state

at the next time interval based on the current state estimate and the system model. In this
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Dynamical
system

Measurement

Figure 1.1: A simple diagram for the Bayesian filtering framework

regard, it utilizes the popularly known Chapman-Kolmogorov equation, giving

POy 1) = [ POIR-)PXE1 Y1) (15)

Update:

The update step obtains the desired posterior PDF P(x¢|y;.) by correcting the
predicted PDF P(xy|y;.,_;) using the information received from the latest measurement
Y arriving at 7 [2][1]. In this regard, it applies the popularly known Baye’s rule, which
gives

1
P(Xk|y1.) = P(Xk|Y11,¥ks) = ng(YHXk)P(Xk!Yl:k—Oa (1.6)

where P(y,|x;) is the measurement likelihood function and @ is a normalization

constant, given as

Gr = P(Yr|Y1h—1) = /RnP(Yk|xk)P(Xk|YI:k—l)ka'

A schematic representation of the Bayesian filter is shown in Fig. [1.2] From Egs.
(1.3) and (1.4), it can be inferred that the probabilistic approach offered by the Bayesian
filtering framework falls short in providing an analytical estimate of x;.

Hereafter, for better readability, the author considers the following notational
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P(Xp[Xk—1) /}\P(Y;Jxk)
N

{ Unit Delay I

P(Xp—1]yx_1) P(xr|ys)

Figure 1.2: Schematic representation of recursive the Bayesian filter in each recursion.

simplicity: P(Xg|y;_;) is denoted as P(Xyx_1), while P(x;|y, ) is denoted as P(xy ).

1.3 Linear Kalman filter

The linear Kalman filter recursively computes the optimal estimates using the
dynamical system model and available noisy measurement while minimizing the mean
square error. It implements the Bayesian filtering framework [3], which is based on

Gaussian approximations of various PDFs and noises.

e Kalman filter approximates the various conditional PDFs that appeared in the

Bayesian filtering as Gaussian, i.e.,

P(Xg—1) = N (X3 Rpe—15 Prje—1) (1.7)
P(Xpp) = A (X R, Prjic)» (1.8)

and
P(Yiu—1) =V (Vi a1, P ), (1.9)

where ./ (-) represents the Gaussian distribution, whereas Xik—1> Xkfks Pr(e—1, and

Py denote the prior estimate, posterior estimate, prior covariance, and posterior

Yy

covariance of X, respectively, while §;,_; and Pk| 1

denote the predicted estimate

and covariance of y,, respectively.

* The noises @ and 7} are assumed uncorrelated and approximated as zero-mean
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Gaussian with covariances Q; and Ry, respectively. Thus, we get E[@Q;] = E[7;] =
E[@7,7] =0, @ ~ # (0,R;) and 7 ~ 4 (0,Qy), where E[] denotes the statistical
expectation operator, while Q, = E[@Q,@] | and R, = E[7.7,"].

With the above approximations, [20] [21]], the Kalman filter involves prediction and
update steps. In prediction step, the filter predicts the current state estimate based on the
previous state estimate and the system’s dynamics model. In the following update step,
optimal estimates are determined by employing the minimum mean square error method
based on the available state prediction and the mismatch between actual and predicted

measurements. The computational aspects for the Kalman filtering are discussed below.

Prediction

The objective is to compute the prior estimate and covariance, denoted as X1 and

Pyir—1, as [31, [2]

Rik—1 = Fr—1X—1[k—1 (1.10)

T
Pri1 = F1Pr i1 Fro1 + Qi

where X;_x_1 and P;_;_ are posterior estimates and covariance at a previous instant,

i.e., (k—1)" instant.

Update

This step computes the posterior estimate and covariance [3], Xi; and Py,
respectively. In this regard, it updates the prior estimate and covariance, X1 and
Py i1, respectively, using the noisy information of y,. However, the computation of X
and Py, requires the measurement estimate, a mismatch between actual and estimated

measurement (innovation) and innovation covariance, denoted as Y1, and

y
k-1

Pi‘yk_l, respectively, as well as the cross-covariance between the state and measurement,

PZ\ykq' Therefore, before determining the desired Ky and Py, §j—1 slf| P PZ\ykfp and
Pz‘yk_l are determined as



Yifk—1 = FiXpji—1

y . A
Eak—1 = Yk = Yilk—1

(1.11)
Pl = TP T+ Ry
Xy T
Pk|k—1 =P 1 -
Subsequently, X;|; and Py are obtained as [2],[17]
Rk = Kepe—1 +Ki)
| | k|k—1 (1.12)

P = (1 - K )Prp—1 + KiRyKY

where [ denotes an identity matrix, and Ky represents the Kalman gain, given as K; =

(Pyy

Xy ~1
P k\k—l) :

klk—1

1.4 Nonlinear Gaussian filtering method

Nonlinear Gaussian filtering method As discussed, Gaussian filtering simplifies the
Bayesian filtering and extension of Kalman filtering for nonlinear dynamical systems.
The prediction and update steps for Gaussian filtering are discussed below.

Prediction:

Similar to linear Kalman filter, nonlinear Gaussian filtering computes the prior PDF

using Xy, and Py, as [20],[21]

Refk—1 ~ /Rn L1 (X)W (Xe—13 R 151, P 15— 1) dXe—1, (1.13)

Py =E[(xk — &g 1) (V% — Fape—1)"]

%/R”/’k1(Xk1)/k1(Xk1)T/V(Xk1;ﬁk1|k1,Pk1|k1)ka1 (1.14)

— Re1p—) Rem1pem1)” + Qi

Update:

Building upon the updating technique of the linear Kalman filter, this particular step
involves the computation of the posterior estimate and covariance [20], [21], denoted

as Xgx and Py, respectively. The computation of X, and Py requires computing
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Yy

Kk—1° and the cross-covariance

measurement estimate, ;;_, measurement covariance, P

Xy

Kk—1> which are obtained as

between the state and measurement, P

Vi1 = E[(Bi(x) + Vi) [Y101] & /Rn B (Xic) N (Xt K15 Prie—1 ) dXa,, (1.15)

P =Bl —Fape ) e — Fik—1)"]

~ /Rn Fore(%4) B (x1) T (ks R 1, P 1 )% — (Fe1e-1) G- 1)” + R

(1.16)
P = E[(x — Repe—1) (Vi = Juje—1) '] 017
~ /Rn XAk (i) T (%0 K15 P 1 )% — (Regre—1) Fep1) -
Subsequently, X;; and Py, are determined as
R = K1+ Ke (Ve — Vige—1) (1.18)
Pr =Prp—1— KkPi‘yk_lK,f, (1.19)
where K; denotes the Kalman gain [2], given as
_pY vy -1
K, = Pk\kfl(Pk|k71) . (1.20)

To this end, the non-linear Gaussian filtering [30] can be implemented through Egs.

(L.13) to (T.20). However, Egs. (I.13)) to (T.17) involve Gaussian weighted integrals of

the form

I(F) = . F(x)/ (x;%X,P)dx, (1.21)

where x is a random variable with mean X and covariance P, and F : R” — R" is a simple
function. The numerical methods used for integral approximation are generally defined
for standard Gaussian, i.e., for /4 (x;0,1,1,), with I, being an n-dimensional unit matrix
and 0, being an n-dimensional array of all zero elements. The author denotes this
integral as Iy(F), i.e.,

Io(F) = / F(X) (601, L), (1.22)
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The analytical solutions of such integrals exist for linear systems, having constant
£ Xk—1 — Xg and £y : X — y;. Such a solution is popularly known as Kalman filter
[3]. However, in the case of nonlinear systems, £ : Xz_1 — X and £y : X — y; (either
or both) are nonlinear. Subsequently, the desired integral (Eq. (1.22))) appears in the
form of a ‘nonlinear function X Gaussian distribution, which is mostly intractable
[17]. Consequently, the Gaussian filtering fails to accomplish an analytical solution. In
this regard, two approaches are popular: the derivative-based Gaussian filtering [1] and

derivative-free Gaussian filtering [20].

The nonlinear dynamics are locally linearized using the derivatives in the
derivative-based Gaussian filtering. Subsequently, the linear Kalman filtering-based
approach is applied. The readers may refer to [1I[,[17] for a detailed filtering algorithm
for the derivative-based Gaussian filtering, popularly known as EKF. On the other hand,
the derivative-free Gaussian filters utilize numerical methods for approximating Io(F)
with the help of deterministically chosen sets of sample points and weights. Let us
denote the sets of sample points and weights as & and W, respectively. Then, Ip(F) is

approximated as

Ns
Ih(F) =~ ) WiF(&), (1.23)
i=1

where Nj is the number of sample points, and &; and W; Vi € {1,2,---  N,} are the it
sample point and weight, respectively. The same numerical method can be extended for
N (x;%X,P) by transforming & with mean X and covariance P. Subsequently, the desired

intractable integral /(IF) is approximated as

Z

I(F) ~ Y WiF(X+ &), (1.24)
1

~.

where 37 = P. The author refers to [20],[21]],[17] for a detailed filtering algorithm of

the derivative-free Gaussian filtering.

The conventional Kalman filter technique is an optimal estimator but relies on the
assumption that measurements are received sequentially without any anomalies, such as 1)

delayed measurement [26]], ii) false data injected in measurement [32]][33]], iii) unknown
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or varying statistical noise information [19][34] and iii) non-Gaussian noise[35][36].
The traditional Kalman filter obtains the optimal state estimate by minimizing the mean
square error cost function between the state prediction and sequential non-delayed
measurements, assuming known statistical information on noise, i.e., Q; and R;. Hence,
delays, false data injection, or unknown noise statistics can harm the estimation accuracy.
Furthermore, the conventional Kalman filter only captures up to second-order statistics,
which can be inadequate for non-Gaussian distributions. Nonlinear state dynamics also
face similar limitations, requiring extensions to the Kalman filter (for linear systems) and
Gaussian filter (for nonlinear systems) to achieve accurate state estimation.

Despite above mentioned limitations, the Gaussian filtering is probably the most
widely implemented nonlinear filtering method, as it provides a good trade-off between
accuracy and computational demand. This thesis is solely focused on Gaussian filtering
method whenever it comes to nonlinear filtering.

As discussed previously, the author also contribute to practical applications of
Gaussian filtering, particularly in the PSSE design applications. Furthermore, as a
scientific responsibility during the Covid-19 outbreak [38]][39], the author also decided
to contribute to ESE design applications using Gaussian filter to effectively monitor the
spread of Covid-19. Thus, in the subsequent discussions, we also introduce the PSSE and
ESE methods.

The above advantages encourage using Gaussian filters in complex networks, such as
PSSE design applications and ESE design applications. When the Kalman filter is used
for the said applications, there is still scope for modification in the filtering method for

better estimation performance.

1.5 Power system state estimator (PSSE) methodology

The states of a power system describe its operating condition, including factors such
as overload and overvoltage, by monitoring power flows through transmission lines,
transformers, substations, and voltage readings at different nodes. From a mathematical
standpoint, once the bus voltage magnitudes and phase angles are known, all these

quantities can be computed. Therefore, the state of a power system can be defined as the
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set of bus voltage magnitudes and phase angles [40[][4][S].

1.5.1 Evolution of dynamic PSSE

With the help of power system state estimator, system operators can assess voltage
magnitudes and angles at each power system bus bar using a limited number of available
redundant raw measurement data, such as voltage, current, and power. Prof. FE. Schweppe
introduced the idea of state estimation at energy control centers of electric utilities and
independent system operators (ISOs) in the 1970s [41],[42]],[43].

A few buses have voltage and power meters to satisfy the observable conditions.
These measurements are accessed from remotely located remote terminal units (RTU) to
control centers using supervisory control and data acquisition (SCADA) technology [4].
Traditionally, PSSE was static before digitization. State estimation tools, such as
the weighted least squares (WLS) method, were implemented to estimate the system
states [41],[42],[43]]. One measurement snap scan takes around 2-4 secs, and an offline
WLS method takes approximately 10-15 secs for a single scan estimation [4][5].
However, such static PSSE methods suffered from several drawbacks, such as time
skewness in RTU measurements and estimates lag from real-time values by several
seconds. Consequently, the static PSSE can be more accurately stated as a tool for
quasi-steady-state operating conditions.

The 2003 blackout in the northeastern United States of America and Canada [44]]
sparked interest in deploying Phasor Measurement Units (PMUs) in power systems. An
investigation into blackouts conducted afterward determined that several factors led to the
blackouts, including insufficient situational awareness, inefficient monitoring and control
systems, and inability to perform transient state analysis of the power system parameters.
In 2007, the north American synchro-phasor initiative (NASPI) was launched to promote
using PMUs in the power industry [45].

PMUs are advanced measurement devices that provide time-synchronized and highly
precise measurements of voltage and current phasors at high speeds, typically 30 to
60 data packets per second, even under fast sampling scenarios. This is a significant

improvement over traditional SCADA systems, which are limited to one measurement per
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second. The high-speed and precise measurements of PMUs help track the transients in
the power system and enable the development of a dynamic power system state estimator
(DPSSE), also known as the dynamic state estimator (DSE) method.

Although using Phasor Measurement Units (PMUs) in power systems is becoming
popular, a power system equipped entirely with PMUE s is likely to be less practical in the
near future due to its high cost. As a result, there is a trend toward using a combination of
RTUs and PMUs for generating the measurements. Such a power system state estimator
is called a hybrid power system state estimator (HPSSE) or hybrid state estimator (HSE).

The present thesis implements both RTUs and PMUs for the PSSE, and from now on,
we will use the term ‘PSSE’ for either ‘DPSSE’ or ‘HPSSE.

1.5.2 Methodology of hybrid measurement

In the PSSE design applications, the state X is an array of voltage magnitudes Vy (p.u)
and phase angles &; (radian) for all the bus-bars at time 7; [40]. A schematic representation
of power system grid is shown in Fig. It depicts that the measurement data packets
from remotely located RTUs and time-synchronized PMUs are transmitted to the control

center through a router.

Database

‘ nn /
W/ “é\ ‘\é\ F\ fi\ @TU

Sub-station

Power plant

Figure 1.3: A schematic diagram of power system grid.

The measurements from RTUs and PMU s are discussed below:
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Let us denote Nj, and Ny, as the number of buses with RTUs and PMUs, respectively,
out of N number of buses of a power network. Considering I € {1,2,...,Np,} and m €
{1,2,...,N,}, the RTU sensors consist of the following: i)slack bus voltage magnitude V;,
ii) active and reactive power injections at the /" line, denoted as P; and Qf, respectively,

and iii) active and reactive power flows between the /'

and m'" lines, denoted as P{ "
and Q{ . respectively [4][5][46]. The RTU and PMU measurements are computed from

the 7-port network shown in Fig. [I.4] using Kirchhoff’s law as given below: The RTU

(V= \/V+ V2,

P;. :an Z (Glmvr,m - Blmvim) +Vi,l Z (GlmVi,m +Blmvr,m);

. leN, JEN,
Q; :Vi,l Z (Glmvnm - Blmvim) - Vr7l Z (Glmvi,m +BlmVr,m>7
leN; leN;

P{m :(Vil + Viz,l) (81mg + &im) — Vi Vem8im — Vit Vim&im — Vit Vrmbim + Vi Vimbim,

LQ/ == (V2 + V) (bimy +bim) = VirVem&im + Vi Vimim + Vet Vembim + Vis Vimbim,
(1.25)

Yim

Al

<

Figure 1.4: m-port network model for power system.

measurements data follow Eq. (1.25]), where G+ jB, g+ jb, and go + jbg represent the
line parameters, particularly the bus admittance matrix, the admittance of series branch,

and half shunt admittance, respectively. Similarly, the PMUs installed at buses /; €
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{l 1, ,Nbp} measure the voltage phasor (V,; and V; ;) and the current flows (Ii’m and
Ifm) Vm € {1,2,--- N, }. Similar to the RTU models provided in Eq. (I.23), we get the
PMU models as [47]]

1" =V, 180 Viiby + (AV,) g1 — (AVi)by i,
(1.26)

Ig’m :ViJg?,mVr,lb?,m + (AVi)ng - <AV’)blvm'

where [j € {l;,lb-++ ,Npp}, m€ {1,2,--+ Ny}, AV, = V,; = V., and AV; = V;; — Vi,
with N, representing the number of buses having a PMU. Please note that the RTU and
PMU buses may not be connected to all other buses. Thus, the corresponding values of
m may be ignored, and the corresponding model equations of RTU and PMU may be
neglected. Following the preceding discussions and employing Kirchhoff’s laws over the

n-port model [47][48], the RTU and PMU measurements are expressed as

A — [V,|p;‘|Q;'|P{m|Q{m] , (1.27)
iz {vnlwﬂuamugvm} , (1.28)

where 2" and £7 are the sub-operators of £, denoting RTU and PMU measurements
readings, respectively. Please note that the time index k has been removed to improve
readability. Moreover, the superscripts i and f represent power injection and flow,

respectively.

For PSSE, the measurement is received from PMUs and RTUs and processed through
a router to a database as data packets. Please note that RTUs have different sample times
from PMUs. As the PMU is faster, we consider the sample time of PSSE equal to the
sample time of PMU. As part of the augmented dynamical operator £, data is collected
in packets from installed PMUs and from the latest available RTUs measurements
at #; time instant [4][49]. Hence, the overall measurement data i.e., augmented Yy,
augments the RTU measurements y; and PMU measurements yf , giving y; = [y, yf]T.

Consequently, the dynamic operator Z; is composed of the sub-operators %; and ﬁ,’;
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for RTU measurements and PMU measurements, respectively. Similarly, the augmented
measurement noise covariance is expressed as Ry = diag([R} R}]), where R} and R? are

the noise covariances of RTU and PMU measurements, respectively.

As mentioned above, for a stochastic control expert, the PSSE problem is a typical
state estimation over the state space model particularly derived for power system
networks. As we will see in the next chapter, the state-or-art PSSE methods utilize
advanced nonlinear Gaussian filters like EKF, UKF, and CKF in [46]],[49], and [48]. As
we will conclude in the coming chapter, EKF, UKF, and CKF are not the most accurate
state estimation methods. Thus, improving the PSSE accuracy by replacing the EKF,

UKEF, and CKF with their more accurate alternatives is possible.

In addition to the above discussion, the growing usage of electric vehicles, traction
loads, and distributed energy resources (DERs), such as solar, wind, and others,
introduce harmonics and frequent load fluctuations into the grid. As a result, the
contemporary power grids are highly unpredictable and do not follow a deterministic
model. Consequently, real-time monitoring and control of power systems are critical for

efficient energy management to ensure a secure, reliable, and stable power delivery.

1.6 Epidemiological state estimator (ESE) methodology

Unlike power systems, the models for dynamics of biological processes, such as the
transmission of a new pandemic, is not well established. Consistent effort still ongoing to
achieve models that sufficiently characterize the dynamics [6/][SO],[511],[S2l],[S3][541],[55]].
As a scientific responsibility, this thesis models highly contagious Coronavirus epidemics
to monitor, identify, and suggest strategic measures to the government agencies that may
be needed to combat the virus. Our contribution is timely as the world is directly or
indirectly affected by the Covid-19 pandemic. Policymakers encourage scientific research
and knowledge-based analyses and conclusions to help make policy decisions that can
help contain the pandemic. A mathematical model for an epidemic is generally classified
as i)an agent-based epidemic model and ii) a compartment-based epidemic model. We

provide more details about the two model classes in the subsequent discussions.
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1.6.1 Agent-based epidemic modeling

Under agent-based epidemic modeling, we consider every individual in the population
as a separate agent and monitor the individuals interaction with other individuals over time
as an agent. The models under this category are generally complex and computationally
inefficient. They can capture the heterogeneity of individual behavior and the influences
of social networks between its population [S6][57]. Such models also consider spatial
heterogeneity and individual differences in susceptibility and behavior. However, such

models are complex and data-sensitive.

1.6.2 Compartment-based epidemic modeling

The compartment-based epidemic model categorizes the total population into
different compartments based on the infection level in individuals. The model tracks the
flow of individuals between two compartments and the number of individuals in each
compartment over time. The most elementary model of compartmental based epidemic
model is SIR model [6]. Using this model, each individual is classified into one of
three compartments based on their disease status, such as susceptible (S), infected (I),
and recovered (R). A simple diagram of the S/R model is shown in Fig. Later
developments under this category of models have mostly been an extension of SIR
epidemic model. Thus compartment-based epidemic model is popularly known as
SIR-family of epidemic modeling. A few advanced models diversified the traditional SIR
models by introducing compartments like exposed (E), vaccinated (V), and by further
segmenting the recovered compartment into recovered from asymptomatic infection (R,)
and recovered from symptomatic infection (R) compartments, which, in their abbreviated
forms, are named as SIRP [54],[155]] SEIR 58], SEIRP [59], SEIRRP [60], SIRV [61]]
epidemic models, respectively. Please note that the model involves both R, and R. The
first R in model abbreviation stands for R, following by the recovered from infected
compartment R.

Developing a mathematical model that considers various disease-influencing
parameters is crucial to simulate real-world epidemic scenarios accurately. Such a

model can be used to estimate and analyze the impact and consequences of various
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Infected(l) Recovered (R)

Figure 1.5: A SIR epidemic model.

government decisions on containing the transmission of the epidemic. Additionally,
this enables decision-makers and government agencies to conduct a comparative
analysis to determine whether implementing a particular decision is justifiable from a
socio-economic perspective.

The simplicity, robustness, and computational efficiency of compartment-based
epidemic model make it popular among researchers for tracking the disease dynamics of
highly contagious diseases, such as Covid-19 pandemic. Thus, our research focuses on

contributing to the compartment-based epidemic modeling itself.

1.7 Cyber-threats on measurement data

The modern way of dealing with data often involves cyber-physical systems, which
generally integrate physical systems with intelligent communication infrastructure and
embedded software. Often, state-of-the-art control systems incorporate a wireless
communication network to transfer measurement data from geographically distant
sensors (or other measuring devices) to the remote estimator [62]. However, these

components may have inherent threats and vulnerabilities, rendering them susceptible to
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malicious exploitation and manipulation by cyber-attackers. Thus, risk identification has
emerged as a critical task in counteracting cyber-attacks. The cyber-attacker, or intruder,
often inducts false measurement data into the advanced sensors to adversely affect the
estimator’s performance. As cyber-attack manipulates the measurements with false data
injection (FDI), we often call it an FDI attack. We will frequently use the term “FDI
attack” to refer to the cyber-attack.

Although we have cyber-security methods and systems developed, we may not
trust them to overrule the FDI attacks completely. Thus, the futuristic filters should be
competently robust to address the FDI attacks.

While Gaussian filtering has a broad spectrum of applications, the efficacy of the
estimator can be adversely affected in the presence of system irregularities, such as
erroneous measurements (delayed or missing or non-Gaussian or falsely injected data),

ill-defined physical process model and non-Gaussian process noise.

1.8 Motivation
Following the previous discussions, we identify the following motivations for this

thesis work.

* As discussed previously, the state-of-the-art filtering problems often witness
measurement irregularities, such as delay measurements and non-Gaussian noises.
Thus, an advanced Kalman filter is required for handling contemporary filtering

problems and should be robust enough to handle such irregularities.

e The traditional nonlinear Gaussian filtering method ignores the delay and
cyber-attack, while such measurement irregularities are often likely to appear
in state-of-the-art filtering applications that involve cyber-physical systems for

processing and transmitting the measurement data.

* The increased usage of electric vehicles, traction loads, and distributed energy
resources (DERs) has made the power grid highly unpredictable, with a scenario
that randomly changes and does not follow a deterministic model. Therefore,

accurate PSSE must incorporate sudden and random changes in loading conditions.
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* An actual power grid witnesses various irregularities, including temporal failures
of one or more sensors, non-Gaussian outliers, and unknown statistical information

about noises. The existing PSSE failed to address these irregularities collectively.

* While pursuing the research for this thesis, the world witnessed the outbreak of one
of the deadliest pandemic of the last several centuries in terms of Covid-19. The
heartbreaking chaos worldwide strongly motivated beyond the planned framework
for the thesis and contributed to the fight against Covid-19. While a section of
the scientific community with specific expertise was busy developing medicines
and vaccines for containing Covid-19, reducing the pandemic’s spread rate was
necessary to minimize the losses before medicines and vaccines were developed.
Henceforth, it was necessary to have efficient analytical methods to help the

administrative authorities frame efficient strategies to reduce the rate of spread.

1.9 Thesis objective

The author outlines the following objectives for this thesis based on the above

discussed motivations.

* Develop an advanced Kalman filtering algorithm for handling two measurement
irregularities together, particularly the delay in measurement and non-Gaussian

noises.

* Redesigning the traditional nonlinear Gaussian filtering method for simultaneously
addressing unknown delays (in measurements) and cyber-attacks (on measurement

systems).

* Introducing a new PSSE technique by replacing the contemporary estimators with

a relatively more accurate estimator.

* Developing a robust PSSE to address non-Gaussian outliers along with the noise

adaptivity.
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* As a scientific responsibility, develop an advanced ESE method for efficiently
monitoring the transmission of pandemics, notably the Covid-19 pandemic, which

can help in efficient strategy making.

1.10 Approaches and methods

As discussed through the motivations and objectives, this thesis aims to contribute into
three different classes as discussed below: C1: Advanced linear and nonlinear filtering
methods to overcome various irregularities. C2: Advanced PSSE methods in order to
improve the accuracy as well as to improve the robustness against various uncertainties.
C3: Develop efficient methods for analyzing the spread of Covid-19 pandemic as a
scientific responsibility of a researcher in the era of Covid-19 outbreak.

In the subsequent discussions, we highlight the methods and approaches adopted for

the contributions in the three classes.

1.10.1 Model formulation

For the contributions under the C1 class, we reformulated the traditional measurement
models to incorporate the possibilities of the concerned measurement irregularities. On
the other handle, for class C2, we adopted the models of PSSE from the literature. Finally,
for class C3, we introduced a new pandemic model with more compartments in order to

efficiently monitor the Covid-19 spread.
1.10.2 Design and selection of filters

For class C1, we re-derived the traditional Gaussian filtering method for the
reformulated measurement model. For class C2, we have two contributions with the
following methods: 1) a Gaussian filter, named CQKEF, is adopted from the literature with
improved accuracy as compared to those already tested in PSSE literature, and then that

Gaussian filter is implemented over the PSSE models to improve the PSSE accuracy
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and 1ii) a Gaussian filter is first advanced to handle various uncertainties, and then, the
advanced filter is applied to the PSSE models to mitigate various limitations of the
traditional PSSE methods. Finally, for contribution C3, a Gaussian filter, CKF, is adopted

from the literature and applied to the newly developed pandemic model in this thesis.

1.10.3 Validation

The developed methods are simulated in MATLAB over a computer with a 64-bit
operating system, 32 GB RAM, and Intel i5, 3.40GHz processor configuration. For
the contributions under C2, various IEEE benchmark power system test bus systems
are considered. To conduct an extensive simulation-based study, 14-, 30-, and 118-bus
networks from the American electric power system (in the Midwest) are tested. It helps
us investigate the efficacy of the proposed PSSE under complex networks. Finally, the
contribution under C3 is investigated over real-data of Covid-19 pandemic in Delhi, the
capital city of India, between 17 January 2021 and 26 April 2021, during which the city

was witnessing its second wave of Covid-19.

1.10.4 Performance criteria

Estimation performance

Considering the complexity and severity of real-life problems, the author considers
a large number of Monte-Carlo (M,) simulations for analyzing the state estimator
behavior under various different uncertain conditions. For validating the performances of
different contributions, one or more of various metrics, including the root mean square
error (RMSE), % RMSE, Mean square error, mean of absolute error (MAE), maximum
absolute error (MAXE), and computational time are chosen. The performance metrics,

such as RMSE, MSE, MAE, and MAXE, are expressed as
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where |.|, and ||.|| denotes first and second norm, respectively.

1.11 Contribution

The main contributions of this thesis are summarized below.

* This thesis provides a detailed and up-to-date literature review on the nonlinear
filtering, PSSE, and ESE, including the contributions available for handling various

real-life pragmatic problems.

* A modified Kalman filter is proposed to address the problems of delayed

measurements and non-Gaussian outliers in a noisy environment.

* A CQKF-based advanced PSSE method is designed to improve the accuracy of the

existing PSSE methods, which utilize EKF, UKF, and CKF.

* An advanced Gaussian filtering-based PSSE algorithm is developed to address

various potential irregularities in power system models.

» Lastly, as a scientific responsibility, an advanced compartment-based stochastic
epidemic model is introduced. Subsequently, the CKF is implemented to estimate

the compartmental state dynamics to develop an advanced ESE method.
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1.12 Publications generated out of thesis work
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1. Sumanta Kumar Nanda, Guddu Kumar, Vimal Bhatia, and Abhinoy Kumar Singh,
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IEEE Access, vol. 9, pp. 123231-123244, 2021, doi: 10.1109/ACCESS.2021.31074
66.

2. Sumanta Kumar Nanda, Guddu Kumar, Vimal Bhatia, and Abhinoy Kumar Singh.
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epidemic model.” Biomedical Signal Processing and Control, Elsevier, 104727,

2023, doi: 10.1016/j.bspc.2023.104727.

3. Sumanta Kumar Nanda, Guddu Kumar, Amit Kumar Naik, Mohamed Abdel-Hafez,
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False Data Injection and Randomly Delayed Measurements,” IEEE Access, (Under

review).

4. Sumanta Kumar Nanda, Amit Kumar Naik, Vimal Bhatia, Taraknath Kobaku,
and Abhinoy Kumar Singh, “Dynamic State Estimation of Power System Using
forecasting-aided Cubature Quadrature Kalman filter,” international journal of

adaptive control and signal processing (Under review).

5. Sumanta Kumar Nanda, Vimal Bhatia, Taraknath Kobaku, and Abhinoy Kumar
Singh, “Self-Adaptive Forecasting-aided Gaussian Filtering-based Power
System State Estimation under non-Gaussian Outliers,” IEEE Transactions
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Conferences:

1. Sumanta Kumar Nanda, Vimal Bhatia, and Abhinoy Kumar Singh, “Performance
analysis of Cubature rule based Kalman filter for target tracking,” 2020 IEEE 17th

India Council International Conference (INDICON). IEEE, 2020.

1.13 Thesis organization

The rest of the thesis is structured as follows. The thesis consists of eight chapters,
including the present one. Continuing from this chapter, the second chapter briefly
overviews the remarkable developments in estimation and filtering with their application
in PSSE and ESE methods. A brief discussion of the Bayesian framework of the
nonlinear filtering follows it. Chapter [3| contributes to the estimation with delayed
measurements. Chapter ] developed an advanced Gaussian filtering to deal with false
data injection and randomly delayed measurement. Chapter [5] discusses the proposed
KF-based PSSE without any irregularity in measurement. Chapter [6] includes the
development of a robust and adaptive PSSE method performing under possible system
dynamics and measurement model irregularities. In Chapter [/, an advanced epidemic
model is formulated, and its stability issues with evaluating the dominant parameters
impacting the disease transmission. The last chapter of this thesis, Chapter [§] briefs
the discussions and conclusions of the thesis. Moreover, it includes the scope of future
works. In the end, an appendix is provided, which includes the algorithms developed in

different chapters.
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Chapter 2

Literature Review

As discussed in the previous chapter, this thesis aims to contribute in the following
directions: i) advancing the traditional linear and nonlinear filtering methods for handling
data irregularities like delay, cyber-attack, and non-Gaussian noises, ii) advancing the
PSSE methods to improve the accuracy and handle the uncertainties of the temporary
power system networks, and iii) developing advanced ESE methods for improving the
efficacy in monitoring the pandemic spread like the spread of Covid-19. Therefore, the
review in this chapter is classified into the following: 1) Gaussian filtering methods,
i) filtering with various measurement irregularities, including delayed measurements,
cyber-attacks, and non-Gaussian noises, iv) PSSE methods, and v) Advanced ESE

methods.

2.1 Gaussian Filtering

The previous chapter introduced two Gaussian filtering approaches: derivative-free
Gaussian filtering and derivative-based Gaussian filtering. As discussed previously, the
derivative-based Gaussian filtering is an extension of linear Kalman filter, where the
nonlinear functions are locally linearized. The popularly known extended Kalman filter
(EKF) [17] and its extensions [63][64][65] are the prevalent developments under this
approach.

The derivative-free Gaussian filters, as discussed previously, propagate the estimate
and covariance directly through nonlinear functions. However, in this case, the mean

computations involve intractable integrals, which are numerically approximated during
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the filtering using deterministic sets of sample points and associated weights. The
literature witnesses various derivative-free Gaussian filters using various numerical
approximation methods, giving different sets of sample points and associated weights.
The derivative-free Gaussian filters outperform the derivative-based Gaussian filters in
accuracy and numerical stability.

In the subsequent discussions, we review the various developments under the

derivative-based Gaussian filtering and the derivative-free Gaussian filtering.

2.1.1 Derivative-based Gaussian filters

As discussed above, the popular contributions under the derivative-based Gaussian

filtering include the EKF and its variants, which are reviewed below.

Extended Kalman filter (EKF)

The EKF was developed in the sixties [17], within a few years after the development
of the linear Kalman filter. The EKF is the earliest developed nonlinear Gaussian filter,
still widely popular in practical applications and academic developments. As discussed
previously, the EKF locally linearizes the nonlinear dynamic models by computing the
first-order derivative in terms of Jacobian. Subsequently, it applies the concept of linear
Kalman filtering over the locally linearized nonlinear dynamical models.

The EKF has a broad range of practical applications, such as in wireless sensor
networks [66], state of charge estimation in Lithium-ion batteries widely used in electric
vehicles [67], identification of online parameters for permanent magnet synchronous
motor drive [68], spoofing resilient power system state estimation [69]], biomedical
systems [70],[71], [72], epidemic state estimation [[73],[74], [75], etc.

Despite being used in widespread practical applications, the EKF has several
drawbacks. For example, derivative computation requires the system dynamics to be
continuous and differentiable. Similarly, the first-order linearization of the nonlinear

dynamical systems causes poor accuracy and numerical instability [63]. This problem
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becomes severe, particularly if the sampling interval is large. Please note that the
sampling interval is often system/device property, which the practitioners cannot flexibly
command to mitigate these drawbacks. Nevertheless, despite these drawbacks, the
EKF widely attracts practitioners due to its simplicity of implementation and small
computational demand. Moreover, many variants [76],[77], and [78] of the traditional

EKEF are developed to mitigate its drawbacks up to some extent.

2.1.2 Derivative-free Gaussian filters

In the previous chapter, we discussed how derivative-free Gaussian filtering involves
intractable integrals, which are difficult to solve analytically and are usually approximated
numerically during the filtering. Various Gaussian filters are developed in the literature
using different numerical approximation methods. We review some of the major
developments in the subsequent discussions.

Unscented Kalman filter (UKF) and its variants

One of the earliest and most popular derivative-free filters is the UKF [63],
developed in the nineties. The UKF utilizes unscented transformation-based numerical
approximation to approximate intractable integrals using a set of sigma points and
weights [63]. The UKF is more accurate and numerically stable than the derivative-based
EKF.

In the literature, the UKF has been widely used in handling real-life problems,
i.e., [[79],[80],[81]. More specifically, [/9] applies the UKF for state of charge estimation
in an adaptive cell model, [49] implements the UKF for estimation of dynamic states for
power system networks, [81] applies the UKF for biomedical systems, and [35],[82] use

the UKF for ESE design applications.

Cubature Kalman filter (CKF)

Arasaratnam et al. [64]] introduced the cubature Kalman filter (CKF) as an
alternative EKF and UKF. The CKF decomposes the intractable integral into spherical

and radial components, approximating the spherical integral using the third-degree
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spherical-cubature rule. In contrast, the radial integral is approximated using the
first-order Gauss-Laguerre quadrature rule. The resulting numerical approximation
method is called third-degree spherical-radial rule, which the CKF utilizes to approximate
the intractable integral with relatively improved accuracy compared to the UKF.

The CKF utilized lower orders of the spherical-cubature and Gauss-Laguerre
quadrature rules, leaving away the scope of further improving the accuracy by advancing
the orders of the spherical-cubature and Gauss-Laguerre quadrature rules. As a result, a
series of developments appeared by improving the orders of two numerical approximation
rules. This thesis briefly reviews a few other major developments below.

Cubature Quadrature Kalman filter (CQKF)

The Cubature quadrature Kalman filter (CQKF) is developed to enhance estimation
accuracy while slightly increasing computational demand [83]]. It adopts the integral
decomposition approach from CKF and retains the third-degree spherical cubature rule for
approximating the spherical integral. However, it utilizes a higher-order Gauss-Laguerre
quadrature rule to approximate the radial integral. Subsequently, the CQKF introduces
a new numerical approximation method, named cubature quadrature rule, by combining
the third-degree spherical cubature rule and higher-order Gauss-Laguerre quadrature rule.
The sample points generated through this rule are referred to as cubature quadrature
points. using higher-order Gauss-Laguerre quadrature rule helps improve the accuracy

at the cost of increased computational demand.
Some other popular extensions of the CKF and CQKF are the square-root

CKF [64], square-root CQKF [84)], transformed CQKF [85], simplex-spherical
CKF [86], simplex-spherical CQKF [87]], and exponential-fitted CKF [88]]. Furthermore,
the widespread practical application of the CKF and its extensions are reflected
in [89,[90],[91]. For example, [90] used the CKF in underwater target tracking
applications, [89] implemented the CKF for continuous glucose monitoring, while [91]]
performed fault diagnosis using the CKF [92]].
Other popular Gaussian filters

The Gauss-Hermite filter (GHF) [65] utilizes the univariate Gauss-Hermite quadrature

rule for numerically approximating the intractable integrals. In this filter, the sample
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points generated for approximating the intractable integrals are often known as quadrature
points. As the practical problems are mostly multivariate, the GHF utilizes the product
rule [65] to extend the univariate Gauss-Hermite quadrature rule into a multivariate
domain. However, for the product rule, the number of quadrature points increases
exponentially with the increasing system dimension [93]. Therefore, the GHF suffers
from the curse of dimensionality problem and becomes inapplicable for high-dimensional
systems. To reduce the computational demand, there are two popular variants of the GHF

available in the literature, which are discussed below.

» Sparse-grid Gauss-Hermite filter (SGHF) [93]: The SGHF replaces the product
rule with Smolyak rule, reducing the number of multivariate quadrature points.
Interestingly, it reduced the computational demand significantly without damaging

the accuracy.

» Adaptive sparse-grid Gauss-Hermite filter (ASGHF) [94]]: The ASGHEF utilizes
the adaptive-sparse grid method to extend the univariate quadrature rule into
a multivariate domain. The adaptive-sparse grid method considers varying
nonlinearity across different dimensions. Subsequently, it reduces the number of
the multivariate quadrature points further. As a result, the ASGHF further reduces
the computational demand compared to the GHF and SGHF without harming the

accuracy.

Some other popular contributions to GHF-based filtering are square-root
Gauss-Hermite filter [95], generalized GHF [96], and multi-sparse grid GHF [97].
Similar to the square-root unscented Kalman filter, the square-root Gauss-Hermite
filter eliminates the need for Cholesky decomposition computations. The generalized
GHF improves the accuracy further. However, the multi-sparse grid GHF reduces the
computational demand further, considering that some of the subspaces of the unknown
states are uncorrelated.

The GHF and its variants are among the most accurate Gaussian filters in the literature.

However, despite the reduced computational demands for filtering applications in general,
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the SGHF and the ASGHF, computational demand is still too large for high-dimensional

systems, a limiting constraint for their practical applications widely.

2.2 Filtering under various irregularities

The linear and nonlinear Kalman filters ignore various real-life irregularities, such
as the delay in measurements, non-Gaussian noises, and possible cyber-attacks in
the measurement systems by intruders. Interestingly, the literature witnesses various
developments in traditional linear and nonlinear filtering methods to address these
problems. In the subsequent discussions, the author briefly reviews various contributions

for handling the occurrences of one or more of such irregularities.

2.2.1 Filtering with delayed measurements

Measurement delays that may appear due to data propagation, queuing, efc., can cause
inaccurate information and adversely impact the filtering accuracy. If the delay is known,
a simple time shift can solve the problem. However, unknown delays can be challenging,
especially without time-stamping or clock access. In the literature, such a delay is known
as a random delay.

The literature pertaining to state estimation with delayed measurements has a rich
history[98][,[99],[100],[101[,[102]. In [98]], Zhang et al. extended the Kalman filter
by introducing a re-organized innovation approach to deal with multiple delays. Later,
robust and adaptive Kalman filtering techniques were re-derived to deal with delayed
measurements [103], [99], [100]. Sun et al. [101] introduced another popular approach
by stochastically modeling the delayed measurements in terms of possible non-delayed
measurements.

For handling delay in nonlinear filtering, [104)], [10S][106[](107], [108] are some
popular techniques. For instance, [104] and [105] re-derived the EKF and UKF for
handling delays up to one sampling interval. Later, the same approach was extended
for handling delays up to two sampling intervals [[106]. To address higher delays, Singh
et al. [107]] re-derived the traditional Gaussian filtering method for handling large delays.

However, these developments assume: i) delay is an integer multiple of the sampling
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interval, i1) if not known deterministically, stochastic models of the delay are known,
and iii) modeling errors and measurement errors can be characterized by Gaussian
approximated noises. Real-life problems often fail to satisfy these assumptions. Note
that the delay in measurements is not guided by the sampling intervals, which causes a
fractional delay [[109] and [110].

The above-mentioned nonlinear Gaussian filtering literature for handling delayed
measurements requires a stochastic model with a sequence of delay probabilities. It
makes them less applicable to real-life problems with unknown probabilities and leads
to poor estimation accuracy. To overcome these limitations, Abhinoy et al. [111] used
the likelihood-based approach to overcome these limitations to determine the unknown
probabilistic information about the delay. Subsequently, it implemented the delay
model-based filtering approach. This algorithm is called the fractionally delayed Kalman

filter.

2.2.2 Filtering with non-Gaussian noises

In general, noises are inherently non-Gaussian, while they are assumed as Gaussian
in the traditional Gaussian filtering method. In some cases, they may be closely
approximated as Gaussian but not always, resulting in poor accuracy of the traditional
Gaussian filtering. More importantly, certain outliers in the process and measurements
are mostly non-Gaussian.

The Non-Gaussian outliers in state may result from abrupt changes in the system’s
behavior, external disturbances, or system malfunctions. Similarly, non-Gaussian outliers
in measurement data can arise from factors like data transmission quantization, impulse
noise in telephone channels, atmospheric noise caused by lightning flashes, radio
frequency interference, thunderstorms, and more [112][113]].

This data irregularity is handled by leveraging information-theoretic learning
[22],[114] with correntropy maximization. It maximizes the nonlinear and local
similarity between related random variables in a joint space. This is controlled by the
Kernel bandwidth and is rooted in Renyi’s entropy [114]. Although these methods are

useful for non-Gaussian noise, they have not been extensively tested for estimation and
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filtering. Recently, Chen et al. [35] proposed a reformulated Kalman filtering approach
that uses the maximum correntropy criterion.

In recent years, there has been a growing interest in utilizing the maximum
correntropy (MC)-based design methodology [22] to handle non-Gaussian noises in
real-life applications that typically involve nonlinear systems. As a result, there have
been various contributions [115]],[116],[117],[118],[119],[120] that have redesigned
well-known nonlinear Gaussian filters such as the EKF, UKF, CKF, and GHF to
incorporate this criterion.

Some other recent design criteria have also been tested for handling non-Gaussian
noises.  For example, Huber-based cost function [36] and minimum entropy
criterion-based [121]],[122]] design have already been tested in the filtering literature.
To further improve robustness and accuracy, a versatile criterion called the generalized
maximum correntropy with freely changing Kernel shape by considering generalized

Gaussian density has been developed in [[123]],[124]],[125]].

2.2.3 Filtering with cyber-attacked measurements

The filtering accuracy is significantly impacted by the precision of the measurements,
which is vulnerable in cyber-physical systems due to the threat of deliberate tampering
and distortion through cyber-attacks [126], [127]. Intruder mainly focuses: 1)
false data injection (FDI), which involves injecting false data together with true
measurements [[128]], ii) time asynchronous measurements (data replay attacks), which
entail introducing time delays in measurement propagation, and iii) denial-of-services,
which entails blocking any measurement availability [[129], [130]. The primary focus of
this thesis is on filtering with FDI attacks.

In the literature, [128]] extends the traditional EKF to handle FDI attacks, but this
method is not suitable for other Gaussian filters like the UKF, CKF, and GHF, which
offer higher accuracy. Later, [33] and [32] introduce a generalized Gaussian filtering
method to handle FDI attacks by reformulating the measurement model stochastically to
incorporate the possibility of FDI attacks and re-deriving the traditional Gaussian filtering

accordingly. Since [33] and [32] are generalized extensions of Gaussian filtering, they can
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be applied to any existing Gaussian filters, such as the EKF, UKF, CKF, and GHF.

2.3 Power System state estimator

The author classified PSSEs literature survey into without irregularities and with

irregularities as given below:

2.3.1 PSSE by ignoring various irregularities

In the year 1970, Larson et al. [131], [132] proposed sequential processing
of redundant measurement, and subsequently, Kalman filter is applied for the
estimation [133]. Da Silva et al. [134], for the first time, introduced the concept
of a forecasting-aided dynamic state estimator using Kalman filter, which was later
improvised with the advent of PMU and other intelligent electronic devices using
nonlinear Gaussian filtering methods. In the later developments, Gaussian filtering
methods, such as EKF, UKF, and CKEF, are exploited for dynamic state estimation of the
power system states [46],[49]],[48],[135],[136].

Numerous variants of nonlinear Kalman filtering algorithms, such as EKF, UKF, and
CKEF, have been used to address the critical problems of DSE in nonlinear power system
networks. The EKF forms a Jacobian matrix, which computes the partial derivatives to
locally linearize the power system dynamic model. Due to the derivative-based local
linearization of the nonlinear PSSE models, the EKF exhibits poor estimation accuracy
and a low convergence rate [30] [21]. For solving the nonlinear dynamic equations, the
UKF and CKF methods replace the Jacobian matrix-based linearization technique with
a simpler and more stable numerical approximation approach. The UKF uses unscented
transformation-based numerical approximation [49], while the CKF utilizes a relatively

more accurate alternative named third-order spherical-radial cubature rule [30].

2.3.2 PSSE with various real-life irregularities

The aforementioned Gaussian filter-based PSSE methods have drawbacks, such
as requiring unknown mathematical models of state dynamics, unknown statistical
information on noises, and ignoring non-Gaussian outliers in process and measurements.

The typical reasons for non-Gaussian outliers are changing demands and power
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generation, instrument failures, communication limitations, uncertainties of electronic
devices, etc. [40].

The Gaussian filter-based PSSE has been extended to overcome these limitations to
improve estimation accuracy, adaptability, and robustness for real-time monitoring of
complex power networks. One such extension is Holt’s double exponential smoothing,
used for state prediction in power systems. Additionally, the concept of SHAKF [137] is
utilized in the power system monitoring for adaptive noise estimation. As described, the
adaptive Gaussian filter-based PSSE method integrates time-dependent, mathematically
derived, exact statistical information relevant to noise covariance. In contrast, the
traditional Gaussian filter-based PSSE assumes that the covariances are constant over
time, which may accidentally work for the actual power network but is selected through
trial and error. However, the reality is not the same. Readers are suggested to follow
[138],[139]. Finally, Maximum correntropy (MC) and minimum entropy (ME)-based
design criteria are used to address the irregularity of non-Gaussian outliers in [[125],[117]],

and [[140].

2.4 Epidemiological state estimator

Knowledge-based mathematical disease dynamics models are popular to
characterize the repercussions of diseases using mathematical models [6]][S3][541],[55]
[58],[59],[601,[61]. Among such mathematical models, compartmental-based models are
the most popular [53]]. They categorize the total population into different compartments
based on the infection level in an individual. As discussed in Chapter |1 the simplest
compartment-based model is SIR model [6]. The compartment-based models utilize a
few parameters, such as infection rate, recovery rate, recovery rate from disease, efc.
The superiority of compartment-based models improves as the number of parameters
influencing disease transmission increases. In this regard, later developments (after SIR
model) incorporated more compartments, including susceptible (S), exposed (E), infected
(I), recovered from exposed (R), recovered from infected (R), passed away (P), and
vaccinated (V) compartments. Much like the renowned SIR models, epidemic models are

commonly referred to by their compartmental names represented in abbreviated form.
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Later developments introduced SIRP [54],[55] SEIR [58], SEIRP [59], SEIRRP [60],
SIRV [61], model to characterize the nonlinear disease dynamics.

Literature on epidemic model state estimation witnesses recursive least square
estimation [60/], maximum likelihood method [141]], and Markov chain Monte-Carlo [[142]].
Sameni et al. [60] used recursive least square estimation method by minimizing linear
least square cost function. These methods are often dependent on accuracy of the
measurement data. Hasan et al. [54] developed an EKF-based ESE method using SIRP
model. As discussed previously, in the EKF, the partial derivatives are computed to locally
linearize the highly nonlinear epidemic model, which has poor accuracy and stability in
estimating the compartmental populations. Later UKF-based ESE integrated epidemic
model replaced Jacobian matrix-based linearization with simpler, more stable unscented
transformation-based numerical approximations [S5]. A SEIRP model was proposed
to investigate the dynamic behavior of the Covid-19 pandemic [59]. Later, Xinhe et
al. developed an EKF-based ESE method for SEIRP epidemic model by incorporating
reinfection rate to estimate the Covid-19 compartments [[73]. Similarly, Jialu et al. [[141]
introduced an EKF-based estimation of SE/RP model, where the model parameters were
obtained using maximum likelihood method [141]. The above-discussed estimation
methods, such as the EKF, UKF, and their extensions, used in the [54],[55],[141],[73]
are known for their poor accuracy and stability. Thus, introducing an efficient estimation

method can further improve the accuracy.

2.5 Summary

* The Gaussian filtering provides a range of filters that can help achieve good
trade-offs between accuracy and computational demand. However, the Gaussian
filtering traditionally ignores various irregularities, and thus, it often underperforms

in practical applications.

* The optimal linear Kalman filter conventionally fails to account for a range of

real-life irregularities, such as measurement data irregularities and performance
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degradation caused by non-Gaussian outliers. These irregularities significantly

degrade estimation accuracy.

The linear Kalman filter conventionally fails to account for a range of real-world
applicability scenarios, such as measurement data irregularities and performance
degradation caused by non-Gaussian outliers. These irregularities often manifest
in practical applications and can significantly impact accuracy. Examples of such

measurement irregularities include delayed and cyber-attacked measurements.

The cyber-physical system is susceptible to measurement irregularities, such as
delayed and cyber-attacked measurements. The system implements suboptimal
Gaussian filters, but the presence of measurement irregularities adversely impacts

the estimator’s performance.

The state-of-the-art PSSE methods use mixed measurements from remotely located
RTUs and PMUs. The recent literature has witnessed applications of different

Gaussian filters over the PSSE state space model to enhance accuracy.

As discussed above, a branch of the recent research on PSSE methods focused on
advancing the Gaussian filtering methods to improve accuracy. However, this is
insufficient for handling various network uncertainties in the PSSE. Such network
uncertainties may include the lack of a precise state dynamical model, unknown
and time-varying noises, and non-Gaussian outliers. Therefore, parallel research

also focuses on addressing such uncertainties in the PSSE.

As a need of the hour, during the outbreak of Covid-19, an immediate shift of
research was witnessed on containing the Covid-19 spread. Within the scope of
filtering knowledge, developing advanced ESE methods was crucial for developing
efficient monitoring algorithms for Covid-19 spread, which could later help in
framing efficient administrative strategies for containing the Covid-19 spread.
The ESE methods are composed of compartment-based models and nonlinear

estimators. They can estimate various compartment populations (of pandemic
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models), including susceptible, exposed, infected, recovered, and deceased

populations.
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Chapter 3

Kalman Filtering with Delayed
Measurements in Non-Gaussian

Environments

As discussed previously, the Kalman filter recursively estimates the unknown dynamical
states of a system when noisy measurements are received sequentially from individual
or centralized sensors. Several real-life applications of the linear Kalman filter have
been discussed in previous chapters: target tracking localization in mobile robots and
autonomous vehicles, estimating speech and audio signals in signal processing, efc.

Following the discussions in the previous chapters, we highlight two problems of
Kalman filter below: i) state and measurements are assumed to be Gaussian distributed,
and i1) measurements are the non-delayed i.e., the measurement received by the estimator
at time #; must be generated at the same time #;.

To understand the problems arising from delayed measurements, please note that the
estimation accuracy of Kalman filter depends on the accuracy of the estimated innovation

term &

k=1 = Yk — Yijk—1- With 74 delay, y; carries information about the states at 7y — 7.

However, ¥, ;_, obtained by propagating X; ;| through state space model, estimates
the same information at 7. Thus, y; and y;,_; carry the state information separated

by 7; in time, resulting in an inaccurate innovation term & Inaccurate innovation

klk—1°
results in poor filtering performance. Please note that 7; is generally unknown [99,

100],[143. 144] to the practitioners; therefore, a simple time-shift cannot be applied to
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solve the delay problem. A time-varying delay with unknown 7; is known as random

delay [99],[1001],[143]],[[144], which is of interest in this chapter.

To understand the problem of non-Gaussian noises, please note that the Kalman
filtering algorithm discussed in Eq. to compensates the noises with up to
the second order of statistical measures (please note that the mean, representing the first
order statistical measure, is zero). Therefore, it is accurate for Gaussian noises, which
can only be characterized by the first and second order statistical measures. However,
in the case of non-Gaussian noises, higher order statistical measures are also significant,

and ignoring them results in poor accuracy [112],[145].

The Kalman filter is also subjected to several other limitations, including modeling
process dynamics in discrete-time and uncorrelated noises. However, this chapter focuses
on the aforementioned restrictions, such as non-delayed measurements in the presence of
non-Gaussian noises, which are known to decrease estimation accuracy in conventional

Kalman filter.

In particular, sudden changes in system behavior, external disturbances, or
system failures can cause non-Gaussian outliers in state estimates. Similarly, various
factors such as quantization during data transmission, impulse noise in telephone
channels, atmospheric noise caused by lightning flashes, radio frequency interference,
thunderstorms, and so on [112, (113, [146] can lead to non-Gaussian outliers in
measurement data. In addition, network systems and multiplexed communication
channels can induce time delays in measurements [[104],[106l,[147],[148]].

This chapter introduces a new extension of the Kalman filter to deal with the
problems of unknown delayed measurements in the presence of non-Gaussian noises.
To the best of the authors’ knowledge, no filtering method has been discussed in the
literature to address the two problems together. Unlike the above discussed delay
algorithms, the proposed extension allows a fractional delay. Moreover, the proposed
filter does not require apriori knowledge of the delay probabilities. Instead, it implements
a likelihood-based approach to identify the delay stochastically. This delayed Kalman

filtering approach is reformulated using maximum correntropy criterion for estimation

44



to capture the higher order statistics, which are generally non-Gaussian. The proposed
correntropy maximization based formulation fails to deliver a closed-form solution.
Therefore, a fixed-point iterative method is implemented to determine an approximate
solution numerically. The proposed algorithm is simulated for two delayed measurement
filtering problems with non-Gaussian noises. The performance analysis shows an
improved accuracy for the proposed extension compared to the existing Kalman filtering

techniques.

3.1 Modified Kalman filtering for delayed measurements

and non-Gaussian noises

From the detailed discussion in chapter|[I| we redesign the traditional Kalman filtering
approach to deal with delayed measurements in the presence of non-Gaussian noises.
The proposed Kalman filtering is also performed in two steps: prediction and update. To
address the delayed measurements, it implements a likelihood based approach to identify
the unknown delay of 7;. Based on the identified 7y, it uses y, received at f; to update the
states at a past instant f; — Tz from which y, actually arrives. Thereafter, a further time
update is performed from #; — 74 to #; to determine the estimated state at ;. Moreover, to
deal with non-Gaussian noises, the measurement update step of the proposed algorithm is

designed under the correntropy maximization criterion [35].

3.1.1 Prediction

The sensor-induced non-Gaussian noises influence only the update step. This
step is also called a time update. Therefore, the existing literature for handling the
sensor-induced non-Gaussian noises, such as [35], adopts the prediction step directly
from the ordinary Kalman filter and redesigns the measurement update step under the
correntropy maximization criterion. We apply a similar approach and continue with the
Gaussian noise assumption for the time update step. It should be mentioned that the
process model is not unique and depends on the practitioner’s hypotheses. Therefore,
it can be amended to allow the Gaussian approximation to closely represent the actual
modeling error. However, the same is not valid for the measurement model, and efficient

handling of the sensor-induced non-Gaussian noises becomes important.
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As discussed earlier, the proposed filtering method considers a fractional delay, i.e.,
the delay can be a fractional multiple of sampling interval. Therefore, intermediate
sampling instants are also considered, unlike the traditional Kalman filter, which should
improve the accuracy. We denote Nj,, as the number of intermediate instances between
two immediate sampling instants. If 7 is the sampling interval, the intermediate instants
are separated by At = T'/N;,;. We use the notation t,{_l =tr 1+ AV jeE{1,2,--- Ny}

for j’h intermediate instant between #;,_ and #;. Hence, at j = Ny, t,jcv"”t

represents f41.
In the remaining part of this chapter, we use the following notations to denote a statistical

measure A at t, + jAt:

B+ jne = B, j)
Biyrjae |y = Bw jy v 3.1

Bryrji| Vo756 = B\ w1+

Therefore, at j = 0 and j = N;;,;, we can write

(3.2)

The proposed algorithm determines the time update parameters, i.e., Xyx—1 and Py 1,

through intermediate steps. Please follow [111]] for a detailed discussion.

3.1.2 Update

In this step, the measurement is updated. As discussed earlier, the objective of the
update step is to determine the posterior estimate of parameters at f, i.e., Xx and Py,
using y,. Please note that y, ideally gives the state information at # to be used to determine
the desired parameters. However, due to delay, it carries the state information from a
delayed instant #; — 7,4 instead of #;. Therefore, it is appropriate to determine the posterior
estimated parameters at #; — T, instead of #;, with 7; being unknown. The proposed

algorithm adopts a likelihood based approach from [111] to identify 7,.
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As the measurement equation is linear, the predicted estimate and covariance of x; at
any intermediate instant t,{fl can be easily transformed to obtain the predicted estimate
and covariance of y; at t,{_l. Let us denote the predicted estimate and covariance of y,
at t,{_l as ¥(k—1,j)|(k—1) and Sq_1 j)|(x—1), respectively. It is worth mentioning that the
predicted estimate and covariance of x; are available for all past intermediate instants.
Thus, before the measurement y; is received at 7, we can obtain §;_; j—1) and
Sti—1,j)k=1) Vi€ {1,2,-- ,k} and j € {1,2,-- ,Njss }, which can be used to determine
the Gaussian likelihood of y; at any past intermediate instant. Thus, without harming
the generality of the proposed algorithm for handling the sensor-induced non-Gaussian
noises, we adopt the Gaussian likelihood for determining the likelihood of y, arriving

from a past intermediate instant.

To this end, let us consider a delayed instant ¢, + jAt, i.e., t, € {t1,t2,--- ,tx_1 }. Then,
the Gaussian likelihood that y, arrives from a past instant #, + jAr due to the delay can be

given as

-} (&6 i) i) i
Lirjy () ~ ((27)" det(S, ) ())) * x exp (— el eI ) (3.3)

A

where det(S,. j)|(»)) denotes the determinant of S, ;) and e(yr’m(r) =Y — Y(j)|(r)- The

log-likelihood function can be written as

1
log (L, (i) ~ =5 (m log(27) +log(det(S,. ) r)) + B, j)|(r)) , (3.4)

where B, () = (gsz.)| (r))T (St jy(r) _le(ynj)‘(r). Furthermore, additive and multiplicative

of the constant terms are removed as they do not affect index of the maximum

log-likelihood [[111]. Thus, Eq. [3.4]can be re-written as

Z ) (Yx) ~ —1og(det(S;. 1)) = B ()
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For analytical simplification, a negative log-likelihood can be taken as

L) (i) ~ log(det(S ;. jy (1)) + By | (r)- (3.5)

To compute the likelihood Z,. j(y) for y arriving from ¢, + jAt, let us recall Eq. (T.TT]),

which infers that

Y ) = X))

T
St = Z )P0 (F ) + R -

(3.6)

Subsequently,

€l =Ye— Zrp Xl
~ T T
B ) = k= e %10) (Flri Py 0 Hir ) S

-1
+ R(w)) (Ye = Zl X)) -

Substituting S,. j|(,) and B, ;| into Eq. (3.5) from Eq. and (3.7), we get

L) (Y1) ~ log (det (. P, (1) (Hr )" + Ry )
N T
0= Hep R 0) (e Py (3-8)

~1
TR.))  (Ye= H ki)

Remark 3.1.1 Z(,.;(y) is a negative likelihood; therefore, a minimum of % j(¥i)

gives the maximum likelihood estimate.

From the likelihood theory, a delayed measurement y,; can be considered to have arrived
from the past instant where the likelihood is maximum, i.e., Z, (Vi) is minimum.
Z(r.j)(¥x) can be computed for every delayed instant, i.e., V t, € {t1,t,--,#;—1} and

vV je{l1,2,--- Ny }. Subsequently, the time instant 7, + j*Ar from which y, arrives can
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be obtained from (r*, j*), if

(r,J°) ~ argr(rrlijl)lL(r, 7 (¥e)- (3.9)

Subsequently, 7, can be given as t;, — (f,+ + j*At).

The likelihood analysis concludes that y, arrives with 7, delay, i.e., from a past instant
te + j*At =t — 14. Therefore, we use y; to update the posterior estimate parameters at
t,« + j*At instead of ;. The proposed Kalman filtering algorithm adopts a maximum
correntropy [[114][22] based posterior estimation to deal with non-Gaussian noises. In

this regard, let us define an error function

(=, j)(k) I
e(r*,j*) = — X(r*,j*) = U(r*d*) — V(r*,]*) (310)

Vi )

The objective is to maximize the correntropy between U, ;) and V.« ;»), given as the
first moment of Kernel of €(r j) [114],[22]]. We choose the commonly accepted Gaussian

Kernel, given as [149,150]

()2
Ku,v(i) = Go (e(+ (i) = exp (—M> , (3.11)

2072

where 0 > 0 is Kernel width, €, ;+(i) is the i"" element of € withi e {1,2,--- [},

r*,J*)
1e., Iy = n+ m. Subsequently, the correntropy, 1.e., the first moment of Kernel, is

approximated using the sample mean based approach as

Cuv =) Go (e (i), (3.12)

where Cyy denotes the correntropy between U ;+y and V(. ;).  Therefore,
the correntropy maximization problem reduces to the problem of maximizing

ILZ?: 1Go (e(r*’ ) (l)) To maintain consistency across different i, we prefer standardized
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error. Subsequently, we define the cost function as

Nl’_‘

o =

N

ls
Y Go (€, (). (3.13)
=1

where €, ;) 1s standardized e, jx).

To standardize the error function e(,« ;+), we re-write Eq. as

R o0 — X
| Feaim = Xegn | (3.14)

Tie i)

rJ

Subsequently, the error covariance can be given as

E|eq el ] = | , (3.15)

where E[-] denotes the estimate. If S?r*,j*)| ) and Sfr*’ j+) represent the Cholesky

decomposition of P+ ;- ) and R« j+), respectively, then

r r T 3.16
0 S5 8.) 310

T
= S0+ )10 (S, )1 0) -

Note that S, ;+)|x) represents the Cholesky decomposition of E [e(r*7 j*)e(T .*)]. Please

rJ
note that the Kalman estimator is unbiased, i.e., £ [e(r*’ j*)} = (0. Subsequently, the

standardized error é( can be obtained as

r,J*)

-1
€)= (Semiw) e - 3.17)
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Substituting e(,« ;+) from Eq. (6.7), we can write

5 ~1 () (k) ~1
€ =86 iw ~Se i) X7
— @(7*7]*) — W(r*,j*)x(r*,j*) .
Substituting €, ;+) into Eq. (3.13)), the cost function can be re-written as
1y
ZGG W(r*,j*)(”"(r*,j*)) P (319)

where D, j+)(I) and #/,« j) (1) represent It

element of P+ ;+) and %/, j+), respectively.
The value of x(,+ ;+) that maximizes J,+ ;+) is the desired posterior estimate of X at 7,+ +-

JEAt, ie.,

ﬁ(r*,j*)|(k) = arg max J( i) (320)

X(r,j%)
Therefore, X« j+)|(x) is a solution of

A )
dX(r*J*)

=0. (3.21)

Solution to a similar cost function is derived in [35] at #; for non-delayed measurements.

The same solution holds at the delayed instant ¢« + j*Ar as well, which gives

X(ps o) = g(x
I —1
(Z (%r*,ﬁ)(l))TW(r*,j*)(D) (3.22)

I
< <l_21 Go (& o) (1)) (H]ye oy (D) D )<z>) .

Please note that g(X(« j-)) is an exponential function of x(,« ;- due to Gg (E(r*, j*)(l)).
Therefore, Eq. (3.22) fails to offer a closed-form solution. We adopt a fixed-point iteration

based numerical method from [35] to solve this equation. In this regard, we re-write Eq.
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(13.22) as

-1
T T
X1 = (P o2 i) (PP @e). G2

where
9 jv) = diag (19)(;*7 ) «9@7].*)) , (3.24)
with
Oy oy = diag (€ joy (1), -+, € oy (n)) (3.25)
B, oy = diag (€« jy(n+1),, ++, € joy(nt+m)). (3.26)

A solution to Eq. (3.23)) is derived in [35] at the non-delayed instant #,. However, the

same derivation can be extended for the delayed instant 7,« 4+ j*Ar as well, which gives

X, 1) = Rl 1) TR ) O = e R0 )1 6-1))s (527
where

74 —1
K1) = P ol -0 e oy (S o) (3.28)
_ B B . B
P — X -1 T
Pl 11 =S oty Ol 19) ™ Sy (3.30)
R —Qr Yy —1/gqr T
Note that X(r+,j%) depends on K(ﬂ ) in Eq. (3.27), and K(r*7 ) further depends on X(r*,j%)
due to F(r*J*)I(kfl)’ "9)(,* ) and ﬂ{r* ) Therefore, Eq. (3.28) also does not provide a

closed-form solution. To this end, we use the fixed-point iteration method to find the
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Initialization:
X0|0> Po|0

Yes

Determine prior estimate and
covariance at intermediate instants:

X(k—1,) (k1) Pre-1,9)] (k1)

Previous step estimate and
covariance: X_1jk—1, Pr—1jk—1

Measurement: ilp Determine
Yk th AL
Consider

X(r+ )| (k=1) Pl ) (k1)
corresponding to (,« ;)

k=k+1
Yes
Update the estimate through Apply fixed
L < N? intermediate points N, -times: point iteration:
Xpls Pr X(r+,5°)] (k> P 37) 1)
No olp

Xk|k

Figure 3.1: Flow chart for implementing the proposed extension of the Kalman filter for
delayed measurements and non-Gaussian noises. Please note that k = k+ 1 leads to a new
iteration of estimation algorithm that finally leads to recursive state estimation.

solution numerically. The steps to be implemented for this iterative method are shown
in Algorithm [3] It should be noted that the steps presented in Algorithm [3] are similar

to the Kalman filter iteration, which makes it simple for practitioners to understand.
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It gives the desired posterior estimates at the delayed instant 7, + j*Az, i.e., X( jo)|x)

and P« ;- x), based on the information received from the delayed measurement y;.

Following the notations in Eq. (3.2), X(4—1)|(x—1) and P_1)|k—1) used in Algorlthml

are simply X _1,0)|(x—1) and Py_q 0)x—1). respectively. Finally, X;;_; and Py are

obtained as X(x_1 n,,)k—1) and Pu_1 n,.)k—1)> respectively. It should be noted that

Algorithm 1 Pseudo code for computing X, ;<) and P« ).

Input: ﬁ(r*,j*)|(k71)’ P(r*,j*)|(k71)’ n, m and X

1:
2:

10:

11:
12:

13:

14:
15:
16:

17:

18:

R

>

Initialization: X+ jo|(k—1)(1) = X(y= j*)|(k=1)» Err = 1000 (any large value) and # = 1
while E,, > x do
SP . = ChOI(P(F*,]*)Kk SEr*’]*) = ChOl(R(r*]*)), and S(r*,]*)|(k) =

()0 )
Chol (dlag(P(,w*)‘(k),R(,*7j*))) from Eq. @
1 X(r*,j*n(k)}
Yk
I

D iy = (Se i)
~1
W(.V*J*) = (S(r*"]*)‘(k)) [%r* i
€)= (i)~ W( ~i9%0.)
= diag (€, -
(

*) T
vy = diag (e
)

r

t=t+1
end while
X9l = K )10 (1) B .
P i) = (L= K o) F) P ) (1=K )
+K(V*]*2RkK(r*,]*)
return x(r*,j*)\(k) and P(r*,j*)|(k)

the practical problems mostly desire real-time filtering, which uses y, to determine the

posterior estimate and covariance at #, i.e., Xy x and Py . However, the proposed filtering

algorithm gives the estimate and covariance at a delayed instant 7,« 4 j*Ar, i.e., X )| (k)

and P« ;) x). To perform a real-time filtering, we propose to determine Xy, and Py by
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recursively updating X(,« j)|(x) and P joy k) from 7, 4 j*At to #; through intermediate
instants. Please note that the number of intermediate steps between f,« + j*Ar and #; is
N, = 14/At. Subsequently, we need N,,, number of recursive updates over X(r+,j*)|(k) and
P j)|(x) to obtain X, and Py The steps to be followed for this update are presented in
Algorithm 2]

The filtering strategy designed above takes care of the delayed measurements and
non-Gaussian noises in a single algorithm. It does not require any stochastic model for
the delay to be known, which is an added advantage over most of the existing delayed
filtering techniques, nor does it need to know the distribution of the Gaussian process.
However, statistical information from the past instants must be stored, increasing the
storage budget. Moreover, the computational complexity of Algorithm |3| and [2| are in
addition to the computational requirement of the ordinary Kalman filter, which results
in an increased computational time as well. A block diagram showing the steps for

implementing the proposed filtering algorithm is shown in Fig. [3.1] The proposed filtering

Algorithm 2 Pseudo code for computing X ; and Py from X« oy ) and P oy ).

Input: ﬁ(r*,j*)|(k)’ P(r*7j*)|(k) and Nm
Output: X;; and Py,

Initialization: ﬁ(r*,j*—O—O)\(k) = ﬁ(r*,j*)|(k)’ P(r*,j*—O—O)\(k) = P(r*,]*)|(k) andi=1
: while i <N,,, do

—

2 R () = FiejerX o jri-n)) )

3 P et = Fie i Po a0 Foe o)™+
Qe jr+i)

4: i=1i+1

5: end while

6 Rifie = X jo-4N)| ()

7 Pre =P jein) o

8: return X;; and Py,

algorithm is possibly the first development under the delay filtering framework, including
[111], designed under the correntropy maximization criterion. Moreover, the ordinary
Kalman filter formulation for correntropy maximization in [35] differs substantially from

our algorithm. Some of the major differences are as follows:

* In a very fundamental difference, the proposed algorithm has a cost function (Eq.

(3.13)) different from [35] due to the delay. Thus, the design aspects of the two
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algorithms are different.

* In [335], the fixed-point iteration is applied at #;, when estimating the states using y;.
However, our derivation shows that the fixed point iteration should be implemented

on a past instant for the proposed algorithm.

* In [35], the fixed-point iteration is initialized with the latest posterior estimate.
However, our derivation shows that it should be initialized with a different estimate

associated with a hypothetically chosen intermediate instant.

We adopt the solutions of Eqs. (3.22) and (3.23) from [35]. It should be mentioned
that [35]is designed for non-delayed measurements and observes a few equations similar
to Egs. and of this chapter. The equations that appeared in [35]] do not have
closed-form solutions similar to the Eqgs. (3.22)) and (3.23)) of this chapter. However, [33]

determines approximated solutions by using fixed point iteration technique. We have
applied this technique for approximation as it does not harm the validity of the proposed

algorithm for delayed measurements.

3.2 Simulation and results

In this section, the proposed MDKF method is simulated for two real-life filtering
problems with delayed measurements in the presence of non-Gaussian noises. The
performance of the proposed method is compared with the ordinary Kalman filter and a
recently developed delayed Kalman filtering algorithm. The comparison is based on the
root mean square error (RMSE). Please note that the delay is generally not much larger
than the sampling interval. Therefore, the performance analysis is limited to the delay of
up to two sampling intervals, i.e., 2-delay. We use the following abbreviations: KF for
the ordinary Kalman filter, DKF for the existing delayed Kalman filter, and MDKEF for

the maximum correntropy based proposed delayed filter.
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3.2.1 Example-1

State space model

We consider a system with the following state space model

cos® —sin®
Xy = Xk—1 1 Qg (3.32)
sin® cos®

Vi = Tix + %, (3.33)

with 4 = [1,1]7. y, is a hypothetical non-delayed measurement that follows the general
assumptions of the state space model. q; is the process noise, which follows q;, =
N(0,Qy), where /4 denotes Gaussian distribution. We consider the matrix Q; with all
elements equally being 0.01. Furthermore, f#; is a non-Gaussian measurement noise,
which is represented as a sum of two Gaussian PDFs, i.e., fo;, = K, f%_’k +(1- Kg) f%’k,
where k, € [0,1] is a Gaussian coefficient. We assume 7, = A4/ (0,R; ()Vj € {1,2},
where Ry and Ry are taken as 0.01 and 100, respectively. It should be mentioned
that a significantly small value for R;; compared to R, ; means that 7] ; characterizes
an impulse noise and 75 ; characterizes a Gaussian noise. Subsequently, 7 models an
impulsive (non-Gaussian) noise for a larger value of kx,. However, as K, increases, 7

tends to model Gaussian distribution.

True data simulation

The true states are generated using Eq. (3.32), with the initial state taken as
xo = [1,1]7. Please note that Eq. (3:33)) shows the model for hypothetical non-delayed
measurements. Therefore, it cannot be used to generate the simulated data of the desired
delayed measurements. We use a modified stochastic model based on Bernoulli random
variables incorporating the delay in the simulated measurement data. The modified model

is based on an upper bound for delay, which is taken as d-time steps. Subsequently, the
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measurement model to incorporate the delay is defined as

k—1 Nint

7} = ;dZO By (ZrjyX i) + Vi) (3.34)
r=k—d j=

It should be mentioned that 7, X, ) + 7|, j) is a hypothetical non-delayed measurement
at a delayed instant 7, + j&. To avoid multiple measurements at any sampling instant,
we restrict ﬁ(r, j) = 1 for only one combination of r and j at any time . If we define
P(ﬁ(n j) = 1) = P(rj)> then p represents the no-delay probability. We simulate for two
different scenarios with p = 0.7 (probability of delay 0.3) and p = 0.5 (probability of
delay 0.5). We equally distribute the remaining probabilities (representing the probability
of delay) over all the past instants (including the intermediate instants) within d-delay. We
use Eq. (3.34) with Eq. (3.32) to generate the simulated data of delayed measurements.
Starting from xo, Eq. is used to obtain x,. ) Vr€ {k—1,k—1,--- k—d} and j €
{Nint,Nins — 1,- -+ ,1}. Subsequently, Eq. (3.34) is used to generate a sequence of delayed
measurements based on X, ;y V r € {k—1,k—1,--- ,k—d} and j € {Nips,Njps — 1,--- , 1}

We consider 200 time steps for the true data simulation, and so, for the filtering.
Wherever it is not specified, the simulation is performed for 1-delay with k, = 0.9 and
p = 0.7. Please note that the stochastic model Eq. is used for generating the true

simulated data only, with no role in filtering.

Filter implementation and results

For filtering, the initial estimate Xy is generated as a Gaussian random number
with mean X¢ and initial covariance Pyg = diag([0.01,0.01]), where diag represents the
diagonal matrix. As discussed earlier, the comparison of the proposed MDKF with
KF and DKF is based on RMSE. The RMSE is obtained by implementing M, = 500
Monte-Carlo simulations. The RMSE of the i element of state at ¥ instant is computed
from Eq.(1.29).

The simulation is performed for ® = 7r/18. The true and estimated states are obtained
using the proposed MDKEF for 1-delay with a probability of delay 0.3, which is shown

in Fig. A close match between the true and estimated plots concludes a successful

58



estimation for the proposed MDKF. The RMSE plots for the MDKF, DKF, and KF are
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Figure 3.2: Example-1: Comparison of true and estimated states obtained from MDKF
for 1-delay and 0.3 probability of delay.

shown in Fig. [3.3|to[3.6] Fig. [3.3]and [3.4] show the performance of different filters with
1-delay and delay probability of 0.3 and 0.5, respectively. Fig. and show the
RMSE plots for 2-delay with probability of delay as 0.3 and 0.5, respectively. Analysis
of the performance of different filters for varying delay probability is shown in Table [3.1}
which is restricted to 1-delay. The Table shows the average RMSE obtained for different
filters as the probability of delay varies. The collective analysis of the RMSE plots (Fig.
[3.3]to Fig. [3.6) and Table[3.1]conclude that the RMSE is smallest for the proposed MDKF,
1.e., the accuracy is highest for the proposed MDKF. They also conclude that all filter

performance deteriorates as either or both the delay and the delay probability increase.
Performance analysis for varying noise Gaussianity

We study the performance of different filters for varying Gaussianity of the
measurement noise 7; in Fig. As discussed previously in this section, 7} is more
Gaussian distributed as k, increases. We plotted the average RMSE for varying k, in

Fig. The figure shows that the RMSE of all filters decreases as the K, increases,
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Figure 3.3: Example-1: RMSE plots for 1-delay with probability of delay 0.3.
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Figure 3.4: Example-1: RMSE plots for 1-delay with probability of delay 0.5.
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Figure 3.5: Example-1: RMSE plots for 2-delay with probability of delay 0.3.
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Figure 3.6: Example-1: RMSE plots for 2-delay with probability of delay 0.5.
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1.e., as 7} becomes more Gaussian distributed. Thus, we can conclude that the RMSE is
reduced as 7 tends to be more Gaussian distributed. Alternatively, we conclude that the
performance of the filters degrades as 7} deviates from Gaussianity. Interestingly, RMSE
is the lowest for the proposed MDKF for all k;, which concludes that the proposed

MDKEF always outperforms the KF and DKF.

Table 3.1: Example-1: 1-delay: Average RMSE of different filters as the delay probability
varies.

Filter 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

MDKEF | 0.3369 0.3374 0.3437 0.3516 0.3639 0.3652 0.3626 0.3519 0.3372
DKF 1.135  1.163 1.188 1.210 1.229 1.238 1.242 1.239 1.231
KF 1.152  1.181 1.207 1.229 1.248 1257 1260 1.247  1.247

Table 3.2: Example-1: Correlation between the true and estimated states obtained for
different filters with varying K.

Filter | x,=0.1 k,=02 x,=03 x,=04 x,=05 k,=06 xk,=07 x,=08 «,=0.9
MDKF | 0.369 0.418 0.491 0.580 0.662 0.762 0.824 0.869 0.912
DKF -0.018 -0.007 0.000 0.012 0.036 0.094 0.142 0.279 0.620
KF 0.006 0.007 0.008 0.010 0.013 0.017 0.025 0.043 0.137

Analysis of correlation between the true and estimated states

In practical problems, the correlation analysis between the true and estimated states
is often important, e.g., it is sometimes used for analyzing the time-shift between the true
and estimated signals [144)]. We show the correlation obtained using different filters for
various K values in Table @ We restrict this study to 1-delay as a similar pattern is
also expected for higher delays. This table concludes that the correlation is highest for the
proposed MDKE. Alternatively, the true and estimated states are most correlated for the
proposed MDKEF. Table [3.2] also concludes that the correlation improves as kg increases,

i.e., the noise 7} is more Gaussian distributed.
3.2.2 Example-2

State space model

We consider a linear dynamic system with the following state space model

1 T
X = Xp—1 14y (3.35)
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Figure 3.7: Example-1: Average RMSE plots for varying Gaussian coefficient (k;) with
1-delay and probability of delay 0.3.

Yk = #iXi+ 7k, (3.36)

where & = [1 1]7. The process noise covariance is taken as as

T3/3 T2%)2
[ ;

T?/2 T
where & = 10. Similar to the previous example, 7; consists of two Gaussian
components, as 7 = A (0,R; ;) Vj € {1,2}, where Ry ; and Ry ; are taken as 0.01 and
100, respectively. The initial true data for the simulation is considered as xo = [1,1]"
and the initial error covariance is taken as Pyg = diag([0.01,0.01]). The initial estimate
is Xgp = 1.5/ (XO,P0|0). The true data simulation strategy is the same as Section m
The simulation is performed for 200 time steps with p = 0.7 (probability of delay 0.3)
and p = 0.5 (probability of delay 0.5), and where we don’t specify the values of d, kg,

and p, we considerd = 1, K, = 0.9 and p = 0.7.
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Performance analysis

The true and estimated plots of the proposed MDKF are shown in Fig. which
concludes a successful estimation of the states using the proposed filter. Our further
analysis is based on RMSE, computed by performing 500 Monte-Carlo simulations. In
this regard, we plot the RMSEs for different scenarios in Figs. The figures
conclude a reduced RMSE of the proposed MDKEF, which further concludes the improved
accuracy of the proposed filter compared to the traditional filters. We further studied the
performance of the proposed MDKEF for varying delay probability in Table [3.3] where a
consistent improvement in accuracy of the proposed MDKEF for varying delay probability
is observed.

We further extend the performance analysis of the proposed MDKF for varying
Gaussian coefficient (k) in Fig. The figure concludes a consistently improved
accuracy of the proposed MDKEF for all values of k,. Finally, we studied the correlation
between the true and estimated states in Table From observations in Table we
can conclude that the correlation is highest for the proposed MDKEF for all values of .

Table [3.5| compares all the studied filtering method, such as MDKF, DKF, and KF.

Table 3.3: Example-2: 1-delay: Average RMSE of different filters as the delay probability
varies.

Filter 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
MDKF 0.384 0395 0406 0414 0430 0427 0431 0427 0.425
DKF 1.000 0977 1.031 1.052 1.023 1.029 1.063 1.026 1.040
KF 4719 4521 4815 4909 4.641 4.628 4.830 4.621 4.692

Table 3.4: Example-2: Correlation between the true and estimated states obtained for
different filters with varying K.

Filter 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
MDKF | 0.884 0988 0984 0986 0986 0.842 0988 0954 0.987
DKF 0.888 0975 0980 0984 0978 0.815 0990 0.929 0.984
KF 0.636 0483 0736 0.770 0.673 0493 0.833 0355 0.751

3.3 Discussion and conclusion

A wide range of practical problems involving uncertain information, e.g., noisy sensor

data and inaccurate experimental data, lead to high demand for the Kalman filter. The
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Figure 3.8: Example-2: Comparison of true and estimated states obtained from MDKF
for 1-delay and 0.3 probability of delay: (a) State-1 and (b) State-2.

20 ‘ MDKF eeeee DKF = = =KF
Lu15 12 ececooe
(%2
10 - -
27 100 150 e -
5 - -S>
O ..............‘..............‘..............
50 100 150 200
time-step
(a) State-1
20 ‘ MDKF eeeee DKF = = =KF

LB 17 e
10 | O
o

100 150 -~
5 7 —-\X—_—
O ------- 2.0.0.0.00 000000000 000000000000000000¢

- =
- -

50 100 150 200

time-step
(b) State-2

Figure 3.9: Example-2: RMSE plots for 1-delay with probability of delay 0.3: (a) State-1

and (b) State-2.
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Figure 3.10: Example-2: RMSE plots for 1-delay with probability of delay 0.5.
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Figure 3.11: Example-2: RMSE plots for 2-delay with probability of delay 0.3.
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Figure 3.12: Example-2: RMSE plots for 2-delay with probability of delay 0.5.
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Table 3.5: Computational time of the proposed MDKF with other existing filter, such as
DKF, and KF.

Filter MDKF | DKF KF
Computational time (sec) | 0.3050 | 0.2788 | 0.2594

frequently appearing delayed measurements and non-Gaussian noises either restrict its
application or harm the estimation accuracy for many practical problems. This chapter
introduces a new modification to the Kalman filter to address these problems in a single

algorithm.

The traditional Kalman filter is formulated to consider the statistical measures of
the first and second orders. Subsequently, it ignores the higher order noise statistics
and underperforms for non-Gaussian noises. To efficiently handle non-Gaussian noise
and improve accuracy, we use the Kalman filtering technique under the correntropy

maximization criterion, which considers the higher order statistics of noise.

In the case of delayed measurements, the states are updated with mismatched
information, resulting in poor accuracy. The proposed modification mitigates this
problem by identifying the delay using a likelihood based approach. Subsequently, the
measurement is used to update the desired state at a past instant to which it corresponds.
For real-time filtering, the estimated state is further updated up to the current instant

using the state dynamics.

The proposed Kalman filtering algorithm is the first to simultaneously handle delayed
measurements and non-Gaussian noise. We tested it on two filtering problems and
compared its performance to the standard Kalman filter and an existing extension that
addresses delayed measurements. The performance analysis demonstrates that the
proposed method achieves improved estimation accuracy at the cost of a marginally
higher computational time.

The current combination of delays in measurement and cyber-attacks may also
deteriorate the already suboptimal performance of the wide application of Gaussian
filter. As using cyber-physical systems becomes more prevalent, these uncertainties in

measurement have become more prevalent and can potentially hinder the estimator’s
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effectiveness. Consequently, there is a need to extend the Kalman filter to address these

issues simultaneously.
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Chapter 4

Gaussian Filtering with False Data
Injection and Randomly Delayed

Measurements

4.1 Introduction

As discussed in Chapters [I] and 2] delay and FDI attack have been among the
growing concerns in a cyber-physical system. The Cyber-physical system integrates
communication and controller components to physical systems which may encompass
elements such as [24]][126] software, embedded systems, networks, and physical
components. In cyber-physical systems, often state-of-the-art control systems
incorporate a wireless communication network to transfer measurement data from
geographically distant sensors to the remote estimator [62]. However, due to the
unreliable nature of wireless communication networks, various irregularities, such as
delays and cyber-attacks, can occur in measurement data. One such popular cyber-attack
is a false data injection attack, where an attacker injects fake data into a target system
or network. This is also called spoofing or data tampering and can be done through
various methods like manipulating data packets or altering a database. The purpose
of this attack is to mislead and deceive the target system or users, which can lead to
unauthorized access, data theft, or other malicious actions. For instance, an attacker

could inject false data into a financial system to manipulate stock prices or transfer
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money to an unauthorized account [151]. In this context, Gaussian filtering, a commonly
used technique, often underperforms or fails to produce accurate results in the presence
of these irregularities[152]]. This chapter focuses on two prevalent types of irregularities:
unknown delay, caused by data propagation time, and cyber-attacks, where intruders

inject false data into the true measurement data.

We refer to Chapter [2] for a comprehensive literature review of filtering methods
designed to address delay and FDI attack in measurement. Notably, [104],[106],[108I],
and [28] have extended the EKF, UKF, and CKF methods to incorporate random
delay, while [33] and [32] have reformulated the measurement model stochastically to
incorporate the possibility of FDI attacks and re-derived traditional Gaussian filtering
accordingly. Although these research developments address delay and cyber-attacks

independently, they are incapable of handling their simultaneous occurrences.

In this chapter, to the best of author’s knowledge, this filtering solution redesigns
the traditional Gaussian filtering method for handling the simultaneously occurring
delay and FDI attacks for the first time. The filtering solution provided is named as
Gaussian filtering with delay and FDI attack (GFDF). The proposed GFDF reformulates
the traditional measurement model using Bernoulli, geometric, and Gaussian random
variables to incorporate the possibilities of delay and FDI attack. It re-derives the
traditional Gaussian filtering method for a reformulated measurement model. The
re-derivation of traditional Gaussian filtering method (for the modified measurement
model) requires re-deriving the expressions of measurement estimation, covariance,
and state-measurement cross-covariance. Interestingly, the proposed GFDF is a general
extension of Gaussian filtering, which applies to any existing Gaussian filters, such as
the EKF, CKF, and GHF. This problem studies the stability of the proposed GFDF for its
EKF-based formulation. Furthermore, the improved accuracy of the proposed GFDF for

its CKF-based formulation is validated. 72



4.2 Problem Description

Recalling Chapter|l} a nonlinear dynamical cyber-physical system can be represented

by the following state space model,
Xt = fr1(Xk—1) + Q1 4.1)

Yi = 7 (Xk) + Pk, 4.2)

Please note that this chapter’s scope is limited to Gaussian approximated distribution, and
refer to Chapter [I| for more details.

This problem considers that the true measurement y, may be subjected to two
measurement irregularities, such as delayed measurement or FDI attacks. These
irregularities can result in the actual observed measurement (z;) being different from y;,.
Consequently, the fundamental objective of filtering is to deduce the current x; based on
the received measurement data z;.

Attackers frequently make intermittent changes to measurement data to conceal their
intrusion. We hypothesize that the data may be manipulated through FDI and/or delayed
measurement at specific instances. To accommodate these factors, The measurement
model mentioned in Eq. i1s modified for z; by adopting the following modeling

techniques:

 To capture the occurrence of data alterations, two Bernoulli random variables, Gy
and oy are introduced. This approach comprises the following steps: 1) employ
a likelihood test to identify instances with no data alteration and to estimate the
value of (3, ii) perform a correlation analysis to detect delayed measurements and
estimate the value of o, and iii) Inferred the presence of FDI attacks and estimated

the value.

» After detecting an FDI attack, it is possible to model the uncertain false data using
a Gaussian distribution. This is because the true measurement is randomly altered

through an amplified/attenuated multiplicative process to bypass the pre-assigned
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test. In this case, data pre-processing techniques are required to identify an

appropriate Gaussian distribution. These steps are outlined in [33]].

* Incorporating the geometric distribution is a viable approach for modeling
uncertain measurement delays caused by limited resources. This approach enables
delayed measurements to be incorporated into the analysis without requiring prior
knowledge of the maximum delay. Moreover, using the geometric distribution to

model instantaneous delays is an effective way to handle larger delays.

It is worth noting that data pre-analysis and pre-processing are conducted independently

in this development, which is not included in the filtering methodology.

Throughout the rest of this chapter, the notations ¢’ and p’ will be used to denote
(1—¢) and (1 — p), respectively, for any random variable ¢ and any probability p. This

notation applies to all random variables and probabilities.

The Bernoulli random variables 3 and o are subject to the following notion

P(Br=1)=E[B] =E[(Br)] = Pa

Py =1) =E[oy] = E[(aw)] = pa

4.3)

where [E[-] denotes the statistical expectation operator and ¢ € R is a constant. Moreover,
Pa and p,; denote the probabilities of no-attack and FDI attack, respectively. Similar
to Eq. @3), corresponding to P(By = 0) = pl,, we get E [3;] = E[(8;)‘] = p|, and
E[(Br—pa)?] = E[(Br)?] —E[B]* = papl,. We get similar conclusions for oy,
corresponding to P(ay = 0) = pl,, after simplification E [a}] = E [(o,)] = p/; and
E [(ax—pa)?] = E [(ow)?] — Eloy)? = papy. In addition, d-delay at time 7 can be
represented by using a geometric random variable denoted by G ;. This random variable

accounts for delays up to d sampling intervals. The probability of obtaining a value of
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Table 4.1: ay, and 3y, values for different attacks.

Stochastic parameters Form of attack

Br=1,04€{0,1} No-attack
Br=0,a,=1 FDI-attack
Br=0,4=0 Delayed data

one for each entry of G4 can be denoted by p,. This random variable obeys

P (Gar(i) =0) =E [(Gax(i)")] =T (4.4)

where I'; = (p})"~' p, is the probability of i-delay Vi € {1,2,--- ,d} at #;.

It is crucial to identify and account for false data to avoid its effects on filtering.
Various techniques can be employed to achieve this [128]] and [33]]. Stochastic quantitative
methods are instrumental in mitigating the impact of false data, as stochastic rules can
be more effective in the presence of unknown intruders and arbitrary data injection.
Pre-analysis rules, such as heuristic rules and normalization methods, can also aid in
identifying and normalizing false data. In addition, stochastic heuristics can determine the
probability of receiving a measurement and adjust amplification and attenuation factors
accordingly. False data can be closely approximated as Gaussian data using appropriate
heuristic rules and normalization methods. Suppose false data is injected at time fy,
represented as A, which can be approximated as ./ (‘i’, Yy) in the event of an FDI attack
at #;.. It is important to note that E[A7] = Xy + ¥? is used in the next section. As discussed
in [133]], ¥ and Yy can be determined based on predefined heuristic rules and normalization
methods.

Additionally, the random variables are assumed to be independent and uncorrelated.
Specifically, we express redesigned measurement model as z; = By, + ﬁ;’c[akAkyk +

o, Y% | Gy (i)ye_,]- This equation can be further simplified to yield

d
zc = (Br+ Braud)y + Bra Y Gax (i) i - (4.5)
i=1
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Table presents the values of oy and 3; corresponding to different types of attacks.
This study aims to re-derive the traditional Gaussian filtering method from a modified

measurement model.

Remark 1 In cyber-attacks, this modified measurement model is useful to counter both
data replay attacks and FDI attacks jointly. Moreover, this approach ensures data security

and integrity in various contexts and comprehensively controls cyber-attacks.

4.3 Design methodology of GFDF

In this section, a proposed Gaussian filtering strategy is introduced to handle
FDI and delayed measurements that occur concurrently. Prior research has shown
that irregularities in measurements can affect the filtering accuracy in a way that is
unrelated to the system’s state dynamics. Therefore, the proposed filtering strategy only
requires the re-derivation of measurement-related parameters because the traditional
Gaussian filter prediction step is independent of measurement, and only the update
step is influenced by measurement. Specifically, the measurement estimate, covariance,
and cross-covariance for the true measurement (y;) are denoted as ¥y, Pi|yk71, and

P

Kk—1° respectively. Similarly, the corresponding parameters for an actually received

measurement are denoted as Zy_1, Pz‘zk_l, and ka_ - The proposed Gaussian filter
replaces the parameters for a true measurement with those for an actually received
measurement. In the subsequent discussion, the authors derive the modified measurement
model parameters that account for the concurrent occurrence of FDI and delayed
measurements.

We derive 21, Pilzk_l , and lezk_l with respect to z; (modeled in Eq. (4.5))) through
the three subsequent lemmas.

Lemma 1 : The measurement z; can be estimated as follows as a result of jointly

occurring delay and cyber-attacks: Zy;_

d
21 =(Pa+ Pupa®)Fuk—1 + PaPa Y TiSlk—ijk—1- (4.6)
i=1
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Proof: Let us denote Zi;_; = E [zk] , for z; given in Eq. computed as

d
Zyi—1 = E| (B + Braudo)yi + Brog Y Gd,k(i)Yk—i:| -
i=1

Please note that By, o, A, and G k(i) characterize measurement irregularities, and they
are independent of y;, which defines measurement values at the current instant. Thus, as

Ely,] = Yijk—1. after simplification of By, cy, and Gy, we get

d
Zyk—1=E [ Bk + Broudy] Fip—1 +E [afﬁk}z (G i) Fa—ifp—1-

Substituting E[o|, E[Bk], and E[Gy ()] from Egs. (4.3) and (.4), and their subsequent

discussions, the above equation reduces to Eq. (4.6). O

Lemma 2 : The covariance matrix P,Zdzk | for z; can be given as

1 = (Pa+Popa(Zw + V) +2pap¥) Pk‘ '+ (Paply+ Papd P (1= Phpa) + PopaZe)

d
N AT & aT
Vil 1Fk—1 + Papa 3 TP ) + Z (PaPali(1 = Papali) ) Vi i1 ¥t +
i=1 i=1

d
i+j=2 2 i+j-2 2\\ =« T
Y. (Paba a(Pg) pg<1 — PaPu(Py) pg))kai\kfIYk_ﬂk_l-
i#j=1
4.7
Proof: The covariance matrix Plchkfl is given as
P =E (2 — Zip—1) (2 — Zie ). (4.8)

We can express the difference between z; and Z;_; using Eqs. (4.5) and as

2 — L1 = (B + Broude) (Vi — Sui—1) + (Bi + Broudc — pa — pupa V) I

Ji J

d d
+Y 810 Ga(i) (Yiei — Fripp—1) + Y, (BrkGa(i) = PupyTi) Sx—ik—1 -
i=1 i=1

J3 Jy

4.9)

By substituting zx — Zy—; from Eq. (4.9) into Eq. (4.8), we obtain Pk\k | =
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?:1 ):‘}:1 E [J,-Jﬂ . Stochastic filtering theory typically assumes that independent
random variables possess stochastic independence properties. Applying this assumption,
it can be concluded that ]E[J,-JjT] =0 for all i # j. As an example, we can write E[J;J]] =
E[(Br + Broexdi) (Y — Fije—1) (B + Broul — (pa + phpa¥)]§T, which can be rewritten
as E[J1J7] = E[(Br + Broud)E[(ye — Ixje— ) IE[(Br + Braud — (pa+ Pupa P) B[] ).
After further simplification and substituting the values from Eq. #.3), we get E[J;J] =0.
Similarly, we can easily conclude for other expressions E[JiJjT] Vi# j. Thus,

4
E[7J]]. (4.10)
=1

VA _
klk—1 =

1

We now derive E[JiJT] Vi € {1,2,---,4}, which we add later to obtain z‘zk_l.

For J; given in Eq. (¢.9), we can write

E[JiJ]] =E [(Bk + Broude) > (Vi — Fup—1) (Vi — yk\kfl)T] :

Please note that a; and 3y are independent of y, and yk‘ «—1- Moreover, as oy and 3y are
independent Bernoulli random variables, we obtain E[ (8 + BraxAx)?| = E[(8F + 82

a%A,% + Z,Bk,BI’{akAk)}. Substituting the values from Eq.(3) and A% =Yy + ¥, we get
E [(Bk+ Biouwlr)?] = pa+ phpa(Ze+ ¥2) 1 2p, p;‘i’. Subsequently, the above equation

is simplified as
E 1] = (pa+ popa(Be+¥2) +2pap¥) Py, (4.11)
Similarly, for J, given in Eq. (4.9)), we obtain
E[}J;] =E [(ﬂk + Braghi — (pa+ P;Pdli]))zyk\k—lylgk—l :
which is further simplified as

E (123 ] = (papy+ Papa¥* (1= Popa) + Papa®e) Sip—1¥ip - (4.12)
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Now substituting J3 from Eq. (4.9) into E [J3J3T } to obtain
< T
s ! ! . A
E [/3J7] [ Z BiatGax (i) (Viei = Ti—ipe—1) Y BretkGaw () (¥e— j — Fr—jji—1)
Jj=1

Here are some notes we ought to consider: 1) y,_; and y;_; are independent of Vi # j,
2) Gyx(i) and Gy (j) are independent of Vi # j, and 3) oy and f; are independent of
each other, and also independent of y,_; and G4 (i) Vi € {1,2,---,d}. Based on their

independently derived properties, we are able to simplify the above equation further as
, d
!/
E[3J3 | = pLr Zi TPy (4.13)
1=
To this end, for J4 given in Eq. (4.9), we get
d 5 ,
E [JaJi] Z Bt Gay(i) = PuPyli)” Viije—1Tx—i1 | - (4.14)

According to various independence properties for independent random variables, the

above equation can be written as follows:

d
E[i] =Y papili(l = papgUd¥i—ix—13i_m 1+ 3., (Pl
e il (4.15)

Pa(Pe) 72 p) (1= (PaPa(P) ™ 2 3) ) Sk itk 197 jk1-

Substituting E[J1J7], E[/J]], E[/3J]], and E[J4J]], from Eqs. @.11), @12), @.13),

and (@.15)), respectively, into Eq. (4.10), P}, can be expressed in the form of Eq. (.7).
U

Lemma 3 : The cross-covariance matrix between x; and z; can be obtained as
d
X
z|zk—1 _(pa +papd‘P>Pk‘k 1 + Z pilpiiripk{i‘k_l . (416)
i=1

Proof:For z; — 2, given in Eq. (4.9), we get Pk\k | = 2?21 E [(Xk —f(k|k,1)JiT] . As

)A'k|k,1, yH x—1> and ¥ are constants and x;, is independent of Ay, we can conclude that
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Zi]E[(Xk—Xk\k I =0,Vie {2,4}, giving

P2|yk 1 E[(Xk—f‘kmfl)fﬂ —i—E[(Xk—ﬁk‘k,l)Jﬂ. 4.17)

To this end, for J; given in Eq. (4.9), we obtain

E [(x¢—&y—1)J1| =E [(Xk —RKek—1) (Br 4 Brouwi) (Y — Fug—1 )T]

which is simplified as

E [(x¢ — Ry 1)] | = (pa + P;qu’)P/ﬁq ~ (4.18)

Moreover, for J3 given in Eq. (4.9), we get

d
E [(%c—Ripe—1) 73 | = E[ (% — &g ; BicGa (i) (Yi—i — $i—in—1)")] -

Applying the independent property, we get the following after a few simplifications and

rearrangements.

d
E [(x¢ —Rp—1)J3 | = E [Biog ; < [Gali [(Xk = Rpk—1) (Vii — Fr—ifk—1 )T] ) :

As E [Blay] = pl,p); and E [G44(i)] = T, we obtain
E (% —fige1)J5 ZP PP iy (4.19)

Substituting Eqs. (4.18) and @.19) into Eq. @.17), we get P, in the form of Eq.
(4.16). ]

In light of the above discussion, we have derived a new method known as GFDF
to counter cyber-attacks on measurements and delay measurements concurrently. This

method replaces the traditional Gaussian filters estimated measurement vector V1,
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the covariance matrix of the measurement error P??, and the cross-covariance matrix

klk—1°

Xy

between the state and measurement Pk|k71

with their counterparts for the altered
measurements, namely the estimated measurement vector Z; 1, the covariance matrix
of the measurement error P,Zdzk_] , and the cross-covariance matrix between the state and
measurement szfl. These parameters are computed by utilizing the three lemmas
mentioned above. Incorporating measurement irregularities into GFDF allows a more
precise estimation of the system state even under attack and delayed measurement. The
estimated measurement vector Zy;_; considers the impact of the attack and delayed
measurement, while the covariance matrix of the measurement error szk_l captures the
measurement uncertainty caused by these irregularities. The cross-covariance matrix
between the state and measurement PZ\Zk—l reflects the relationship between the system
state and the altered measurement. For estimating the status of systems affected by
cyber-attacks, GFDF is more resilient and accurate. By including the effects of these

irregularities in the estimation process, the system becomes more resilient and remains

uninterrupted in the scenario of malicious attacks.

Remark 2 The proposed GFDF utilizes some estimate and covariance expressions from

past instants, which increases its storage requirement.

4.4 Stability of the GFDF

This section undertakes a stochastic stability analysis of the proposed filter, utilizing
the concept of “exponential boundedness in mean square.” To accomplish this, we
opt for the EKF-based formulation of the proposed filtering algorithm, abbreviated
as EKFDF. To begin, we construct the dynamic model for the estimation error of the
EKFDF. Subsequently, we demonstrate that the estimation error of the EKFDF remains
exponentially bounded in the mean square. To ensure stability, the associated parameters
must be bounded, for which a detailed explanation is given in the later part of the
chapter. Prior to continuing, we review the conventional notion used to evaluate the

aforementioned stability concept [[153]].
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Statement 4.4.1 A stochastic process is said to be exponential bounded in mean square
sense if there are real numbers 01 >0, 6, >0, p >0, and 0 < Kk < 1. There exists
a positive definite function V({;) for a stochastic process y, satisfying the following

conditions

01 11Cell* < V(<) < 6 ]I¢k

E[V(¢)|Ck-1] = V(1) <p— KV (¢—1) <0

(4.20)

that jointly conclude

E (1G] < 2 [Icol?] (1 - 932 @421)

where ||-|| denotes the spectral norm. For further elaboration, please refer to [153)].

Remark 3 Egq. is the mathematical definition of “exponential boundedness in a
mean square” [153|]. Therefore, if the stochastic process (y satisfies this equation, it is
stable in the sense of exponential boundedness. Moreover, Eq. (&.21)) is inferred from

Eq. (4.20); thus, {; must satisfy the conditions in Eq. (4.20) to be exponentially stable in

mean square.
To proceed with the dynamic model for the estimation error of the proposed filter, we

recall the traditional EKF parameters [[154].

f(k|k—l = /(f‘k—l\k—l) (4.22)

_ T
Pri—1 = Fr1Proip1 F_ g + Qi

where X ;| and Py, represent respectively the predicted state and its error covariance
at ty; Sy represents the Jacobian matrix of £(x;_;). Now consider the measurement

update parameters [154]

Yie—1 = % (Rpe—1)
Pl = TP + R
k|k—1 \ k 4.23)

Xy T
Pk\kfl = P17

\ﬁk|k =Xp—1 K <Yk - f’k\kq) :
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with #} denoting the Jacobian of £ (xy).

Moreover, the Taylor series approximations for £ (x;) and % (x;) can be given as

£ (X)) = £ Rpge) + Frerge + F (X, Kee)
(4.24)

7% (Xi) = 7 (Rik—1) + Zierr—1 + 7 (X, Kefe—1),

where e, = X; — X¢x and e, = X — X;;_ are the estimation and prediction errors,
respectively; F (Xg, Xgjx) and 7 Xk, Xgjx—1) denote the respective remainder terms.

The posterior estimate for z is Ky = Ryp—1 + K (2 —Z_1). giving eyy=
€xk—1 — K(zx — 2—1). Subsequently, from Eqs. (4.1), @.5), @.6), (#.23), and (4.24),

the dynamical model of ey can be obtained as

€Lk :dkek—l\k—l+<@k+%k+@k7 (4.25)
where

(= (1 (pa+ Pupd V) KH) Fi 1

Bie = Q-1 — K ((Be+ Blaud) % + Bl L4, Gax () Vi)

G = F1 (i, Xei) — K (B + Blowd) 7 (xi K1) + Broxy Yy Ga (i) 9 (i,
Re_ijk—1))

Z=-K {(lﬁ + Bloud) Tt + Blog Xy G () Hoier—i—1 + (B + Browd)—
(Pa+Pupa¥)) X BRyp—1) + XL\ (Bl Gay(i) — phpTi) & (Ri—ie—1) + (Pa+ PapaP)

ytf’kf/"'k—1f5k|k—1] -

(4.26)
Following Remark [3] the error (4.25) should satisfy Eq. (4.20) for the EKFDF to be

exponentially bounded in the mean square. Let us first introduce the following bounds

and conditions required to prove the stochastic stability of EKFDF [[153]].
* &} is non-singular Vk.

e Matrices and vectors are bounded via

where 71, 75, T1, T2, X1, X2, &, H, P1, Py, @1, @2, Ry, and R, are real numbers.
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1G]l < 74, NI < 75, | F (R—1, i) | < TullXe—1 — Ke et 112,
1 (% i) | < Bllxe = Repe— 1 12 1 Fll < 205 17600 < 225 || %1 = Rec 1t |
= el <&, [k —%eper || = llegp|| <& (|2 Gup-1)]| < Z, PI< Py <
Pip—1 <PL @I < Qi < @I, and Z I <Ry < Rl
4.27)

Theorem 1 For the bounds presented in Eq. {.27)), the stochastic dynamic model ey

(Eq. (4.25))) remains exponentially bounded in mean square. Alternatively, it satisfies

) ]
E [eusl) < 28 [leonl?] 0 - ¥+ 2 L 1 - @)

. .o . . _ T
Proof 1 We now consider the positive definite function as V(ey;) = ek|kPk|kek|k» and

substitute ey from Eq. @.25). Thus we can express V(ey) as

V(ek|k) :‘31{71|k71'97kTP1:|11dkek—1|k—1 +%{P]:|11 (deek_”k_l +(gk) +29?’)kTPI:\Ii (.kaek_”k_l
+ G+ D) + B Py B+ 2D Py (her 11+ Cr) + DL Py Dy

(4.29)
We now adopt the following steps for proving that V(ek‘ «) satisfies the conditions given

in Eq. (4.20).

e Similar to [155], we obtain .QikTPa;dk < (1- K)P_1

k—1[k—1" which further gives

el{—l\k ] Pk|k=97kek =1 < (1 =%)V(er_ijk—1)-

* Note that V(ey) is scalar. Thus, following [155]], we calculate: i) &l k‘k(2.$2¢kek 1k—17F
G < MEL i) @[Pk‘,lggk < Ay, iii) 29] k|k(.sszek o1+ Br) < A3E3+ 2482+
AsE + Ag, and iv) @,{Pk‘,i@k < ME2 4+ AgE + Ao, with Ay, Ao, A3, Mgy As, As, A7, Ag,
and Ao being expressions in terms of 71, 75, T1, T, X1, X2, &, #, P1, Py, @y, @,

R, and R,. For more details, please refer to [155]].

o The expectation operator afterwards gives E[Z@ZP,:‘; (e, =1+ Gr+Dy)] =0,

as By, comprises the noises Qy_, and %.

Following the discussion, we obtain
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E[V(ex)ler 11— V(e 1p1) < BE+ (M +2A+47)E2 + (As+25) &

"’AQ“‘%"‘AQ — KV(ek,kal).

(4.30)

Let us now define p = 23E3 + (A + Ay +A7)E% 4 (As +2A8)E + Ay + Ag + Ao. Subsequently,
the above equation satisfies the second condition of Eq. (4.20).

Let us now apply the inverse operator and multiply e,{| i and ey to the inequality of

Py given in Eq. (4.27). Thus, we get

1

1
%Hek\kHz < V(ewr) < %HerHz- (4.31)

Substituting ) = 1/ P, and 6, = 1/ Py, the above inequality satisfies the first condition
of Eq. (4.20).
We now emphasize that Eqs. (4.30) and (4.31)) all together satisfy Eq. (#.20). Thus, for

chosen V(eyr) = e/{‘kPk|kek|k, the estimation error ey (Eq. {@.25)) satisfies Eq. (@.21),

which concludes the exponential boundedness of ey. Therefore, the EKFDF remains

exponentially bounded in mean square if the inequalities presented in Eq. (4.27) hold

true.

4.5 Simulation and Results

In this section, we use the CKF-based formulation of proposed GFDF to solve the
nonlinear filtering problem. To compare its performance, benchmark filters, including 1)
ordinary CKF [64], ii) CKF with FDI attack handling [33]], and iii) CKF with delayed
measurement handling [156],[28] were considered. We will refer to the CKF-based
formulations of CKF_FA[33]], MLCKEF[28], and CKF_GD[156]. We present two popular
CPS examples, such as multiple sinusoud estimation and power system state estimation

problem for this simulation-based studies.

This chapter presents the results for two simulation examples, such as multiple

sinusoid estimation and power system state estimation problem.
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4.5.1 Example-1: Multiple sinusoids estimation

Consider a problem of estimating multiple sinusoids [[156} [157]. The state space
model is given as
Xp = Ixp_ | +wi—g (4.32)
3 3 T
Vi = ];aj?kcos(anj’kkr), ];aj,k sin(27 fj kkt) |+ Ck,s (4.33)
where x = [f1, f2, f3,a1,a2,a3]T contains the frequencies f; and amplitudes a; of three
sinusoids; T = 0.25 ms is the sampling time. The covariance matrices are assigned as
Q = diag([o7 o7 o} 0, 0; 07]) and R = diag([o} o7]).

We perform the simulation for two cases i) p, = 0.2, 0y = V25 mHz, o, = V0.8
mV, and o, = v/0.9 V and ii) Case 2: pa =035, 0p = V0.9 Hz, 6, = v/0.1 mV, and
o, = /0.1 V. The initial true state is chosen as xo = [200, 500, 10()0,3,4,3]T, and the
estimate Xg|o are considered to be normally distributed with mean X and covariance
Py = diag([20,20,20,0.5,0.5,0.5]). This study considers A; to follow a normal
distribution with a mean of 0.5 and a variance of 0.4. In the presence of an attack, it

assumes p, = pg = 0.5. The filters are evaluated for 400 time-steps and 200 Monte-Carlo
runs, and the mean RMSEs for amplitudes and frequencies are compared.

The mean RMSEs for all filters for two cases are presented in Figs. and
The figures indicate that the proposed GFDF achieves improved accuracy compared to
all existing filters. Table d.2] presents a relative computational time of all simulated filters
with CKF method. The table shows that the computational time of the proposed method is
slightly increased compared to traditional CKF but remains comparable to existing CKF
extensions for handling these irregularities.

This chapter presented the results obtained and derive some noteworthy conclusions.
Figs. to demonstrate that the accuracy, as measured by average of RMSE,
deteriorates with an increase in delay probability (p,), as expected. However, it is
found out that the average of RMSE variation is minimal for p, values in the range of

0.1 to 0.5. This implies that the filtering performance is not significantly impacted if
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Figure 4.1: Case 1: Average of RMSE comparison of CKF, MLCKF, CKF_FA, CKF_GD,
and GFDF against varying delay probabilities.
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Figure 4.2: Case 2: Average of RMSE comparison of CKF, MLCKF, CKF_FA, CKF_GD,
and GFDF against varying delay probabilities.
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Table 4.2: Relative computational time of the proposed GFDF with other existing filter,
such as MLCKF, CKF_FA, CKF_GD, CKF

Filter | GFDF | CKF_.GD | CKF_FA | MLCKF | CKF
Time | 1.171 1.063 1.045 1.734 1

only a few measurements experience delay while others are time-synchronized. Similar
observations have been made in [28] and [[156]. It is important to note that this trend may
vary depending on the system dynamics and environmental factors.

Additionally, unlike existing filters, our proposed method is not significantly impacted
by an increase in p,. This indicates that our approach is adept at capturing irregularities
and efficiently tracking state dynamics. To this end, it can be inferred that the current
FDI attack methodology fails to address delayed measurements adequately. Likewise,
existing delayed Gaussian filters like CKF_GD and MLCKEF are ill-equipped to handle
the potential intrusion of false data in a cyber-physical system. Conversely, the proposed
GFDF method demonstrates its viability in simultaneously addressing the challenges

posed by FDI attacks and delayed measurements.

4.5.2 Example-2: Power system state estimation

This example estimates the power system states, namely the voltage magnitude and
phase angle at each bus or node, using a limited number of noisy measurements. The
analysis is performed on the IEEE 14-bus benchmark power system network using Matlab
on a personal computer with a 64-bit operating system, 32 GB RAM, and a 2 GHz Intel
Core 13 processor.

Table presents the measurement locations of phasor measurement units (PMUs)
and remote terminal units (RTUs) in IEEE 14-bus benchmark power system as shown
in Fig. The PMUs are placed at specific locations to measure voltage and current
phasors (V,, V;, I, and I;), while the RTUs provide power injections (P! and Qi) at the
installed buses and power flows (P/ and Qf ) through the specified branches. The detailed

expressions for these measurements can be found in [48]]. This simulation considers
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that RTU data packets are updated every two seconds, and 30 PMU data packets were
received between two adjacent RTU data packets. The proposed GFDF-based PSSE was
implemented over 40 seconds at the PMU scan rate by incorporating the most recent PMU
sensor data with the last available RTU sensor data.

The performance of the proposed GFDF is compared with i) ordinary CKF [48§]
[64], ii) CKF with FDI attack handling [33], iii) CKF with delayed measurement
handling [156, 28], and CKF with delayed and missing measurements [155] were
considered. To validate the findings, this chapter refers to the CKF-based formulations
of as CKF_FA[157], MLCKEF[28], CKF_GDJ[156]], and CKF_DM][155]. However,
unlike example-1, due to large numbers of measurements MLCKF[28]] is not feasible to
perform. This problem considers CKF_DM[1535], including other benchmark filters as
considered in

Table 4.3: PMU and RTU measurements locations for the IEEE 14-bus benchmark power
system networks.

PMU RTU

V.V, I, Piand Q" P/ and Q'

and I;r

2,7,9,13 3,5,13, 14 1-5, 2-1, 2-5, 3-4, 4-5, 4-7, 6-11, 6-12, 6-13, 8-7, 9-4,

9-7,9-10, 9-14, 10-11, 12-13, 13-14

The power system state dynamics are simplified as a random walk model due to the
low likelihood of significant changes occurring between successive PMU scans. This
simulation considers a 3% randomly changing load condition throughout the simulation
period. For validating the proposed approach for large and random voltage fluctuations,
a significantly larger process noise covariance, Qi = 9 * 107%1,,..,, is considered rather

than a value mentioned in [[134]. Here, 0., 6"

, 0y, Oy and 5; y represent the standard deviations

of sensor noises for RTU voltage, power injection, and power flow, respectively, and 87
and &/ are the corresponding values for PMU voltage and current of the measurements.
To characterize sensor noises, the following values were considered [48]]: 6, = 0.001,
8, =0.02, 7. = 0.02, 87 =0.001, and 8" = 0.001. The simulations were carried out

with true initial bus voltages of xo = 1£0° and the PSSE was performed with %o = Xo
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Figure 4.3: IEEE 14 bus benchmark.
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and Pojg = 107°1,,,.,,. This problem sets Ay to follow a normal distribution with a mean

of 0.5 and a variance of 0.4. In the presence of an attack, it assumes that p, = p; = 0.5.
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= 12107 ¥ CKF %o 15
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g oottt aholital !l atattefatal el el e ar ozt
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Figure 4.4: RMSE comparison of CKF, CKF_FA, CKF_GD, CKF_DM, and GFDF at
Bus-9 for 0.3 delay probabilities.

Table 4.4: Performance indices (in 1073) of the proposed GFDF-based PSSE with the existing
benchmark filters obtained by averaging the voltage magnitude (V) and phase angle § across all
buses.

Del ay rob. Error v 5
(¥ gI)) GFDF CKF.GD CKFFA CKF CKFDM |GFDF CKF.GD CKFFA CKF CKF.DM
0.1 22 24 114 508 121 1.7 2.7 34.1 80.6 19.8
0.2 Average| 22.1 24.9 113.7 508 120.7 1.4 2.6 34.1 80.8 19.7
0.3 of 229 24.8 113.6 508.5 120.7 1.1 22 34.1 80.9 19.7
0.4 RMSE | 21.8 23.6 113.4 508 120.5 0.9 1.9 34.4 80.8 19.8
0.5 22.7 24 113.4 508.6 120.5 0.9 2 343 81.1 19.8
0.1 3.55 3.61 18.4 361 19.6 0.238 0.366 1.88 22.33 0.95
0.2 Average| 3.575 3.905 18.28 360.7 19.49 0.18 0.27 1.84 21.92 0.92
0.3 of 3.68 3.97 18.27 361.2 19.49 0.16 0.23 1.82 21.75 0.91
0.4 MAE 3.49 3.70 18.21 361.1 19.43 0.148 0.212 1.825 21.643 0.91
0.5 3.491 3.70 18.21  361.27 19.43 0.143 0.2 1.815  21.608 0.904

We conducted a comparative study of the proposed GFDF-based PSSE and other

existing filters, as shown in Figures 4.4(a) and 4.5(a)| and Table The RMSE plots

for voltage magnitudes and voltage phase angles at bus 9 (V¢ and &) are displayed in

Figure 4.4(a)| and 4.5(a)| for delay probabilities of 0.3 and 0.5, respectively. These plots
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Figure 4.5: RMSE comparison of CKF, CKF_FA, CKF_GD, CKF_DM, and GFDF at
Bus-9 for 0.5 delay probabilities.

Table 4.5: Comparison of computational time for different filters.

Filter GFDF | CKF.GD | CKF_FA | MLCKF | CKF | CKF-DM
Time (sec) | 4.877 | 5.1689 4.6438 5.929 | 4.6093 4.715

reveal that the CKF_DM filter has significantly higher RMSEs as it did not consider falsely

injected data, resulting in poor performance compared to other filters. Furthermore,

Figures 4.4(a)| and 4.5(a)| demonstrate that CKF and CKF_FA exhibit inferior estimation

performance compared to the proposed GFDF-based PSSE.

Table [6.1] presents the average of RMSE and average of MAE of all considered filters
for varying probabilities of delay. The results show that the proposed GFDF-based PSSE
achieves the lowest average errors, including average of RMSE and average of MAE.
Moreover, the table indicates that the filtering performance deteriorates with an increase
in the probability of delay.

The computation times of simulation based study for PSSE on a 14-bus power

system network is presented in Table This implies that the computational time of
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the proposed GFDF is marginally higher than traditional CKF but remains comparable to

other existing CKF extensions for handling these irregularities.

4.6 Discussion and Conclusion

The practical applications of nonlinear estimation and filtering are vast, spanning
fields such as defense, power, and network systems. However, the widely accepted
Gaussian filtering method falls short in accounting for irregular measurements caused by
delay and cyber-attacks. With practical measurements often exhibiting such irregularities,
an advanced Gaussian filtering method is necessary.

The author introduced a method that employs stochastic modeling of delayed and
cyber-attack measurements to meet this need. Our proposed stochastic model employs a
Bernoulli random variable to indicate whether a measurement has been altered, either
through an FDI attack or delay. The author then redesigned the traditional Gaussian
filtering method to account for these modified measurements.

Our analysis demonstrates that the proposed method outperforms traditional Gaussian
filtering, resulting in improved estimation accuracy even in the presence of both delay and
cyber-attacks. However, it is important to note that our proposed method’s computational
budget and storage requirement are higher than the traditional Gaussian filtering method.

Up to this point, the extensions of Kalman filtering have demonstrated applicability
to a wide range of filtering applications. Nevertheless, the complex nature of power
system networks poses a significant challenge for state estimation that requires further

exploration.
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Chapter 5

Dynamic State Estimation of Power
System Using Forecasting-Aided
Cubature Quadrature Kalman Filter

5.1 Introduction

This chapter is focused on the PSSE problems. As discussed previously, the PSSE is
an estimation problem of dynamical states of a complex power system network, which
helps in online monitoring of the states of the power system networks. The bus voltages
and phase angles are the typical dynamical states. Moreover, measurements follow the
power flow equations, which are derived in Chapter[I.4] giving a nonlinear measurement

equation. Therefore, unlike Chapter [3] this chapter uses a standard nonlinear state-space
models, similar to Eqs. (I.3) and (T.4) of Chapter |}

A detailed literature review is provided in Chapter [2] to present the chronological
developments in PSSEs. As a summary of the literature review, we highlight [46], [49],
[48], which develop advanced PSSE methods by utilizing EKF, UKF, and CKF. It is
worth mentioning that the filtering literature witnessed some recent advancements that
outperform EKF, UKF, and CKF. Thus, we can utilize such advancements in order to
improve the PSSE accuracy. One such advanced filter is CQKF, an extension of CKF for
improving accuracy.

This chapter introduces another contribution of this thesis, which develops an
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advanced PSSE method by utilizing a forecasting-aided CQKF (FACQKEF) over the state
space model for DSE. The conventional CQKF requires mathematical state dynamics
models, which are indeed unknown in PSSE design applications. The forecasting-aided
feature of the proposed FACQKEF relaxes this requirement. As a forecasting technique,
the proposed FACQKEF utilizes Holt’s technique to compute the unknown state transition
matrix. Additionally, the proposed FACQKF handles nonlinear dynamical equations by
using a higher-order spherical-radial rule and a second order Gauss-Laguerre quadrature
rule to approximate the intractable integrals appearing during the filtering [83]. For
simplification, the proposed FACQKF will often be mentioned as CQKF-based PSSE.
To achieve high accuracy, the proposed FACQKF has relatively higher computational
demand than the UKF- and CKF-based PSSE methods. The improved accuracy of
the modified CQKF-based PSSE is validated on the American Electric Power System
located in the Midwest, a widely recognized benchmark for power system networks. The
validation was performed on three commonly used benchmark power system networks:

the IEEE 14-, 30-, and 118-bus systems.

5.2 Dynamic power system model

For a single set of data packets from sensors, the standard discrete form of nonlinear
dynamic state space representation of real-time power flow model can be expressed using
the Eqgs. (L.1)) and [48]] where x; € R" and y, € R™ denote state and augmented
measurement, respectively, with k € {1,2,--- /N}. Moreover, £ 1 : Xx_1 — X; and £ :
Xy — Yy represent standard dynamical operators. Finally, @; € R" and 7} € R™ represent
the process and sensor noises, respectively, approximated as zero-mean Gaussian with
covariances Q; and Ry, respectively.

The process noise @ compensates for the modeling inaccuracy of the state dynamics
due to random fluctuations around the nominal operating conditions. Additionally,
the measurement noise 7; compensates for the sensor errors caused by time skewness
and transmission interference in the RTUs and the data packet errors in the PMUs,
respectively. For a detailed discussion on the measurement model received at time #,

readers may follow Chapter|1.5.2
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5.3 Forecasting-aided modified CQKF-based PSSE

For the given state space model (Eqs. (I.I)) and (I.2))), the modified CQKF [83]
sequentially estimates the unknown states x; Vk € {1,2,--- /N}, as the sensor y; Vk €
{1,2,--- N} is received sequentially. The CQKF is a popular Gaussian filter [21]],[30],
performed under the Bayesian framework [21], involving prediction and update steps.

The Eq. (1.21]) is spherical-radial transformed as

/ / (SpZ+X)ds(Z)p"~ e*pz/zdp, (5.1)
\/ 275 p=0 n

where S is the Cholesky decomposition of P, U, is the surface of an n-dimensional unit
hyper-sphere, ||Z|| = 1, and p € [0,<0) is a radial variable. Please note that ||.|| denotes I,

norm. The CQKF utilizes third-degree spherical cubature rule Eq. (5.2)) for approximating

n 2n
/ F(SpZ+%)ds(Z) ~ 2};‘(52) ZIF(p [u] j+>2>7 (5.2)

where [u] is a set of indices representing the intersection points of unit hyper-sphere and
coordinate axes. Substituting the approximation from Eq. into Eq. results / as
a radial integral in p. The resulting expression can be transformed by substituting A =
p? /2, which simplifies the remaining integral term in the form of Z= [;> (F(1)A'e *dA
(with additional constant terms), where 1 is constant. The CQKF approximates this,
thereby resulting in the integral using the higher-order Gauss-Laguerre quadrature rule
is given as [30]]

A T FMAe R~ Y oF (M), (5.3)
=0

=1
where 1 is constant, n’ denotes the number of Gauss-Laguerre quadrature points, while Ay
and y Vi’ € {1,2,...,n'} represent the Gauss-Laguerre quadrature points and associated
weights. We obtain Ay Vi’ € {1,2,...,n'} as roots of n'-order Chebyshev-Laguerre

polynomial equation, given as &}, = (—1)" A tet d‘iln AVt e~ = 0 [83]]. Subsequently,
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the weights w; Vi’ € {1,2,...,n'} are given as wy = %, [30] where I'[]

T 4

represents the gamma function, while £}, (1) represents the first derivative of £} (4;) at
A = Ay. Finally, the CQKF combines the third-degree spherical cubature and higher-order

Gauss-Laguerre quadrature rule to approximate the desired 7 as [30]]

N
I~ ) WF(&+S)), (5.4)
j=1
where W; = mwﬂ and &; = \/2As[u]; Vj € {1,2,...N,}, with Ny = 2nn/

representing the total number of sample points.

Remark 4 The approximation of 1 in Eq. (5.4) by the n'-order Gauss Laguerre
quadrature rule increases the required quadrature points by n'-times. In turn, this leads
to an improvement in the estimation performance. The CQKF performance coincides
with CKF performance when applying for a first order Gauss Laguerre quadrature rule.
Additionally, number of required sample points is directly proportional to the dimension
of the system. Similarly, in GHF [30] and Szegéquadrature Kalman filter (SQKF) [159],
the number of support points requirement is n" for an n-dimensional system. Therefore,
ECKE and GHF are ineffective for PSSE design applications because of the curse of

dimensionality.

Considering Eq. for approximating /, we discuss below the computational aspects
of the FACQKF-based PSSE.

Prediction: The prediction step involves computation of state dynamics by Holt’s
double exponential forecasting technique and computation of apriori state mean and
covariance as discussed below:

A real-time power system process model is dynamic and complex. The state transition
function is modeled using a forecasting tool [[134] that accommodates variations in state
from one time-step to the next. This chapter adopted a popular Holt’s double exponential
smoothing method for state forecasting /k(f(k_”k_l ), owing to its simplicity and
reliability [49], [160]. Moreover, it is well suited for nonlinear optimization problems.

The state model parameters mentioned in Eq. (L.I), £(.) are computed using the
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exponential smoothing technique. It considers two components: level factor £ and trend

factor ¥.
F(Xk—1) = L5 + %, (5.5)
where
L = apXp -1+ (1 — o) L, (5.6)
T = Br (Lx — 1) + (1 = Br) Zi—1, (5.7
f(xk—1) = Lk = 04, (1 + Bp) Xe—1, (5.8)
Tie = (1= o) (14 Br) Xk—1 — BrLe — (1 = Br) T, (5.9)

where a,f € (0,1) are called smoothing parameters, which are obtained in offline
simulation. This paper adopts ¢ and 3 values from [48] as 0.8 and 0.5, respectively.
Moreover, the initial values of & and & are initial state and zero, respectively.
Subsequently, it computes £ _;, to implement traditional derivative-less Gaussian

filtering algorithm given in Appendix

Update: The update step of proposed PSSE is modified to incorporate various bad
data in measurements received at control center. These bad data may occur due to
various factors, such as measurement instrument failures, communication errors, sudden
spikes, temporary equipment failures, switching operations, etc. This chapter focuses on

identifying and isolating these flawed data while performing estimation operation.

Bad data identifier: To address the issue of large errors caused by like erroneous
telemetered data or circuit breaker status changes, and to prevent their adverse effect on
estimation accuracy and PSSE reliability, this chapter incorporated a resilient method
for rejecting flawed measurements. This method aims to enhance the robustness of the
proposed estimator by effectively identifying and handling sensor outliers caused by

temporary measurement failures. By incorporating this approach, we aim to mitigate the
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adverse effects of outliers and improve the reliability and accuracy of the PSSE results.

1. The time iterated |B;| = M
@)

B:, and include a precondition for state update to be followed. In this chapter, the

should be less than the positive threshold value

positive threshold value () is an adjustable parameter determined by the user.
2. If [Bi| > Byn we skip the state update step i.e x; = Xgjx—1, and Py = Py_;.

Assuming all state variables are mutually independent and the meter error follows normal
distribution, then L, norm of innovation follows y? distribution. A detection threshold
value represents the level of confidence. If the detection threshold adopted for normalized
residual test is 2, then the confidence level is 94.46%. If the detection threshold is 2.5,
then the confidence level is 98.76%. In this paper, the bad data threshold f3, is considered

as 3 for a 99.72% of detection confidence probability [161].

Remark 5.3.1 The third central moment U3 express the skewness of a distribution.
Hence, to differentiate between sudden change in states and bad data type of anomaly,

an innovation skewness based test is conducted.

5 < By, (5.10)

VP

Under normal conditions, skewness maintains a symmetrical distribution with a zero

by =

mean and standard deviation, resulting in a magnitude of zero. However, when confronted
with bad data, the skewness magnitude exceeds a predefined threshold, B, due to the loss
of symmetry. In the presence of abrupt state changes, the skewness magnitude remains
small relative to By,. In this scenario, the skewness of the measurement distribution retains

its symmetry but with altered mean and standard deviation.

In the modified CQKF-based PSSE, we implement the CQKF through the prediction
and update steps as discussed in Appendix |C| with including bad data identifier condition,
through PSSE state space model. The outcome Xy, gives the desired estimate of the

PSSE parameters, such as the voltage magnitude and phase angle of all buses. The

100



Measurement data flow

Estimation algorithm flow

Power system network

—

.

RTU measurements

v J L ¥

Voltage sensor at
Slick Bus Power Power flow
injection sensors sensors between
v buses
P;,Q;
Ps,Qf

RTU
measurement

No available

Previous

PMU measurements

v —

Voltage sensors at Current sensors at the
the buses buses

V., V;

L.L

PMU
measurement

RTU Y
measurement .
Augmented measurement matrix
P,

-
- ~a

’ Predicted state

’ Kk|k—1

~

|

Predicted

~
A)
B
AY
AY
\
\
1
1
1
1
IS e
measurement by load
1
1
1
’
s

Bad data
Identifier

flow studies

-

Holt's forecasting «'
N method

~
~ -

Prediction

Update

Xk

Store previous
estimate

Figure 5.1: Modified CQKF-based PSSE algorithm.
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step-by-step procedure for implementing the modified CQKF-based PSSE in a real-time

power system network using a flow-chart is shown in Fig. [5.1] The author considered a

standardized IEEE benchmark power system of 14-, 30-, and 118-bus for validating the

modified CQKEF algorithm, which is discussed in the subsequent section.

Remark 5.3.2 An accurate PSSE helps to formulate efficient and reliable energy

management strategies. Thus, the improved PSSE accuracy using the modified COQKF

can enhance the efficiency and reliability of modern power system networks.

Table 5.1: PMU and RTU measurements locations for the considered IEEE 14-, 30-, and
118-bus power system networks.

Network PMU RTU
V.V, I, PandQ" P/ and @/
and Ij

l4bus  2,7,9,13 3,5,13, 14 1-5, 2-1, 2-5, 3-4, 4-5, 47, 6-11, 6-12, 6-13, 8-7, 9-4,

9-7,9-10, 9-14, 10-11, 12-13, 13-14

30-bus 2, 3, 10, 2,3,4,6,8,10, 1-3, 2-4, 2-5, 2-6, 3-4, 4-6, 5-7, 10-22, 12-15, 12-16,
12, 18, 11, 12, 15, 16, 14-15, 17-10, 17-16, 18-15, 18-19, 19-20, 20-10, 21-22,
24, 30 19, 21, 24, 27, 23-15,24-23, 25-26, 28-8, 30-27

30

1, 6, 8, 11,19, 25, 27, 12, 3-5, 3-1, 4-5, 5-8, 5-6, 7-12, 89, 9-10, 12-11,
12, 15, 33, 34, 38, 40, 14-12, 15-13, 15-33, 16-12, 17-15, 17-16, 19-34, 19-18,
17, 21, 42, 44, 45, 47, 21-20, 22-21, 23-24, 23-22, 24-72, 24-70, 25-27, 26-25,

118-bus 25, 29, 48, 49,50, 66, 27-32,27-115, 28-27, 29-31, 30-17, 30-26, 30-38, 30-8,
34, 40, 68, 70, 73, 75, 32-23,32-31, 34-43, 36-35, 37-40, 38-65, 39-40, 40-42,
45, 49, 79, 88, 92, 99, 41-42, 43-44, 46-45, 46-48, 47-46, 49-54, 49-66, 50-49,
53,56,62, 100, 101, 103, 51-49, 51-52, 52-53, 54-55, 54-59, 57-56, 58-56, 58-51,
72, 75, 104, 106, 107, 59-60, 59-61, 61-64, 63-59, 66-67, 66-62, 67-62, 68-81,
77, 80, 109, 110, 111, 69-68,70-74,70-75,71-73,72-71,75-118, 75-77, 76-77,
85, 86, 112, 113, 114, 77-82,77-78, 77-80, 83-82, 83-85, 83-84, 85-88, 85-89,
90, 94, 116,117,118, 86-85, 87-86, 88-89, 89-92, 89-90, 90-91, 91-92, -93,
101, 105, 94-93, 96-82, 96-94, 96-95, 96-97, 98-80, 99-100, 99-80,
110, 114 100-106, 100-101, 103-110, 103-100, 104-100, 104105,

105-108, 106-107, 106-105, 108-109, 110-109, 116-68,
118-76

TPMU measurements, such as voltage phasor (V,, V;), and current phasors (I, I;).
T Active and reactive power injections.
T active and reactive power injections power flow between lines respectively.

5.4 Simulation and result
This section discusses validating the performance of the modified CQKF-, CKF-, and

UKF-based PSSE techniques for IEEE 14-, 30-, and 118-bus power system networks.
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A standard IEEE-14bus benchmark power system is illustrated in Fig. for the
convenience of the reader. 30 PMU data packets were considered between the two
adjacent RTU data packets in this simulation study. The simulation study used data from
Table including the PMU locations to measure voltage and current phasor, the buses
with power injection measurements, and the branches with power flow measurements
[47], [162], assuming that RTU data packets are updated every two seconds.

By adding the most recent PMU sensor data to the last available RTU sensor data, the
modified CQKF-based PSSE was implemented over 40 seconds period at PMU scan rate.

True data generation: Due to the low likelihood of a significant change between
two successive PMU scans, this design reduces the complexity of the power system
state dynamics to a random walk model. The measuring model used in this work is
adopted from [47] and [162]. Validating the proposed approach for large and random
voltage fluctuations, significantly larger process noise covariance, Q; = 9 % 10701, is

considered rather than a value mentioned in [[134]]. Here, o,, 6/

-
,i» and &), represent the

standard deviations of sensor noises for RTU voltage, power injection, and power flow,
respectively, and 8/ and 51.1’ are the corresponding values for PMU voltage and current of
the measurements. To characterize sensor noises, the following values were considered

[161]: 6) = 0.001, 5;1' =0.02, 5;f =0.02, 6 =0.001, and 8 = 0.001.

5.4.1 Case-1: Study of various benchmark electric power system

under random voltage fluctuation.

Validating the proposed approach for large and random voltage fluctuations upto 3%
of normal load, a significantly larger process noise covariance, Q; = 9 * 107°I,,,,, is
considered rather than a value mentioned in [[134]]. To begin, the simulations were carried
out with initial bus voltages of xy) = 1£0° as true data, and the PSSE was performed with
Xoj0 = Xo and Pgp = 107°T,,».,. The modified CQKF-based PSSE was validated on IEEE
14-, 30-, and 118-bus networks. The true and estimation plots for voltage magnitudes and

voltage phase angles at bus 9 (Vi 9 and & 9) are shown in Fig. For each network
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considered, Fig. shows true-estimation plots of voltage magnitude, and Fig. [5.2(b)|
shows true-estimation plots of phase angle. The voltage phasor of an estimated value
converged to the true value for all the considered IEEE system networks, as shown in
Figs. [5.2(b)| for magnitude and phase angle, respectively. Thus, the simulation
results indicated that the modified CQKF based PSSE technique suits the PSSE of IEEE
14-, 30-, and 118-bus networks. Furthermore, the modified CQKF-based PSSE technique
was validated across all buses in the selected power networks (IEEE 14-, 30-, and 118-bus)

and compared to the existing CKF- and UKF-based PSSE methods.

ILI{——V ttrue ---- V_true —-—- V  true
= * V est * V. est 7,(\*7 V, cest
\e.-‘ ¥ 7._"\' EE \ f’\ Vr: 2 "' 7 "“ e JM‘M)\"‘ o\
>
0.9 — : = . — :
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Time-step (seconds)

(a)
1.0 fr—Feshe—fo—dedr et =le oo <=

6 true —--- 8 true - 8 true

é-*éiest *Sest ﬁSest
o

Time-step (seconds)

(b)

Figure 5.2: Case-1: True and estimate plots at bus-9 (subscripts 14, 30, and 118 represent
the 14-, 30-, and 118-bus networks, respectively): (a) Voltage magnitude V (p.u.) and (b)
Phase angle 6 (radian).

The modified CQKF-based PSSE was verified using 50 Monte-Carlo (M, ) simulations
to validate its improved accuracy and gain additional insights into its comparison with
CKF- and UKF-based PSSE. Average of mean square error, average of mean of absolute
error, and maximum error (MAXE) were chosen as the performance metrics and listed in

Table [5.2] along with their execution time. The performance metrics, such as average of

MSE, MAE, and MAXE are computed using Eqgs. (1.29), (I.31)), and (I.32)), respectively.
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Table 5.2: Case-1: Estimation error performance indices (in 10~3) of the modified CQKF-based
PSSE with the existing PSSEs obtained by averaging the voltage magnitude (V) and phase angle
0 across all buses.

Network PSSE  Average of MSE  Average of MAE MAXE . .
Computational time

\Y ) A\ 1) \
118bus CQKF 2284 23 910 9431 1255 1285 0.50
CKF 2296 2319 9204 9433 1256 1287 031
UKF 2312 2320 9213 94337 12569 1289 032
30-bus  CQKE 10 08 230 187 900 820 0.027
CKF 1.1 813 235 191 921 830 0.0162
UKF 113 8 240 194 940 84l 0.0163
l4bus CQKE 050 0.1836 168 958 5752 406 0.006
CKF 05078 0.1837 1683 9634 5804 410 0.0037
UKE 05091 0.1837 168.6 9657 581.8 4103 0.0038
B8589 5 CQKFIEIM 5 CKF |3 (585 5 CQKFIEIM 5 CKF[4.0
Bl 5 UKFETT] Vv CQKF u 8 UKFLLEL] V CQKF
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Figure 5.3: Case-1: MAE (in 10~2) for voltage magnitude (V) and phase angle () of all
buses for the proposed (CQKF) and existing PSSE methods.

The modified CQKF-base PSSE method voltage magnitude (V) shown in black color and
phase angle (6) shown in green color.
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The MAEs of voltage magnitude and phase angle obtained using the proposed (shown
in black and green color) and the existing PSSE methods for all power networks under
consideration were compared, as shown in Fig. [5.3] It can be observed that spikes are
displayed on bus-5 for 14-bus system (Refer Fig. ), bus-22 for 30-bus system
(Refer Fig. [5.3(b)), and bus-36 for 118-bus system (Refer Fig. [5.3(c)). The spikes at
these buses revealed an increase in MAE value and can be further reduced by installing
PMU at the associated bus in the 14-, 30-, and 118-bus power system networks. It is
evident from Table [5.2] that the CQKF-based PSSE has superior estimation performance
with the least performance index values, such as average of MSE, average of MAE, and
MAXE. Combining Figs. [5.2] [5.3] and Table [5.2] yield the lowest error values for the
modified CQKF-based PSSE, indicating an improved accuracy but requiring a modest

increase in computational storage.

5.4.2 Case-2: To study handling of sudden load change and

temporary sensor failure

This case investigates the robustness of the proposed estimator under load change
conditions. This case studies the proposed estimator considering a 10% load change at
8 second in bus-3 and 10% power generation change at 16 second in bus-2 a false data
packets of null matrix is sent to the estimator as sensor failure occurred in PMU at bus-2.
Figure illustrates the true and estimated plot of voltage and phase angle at bus-9 of a
14-bus power system. The proposed estimator demonstrates satisfactory performance by
accurately estimating the true states following an 8 second 10% load change at bus-3 and
a 16 second 10% power generation change at bus-2. In addition, the proposed estimator
takes into account the predicted mean and covariance in the event of sensor failure
between 20-24 seconds, whereas other existing PSSEs tend to diverge under similar
conditions. This feature of the proposed estimator ensures its robustness and reliability
in handling sensor failures, ultimately improving the accuracy and reliability of the state

estimation. Additionally, error performances of the PSSEs are also presented in tabulated
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format as shown in Table It clearly validates that the proposed estimator performance
bettered during load change and sensor failure. This figure demonstrates the successful
estimation capability of the proposed robust forecasting-aided CQKF-based PSSE, even
in adverse effects. Moreover, it is evident from Figure that the performance indices

of the existing PSSEs are inferior to those of the proposed PSSE.
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Figure 5.4: True and estimate plots at bus-9 of 14-bus under load changing and sensor
failure condition.

Table 5.3: Case-2: Performance indices (in 10~%) of all PSSEs obtained by averaging the voltage
magnitude (V) and phase angle 6 across all buses for 14-bus power system.

PSSE  Average of MSE Average of MAE MAXE

\Y% 0 A% 0 \Y% 0
CQKF 1.6 1.3 3.6 6 6.3 3.1
CKF 3 1.6 11 13.9 13 5
UKF 3.2 1.6 12 14.1 145 6
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5.5 Discussion and conclusion

This chapter proposed a CQKF-based PSSE algorithm and its design methodology for
the power system dynamic state estimation problem. The main advantage of the proposed
technique over the conventional approach is the increased accuracy with comparatively
few calculations to achieve improved estimation performance. The improvements in
accuracy were made possible by utilizing the spherical cubature and the Gauss-Laguerre
quadrature rule to approximate the nonlinear intractable integrals.

The proposed PSSE was validated using benchmark power system networks,
including IEEE 14-, 30-, and 118-bus systems. Simulation-based studies were conducted
on these systems, and the results showed significant improvements in estimation
performance when using the modified CQKF-based PSSE compared to CKF- and
UKF-based PSSEs. Specifically, in terms of mean absolute error deviation, the 118-bus
study demonstrated improvements of 1.14% and 1.24%, while the 30-bus study
showed improvements of 2.17% and 4.34%, respectively. The 14-bus study showed
improvements of 0.56% and 0.81% with respect to CKF- and UKF-based PSSEs,
respectively.

Generally, voltage at any point in the power system should not deviate more than
5% above or below the nominal voltage level. That means improvements are significant
in estimation performance for sensitive power networks, specifically with high voltage
magnitudes (measured in KV or MV). This can enhance online monitoring of voltage
and load angle and help to improve energy management strategy and grid stability with
reduced risk. This work implements a second order Gauss-Laguerre quadrature rule
for numerical approximation of the intractable integrals in its Gaussian PDF. Applying
higher order quadrature rules improves estimation accuracy at the cost of an increased
computational storage requirement. However, with the advent of intelligent high storage
devices, this storage may not be a major concern. However, a good trade-off can be made
between estimation accuracy and computational storage capacity for selecting the order
of Gauss-Laguerre quadrature rule. In addition, the modified CQKF-based PSSE also

characterizes a CKF-based PSSE when a Gauss-Laguerre quadrature rule is used.
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In light of numerous real-life irregularities, including unknown state dynamics,
outliers in Gaussian noises, temporary sensor failure, and unknown noise statistical
information, the GF-based PSSE requires an extension to handle such abnormalities

effectively.
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Chapter 6

Self-Adaptive Forecasting-Aided
Gaussian Filtering-based Power System
State Estimation under non-Gaussian

Outliers

As discussed earlier in Chapter [I] the growing usage of electric vehicles, traction loads,
and distributed energy resources (DERs), such as solar, wind, and others, introduce
harmonics and frequent load fluctuations into the grid, making them highly unpredictable
and fault sensitive, which needs fast online monitoring. An accurate PSSE is critical
for developing effective energy management strategies and ensuring stable, secure,
and reliable power delivery [134]. In this chapter, we propose a more robust and
computationally efficient extension of the previously existing Gaussian filter (GF)-based
PSSE approach, building upon the work presented in Chapter [5] Our proposed approach
aims to address the practical challenges discussed in Chapter [2.2] that arise in non-ideal
scenarios of complex power system networks and develop a more effective estimator, as

discussed in Chapter [3]

Recalling Chapter [2} the state-of-the-art PSSEs implement Gaussian filters, such as
EKEF [46], UKF[163], and CKF [48]], to recursively estimate bus voltages. The CKF-based

PSSE outperforms the EKF- and UKF-based PSSEs both in terms of accuracy, stability,
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and computational cost. In the literature review of filtering methods, several traditional
approaches, including GHF [30], SQKF [159] have been identified. However, we avoided
their implementation in the design of PSSE due to their extensively high computational
cost, making real-time monitoring for large buses difficult.

The Gaussian filtering-based traditional PSSE methods suffer from several drawbacks,
such as: 1) in the prediction step, they essentially require mathematical models of state
dynamics, which is practically unknown in dynamic power networks; ii) they require
exact statistical information on noises, again unknown in real-life PSSE problems,
and 1iii) the process and measurements often consist of non-Gaussian outliers due to
randomly disturbed power generation-demand scenarios in a process model, and temporal
instrument failures due to various limitations of communication links, and uncertainties
in intelligent electronic devices.

The filtering and estimation literature specifically witnesses a few contributions [46],
[1ed], [117], [160], [165]], [137], and [139]. To deal with the above limitations, Holt’s
double exponential smoothing introduced for state prediction [46]], [[160], introduced
a forgetting-factor based adaptive noise filtering approach [164], [139]. Maximum
correntropy (MC) and minimum entropy (ME)-based design criteria are used to address
non-Gaussian outliers, respectively, in [117], [125], and [140]. However, existing
methods only address one limitation of traditional PSSE methods, while the simultaneous
existence of all limitations can not be denied. This chapter introduces a robust
self-adaptive maximum correntropy forecasting-aided Gaussian filter (FSMCGF)-based
PSSE technique to simultaneously address the drawbacks of typical existing PSSE
methods. Through the following notes, we summarize the contributions of the proposed

FSMCGF-based PSSE method.

* A novel robust self-adaptive maximum correntropy forecasting-aided cubature
Kalman filter (FSMCGF)-based PSSE method is proposed for real-time monitoring

of power system states (voltage and phase angle) under noisy environments.

* State dynamics do not require mathematical models that are practically unknown.
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* This chapter adaptively estimates process and measurement noise covariance by

innovation- and residual-based forgetting factor method of Sage-Husa estimator.

* Numerous simulation shows the performance of FSMCGF depends on the Kernel’s
bandwidth, e.g., A smaller Kernel’s bandwidth considerably improves outlier
rejections and vice-versa. An adaptive approach is implemented by auto-adjusting

the bandwidth of the Kernel using the proposed FSMCGF-based PSSE method.

* In addition, it detects large faulty conditions sensor outliers as bad-data conditions

and eliminates them while accurately estimating the power system states.

* This chapter further includes the identifiability of noise statistics and Q/R ratio,
bad data conditions, random load fluctuation, and non-Gaussian noises in process
and measurement model. We validate our findings through extensive simulations

using different case scenarios.

* Under the proposed method, any existing Gaussian filters, such as the EKF, UKF,

and CKEF, can be formulated according to the practitioner’s convenience.

* The consistency of the proposed FSMCGF-based PSSE is computed along with all

other existing PSSEs.

This chapter implements a relatively stable, more accurate, and computationally efficient
CKF-based formulation of the proposed FSMCGF-based PSSE method and validated on
American electric power systems (in the Midwest) popularly known as IEEE 14-, 30-,

and 118-bus power system networks.
6.1 Problem formulation

For a single set of data packets from sensors, the standard discrete form of nonlinear
dynamic state space representation of real-time power flow model can be expressed
using the Eqs. and [48], x; € R" and y, € R™ denote state and augmented
measurement, respectively with k € {1,2,--- /N}. Moreover, £ | : X1 — X; and
%y : X; — Y, represent standard dynamical operators. Finally, @, € R" and 7; € R™

represent the process and sensor noises, respectively, approximated as zero-mean
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Gaussian with covariances Q and Ry, respectively. For a detailed discussion on dynamic
power system model, readers may please refer to Chapter 5.2}

The process noise @, compensates for the modeling inaccuracy of the state dynamics
due to random fluctuations around the nominal operating conditions. Additionally,
the measurement noise 7; compensates for the sensor errors caused by time skewness
and transmission interference in the RTUs and the data packet errors in the PMUs,
respectively.

To this end, let us take the following notes:

* Unknown state dynamics should not be assumed constant to maintain accuracy in

PSSE and reflect the transient behavioral changes in the power system.

* Traditional PSSE methods assume process and measurement noise covariance to be

known and time-independent,potentially harming accuracy.

* Non-Gaussian outliers should not be ignored in process and measurements to

maintain accuracy in PSSE.

The complex and dynamic power system can not be modeled as a certain state transition
function £;_;. Hence, the proposed filter implements a forecasting tool to predict the
dynamic states before reaching the actual measurement. In this regard, We implement
a simplified forecasting method based on an auto-regressive integrated moving average
(ARIMA) model named Holt’s double exponential smoothing technique for tracking
the dynamics of the process model in a real-time manner [[160]. The proposed method
is designed under the MC criterion for handling the non-Gaussian outliers in Gaussian
distributed noises. This design criterion uses a Kernel window between the estimated and
predicted values to characterize the nature of the non-Gaussian outliers. The proposed
method considers a time-dependent Kernel width to efficiently address the outliers’
time-varying nature. Moreover, the suggested filter employs the computationally efficient
Sage-Husa adaptive (SGA) technique, which is inspired by the Sage-Husa adaptive
Kalman filter (SHAKF) [139], to dynamically identify the noise statistics in each

recursive step. Additionally, a robust algorithm is devised to mitigate temporal faults in
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sensors without compromising the accuracy of the estimation process. This algorithm is
commonly referred to as a bad-data identifier and can effectively detect sudden false data

injected via sensors.

6.2 FSMCGF-Based PSSE method

The objective of the proposed FSMCGF-based PSSE is to estimate the unknown state
X, (bus voltages) recursively as it receives noisy measurements y, from RTU and PMU

sensors while also addressing the limitations of existing PSSEs.

We design the proposed FSMCGF-based PSSE method under the Gaussian filtering
structure [21]], involving prediction and update steps. The Gaussian filtering approximates
the prior state, prior measurement, and posterior state as ¥ (xk|k_1;ﬁk|k_1,Pk|k_1),
N (Yk|k—135’k|k—1apz\yk_1) and X (xy|x; Xk|k, Pyi)> where X denotes a Gaussian distribution
as discussed earlier in Chapter[I]and[5.3]

The computation of estimates and covariances involves multivariate Gaussian
weighted intractable integrals, which are numerically approximated as a weighted sum of
deterministically computed sample points. The sample points and weights, denoted as &
and W, respectively, are determined offline. Every Gaussian filter uses different sets of &
and W. For example, the CKF uses the third-degree spherical cubature rule of numerical
integration, with Ny = 2n sample points and weights. It obtains the j' sample point & jas
Vvall, —1L,], while the j"* weight is given as W, = 1/2n,Vj € {1,2,--- | Ny}.

As the proposed FSMCGF-based PSSE method is designed for a general Gaussian
filter, we discuss its design aspects for general sample points and weights, i.e., & and
W. In the following discussions, we introduce the design aspects of the proposed

FSMCGF-based PSSE method in prediction and update steps.

6.2.1 Prediction
In Gaussian filtering-based PSSEs, the state prediction step aims to determine
prediction parameters X;;_; and Py _; as discussed in Chapter @ by following the

Egs. (5.5) to (5.9), and subsequently using algorithm given in Appendix
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6.2.2 Update

The objective of this step is to compute the desired posterior estimate X, in GF-based
PSSE method, using deterministic cubature points and weights, to estimate unknown bus

voltages with occasional non-Gaussian noises. This step computes the measurement

yy
klk—1°

Xy

and state-measurement cross-covariance Pk|k—1

estimate ¥y, its covariance P
[48]].

N
S _ Y
Yije—1 = Zwigi,k\k—l’
i=1

Ny
. . T
PZ]Y,C,I = X;Wi(ﬁzkkl _Yk\kfl)(gzkm,l —Vi—1)" +Ry,
1=

o o T
szyk,l = Zwi(gi,k\kfl - Xk\kfl)(gzkm,l = ir-1)"
l

\
with €Zk\k—1 = W(Skk—1& + K1) and Sigp—1 = Sg—1&i + Rgk—1-  The Proposed
estimator uses a nonlinear kernel to suppress outliers/noise. Unlike the traditional
GF-based PSSE, which relies on vulnerable Euclidean distance in mean square error and
are prone to large outliers from demand changes, power fluctuations, instrument failures,

and communication limitations.

As discussed previously, the real-life PSSE problems witness large non-Gaussian
outliers. However, the traditional PSSEs underperform for non-Gaussian outliers. The
proposed FSMCGF-based PSSE is designed under MC criterion to overcome this

problem [[115]. A definition for the correntropy is provided below:

Definition 1 Let us consider two random variables, U, and V. Then, the correntropy Cyy
between U and 'V is the measure of similarity between the two random variables, which is

mathematically given as [35]], [166l]

Cuyv= E [KU,V (u,v)] = /KijdFUy(u,v) , (6.1)

where E[.] denotes the expectation. Moreover, Ky y denotes nonlinear mapping of U and

V into a Kernel space. We consider the usually chosen Gaussian kernel, giving
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] _1 n
Kyy = ;) 2(”6—2)”nE [(U-V)]. (6.2)

where e(i) = u(i) — v(i) and o > 0 denotes kernel width. As the joint probability of U
and V is mostly unknown and only a limited number of Iy samples {u(i), v(i)}ff: L of U and
V are available, the correntropy is computed as Parzen Kernel estimator. As discussed

earlier in Eq. (3.13)), the cost function of the nonlinear estimator can be formulated as

| —

Ji=Cuy=

Iy
Y Go (ex(i)). (6.3)
i=1

~

S

In the filter design, we consider the maximization of correntropy between the true state
X and estimated state fck| « 1-e., maximization of cost function Ji. Hence, the best estimate

Xy is a solution of Ji

Under the MC-based design criterion, the best estimate X;; must ensure the maximum
correntropy between the true state x; and estimated state X;;. In this criterion, X is

obtained by solving a regression model that takes into account the augmented states, given

as [166][138]

Xy Xf
S tep (6.4)

Yk Y(Xk)

Before proceeding further, we define two error quantities, 8;;' 1 and elf‘ o as

&, 1 =X, —X
klk—1 k klk—1>
| 6.5)

X A
€k = Xk — Xklks
To this end, objective is to compute the Xy, from the regression model in Eq. (6.4).
However, nonlinear function y(xX;) in regression model may result in a non-trivial

solution. To improve its numerical stability, the measurement model is statistically
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linearized as [[167]]

Yi = -1+ Ti€yy + S+ 7k, (6.6)

where T, = (Pk_|k 1PZ]Y1< )T is measurement slope matrix, and & stands for statistical

linearization error. Substituting linearized y; in Eq. (6.4)), and simplified to compute

augmented error [[117]

Xpi_ I,
€ = K - x; = Up — Vg, (6.7)

y A
i1 T TiXpg—1 L'y
where measurement innovation &’ and residual €, errors are are

klk—1 k|k

y _ & _ X
k-1 = Y~ Yik—1 = Di&e 1 + 7%,

(6.8)
EZV( =Y — 5’k|k = kazf\k + 7,
with covariance as
- Sg\k 1(S/I<)|k Db -
E [ee; | = = Stp—1(Skk—1)" - (6.9)
0 Sisp’
and E [-] denotes the expectation operator with
(
Sk‘k 1= = chol (E [ekek })
P
k\k | = chol Py 1) (6.10)

(
(

k—chol( (S+70) (A+7)T]).
Lt

| =chot(E [P, ~TWPy 1T ).
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normalizing Eq. by multiplying Sk_|11—l on both sides, gives

Xpk—1 -
: A ~Sklk—1
Elk—1 + TiXppe—1 I

& =S| X =Dy — Wik (6.11)

where 9y, W}, and €, = S,;‘,Llék are (n+ m)-dimensional arrays.

The value of x; that maximizes Jy is the desired posterior estimate of x at #, 1.e.,

X = argmaxJy. (6.12)
X
Therefore, X, is a solution of
d
j =0. (6.13)
ka

Eq. (6.13)) computes the solution of cost function at #;, as [35]

I, —1
xp = g(xx) = (Z Go (€(1)) (%(D)T%(l))
=l (6.14)

ls
X (Z Go <ék<z>><7/k<z>>T9k<l>> :
=1

where 9y (1), #;(1), and €(l) represent I'" element of P, and %, and €, respectively,
Vi e {1,2,--- ,n+m}. Please note that g(x;) is an exponential function of x; due to the
Gaussian kernel G4 (€x(1)). Therefore, Eq. (6.14) fails to offer a closed-form solution. A

fixed-point iteration based numerical approximation method [166]

X, = (@ 07) " (10,2.). 6.15)

where ¥ = diag(9¥} 9}), with 9] = diag(€(1), - ,€&(n)), and ¥, = diag(ex(n +
1), -+, €(n+m)). Expanding Eq. (6:13), a detailed expression of x} is provided in
Appendix A. As a result, as discussed in [33], the estimate and covariance of x; in every

iteration at #; time instant can be obtained as
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At N —t—1 N
Rk = Rie—1 T K (V% = Fae—1),

¢ i1 1 N\NT . \T (6.16)
Pk\k - (Hn — Ky Fk) Prie—1 <I[n —K; Fk) +K; Ry (Kk ) ,

ZJh

where superscript t represents " fixed-point iteration for the #; time instant. Moreover,

other parameters used in Eq. can be obtained as

(

-1
—t—1  st—1 1 (5yy !
Ki =Pyl (Pk|k—1 ;

=yy'~! =1—1 =7—1
P =0y T + R, 6.17)
.

Pk\k—l = Sf\k_l ('19@_1 (Sg‘k_ 1 )T7

1—1
Rk

= S7(9}) (8D

As a stopping criterion for the iterative process, we compute a relative error quantity
E,, is smaller than the predefined tolerance level x in every recursion,
ot ot—1
||Xk|k — Xk |

||Xk|k

where ||.|| denotes a second norm. Consequently, the iterative process stopped when E,,
became smaller than a predefined tolerance level . At the end of iterative process, the

optimal solutions are computed as

N At
K =X,
Kk Tk (6.19)

Furthermore, we calculate the process error terms 8;5‘ . and as well as the

X
Ek—1

measurement error terms €Z| ‘ and 82] to be utilized at a later time.

k—1°

To this point, the proposed estimator optimizes X; in a time-independent Kernel
space, with o prioritizing second-order moments over higher order moments (as shown
in Eq. (6.2)). The optimality of the MC criterion is dependent on the value of o,

which must be adapted to handle varying outlier conditions. The existing PSSEs assume
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Figure 6.1: Modified MC-based PSSE algorithm

the noise covariances Q; and Ry, which in real-time power systems may be unknown

and time-dependent. Thus, the proposed estimator’s robust and adaptive features are
presented in the following sections.

Remark 6.2.1 Large sensor outliers due to system failure may produce singular 9y

matrix, which in turn may fail estimation algorithm. So a robust approach is given below:

» We compared || = |8Z\k—1 (FkPk‘k_ll“,{ +Ry) - 8,?6{_1] with positive threshold
value @, and included a precondition for state update to be followed.

o If |8k| > @1, the measurement data is considered to have temporal bad data. Hence
state update is skipped, i.e Xy = Xy|i—1, and P = Py _y.

The proposed estimator adaptively updates o; through 1" fixed-point iteration at

1, time-step in accordance with dynamically varying Gaussian Kernel, its innovation

covariance, and covariance with measurement residual at time #.

1 . AN y "
O_15 if tr (Pk|k—1> <tr <8k\k8k|k>
t
o= or (P ) (6.20)
O ——, otherwise
tr (8,f|k8,f‘k)
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R
where elf‘ X denotes residual error, Pz‘yk_l denote innovation covariance at " fixed-point
iteration and 7(.) denotes the trace. Please note that 6; — oo leads to ¥, — I. Thus
FSMCGEF behaves as a CKF method. Conversely, G,ﬁ — 0 leads to ¥, — 0, resulting in

filter divergence.

The proposed PSSE adaptively estimates the unknown statistical noise information.
The nonlinear filters implemented in [168]],[169] proposes Bayesian and maximum
likelihood methods, which are reliable. However, these filtering solutions are
computationally costly, and assume time-invariant dynamic error, which is unrealistic
for online monitoring. Covariance matching methods, such as SHAKF [137],[138]],
estimate noise statistics using innovation or residual sequences and then employ a
matching technique. This work proposes a computationally efficient self-adaptive
covariance matching method for the MCGF-based PSSE. Based on innovation and
residual measurement error, the estimated R; is calculated based on measurement
covariance as

Ry = 8,f|k,18,f|7;<,1 —TiPyy If,
. (6.21)

Ry = &6, + TPyl -
Readers may follow [137]] and Appexndix for a detailed derivation. To ensure positive
definiteness Ry at time-step &, is computed using second expression of Eq. (6.21)), and
and thus, we will use the same expression. at time-step #; Here-onwards, this chapter
represents Qk, and R, to represent adaptive noise covariance. similarly, adaptive process

noise covariance [139]] Qk can be obtained as
A T T T — , T__T
Q=E[7%7] = KiE |&),8, | K] = Kie} 80, KL (6.22)

are measurement errors. Please note that a wrong selection of Ry is

y y
where £k| K and &,

k-1
reflected in measurement residual error. Therefore, we define a weighting parameter U.
Thus, we obtain the final error value as a weighted summation of Ry and measurement

CITOr.

A weight is given to process and measurement noise based on the innovation in
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measurement sequence and standard deviation in current measurement covariance.

A A T
R = R +(1— ) (e,{_”k_]e,f_”k_l +rkPk_1|k_lr,{) , (6.23)
where
1, ifgy >1
Hie = (6.24)
g;p, otherwise
zr(ﬁz‘yk:l)
with g% = T . Observing state model variation and innovation sequence,

t y
’r(8271|k718/§71\k71>
complex PSSE method needs to be online tracking with self-adaptive nature of noise

covariance. The innovation sequence given in Eq. (6.24) is a judging criterion for

evaluating the change of measurement noise dynamics.

) Q. if0.98 <Ry /PY_, <1
Q= (6.25)

A = =T .
WeQr—1 + (1 — ) Kkglf\k‘glngk , otherwise

The steps to be implemented for this iterative method are shown in Algorithm{3]

6.3 Simulation and result

In this section, we validate the improved accuracy of the proposed FSMCGF-based
PSSE method compared to the AGF- and GF-based PSSE techniques for 14-, 30-, and
118-bus networks from the American electric power system (in the Midwest). 30 PMU
data packets were received between adjacent RTU measurements in the interval of two
seconds. Readers may follow Table [5.1] for information on buses with PMU locations
(giving voltage and current phasors), power injection, and power flow for 14-, 30-, and
118-bus power system networks [47][162]].

True data generation: The power system state dynamic data are same as Section
The power system state dynamics were modeled as a random walk due to the low
likelihood of significant changes between two successive PMU scans. The measurement

model used was adopted from [47], [162], and the Gaussian component of process noise
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Algorithm 3 Pseudo code for computing Xy, and Py

Input: X; 1, Xge—1> Pre—1, 7, m, X, and gy,
Output: X;; and Py
Initialization: Xy (1) = Kgx—1, Er = 1000 (any large value), and ¢ = 1

Y Y X X ;
Ek—17 E_1k_1° Ex—1 and &, using Egs. (6.3) and

—_—

2 || = |€Z‘k_1 (TaPyp If +Rk)7l S,f‘i_l\
3. if |@x| > @,;, then
4: X :ﬁk|k—l and Pk :Pk\k—l
5: else
6: while £, > x do
7: Compute Sg‘k_l, SR, and Sk(k—1 from Eq. (6.10),
8: find € using Eq. (6.11),
9: ﬂk:diag(ék(l), cee ék(n—i—m)),
10: compute f(;{'k and P§<|k using Egs. and (6.17),
11: update o; using Eq. (6.20),
12: compute E,, using (6.18)),
13: t=t+1
14:  end while
15 R, and Py using (6.19),
16:  update Q and Ry, following Eqs. (6.23)- (6:29),

17:  return X;; and Py.
18: end if

covariance was considered as Qg x = 9 107°1,,, [134]]. Here, the Gaussian component
of measurement noises with the following standard deviation values was considered [[161]]:
From RTUs: slack voltage 6, = 0.001, power injections 5[; = 0.02, and 5q’i = 0.02,
power flows between buses S;f = 0.02, and S;f = 0.02, and from PMUs: voltages
(both real and imaginary) 87 = 0.001, and currents between connected buses (both real
and imaginary)8” = 0.001. With the given values standard deviation of the augmented

measurement model is given as

6 = diag([0; J,; 6,; 6,7 Oyr 67 871). (6.26)
Then, we take the Gaussian noise component as 7y = 4/ (0, R; x)Vj € {1,2}, with Ry 4 =
5.

Following our problem formulation, in addition to the above discussed non-Gaussian

noise, we add a non-Gaussian outlier 73 ;. Considering that outlier has an additive
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effect, the net randomness in the data becomes 7} = k71 + (1 — &,)Z2 4, Which
becomes non-Gaussian against the Gaussian assumption of the noise. Interestingly, even
a Gaussian 75 makes the net randomness 7 = k7] x + (1 — k)75 x non-Gaussian.
Thus, the purpose of non-Gaussian outlier is served even if we consider 75 ; as Gaussian.

To incorporate non-Gaussian noises, this chapter consider weighted sum of Gaussian

1

n n
PDFs fg; = Y K,ifw;,, where ) Ky = 1, n denotes number of components and fy,
=1 ’ i=1

represents a weighted summation of Gaussian PDFs Vi. Please note that weighted
summation of several Gaussian PDFs gives a non-Gaussian PDF. A similar modeling

approach is followed for the process noise fq, = Y. Kjife,, With ) &, = 1.
i=1 ' i=1

In order to evaluate the adaptability of the proposed estimator, correction factors
Yo = 10 and yr = 100 are multiplied with the true noise covariances Q;; and Ry,
respectively, to account for the wrongly assumed noise covariances (A)]’k and lA(Lk. This
approach is employed to validate the performance of the proposed estimator under
adaptive conditions. Unless otherwise specified, the aforementioned parameters will

remain unchanged.

Performance indices: 100 Monte-Carlo (M) simulations were conducted to test the
estimators’ performances under uncertain states and measurements of the power system.
Considering the complexity of the power system dynamic, we study the behavior of the
buses transiently. This simulation study compares the proposed estimator with existing
GF and AGF methods using performance metrics like RMSE, MAE, and MAXE as
mentioned in Chapter MSE and MAE measure overall square error and absolute
deviation between true and estimated states. MAXE computes the maximum deviation

between true and estimated states throughout M, runs.

We conducted various simulated environments for performance validation, which
are discussed through 4 different case studies. Case-1 considered nominal base voltage,
Case-2 and 3 used xg = 1£0° as true initial states. Case-1 and 2 discussed performance
under different irregularities, Case-3 studies the performance of the proposed estimator
for handling irregularities simultaneously under loading conditions. Finally, Case-4

analyzes the consistence of the proposed PSSE with other existing PSSEs.
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Case-1: Only measurement with non-Gaussian outliers

In this case, we consider that only measurement consists of non-Gaussian outliers
with fo, ~ 0.9 x fz;, + 0.1 X fz;, where fo;, and fo;, are pdfs of 4 (0,Ry)
and (0, Rz’k), respectively with Ry, = 10*82. Thus, as discussed above, the net
randomness in the measurement (including measurement noise and outliers) will be
considered as summation of two non-Gaussian. We consider the model and noise
parameters same as the above discussion, while we assign the initial estimate and
covariance as Xo|g = X and Py = 107T,,,.,,, respectively. Sample true and estimation
plots obtained using the proposed FSMCGF-based PSSE technique for voltage magnitude
and phase angle at bus 9 (V9 and &) are shown in Fig. We observed other bus
voltages are also successfully estimated. The close match between true and estimated
plots shows a successful PSSE for the proposed FSMCGF-based PSSE technique. We

analyze the errors for more complex scenarios in the coming subsections.
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Figure 6.2: Case-1: True and estimate plots at bus-9 (subscripts 14, 30, and 118 represent
the 14-, 30-, and 118-bus networks, respectively).
Case-2: Gaussian process and measurement noise with random outliers
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In this case, process and measurement noise have been non-Gaussian. The
measurement noise distribution remains the same as in case-1. Here, the power network
is disrupted with hunting condition, represented by non-Gaussian outliers modeled as

f7 ~ 09X fo, +0.1 X fo, where fz;, and fz, are pdfs of #(0,R;;) and
W (0, Ry ), respectively with Ry 4 = 10%52.

f@k ~ 0.9 x f@l_k +0.1 % f@z‘k‘/’/(()? QZ,k)v (6.27)

where fq,, and fq,, are pdfs of /4 (0,Q, ) and 4 (0, Q, ), respectively with Q; =
10°Q 4.

In this test case, the proposed FSMCGF-based PSSE method was compared with
the AGF- and GF-based PSSE methods using different networks. Multiple performance
metrics, such as RMSE, MAE, and MAXE, were computed. The average MAE at each
bus for voltage and phase angle are plotted in Fig. [6.3] and it is observed that the proposed
FSMCGF method (shown in black and magenta) outperforms the GF and AGF methods
in terms of MAE for all tested environments. The minimum MAE values are achieved

for voltage (in black color) and phase angles (in pink color) for 14-, 30-, and 118-bus

networks, as shown in Fig. [6.3(a)|to [6.3(c)!

Case-3: Performance validation with different non-Gaussian measurement values and
Q, and R,
This case includes a performance comparison of the proposed FSMCGF-based PSSE

method with existing AGF- and GF-based PSSE under a wide range of scenarios.

* Performance metrics when both process and measurement noises include random
outliers by varying process and measurement noise Gaussian co-efficients k;, and

K, respectively.

* Performance metrics for different random outliers in measurement noise by varying

measurement noise Gaussian co-efficient .

« Performance comparison for selecting Q, and Ry values different from respective

true values Q; and Ry, respectively.
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Figure 6.3: Case-2: MAE (in 10~%) for voltage magnitude (V) and phase angle (&) of all

buses for the proposed ( FSMCGF) and existing PSSE methods: (a) 14-bus, (b) 30-bus,
and (c) 118-bus.

The proposed FSMCGF-base PSSE method voltage magnitude (V) shown in black color and
phase angle (&) shown in magenta color.
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This case has the same estimation parameters as Case-2 if not stated otherwise. A
thorough investigation was carried out for 14-, 30-, and 118-bus power system networks
to evaluate estimation accuracy in terms of average of MSE, average of MAE, and
MAXE obtained by averaging the per unit voltage and phase angle & across all buses.
Table [6.1] shows average of MSE, MAE and MAXE for the proposed FSMCGF-based is
minimum for all tested environments, such as 14-, 30-, and 118-bus, respectively, with a
slightly higher computational time.

A high value Gaussian co-efficient K, in a Gaussian mixture model makes the
Gaussian mixture more Gaussian and less heavy-tailed. A performance comparison
test was carried out for 14-, 30-, and 118-bus power system networks to validate the
estimation superiority of the proposed filter. &, with a step variation of 0.2 with an
initial value of 0.2 is considered for tabulation. Table indicates that the increase in
Kg, i.e., less heavy-tailed or more Gaussian value, reduces the average of MAEs for all
PSSE estimators. The Value of average of MAEs reduces for all of the mentioned PSSE
estimators, and the proposed estimator was found to be adaptive to Kernel bandwidth.
This is due to increase in K, value, which assigns less weight to the outlier distribution.
By doing so, measurement noise becomes less heavy-tailed, or, alternately, more
Gaussian.

The proposed FSMCGF-based PSSE estimator considers adaptive Kernel bandwidth,
Q;, and R; throughout its operation. To validate this, mean of error deviations are
computed by carrying out PSSE in 14-, 30-, and 118-bus environments, respectively.

Table [6.3| highlights two points:

1) Despite any mis-assumption about sensitive process and measurement noise
covariance, the proposed FSMCGF-based PSSE MAEs are minimal among other

existing PSSEs.

ii) PSSE methods perform optimally when Q, and Ry, are equal to their true values or

Qi/Ry = 1.

i1) The robust nature of the proposed FSMCGF-based PSSE enables it to outperform
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other existing AGF- and GF-based PSSE methods when Qy /Ry is equal to 1, as it

can handle non-Gaussian outliers effectively.

Table 6.1: Case-3: Average of error performance (in 10~#) and computational time (in
ms) comparison for voltage (V') and phase angle (6) of all buses.

Network PSSE method Average of MSE Average of MAE  MAXE  Execution time (ms)

A% o v 0 v o

14-bus FSMCGF 0.38 0.32 40 30 15 14 6.2
AGF 3.96 2.93 130 120 550 51 6
GF 9.8 9.5 227 210 92 94 5

30-bus FSMCGF 4 3 100 100 57 50 39
AGF 17 20 290 310 110 125 38
GF 24 28 370 380 150 150 34

118-bus  FSMCGF 2 2 100 100 71 75 82
AGF 25 27 370 380 260 270 80
GF 22 24 350 370 250 260 74

Table 6.2: Case-3: Comparison of average of MAEs for different PSSEs (in 1073) with
Gaussian noise co-efficient K, for the states.

Network  Filter k=02 xk,=04 xk,=06 K,=0.8 K, =1
v 6 V 6 V o6 V & V o
l14-bus FSMCGF 10 9 9 8 7 6 45 44 1 2

AGF 25 26 23 20 10 20 16 16 04 5
GF 38 42 37 41 35 38 29 31 95 104
30-bus FSMCGF 23 19 21 18 18 16 15 14 6 5
AGF 32 27 30 26 28 24 27 23 10 10
GF 41 36 40 34 37 31 31 26 12 13
118-bus FSMCGF 34 36 32 33 29 30 23 23 10 10
AGF 40 042 39 041 39 41 38 40 37 38
GF 33 35 41 43 41 42 40 41 35 37

Case-4: Concurrent effect of sudden load change, a sudden increase in power
generation with measurement noise having outliers as a mixture of Gaussian and
Laplacian noise and bad data

This case tests and validates the performance superiority of the proposed
FSMCGF-based PSSE under extremely bad power system monitoring situation,

such as the concurrent effect of the following condition:
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Table 6.3: Case-3: Comparison of average of MAEs for different PSSEs (in 1073) with
noise mis-assumption factor yq and yr for the V, and 9 states.

Bus Filter =00, ®w=100 H=Lmwr=1 N=L®w=10 w=10,®R=10 vy =10, =100
A% 1) v 1) \Y% 1) A% 1) A% 1)
14  FSMCGF 10 12 4 4 5 5 4 4 4 3
AGF 10 12 13 12 10 11 10 12 13 13
GF 21 12 13 12 22 24 13 12 23 24
30 FSMCGF 12 10 3 3 5 4 3 3 7 5
AGF 13 11 13 9 13 11 11 9 17 16
GF 23 15 13 9 16 15 13 9 19 18
118 FSMCGF 12 13 6 6 8 8 6 6 8 8
AGF 13 14 12 13 12 13 12 13 11 12
GF 22 23 12 13 19 17 12 13 20 22

* A sudden 10% increase load occur at bus-3 after 8 second and input power
generation at bus-2 is increased by 10% after 16 seconds. Consequently, the

dynamics of the power network change considerably.

* After 20 seconds, the PMU located at the 13" bus sends falsely injected
measurement data to control center, which is inaccurate, indicating a value of 1 per

unit and a phase angle of 0 degrees.

* Unlike Case-1 and 2, here, power system measurement noises are disrupted by

random outliers due to both Gaussian distributed and Laplace distributed noise.

fri ~ 0.8 fzi N (0, Ry ) +0.15 fzs, A (0, Ra ) +0.05 fs,. (6.28)

where f7;,, fzs,. and fo;, are pdfs of #(0,R;x), 4 (0,Ryy), and L(0, 0.05),

respectively.

Please note that ./ and L denote Gaussian distribution, and Laplace distribution,
respectively. A true and estimation plot for the above testing condition is shown in
Fig. [6.4l This figure shows that the proposed FSMCGF-based PSSE was successfully

estimated during the concurrent occurrence of the above-mentioned adverse effects.
6.3.1 Case-5: Consistency evaluation

The consistency (or credibility) analysis of an estimator is crucial for its

implementation in practical application like PSSE design. The consistency of an
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Figure 6.4: Case-4: True and estimate plots at bus-2 for the sudden load change condition
with non-Gaussian measurement.

estimator is evaluated by computing its normalized estimation error squared (NEES).
The NEES is computed by taking square error in the states i.e., X;; — X, normalized with
the estimated state error covariance i.e., Py. We consider M, number of Monte-Carlo

simulations was considered to compute NEES at k" time-step of /" Mont-Carlo run.

NEES! = & Pyel. (6.29)
Average of NEES (ANEES) over M, simulation runs is
1 Mc .
ANEES, = — Y NEES\", (6.30)
¢i=1

A consistently high value of NEES implies that the estimator underestimates the
uncertainty in the system and vice versa. A reliable estimator makes accurate predictions
with a reasonable level of uncertainty, NEES is close to 1. ANEES belongs to chi-square

distribution, with a degree of freedom 1 was considered for this testing on a 14-bus power
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system network.

_ , 1
LB = 11— —1.96
" ( 9nMC) V 9nM, | ’

- 13

2 [ 2
UB= 1— 1.96
" < 9nMc) * M, | ’

(6.31)

The proposed estimator NEES value with two sided 95% probability value for a
significance level of 0.05 lies well within its confidence region (between lower bound
LB=0.78 and upper bound UB=1.25), thus guaranteeing the estimator’s reliability.
NEES;, of all PSSE estimator are plotted in Fig. [6.5] to test their consistency or
credibility. This figure shows that the AGF-based PSSE is inconsistent as the averaged
NEES takes all values outside UB and is said to be an optimistic estimator as the error
covariance is too small. NEES, for the proposed FSMCGF-based PSSE lies between LB
and UB. Hence, the proposed estimator behaves neither as a pessimist nor as optimistic
around the power system process and measurement uncertainties. Thus, the proposed

estimator is the most credible PSSE estimator.

30T @ FsmcGE AGF-----GF
o* | ——LB---UB |
=1.51
Z
0.0 - .
0 40

Time-step (seconds)

Figure 6.5: Case-5: NEES plot for consistency evaluation for 14-bus.

6.4 Discussion and conclusion

An accurate and robust PSSE is of utmost importance as it enables the development
of effective energy management plans and guarantees a secure, reliable, and stable
power distribution, particularly in light of the rise of electric vehicles, traction loads,
and distributed energy resources. The traditional PSSEs performance degrades when

the noises are inaccurately assumed and/or are variable and sensitive to non-Gaussian
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outliers. The proposed PSSE estimator optimally considers the higher order moments
through correntropy and fixed-point iteration method and, subsequently, implements an
self-adaptive Kernel bandwidth, self-adaptive Qy, and R; method to obtain the optimal
estimation. Numerous simulation experiments were carried out on IEEE 14-, 30-, and
118-bus, including normal loading conditions, sudden load change, Gaussian noise,
Laplacian noise, mixture of Gaussian and Laplacian noises, bad data injection, show that
the proposed FSMCGF-based PSSE outperforms the traditional estimators, such as AGF
and GF in terms of performance index, such as average of MSE, MAE and MAXE. This
chapter implements a CKF based formulation of the proposed FSMCGF-based PSSE
implemented this performance validation. Results validate that estimation accuracy of
proposed FSMCGEF improves by nearly 60% with a negligible higher computational cost
under proven circumstances. The proposed estimator was also found to be the most
credible estimator from their normalized estimation error squared with a 0.05 significance
level.

The contribution of this work lies in developing a robust PSSE that can withstand
various power grid abnormalities, thereby advancing power system applications.
However, the researcher also encountered another challenging case of online estimation
during their research work, which was the Covid-19 pandemic that caused countless
financial losses and human lives without a vaccine. As a scientific responsibility, the
author took the initiative to extend the CKF method for ESE applications, specifically to

estimate the population under different groups affected by the coronavirus infection.
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Chapter 7

Kalman-based Compartment
Estimation for Covid-19 Pandemic

using Advanced Epidemic Model

This chapter introduces a Gaussian filter-based advanced ESE method. Alternatively, this
chapter utilizes Gaussian filtering algorithm to estimate the compartmental populations,
including susceptible (S), exposed (E), infected (I), recovered from exposed (R.),
recovered from infected (R), passed away (P), and vaccinated individual (V) populations
of an advanced epidemic model. Although the proposed ESE method applies to any
pandemic or epidemic, this chapter will be focused on Covid-19.

Recalling Chapters and this chapter attempts to implement Gaussian filtering
algorithm to estimate the quantified population who are susceptible (S), exposed (E),
infected (I), recovered from exposed (R,), recovered from infected (R), passed away (P),
and vaccinated individual (V) compartments.

Covid-19, caused by SARS-CoV-2, is an airborne viral infection that originated
from Wuhan, People’s Republic of China. Since its inception, it has infected half a
billion people, killed close to 6 million people, and forced almost every country across
the world to impose strict lockdowns, resulting in significant economic losses. New
variants of the virus may make vaccines less effective over time. Mathematical analysis,

such as in [[170],[171]], and [[172], can help reduce the burden on medical infrastructure.
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Aggressive non-pharmaceutical interventions (nPIs) may increase financial burdens [52],
so minimal financial burden nPIs should be prioritized. Furthermore, recent research
suggests that coronavirus mutates its genome sequence, resulting in new variants that
make the vaccine less effective over time. But in absence of life-time immunity providing
vaccine, dynamical model-based analytical results can help authorities frame appropriate
strategies and guidelines for the public to stop or slow the transmission of widespread
epidemic.

It is expected that model (SIR model) analysis-based strategy making should be
superior if the models comprise more parameters. With this motivation, the later
developments incorporated more compartments, including susceptible (S), exposed
(E), infected (I), recovered from exposed (R.), recovered from infected (R), passed
away (P), and vaccinated individual (V) compartments. With different combinations of
such compartments, various models, including SIRP [54],[55], SEIR [58], SEIRP [59],
SEIRRP [60], SIRV [61]] models, are introduced in the recent literature. These models
are nonlinear in order to characterize the nonlinear disease dynamics. Moreover, these
models become stochastic in order to characterize the modeling errors and uncertainties
of the disease dynamics. Subsequently, the author develops GF-based ESE to online
monitor the quantified information of compartments, such as susceptible, exposed,
infected, efc. Literature on GF-based ESE, such as the EKF, UKF, and their extensions,
used in the [54], (53], [141], [73]], are known for their poor accuracy and stability. Thus,
introducing an efficient estimation method can further improve the accuracy.

Summarizing the above discussions, we highlight the motivations of this chapter

below:

 Consider the exposed and infected populations separately in order to address their

inconsistent recovery pattern.

e Consider the stochastic nature of the model in order to address the limitations of

[L73].

» Consider the exposed and vaccinated populations in a single model, which is yet

not considered in the literature.
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* Implement a state-of-the-art estimation technique, like the CKF, for estimating the

compartment populations with improved accuracy.

* Finally, the motivation of this chapter is to improve the accuracy of the model-based

Covid-19 spread analysis by accomplishing the above mentioned motivations.

To accomplish the above mentioned motivations, this chapter modeled an
advanced SI/R model and a popularly known estimation technique named CKF to
derive analytical conclusions helpful in non-pharmaceutical policy-making. We include
various coronavirus disease impacting parameters, such as infection rate, recovery rate,
reinfection rate, mortality rate, incubation rate, recovery rate of exposed group, and
vaccination rate to model complex Covid-19 disease dynamics. The model considers
seven stages of infections: susceptible (S), exposed (E), infected (I), recovered from
exposed (R,), recovered from infected (R), passed away (P), and vaccinated (V)
population; abbreviated as SEIRRPV epidemic model. Henceforth, we will refer to
the advanced SIR model as SEIRRPV model in the acronym form of its compartment.
To validate, a mathematical analysis of the proposed epidemic model is demonstrated,
which identifies the non-negativity, uniqueness, boundary condition, basic reproduction
rate, sensitivity analysis, and stability analysis. A stochastic SEIRRPV model is then
combined with a novel estimation technique, the CKF, to derive analytical conclusions
about epidemic transmission. The CKF is a nonlinear Bayesian approximation filtering
method, performed in prediction and update steps. The implementation of the prediction
and update steps involves intractable integrals. The CKF uses third-degree spherical
cubature rule for approximating the intractable integrals. Finally, we compared our
results with existing SIR, SIRP, SEIRP, SEIRRP, SIRV models [60], [61]], and [174]. The
meaning of these models can be derived from the descriptions of every word provided.
Please note that ‘recover’ represents those recovered from Covid-19 infection for SIR,

SIRP, SEIRP, and SIRV models where exp103s§d compartment is not considered.



7.1 Compartment based SEIRRPV model for analyzing

Covid-19 spread

This section gives an overview of the compartment-based epidemic model used to
analyze the spread of Covid-19. In general, the behavior of real-life systems or processes
is complex, and modeling their exact dynamics is challenging. However, in many cases,
the physical laws are well established in the literature to derive an approximated model,
e.g., the laws of motion can be used for approximate modeling of the motion of a moving
object [6]. On the other hand, modeling dynamics of a biological process, such as
the transmission of a new pandemic, is complex and lacks well-established physical
laws characterizing their dynamics. The Covid-19 transmissibility is dynamic and
ever-changing. It is new and unique for the scientific community, and no physical law has
yet been developed to define its transmission rate and other behavior precisely. In such
cases, the standard mathematical models are established in the literature for modeling
disease behavior based on certain hypotheses applied to the pandemic behavior. Before
introducing the proposed SEIRRPV model, we mention the following hypotheses on any

pandemic [53]], [175]:

(a) The disease is contagious and spreads through direct and indirect contact or even

airborne transmission.

(b) The population remains constant during the period of the study. The deaths
(excluding those caused by pandemic) and births during the study duration are
ignored. It is worth mentioning that these numbers are expected to be small

compared to the total population.

(c) There may be some latency period during which an infected individual is not
infectious. Similarly, There may be an exposure period during which an individual
may be both infected and contagious but does not show any visible symptoms, i.e.,

asymptomatic.

(d) Every individual in the considered population has the same immunity.
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(e) Every individual in the considered population interacts equally with others in other

compartments.

It should be mentioned that the hypotheses may not be unique across the practitioners.
However, the resulting accuracy and the model complexity should be key factors in
specifying a particular set of hypotheses.

The above mentioned hypotheses are generally common for all compartment-based
modeling. A deterministic SEIRRPV model follows these hypotheses. Any modeling
study comes with inherent limitations. Here, hypotheses and condition are
not true for coronavirus epidemic. However, we can approximate a study of shorter
duration and associated uncertainty in our model. We consider the scenario of Covid-19
pandemic in Delhi, the capital city of India, with a population of 32 million. We
implemented the proposed model to estimate the disease transmission in Delhi between
17 January 2021 and 26 April 2021. The simulation study period is important because
Delhi witnessed its second wave from March and stretched to June 2021. There was a
Covid outbreak throughout the city of Delhi. Hence, our assumption stands true that the
entire population is equally susceptible to the Covid-19 pandemic. Although the birth
rate (approximately 0.003% of total population) and natural death rate (0.03% of total
population) are negligible compared to the total population of Delhi (approximately 32
million), the imperfection in these models could result in uncertainty in the predictive
capability of Covid-19. Therefore, the author remodeled the deterministic epidemic
model as a stochastic-based SEIRRPV epidemic model. In stochastic systems, there is
no disease-endemic state, so persistence of the disease cannot be observed.

Based on the aforementioned hypothesis, we have identified several influencing
parameters of the Covid-19 pandemic that are used to model the SEIRRPV deterministic

epidemic model. These parameters are listed in below subsection.

7.1.1 Parameters involved in Covid-19 pandemic

The real-world scenarios, such as medical infrastructure, geographic demographics,

social structure, public awareness, government strategies, efc., may be linked to a
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mathematical model. These epidemic models estimate different compartments and
simulate various parameters influencing the transmission of the Covid-19 pandemic.

Some of these parameters have been explained below.

Infection rate (o)

As mentioned in the previous section, the o number of susceptible people get
infected with Covid-19 from an infected or exposed individual per unit of time. The
Covid-19 disease can be transmitted through direct and indirect contact and airborne
transmission. So, the infection rate parameter considers the level of social interaction,
population density, environment healthiness, and social cleanliness. A high contact rate
increases the infected population at a faster pace. However, strict measures and social
awareness can slow down the transmission of the SARS-COV-2 virus even in densely
populated cities or places with poor healthcare facilities. One such example is Asia’s
largest slum bearer, Dharavi, which successfully controlled the pandemic by stricter social
measures imposed by Brihanmumbai Municipal Corporation (BMC), Maharastra, India
[176]], as acknowledged by the world health organization (WHO). Government authority’s
decisions include critical social distancing at the workplace, masks in populated areas,

protection against virulence and lockdown, and others.

Recovery rate ()

It is the rate at which infected individuals are reported to have recovered on a given
day. The speedy recovery of people depends on the healthcare facilities and medication
they get. Hence, state hospitalization facilities, number of intensive care units (ICUs),
availability of clinical drugs, transportation facilities, efc., impact the recovery speed for
the pandemic. The value of B may be different for all pandemics. One influenza-infected

individual gets ill for 3-7 days (mean time =5 days), so the recovery rate 3 is 1/5 [60].
Reinfection rate (7)
It is the rate at which recovered individuals get reinfected with Covid-19. In recent

times, few Covid-19 fully vaccinated people have also been infected. So, vaccination does

not make an individual fully immunized. Thus, ¥ is the inverse of the immunity rate. It is
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otherwise called the immunity loss rate. Preliminary studies claim the immunity rate for
Covid-19 stands for up to 4 months [[177]. In SEIRP, SEIRRP-models segregate infected
people into exposed and infected compartments. Recovered people may get exposed or
infected with Covid-19. In SEIRP, SEIRRP, reinfection rate terms are specified as 7,
and 7, respectively. Moreover, we have one compartment to address contaminated people

(‘infected” compartment), so the reinfection rate for SIR, SIRV, and SIRP-models is 7.

Mortality rate (u)

The Covid-19 pandemic has caused more than 5.8 million human deaths (updated
on February 2022) [50]. The mortality rate of the pandemic is the ratio of the daily
number of deceased people to the total infected population on the same day. Hence, the

influencing constraints for mortality rate are the same as infection rate.

Incubation rate (k)

The transition of an asymptomatically infected individual (E) to be symptomatically
infectious individual (I) is called an incubation rate. In some cases, people are infected
and contagious. Still, they do not show any symptoms or are medically declared as
Covid-19 -ve due to the poor medical facility or by an error in real-time polymerase chain
reaction (RTPCR) test or antigen test [178]. These exposed people act as active virus
carriers, and the host may die or recover in both cases. So screening policies, contact

tracing, efc., like aspects may influence k.
Recovery rate of exposed group (p)
It is the rate at which exposed group individuals recover without being infectious.

However, it can not be inspected and needs lab-based proof. It may be considered equal

to or greater than f3.
Vaccination rate (Q)
It is the rate at which people are vaccinated to be immune from the variants of

coronavirus. Vaccination drive speed not only provides a weapon to reduce infection

rate but also reduces human fatalities. However, vaccine inefficiency, v, may reduce the
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vaccine’s effectiveness. During the vaccine testing and clinical trials, its efficiency is

evaluated.

7.1.2 Mathematical representation

We introduce the compartment models to analyze the Covid-19 transmission
behavior based on the above mentioned hypotheses. Our model is inspired by the SIR
epidemic model with inclusion of other pandemic spread impacting parameters, such
as rate of asypmtomatically infection @, infection rate «, recovery rate 8, reinfection
rate for Covid-19 recovered individual from exposed ¥, and infected compartment 7,
mortality rate (, incubation rate K, recovery rate of exposed population p as discussed
in Chapter Additionally, the recent vaccine rollout by Pfizer, AstraZeneca, and
others will favor the physical epidemic model. Here, vaccination rate, {2, and vaccination
inefficacy, v, play a vital role in controlling the pandemic. Hence, our proposed model is
also more diversified in the model formulation of complex disease transmission.

We follow transmission patterns of the pathogens in classified compartments in
terms of ordinary differential equations to formulate the proposed SEIRRPV epidemic
model. According to the World Health Organization, there are two varieties of people
infected by coronavirus: one does not have symptoms (E), and the other does (I). We
consider the scenario of Covid-19 pandemic in Delhi, the capital city of India, with a
population of 32 million. We implemented the proposed model to estimate the disease
transmission in Delhi between 17 January 2021 and 26 April 2021. The period of the
simulation study is important in the fact that Delhi witnessed its second wave of Covid-19
pandemic from March and stretched up to June of 2021. Here is assumption stands
true with the Covid-19 pandemic transmission in Delhi, i.e., total population of Delhi

is equally susceptible to the Covid-19 pandemic.

(a) Susceptible compartment individual transfer to exposed (E) asymptomatically,
and symptomatically, respectively, with infection rates of ¢, and «. Additionally,
recovered individuals from R, and R compartments become susceptible with
recovery rates 7Y, and 7, respectively. Further, A small portion of vaccinated

population becomes susceptible due to vaccination at a rate of Q.
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(b)

(©)

(d)

(e

®

(@)

Population from susceptible (S) and vaccinated (V) compartment transfer to

exposed (E) compartment with .. E + ol and vV, respectively.

Incubation rate x of exposed population and v/ of vaccinated population coming
to the infected (I) compartment from exposed (E) and vaccinated (V) population

compartment.

Recovered populations from asymptomatically infected or not hospitalized or those
populations recovered from Covid-19 but went unnoticed by the government data
are included in the R, compartment. It includes the net population of inclusion of
recovery rate p of exposed population and exclusion of reinfected population at a

rate of 7,.

R compartment includes individuals 3 rate of infected population (I) by excluding

reinfected rate of recovered population (R).

Passed away (P) compartment are the mortality rate 1 of infected population (I).

Vaccinated population is the net population of vaccinated people from susceptible
compartment S with Q rate by excluding infected people both symptomatically with

vl and asymptomatically infected with vaE.

We follow the fundamental steps to formulate our proposed deterministic

epidemic model. The following set of differential equations mathematically represents
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compartments of the SEIRRPV model.

ds
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An infection flow graph of advanced epidemic model is presented in Fig. [7.I]The system

Figure 7.1: Infection flow graph SEIRRPV epidemic model

model obeys mass conservation property. We have

§+d_E+g+dRe+@+d_P+d_V_
dt  dt dt dt dr dr dt

(7.2)

Hence, the sum of states will be equal to total population. Expressing states in terms of

population ratio, we will get the following;

S+E+I+R.,+R+P+V =1, (7.3)
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where 1 is the total population, including deceased. The sum of system states is 1,

considering the system is a closed one i.e., no natural death and births are considered.

Susceptible (S)

9) aS+al

Recovered
from exposed

Exposed (E) population

(Re)
Vaccinated Recovered
population from infected
V) population (R)
I

Figure 7.2: Block diagram of SEIRRPV epidemic model.

7.2 Problem formulation

The SEIRRPV epidemic model presented in Fig. has been briefly discussed
in nonlinear ordinary differential equation given in Eq. (7.1). However, it is difficult to
model all the states accurately for estimation purposes in a real-world scenario. These
modeling inaccuracies can be dealt with by including a random error, @; € R", which
follows Gaussian distribution with mean zero and covariance of Q in the state model

of Eq. (L.3). Similarly, a measurement for the epidemic model includes the number of
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infected individuals, .7, recovered individuals, &%, passed away people, &, and vaccine
inoculated people, 7 by the Covid-19 pandemic. These measurements are available
through government data, surveys, testing, and the medical health update register. These
data may not be error free. Furthermore, the RTPCR and other available coronavirus tests
are not perfect. Hence, we model this measurement noise as 7; € R” for Covid-19, and
without loss of generality, it is assumed to be a Gaussian distribution with zero mean and
R as covariance. All groups of different Compartment models are expressed in ordinary
differential equations as derived in Section The state space representation of the

proposed SEIRRPV model can be expressed as a state model and measurement model

referring to Eqs. (1.3)) and (1.4) in Chapter|T]

(a5 || _o,SE— aSI+ R+ R—QS)

dE 0.SE +aSI+ (vaV — k- p)E

I KE + (vaV — B —u)l

% _ pE— 1R, +@, (7.4)
dR BI— YR

i i

] eS-w(wE+al) |

and observed equation for SEIRRPV model is

5 100 0|]|1
R 010 0] |R
= + 7, (7.5)
P 001 0f|P
v 000 1|]|v

In this chapter, our objective is to estimate the states (each compartment). We will
implement a popular nonlinear Kalman filtering algorithm called as CKF, as discussed
in Section [/.4, which has better estimation accuracy among traditional filters, such as

EKF [73]], and UKF [82].
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7.3 Mathematical analysis of the Proposed epidemic

Model

Considering the initial condition of epidemic model, we derived disease-free
condition and basic reproduction rate £,. Additionally, we also discussed the

well-posedness of our proposed deterministic epidemic model.

Theorem 2 (Existence and uniqueness of solution): Let t* € RZF. The dynamical system
Eq. (71.1) admits a unique solution on interval (0,t*) for initial conditions satisfying

So>0,Ey>0,1p>0 R0>0 Ry>0, Py >0andVy >0 [lI79].

Proof 2 Let us consider, Y (t) = (S, Er, It, Rer, Rt , P, Vt)T. Then Eq. is expressed as
Y(1)=FX @)= (fi, o, /3, f4, f5: fo. f1)" where f; are the generalized function of ¥ (¢).
At initial condition, Yy = (SO,EO,IO,ReO,Ro,Po,VO)T > 0. Jacobian matrix of F (Y (¢)) can
be expressed as in the form of J(F (Y (1)) = % with i € {1,2,---7}. For simplicity, we

mention few elements of the J(F (Y (¢)) as

Ju= % = |=0E —al — Q[ <o, lez‘% = [ =S| < oo,

Ji3= % = |—asS| <o, J14=‘§—1€ = |Ye| < oo,

Jis = % = Y] < oo, J16=%=0§°°, (7.6)
Ji7 = 2—{/1 = 10| < oo, Jo = 66_];2 = |t E + al| < oo,

Jn = % =|atS—K—p+va,V| <o, Jo3= % = |aS| < o0, etc.

The partial derivative of model Eq. (7.1) expressed in Eq. exists , are finite and
bounded. The system model presented in Eq. (7.I) and J(F(Y’)), are continuous for
t > 0. Hence, F satisfies a Lipschitz condition on ]Rl. The existence and uniqueness of

solution for some time interval (0,7*) follows from Picard-Lindelof Theorem. [J
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Theorem 3 (Positivity of solution): The set

D= {(S,E,[,Re;,R,P,V) €ER. : S+E+I+R,+R+P+V <N,S>0,E>0,]
(7.7)
>0,R,>0,R>0,P>0,V>0,},

i.e, the dynamical system state variables of Eq. (T.1) are (S;,Ei, l;,Ret,Ri, P, Vy)

non-negative ¥t > 0 [180].

Proof 3 Let us consider, Y (t) = (St,Et,I,,Ret,Rt,P,,V,)T. Then Eq. is expressed
as Y'(t) = F(Y(£)) = (fir(.), far () e () far () fsr () St () e ()T where fi are the
generalized function of Y (t) Vi € {1,2,---7}. Rewriting Eq. (1.1),

d—gzl//u(.), where l//lt(.):—(XeE—OCI—F%TRe—F%—Q

Integrating the above expression, we get

S; = Spelo Vir(S.ELRR)dt > )y

de =yy(.), where Yy(.)= S+ aTSI —-K—p+VvVa,

Integrating the above expression result,

E, = Egeo vaSELV)dt > 0y,

4=y (), where yy()=*E—-B-pu+va
Infected population is computed as

I, = Iyexpl va(ELV)d > 0 vy,

%\;@ =y (), where yyu()= % —Ye

Population recovered from exposed compartment are,

Rt = Reoefé VarlER) A > 0 vy, %R = Vs5i(.), where  ys(.) I;e_e -7

Integrating the above expression, we get

R; = Ryexplo Vst LR > gy,

0P = (.), where ()= pl

Integrating above equation, we get

P=Py+uL(t) >0V 8 =y (), where () =L —vaE—val
Simplifying above equation

Vi=W expf(; Y(SELV)d > vy, Therefore, all solutions to model system Eq.

are non-negative.[]
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Theorem 4 (Boundedness of solution): The solutions of proposed model in Eq. (7.1)) are

uniformly bounded with non-negative initial conditions in the region D.

Proof 4 The proposed deterministic epidemic model given in Eq. (7.1)) can be expressed

as

ds
—+(aE+ol+Q)S=7R.+ YR

dt

dE
d—+(1<+p—aeS—vVoce)E:aSI
dl

—H(BHp—vVa)l=KE

dR,

YR =pE (7.8)
dR

—— +yR=BI

o TYR=B

P _

a M

dv

= + (va . E+val)V =QS

Considering initial conditions of the epidemic model as (So, Eg, I, Re0,Ro,Po, Vo), we
simplified Eq. (7.8) by taking the Laplace transformation method. The simplified
equations are given below

R R
S = " e;)+ = (1 _87%[) +Soe™ M, 1 = B+ ady + Q
1t

oS,
E = ¢t t (1 B efw) +Eoe ', Gy = Kep — @S, — vay,
21
KEs oyt oxt
= (1= ) s lpe™, gy = Bt — vary;
t
E
Rer = % (1 _¢4tt> +Reoe” ™, bu =7 (7.9)
t
I
Ry = gst < ei%t) +R0€7¢5tta 05, =7
t
P = ¢6z/ Ldi+PR, 9=
QS
Vi = ¢7’ (1 — e 9! > +V0e’¢7f’, O =va.Vi+vaV;.
1
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Taking the smallest of the upper bound i.e., supremum (sup) of the Eq. (7.9), we get

R R
limsupS; = Yela TV
t—ro0 ¢1t
WAYY
limsupE; = il
t—oo ¢2l
. KE,
limsupl; = —
t—oo 3t
E,
limsupRe = P2 (7.10)
t—roo ¢4t
1,
limsupR; = &
t—ro0 ¢5t
t
limsup P = ¢6t/ Ldt + Py <o
t—poo 0
QS
limsupV; = -
150 O

Adding equations given in Eq. (7.10) and rewriting the expression,

. R +7vR, aS:l; KE,
limsup (S, + E; + I, + Reg + Ry + Py +V;) = Jeme TV GOt | Ko

t—yoo 01 0 03
7.11
+pEt+KEt+QSt_1 ( )
¢4z ¢3t ¢7t ’

since S; + E; + I; + Re; + R; + P, +V; = 1. Therefore, the solution of the system given in
Eq. (7.1) remains closed and uniformly bounded in the region RZF.D

7.3.1 Basic reproduction rate %

It is an indicator of emerging infections and plays a critical role in designing
control interventions for existing infections. A basic reproduction rate Fg is usually
determined by the basic reproduction number %, which measures how many secondary
infections will occur from introducing one infected individual into a population of
entirely susceptible individuals. Therefore, it determines the extent to which the infection
spreads throughout the population.

Basic reproduction number %) is defined as the spectral radius of negative of next
generation matrix (N,) i.e., %o = p(N,), where spectral radius (p) is a dominant eigen

value of the N,. From Eq. (7.1), it is evident that there are two infected compartments
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and five uninfected compartments. We will calculate the value of %y by the next
generation matrix (NGM) method, as discussed in [180], [181], [182]. We compute the
transmission matrix T and transition matrix £ from the epidemic model. Matrices T,
and E, respectively, represent the production of new infections and changes in states i.e.,

removal of existing infections production of new infections.

a.So+va,Vy) aSy —(K+ 0
_ (e Vo) . (k+p) a1
0 0 K —(B+u—voavy)
and next generation matrix (Ng) can be computed from T and Z as Ng = —TZ"!. The
next generation matrix for the proposed model is expressed as
~1
N o (aSo+va,Vy) oSy —(Kk+p) 0
g— — = = J
0 0 K —(B+u—vavy)
(7.13)
simplifying Eq. (7.13), we get
0. So+VvVa.Vy + aKSy oKSy
N, = B it K+p (Bru—vVoa)(k+p)  (B+u—vVoa) ’ (7.14)
0 0

as we discussed earlier, we computed the dominant eigen value from the linearized
infected subsystem i.e., p(—TE_l). Hence, basic reproduction rate for the proposed

SEIRRPV model is found to be:

_ ®Sotva.V ok

Ry =—p(~T="! : 7.15
o= P = T B W) (k1 p) 719

Eq. (7.15)) can be simplified as
By — (0So+vaVo) (B+u—vVa)+ oucSO. (7.16)

(k+p)(B+u—VvWoa)
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Considering total population of the city as susceptible and vaccine inoculation is not

started i.e., So = 1 and Vj = O the simplified basic reproduction rate % will be

_ e (Btp)tak

" ctp)Bru) (717

7.3.2 Sensitivity analysis &

Sensitivity indices assist us with relative variation in %y when a parameter value
changes. Additionally, it improves the robustness of our model when different parameters
are used. The normalized sensitive index of &), for a generalized parameter p (such as,

e, &, B, K, etc.) [181]]

_ 9% p

"= e (7.18)

7.3.3 Stability analysis

A detailed stability analysis of the proposed SEIRRPV epidemic model was

presented using the following theorems:

Theorem 5 (Disease-free condition):  Non-infectious equilibrium conditions for

epidemic models with non-negative parameters can be computed as

(S,E,I)=(0,0,0)
(7.19)
R+R.A4AP+V=1 (R.<ILR<ILP<1,0<V)

Eq. (7.19) describes a disease-free condition when there is no disease within the presence

of vaccine combination.

Proof 5 Equating Eq. (7.1) to zero and considering Eq. (7.2)) along with Eq. (7.3), we
obtain equilibrium condition in Eq. (7.19).0]
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Theorem 6 (Endemic condition): A model with non-negative parameters can obtain
infectious equilibrium conditions as (S*,E*,I*,R},R*,P*,V*). The total population is
assumed to be susceptible due to the pandemic outbreak. This equilibrium condition is

termed an endemic equilibrium condition.

Proof 6 We obtain endemic compartment population by equating Eq. (/.1)) to zero. By

simplifying equations, we get

g _ Xy (Brutvvia)+rrpx
(e +V)(B+u+VvV*ia)+ Kot
. AW A
KPP —VVE — 0 S*
. KE*
(B+ut+vvra) 20
g PE B (7.20)

e

Y

t=t*

Ye
t
P*:/ wi(t)de
0
QS*
~ V(E* +al*)

*

Theorem 7 (Local stability of disease-free condition): The disease-free equilibrium
point Y* (S*, E* I* R}, R*,P* ,V*) is locally asymptotically stable in D when Ry < 1 and

s Mgy

unstable for Ko > 1.

Ad+k+p—vVia, <0 (7.21)

Proof 7 Here, we presented an illustration of the stability of the epidemic system model
for the disease-free condition. We thus analyze the eigen values of the system model by

evaluating its Jacobian matrix. The SEIRRPV epidemic model is expressed in matrix
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linearization form as:

Jiw —0S—al v y 00
Q.E J»n aS 0 0 0Jy
0 «x Jxz 0 0 0Jsy
0o p 0O —% 000 [
O 0 B 0 —y00
O 0 u 0 000
Q Jn Jz 0 0 0Jpy

(7.22)

where J1] = — (E+al+Q),Jn=(AS—K—p+VV),J27 = VOLE, J33 = —
B+u—vva),Jzs7=val,J;p=—vV, J7;3 = —vVa, and J7;7 = —vVa.E—

vod. We compute the characteristic function of the system as

(A—=Jn)
—o . E
0
Al—J = 0
0
0

—Q

S al —Y% -y O 0
(A—=J»n) -—aS 0 0 0 —Jy
-k (A-=J3) O 0 0 —Jy
—p 0 A+ 0 0 0
0 B0 A+y0 0
0 w0 0 A 0
—Jn  —Jn 0 0 0(&-Jnm)

. (123)

In a disease-free condition (S*,E*,I*) = (0,0,0). The associated Jacobian is evaluated at
the disease-free equilibrium to determine its local stability. The generalized form of the

Jacobian matrix of the associated model is given in Eq. (7.22)). Thus Jacobian matrix at

155



disease-free equilibrium point P* (S*, E*,I*) = P*(0,0,0) is expressed as J"

,1110 0 Ye YOO
0J5, 0 0 00J%

0 kJy 0 00J%

J 0O p 0 —-% 000 |, (7.24)
0 0B 0 —y00
0 0Ou 0 0O00O
Q JpJ7 00 05
where superscript n stands for disease-free condition, J|, = —Q, J5, = —k —p +VvV™*a,,
J37 =005 = = (B+u—-vV'a), J5, = 0,17 = —vV'0, J73 = —vV"a, and J7; = 0.
We compute the characteristic function of the system as
m(A—Ji1) 0 0 —% —7 0 0
0 (A=J3) 0 0 00 —J
0 kK  (A-J%) 0 00 -—Jy,
Al-J" = 0 —p 0 % 00 0 : (7.25)
0 0 -B 0 v O 0
0 0 —u 0 0 A 0
—Q =I5 i 000 0(A-J3)

We computed the eigen values (A) of Jacobian matrix J” by simplifying det (A1 —J")

= 0. Eigen values are A = 0,0,—Q, 7, %, A+B+u+vVa<Oand A+ B+ u+

vV*a, < 0. The dominant eigen value of J” is evaluated as

Solving Eq. (7.17) we get,

A+xk+p—vVia, <0

A4
K+p '
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We computed A is by replacing simplified % in Eq. (7.26)

(7.28)

We, therefore, conclude that the pandemic will be disease-free when Xy < 1.[J

Theorem 8 (Population to be vaccinated for a disease-free condition): The disease-free

equilibrium point Y* (S*,E*,I" R}, R*,P*,V*) is stable in D then vaccinated population

) e’

compartment must satisfy

Vi< (Kv;p ), (7.29)

Proof 8 As we know, the eigen values of a characteristic equation must be negative or
zero to be locally stable. From Eq. (7.26), we can easily observe that eigen values are
negative when vV*a, — (k+p) < 0. So critical vaccinated population is simplified as
V< (k+p)

< Sa This concludes our proof.L]

Theorem 9 (Local stability for endemic condition): The endemic equilibrium point

Y*(S*,E*, I*,R;,R*, P*,V*) is locally asymptotically stable in D when &g > 1.

Proof 9 With a similar approach as the previous theorem, we will calculate eigen
values to validate local stability of the epidemic in an endemic condition. Therefore,

characteristic function at equilibrium point Y* (S*, E*,I*, R, R*, P*,V*) is Al — J’

(A-T) oS ol Y% -7 0 0
—E* (A-Jy) —as* 0 0 0 -J,
0 —k  (A=Jy) 0 0 0 -Jy
Al-J = 0 —p 0 A+y% 0 0 0 , (7130
0 0 —B 0 A+y0 0
0 0 —u 0O 0 A 0
@ g, S 00 0 (A-Ji)
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where Ji| = — (QE*+al +Q), J)) = (@S  —k—p+VV*a,), Jo; = VA .E*, Ji; =
—(B+u—vvia), Ji, = val*, Ji, = —vV*a,, Jis = —vV*a, and J,, = —va E* —
val*. We further simplified endemic equilibrium point Y* and expressed it in simplified

basic reproduction rate % as mentioned in Eq. (7.27)). After simplification, we get,

W= o (ktp),  wra= Z0AEAP) (7.31)
. {(Bo—1)(k+p)+0.}Q
= 732
(1-Ro)(k+p)(a—PB)—0.Bp+pa (7.32)
E* = ol _ a2 (7.33)

(1-%o)(k+p)—ae (1—=Ro)(k+p)(x—p)—ap+po
The characteristic equation of the matrix is given in Eq. (7.30), det(Al—J") =0 is

expressed as

AT+ a A0+ @l + asA* + aad + asA> + agA + a7 = 0, (7.34)

where

ar = (Y+%+Q),
ay = (0K + 7Y + Y2+ 1.Q),
az = VYo Q+ 20, KQ+ Q. KY+ 0. KY. — Yo CE™p,
as = YB (0 E"k+QBVV ) + ek {(1+ Q) (Y+ %+ Q) +7¥ + 72+ 1.Q} S35
— VYO E*p — QY. vV 0, — QVV* (0f — T — . I*) 7
as = VYO E* KB + YO E* KB + 1. QBVV* 0 + 0k (271.Q + 1.Q% + 7Q?)
— Y E*pQy— QyvV* (af — oI — avctI')

ag = Y0 KQ (E*B +7.Q)

For endemic stability, a;Vi € {1,2,---6} should be positive. Neglecting a?, o@? and o,
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terms of the Eq. (7.35)) and using the %, E*, I* and V* we can derive a4 as

{(%0—1)(x+p)(a—B) > (B —pa)+pa—af}yrBRoo(k+p) >0, (7.36)

solving Eq. we get

(7.37)

U

Theorem 10 (Global stability for disease-free condition): The disease-free equilibrium

point Y* (S*,E* , I* R, R*, P*,V*) is globally asymptotically stable in D', when % < 1.

Proof 10 Consider a Lyapunov function L as follows

L(Y*) = = (S*+E* +1")?, (7.38)

| =

It satisfies L(Y*) >0 VY™ € D’ and LY™) = 0 necessary for the stability
(5*=0,E*=0,I*=0)
of the system model. Differentiating Eq. with respect to time and using Eq. (7.1),

we get

Lo=(S*+E*+1") (S*+ E*+17),
Lo = (S*+E*+T") (%.R: + YR* — QS* — pE* + VV* 0 .E* + vaV*I* — uI* — BI*)

(7.39)

where disease-free condition compartment population from Eq. (19) of the chapter
confirms that Lo = 0 at the equilibrium condition. Further, Eq. (7.39) is strictly negative,
considering the positive epidemic quantities. Thus, the global stability of the epidemic

model during disease-free conditions is validated.[]

Theorem 11 (Global stability for endemic condition): The endemic equilibrium point

Y*(S*,E*,I*,R;,R*,P*,V*) is globally asymptotically stable in ]D)Z_ when Ry > 1.
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Proof 11 An endemic disease has been present for a sufficiently long period of time
where both asymptomatic and infected people are above a certain positive level. The
global stability of endemic scenarios can be represented and analyzed by uniform
persistence. Epidemic model is called uniformly persistent if there exists a constant

0 < € < 1 such that any solution Y* (S*, E*, I*,R},R*, P*,V*) with

Y e
min {limsup,_,. (St,E¢, I;,Rer,Re, B, V;)} > € € D).
We follow the geometric approach’s salient features for testing the endemic

equilibrium’s global stability. In this regard, following the research work of [[182] sixth

additive compound matrix is computed as

i 0.0 0 —J5J, 0
0 J5 0 0 0 0 0
0 0J%5 0 0 0 —y

J=1 0 0o o0y, 0 0 1 | (7.40)
_J%lg, H _B 0 125 aeS OCeI
5 0 0 —p & Jg —0.S
-Q 0 0 0 0 aF Jy

where J{; = J11 +J22 +J33 + Jas +Js5 +Jo6, J5 = J11 +Jo2 +J33 + Jas + Js5 + J77,
97 = VOE, J5 = Ji1 + I+ J33 +Jas +Jes +J77, I5; = val, J5, = —vVo, Ji, =
Jit +J22 +J33 + Js5 + Joo +J77, IS5 = J11 + o2+ Jaa + Jss + Jo6 + J77, Jg6 = J11 +
J33 +Jaa +Jss +Jes +J77, J93 = —VvVar, and J9; = Ji1 +J33 + Jaa + Jss5 + Jes + J77.
From Eq. (21) of Theorem 4.6 in the chapter, we found values of the diagonal elements
of Jas J;Vie {1,2,---7}.
With the validation of continuity and uniqueness, boundedness solution, initial
disease-free condition, and unique endemic equilibrium condition which satisfies
JIF(Y(t)) = % with i € {1,2,---7} = 0 we can consider the following differential

equation.

7= |MMm! +MJ[6]M’1] z=:B(F (t,F (Y(0))))z, (7.41)
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n n
where Y () — M(F(Y(t)) is a D' non-singular X matrix-valued

m—+2 m—+2
function in D such that ||M(F (Y (¢t))~!|| is uniformly bounded and My is the directional

derivative of M in the direction field F and J"*2 is the m+ 2 additional compound matrix

of the Jacobian matrix of Eq. (7.22).

M=diag[v P R R, cil cE S},

(7.42)
Mf = diag |:V/ PR Ré Clll CzE/ S/} )
Eq. (7.1) in the chapter for a small time deviation is simplified as
R.+7YyR S oSl E'

OCeE—FOCI—FQ:—%—FE, K+P—VVOCe—(XeS:—T+E, (743)

kE I pE L BI R ul P

pu I TR TR R VTR PP

Qs Vv

—Vo.E—val = —7+7, (7.45)

Substituting Eqgs. (7.40) and (7.42)- (7.45) in Eq. (7.41) and rederived in form of six

hyper-planes from the B matrix.

B,y 0 0 O BisBi O
0O B, 0 0 0 O O
0O O B3z 0O 0 O By

Bi.=1 0 0 0 By 0O O By (7.46)

Bs) Bsy Bsz 0 Bss Bse Bsy

Bsi 0 O Bgy Bgs Bgg Bey

B;1 0 0 0O O Bg; By
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where

!

By = —(oceE+ocI+/.L)—(K+p—OceS—vaeV)—(/.L—l—ﬁ—V(XV)—)/—}/6+7,
B5 = —CI_IVOCV, B = —C2_1VOCeV

By =—(E+al+Q)—(Kk+p—aS—voe,V)—(u+B—vaV)—(a.E+al)v

/

_y_ye_'_Fa
By=—(E+0l+Q)—(k+p—a.S—vaV)—(u+p—vaV)—(o.E+al)v
R/
_’Ye—}_E?
B37_T7
Buy=—(0.E+al+Q)—(k+p—0.S—vaV)—(u+p—vaV)—(o.E+al)v
R,
_Y+I€7
R
B47:yeSe,
Hlcy Blc;
Bsi = alvcy, Bso = ——, Bs3 = —
51 c1, b5 p D53 R
I/
B55:—((XeE—i-OCI—l-Q)—(K‘—I—p—OCeS—VOCeV)—((XeE+O£I)V—Ye—’}’+7,
A _ Poc
56 = Ecy 515 g
Ecy KEcy
Be1 = a.EVcy, By = p_) Bgs = —
R, Icy
E/
B66:—(oceE+ocI+Q)—(aeE—i—ocI)v—ye—HE,
QS 0.5
By =——, B7g = —,
\% 2

!

B77:—(K+p—oceS—vaeV)—(u+ﬁ—vocV)—(oceE+aI)v—y—ye+§,

(7.47)

B;;Vi,j € {1,2,---7} represent rows and column index of B. The vector norm, |.| of
F(Y(t)) in D7 is implemented for stability analysis purpose. may be expressed as Our
approach is based on Li and Muldowney’s theorem [183] to determine the parametric

value of the epidemic to ensure its globally asymptotically stable. Applying Lozinskii
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measure,

M(B) < sup {hVi € {1,2,---7}}, (7.48)

where M is Lozinskii measure with respect to /i norm consisting of /; hyper-planes. B;;
are the matrix norms with respect to /; vector norms by following the detailed derivation
in Theorem 13 of [182]]. Consequently, We use Eqgs. (7.43) to (7.45) to simplify A; as
h;; =B+ ¥ By}

J#1

= LRIV 4 oSl KE oy, — ( )vv+%+%+’7+vvzzhl,,

hy =By + Y By
J#2

R.+7YR —asl kKE QS s E' I P vV ._ 1
=B Sl -y - P+ AT =y

h; = B33+ ) [Bs)
R
__ YeRe —oSI E Qs | 8 E' I )id Vi ._ 1
=5t T Y- v tstptitrtyi=hy,
hy =B+ Y By
74

=Wyl _KE_y B4 E LRV,
hs; =Bss + ¥ |Bs)|
J#5
= ver (—aE —Q) (1+vey) (—MJH%) +=8 ()Y - F+E+ L+
1 / /
( +Cl) +P _|_ V ._hsl’
he: = Bes + Z |Be, |
= VCQ(—OCI—Q)(l-i—VCz) (—Mﬂg’) 2y (l—e)p - B+ E 4T
1 -_
W 4 B4 4 = e,
hy, =B77;+ ¥ By
]#7 ! ! ! !/ -
R A R Ar T SR
The simplified h;; values are negative for non-negative values of epidemic parameters.
Following LaSalle’s invariance principle [[184]]
1
}Lmt h( Yds <0, ie{1,2,---7} (7.49)

This proves that the epidemic model is globally asymptotically stable during endemic

conditions for &y > 1.[J
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7.4 Cubature Kalman filter (CKF)-based epidemic state

estimator

With the state space model of the system already discussed in Chapter the
CKEF is performed under a popular Bayesian framework of filtering [185]. The Bayesian
framework involves two steps: prediction and update. The computation of mean and
covariance involves intractable integrals of the form [64],[186l] are approximated using
the third-degree spherical cubature rule [[186],[187]] of numerical approximation as earlier
discussed in Chapter[5.3]and second para of Chapter[6.2] The prediction and update steps

for implementing the CKF are presented in Appendix [C|

The CKF algorithm in Appendix [C] is implemented over the state space model
corresponding to the proposed SEIRRPV model in order to estimate the desired
compartment populations. We use the standard CKF, while the state-of-the-art filtering
literature witnesses few advancements in order to marginally improve the accuracy at
the cost of increased computational budget. For example, [83] replaces the third-degree
spherical cubature rule with higher-degree spherical cubature rule while [188] redesigns
the CKF under maximum correntropy criterion in order to improve the accuracy. A
practitioner can use such advancements to marginally improve the accuracy but with an

additional computational budget.

7.5 Simulation and Results

This section discusses the performance validation of the proposed SEIRRPV
model integrated with CKF techniques. To demonstrate the superiority of the proposed
SEIRRPV model over the various epidemic parameters discussed in Section [/.1.1]
a simulation-based comparative analysis is performed. Epidemic models, such as
SIR [142], SIRV [61], SIRP [54], SEIRP [59]], SEIRRP [60], along with the proposed
SEIRRPV models, are represented in the state-space model as stated in Eqgs. (1.1) and
(I.2). Each model has a different state and measurement model, as suggested in Section

In this simulation-based study, two scenarios are examined. First, vaccinated models
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are validated through real-data of an epidemic outbreak that occurred in Delhi caused by
the SARS-COV-2 virus, and second, a comparison with SIR family models is performed.
We categorize simulation parameters as estimation parameters and epidemic parameters

for better understanding. We consider the below parameter values in our simulation.

Estimation parameter: We study the propagation of disease dynamics of the city for
T=200 days with a sampling period of 1 day. Here, epidemic compartments are put in the
state matrix i.e., state of a SEIRRPV model is considered as x; = [Sy Ex I;; Re Ry Pk Vk]T,
with k in subscript representing the time instant #;. The initial compartment values for
Covid-19 pandemic Ey, Iy, R.0, Ry, Py, Vo are 100, 200, 0, 1, 0, and 0, respectively.
Rest of the population is assumed to be equally susceptible to being sick due to the
ongoing pandemic. @ is the process noise that follows @y ~ #(0,Qy), where X
denotes Gaussian distribution. Process noise standard deviation, oy for susceptible,
exposed, infected, recovered from exposed, recovered from infection, passed away, and
vaccine inoculation are 31.622, 6.3245, 7.071, 2.236, 2.236, 1, and 7.746, respectively.
Similarly, 7} measurement noise follows 7; ~ X(0,Ry). Standard deviation o, for
the measurements of infected, recovered, passed away, and vaccine inoculation groups
are 10, 8.944, 3.162, and 10~%, respectively. x € {1,2,---n}, and y € {1,2,---m} in
subscript represent the state and measurement vector, where n and m are the number
of states and measurement vectors, respectively. The initial estimate of state X
is generated as a Gaussian random number with mean Xo, and initial covariance
Py = diag([1000, 1000, 1000, 100, 100, 1,500]), where diag represents diagonal matrix.
Hence, we implement the CKF technique over different epidemic models for 200 days

with a sample time of 1 day.

Epidemic parameter: Let us consider that the coronavirus causes pandemics in an
anonymous city with a population of 35 million. Epidemic parameters have been adopted

from [60] and are shown in Table

Case N o6 o P Ye Y uw Kk p v Q
1 32x10° 030.13 0.05 100* 0.08 0.04 0.9 0.8 0.35 0.002
2 35x10° 2 2 005 0071 0.1 0.03202 0.080.35 0.002

Table 7.1: Epidemic parameters values considered.
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7.5.1 Case-1: Vaccinated model validation through real-data of

epidemic outbreak in Delhi caused by SARS-COV-2 virus

Publicly available Covid-19 pandemic data, which provide insights into epidemic
dynamics in Delhi, the capital city of India, have been implemented for simulation-based
research [SO][S1]. For our simulated modeling, we collected information on per day
infection, recovered, death, and vaccinated compartments. We used these data as
measurements to model our true state model between 17 January 2021 and 26 April 2021.
Please note that the extensive stress on the healthcare system left many without access
to adequate healthcare. As a result, we have more noisy information about the epidemic
outbreak. Hence, we verified the proposed model to be validated with a hundred times
more process noise standard deviation, o, for susceptible, exposed, infected, recovered
from exposed, recovered from infection, passed away, and vaccine inoculation, as

discussed earlier.

Table 7.2: Average % RMSE comparison of the SEIRRPV and SIRV model using
real-data.

Epidemic model 1 R P A%
SEIRRPV 2.09 278 19.7 29.20
SIRV 2.60 2.60 nan' 29.42

nan': %RMSE does not exist for the given compartment.

For evaluating the performances, the matrices root mean square error (RMSE)
and percentage RMSE are considered by taking M, = 1000 number of Monte-Carlo
simulations, using Eqs. (I1.29) and (1.30).

Please note that the true values of compartment populations, i,e. real-data of x; are
collected from [50] and [S1]. Subsequently, the RMSE and %RMSE are obtained for
the error between the true compartment population data and the estimated compartment
population X ;. Fig. shows that the proposed SEIRRPV model successfully tracks
the Covid-19 spread. Moreover, Fig. and Table collectively infer that the RMSE

is reduced for the proposed SEIRRPV model in comparison to the SIRV model.
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vaccinated people compartment.
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Figure 7.4: Case-1: RMSE based performance comparison between SEIRRPV and SIRV
model

7.5.2 Case-2: Comparison with S/R family models

In the above discussions, we limited the comparison of the proposed SEIRRPV
model with the SIRV model, as the two models commonly include the vaccinated
population. We now extend the comparison of the proposed SE/RRPV model with all
famous existing models under the S/R family, including the SIR, SIRP, SIRV, SEIRP,
and SEIRRP models. In this regard, we compare the percentage RMSEs for all models in
Table The table concludes an improved accuracy of the proposed SEIRRPV model
in comparison to the existing models. To ensure that the estimation errors of the proposed
SEIRRPV model for different compartment populations are within acceptable ranges,
we plot the RMSEs of compartment populations obtained using the proposed SEIRRPV

model in Fig.
Table 7.3: %RMSE for different models with 1000 Monte-Carlo simulations.

Model S E I Re R P V
SIR 10.57 nan’ 1.607 nan’ 0.0041 nan" nan'
SIRP  11.06 nan’ 1.974 nan’ 0.0901 0.0131 nan'
SIRV ~ 5.359 nan’ 2.246 nan’ 0.0289 nan’ 0.00015

SEIRP  45.19 60.57 10.31 nan’ 0.0901 0.0131 nan'

SEIRRP 4.15 3.535  0.0765 1.996 0.00017 0.00017 nan’

SEIRRPV0.0020  0.0022  0.0011  0.0004 0.00001 0.000010.00002

nan’:% RMSE does not exist for the given compartment.

For a comprehensive analysis of the pandemic’s persistence, all parameters
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Figure 7.5: Case-2: RMSE of different compartments by SE/RRPV model.

corresponding to the basic reproduction number have been analyzed for sensitivity.

In this regard, we implemented Eqgs. (7.16), and (7.17) in Eq. (7.18) to compute the

sensitivity index & for different epidemic parameters.
The Table shows the sensitivity of the epidemic parameters, such as a,, «, 3,

U, x, p, v and Q on the epidemic. Sensitive analysis shows that the most important factor

Table 7.4: Sensitive index for different epidemic parameters

Parameter o B u K P v Q
S 1.00  0.784 -0.98 -0.63 0.11 -0.28 0.79 -4.27

in containing the epidemic is vaccination rate, followed by infection rate, which shows
no symptoms and recovery rate. The least sensitive parameter is incubation rate. Positive
sensitivity indicates that increases in relevant parameters lead to increases in % and vice
versa. Lower @, and higher Q are necessary constraints for lower % values. As a result
of the sensitivity analysis, vaccine rate appears to be more important than the following

different nPlIs.

7.6 Discussion

Covid-19 pandemic caused by SARS-COV-2 started in Wuhan city of China
and jolted the entire world within a few months. Its uniqueness is not only its speed
of transmission but also life-threatening. In this article, we estimate the dynamics of
the Covid-19 from the noisy process and measurement model. Process noise is due
to various real-life complex constraints involved in it. So, accurate information about
disease transmission is imperative to strategize correctly. Considering new developments

in vaccination, we focus on the proposed SEIRRPV epidemic model to estimate the
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susceptible, exposed, infected, recovered from exposed, recovered from infected, and
passed away people during this pandemic. In this chapter, we observed the positive
impact of various nPIs, such as social distancing, social awareness, and cleanliness, on
the Covid-19 pandemic. In addition to this, we observed a rapid decline in the infected
population by improving healthcare infrastructure and increasing the mass vaccination
drive, as shown in Table We compared the estimation performance of the proposed
SEIRRPV model with the existing SIRV model using the real-data of Delhi and compared
it with the existing STRV model using CKF-based method. Fig. and Table
validated that the proposed SEIRRPV has considerably higher estimation accuracy in
comparison to the existing SIRV models.

The monitoring and analysis of Covid-19 spread using the epidemic models, like
the proposed SEIRRPV model, give an edge in formulating appropriate administrative
strategies for its control. However, for efficient control of its spread, public awareness
is also equally important, and the public must take care of other measures, like social
distancing, use of face-masks, non-pharmaceutical interventions, hand sanitization, etc.,
seriously. In spreading such awareness, the role of print and electronic media has been
appreciated, and we may have similar expectations from the media in the future. It has
been observed that the spread of the first wave of Covid-19 (approximately between April
to July months of 2020) was relatively slower in India when people’s awareness was
considered to be at its best. However, the spread was severely faster in the second wave,

when the media reports frequently highlighted a lack of public precautions.
7.7 Conclusion

An advanced SIR epidemic model named SEIRRPV with the required mathematical
analysis is presented in this chapter. We present uniqueness, positivity, boundedness,
and stability analysis (local and global) for both infection-free and endemic conditions.
Epidemic model parameters functionalities are computed from their sensitivity indices.
A novel CKF technique is implemented on the proposed epidemic model to dynamically
estimate the compartments population. We implemented the proposed model to estimate

the disease transmission in Delhi, between 17 January 2021 to 26 April 2021. The
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simulation study period is important because it witnessed its second wave from March
and stretched until June 2021. Through simulation-based analysis, we conclude that the
proposed SEIRRPV has better performance and also provides additional information
to policy-makers about the people who are infected but non-infectious, improving
the overall efficiency of the model. However, the proposed algorithm does not give
information about the evolution of new variants of Covid-19, which may stimulate
further research. We present a comparative analysis of SIR family’s different epidemic
models. Additionally, we validate the proposed SEIRRPV model provides more accurate
information to the policy-maker to implement the social and clinical strategy with
minimal economic loss. Table and Table respectively, are the estimation
accuracy of the proposed epidemic model and sensitivity indices for different epidemic
parameters. It concludes that by improving healthcare infrastructure and increasing the
mass vaccination drive, epidemic outbreaks can be contained, i.e., % brought below

one.
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Chapter 8

Discussion and Conclusion

8.1 Discussion

The Kalman filter and its nonlinear extension, the Gaussian filter, have become
widely popular mathematical tools for various applications such as target tracking, power
systems, disease transmission monitoring, financial modeling, biomedical diagnosis,
remaining useful-life prediction for industrial equipment, fault diagnosis, prognosis,
etc. Despite the widespread applications of filtering algorithms, the literature lacks a
well-performed filtering method for accurately estimating dynamical state of systems
under various practical environment. This is mainly due to the fact that the existing
filters exhibit significant performance degradation in the presence of irregularities
such as delayed measurements, false data injection (cyber-attack), unknown or varying
statistical noise, and non-Gaussian noise. Even though the linear Kalman filtering
method is optimal for linear systems with Gaussian noises, its performance significantly
deteriorates in the presence of the above said irregularities. Although some extensions of
the nonlinear filtering algorithms are available to address such irregularities marginally,
they are generally insufficient for handling the real-life problems. Therefore, one of the
motivations of this thesis is to develop advanced filtering algorithms for handling various
irregularities.

Beyond the general filtering algorithms, this thesis also focuses on contributing
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towards improving the performance of some practical applications that utilize filtering
algorithms. Under this motivation, this thesis primarily focuses on PSSE algorithms for
improving the performance of power system networks. Moreover, since the duration of
completing the thesis work witnessed the deadly outbreak of Covid-19, as a scientific
responsibility, the author decided to utilize the knowledge of filtering algorithms in fight
against Covid-19. With this motivation, this thesis also utilizes filtering algorithms for
developing an efficient ESE method for effectively monitoring the spread of Covid-19.

In real-life PSSE design applications, traditional Gaussian filters have been
extended with forecasting techniques to compute complex power system network
process models in a generalized function form. Fortunately, existing nonlinear filters
are adequately accurate for general real-life applications, with minimal measurement
irregularities.  However, measurement irregularities can severely compromise the
accuracy of filtering algorithms, which limits their practical applicability.

To discuss the contribution of developing ESE methods for efficient monitoring
of Covid-19 spread, it should be mentioned that the ESE methods are composed of a
compartment-based epidemic model, and an advanced estimation method. Thus, this
thesis is motivated to introduce an advanced compartment-based epidemic model and
subsequently, Gaussian filter is implemented to efficiently estimate the compartmental
populations. It should be mentioned that an efficient ESE helps in accurate modeling
of epidemic spread, which further helps in framing efficient administrative policies for

containing the spread of the epidemic, such as the Covid-19.

8.2 Conclusion

* The linear Kalman filter is redesigned to efficiently address the simultaneously
occurring delayed measurements and non-Gaussian noises. It utilizes the maximum

correntropy-based design criterion for handling non-Gaussian noises.

* An advanced nonlinear Gaussian filtering method, abbreviated as GFDF, is

developed for handling cyber-attacks (FDI attacks) and delayed measurements
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simultaneously. The proposed GFDF uses geometric and Bernoulli random

variables to characterize the delay and FDI attack.

* The significance of efficient PSSE methods are well discussed in Chapter|TJand 2| for
efficient and reliable power delivery. With this motivation, Chapter [5| introduced a
new PSSE, the FACQKF-based PSSE method. The proposed FACQKF-based PSSE
method improves the accuracy as compared to the existing PSSE methods, which
are mainly based on the EKF, UKF, and CKF. However, the improved accuracy

comes at the cost of marginally increased computational demand.

* An efficient, computationally effective, and reliable power system state estimator
is essential for stable power distribution with the rise of DERs. In this regard,
Chapter [0 introduces a further advanced Gaussian filter-based PSSE method
named FSMCGF-based PSSE method. In Gaussian filtering, the CKF method is
adopted due to its higher estimation accuracy, stability, and computational storage
requirement. The proposed FSMCCKEF-based PSSE method eliminates various
drawbacks of typical PSSE methods, including the ambiguous approximation of
unknown process models, inefficacy in handling non-Gaussian outliers, inefficacy

in handling unknown time-varying noises, and temporal sensor failure.

* We propose a diversified epidemic model, SEIRRPV, which considers various
disease impacting parameters. The model’s existence, uniqueness, boundness,
boundary values, and local and global stability are validated mathematically.
A CKF-based ESE is applied to estimate disease transmission in Delhi from
January to April 2021. Analysis suggests improving healthcare infrastructure and

increasing vaccination efforts can help contain outbreaks.

8.3 Future Research Scope

Following the contributions of this thesis, some future research scopes are as

follows:
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e This thesis, particularly Chapter introduced the concept of simultaneously
handling more than one measurement irregularities, including the delay and
non-Gaussian noises. The future research scope may be to handle more than two

irregularities simultaneously.

» The filtering algorithm designed in Chapter 4] requires some pre-processing of data
to ensure that the FDI attack can be compensated with an appropriate Gaussian PDF.
Such pre-processing ultimately requires various assumptions and approximations,
which often influence the accuracy adversely. In future research, the proposed

method can be extended further to relax the need for such data pre-processing.

* The PSSE algorithm designed in Chapter [5| can be extended further to implement
particle filter based PSSE for distributed networks. Depending on the application,
state dynamics may be complex or unknown. Therefore, machine learning or
deep learning techniques can be useful to identify these dynamics, and the above

solutions can also be applied to unknown dynamics.

* Chapter [6] introduces the concept of simultaneously handling irregularities,
including the noise adaptive and non-Gaussian noises in power systems. The future
research scope may be to handle other irregularities, such as intermittently missing

and delayed measurements.
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Appendix A

Simplifying Eq. (3.23) in terms of Eq.

3.27

1 -1
Let us expand (W( 7j*)19t(r*7j*)W(r*,j*)) and (W( J*)

19’(;2.*)%(,*7 j*))_l, we rewrite 7(,~ » given in Eq. (B.I8) by substituting

T T -1
* - ﬂ’(r*7j*)9(,*7j*)). To expand

T
e
S(r jo)|k) from Eq. (3.16). Then, given & jx) = diag(’z‘}’(‘r*’j*),ﬂ{rw*)) and the
resulting 7, ;+) expression, we obtain (W(ﬂj*)ﬁt(;lj*)‘%/(,*7 j*))_] in the form of Eq.

(A.T)).

t—1

1 T r
T t—1 _ P —1 _qV P -1 T r —1
(i) = (S i)™ P Sl i)™+ 0y S )

9 (S" )—1% .>1
(e, )\ () (k) (r,J%) :

(A.1)
To further simplify Eq. (A.T)), let us consider the following notations
_ (P —1gn~l QP —1 T
A= S i) Vi St i)™ €= Fe (A2)
_ (" —1 9! r —1 _
D= 80 joiw) ™ O oy St i)™ E=Fe )

Considering Woodbury matrix identity, (A +CDE)~! = A~! —A~lCc(D™! +
EA-IC)!

177



EA~!, which gives (W(f,:j*)ﬂt(;l’j*)%m j*)) ! expression in the form of Eq. (A.3).

T -1 QP e’ Y Y
(T 0 1 T ) = S0 oy Oy S oy =Sty @iy Sl e
T r Yyt p = pT T -1
1 ) (St 10Oy Sty + STy ey S oy o )
‘ p thl)fl pT
FreiS 0, 19100 P i) St oyt
(A3)
To obtain W(VT* j*)ﬁt(;lj*)@(,*7 j+)» let us rewrite 9« jx) by substituting S, ;)

from Eq. into Eq. (3.17) and expressed as

D) = ’ (A4)
(S o) (k= H ) R oy 0-1))
Then, for the resulting expression of 9(,*7 *)s %,*7 *)s and 192;17].*), we get WUT*’J.*)Q?’(;{J.*)QZ(,*’ )

in the form of Eq. (A.5).

T i—1 (P’
Wi )0, 192y =S 10

r —1
Doy Sl i) (Eet)-

g g T r ~1
)00 1 S i) Rl ey S o)

(A.S)

- - T —1
To this end, substituting (%/(rw*)ﬂ(r*’j*)

from Eqgs. (A.3)) and (A.3)), respectively into Eq. (3.23)), we obtain the desired )A(t(r*7 (k=1

f—1

in the form of Eq. (3:27) for K(,« jy, P( jo)|k—1)> and it(r_*{j*) given in Eqs. (3:28)), (3.30),
and (3.31), respectively.

-1 _
%r*vj*)) and (W(}a,]*)ﬂ[(r*{‘]*)@(r*v]*))
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Appendix B

Simplifying Eq. (6.15) in terms of Eq.

6.17

Extending Appendix [Al for nonlinear system and replacing #, (r*, j*), respectively with
non-linear measurement slope I';, and k — 1. Eq. (6.15) is simplified using Eq. (6.21)) as

(S0 1)~ R lke-1)
(Sfr*,j*)\(k))_1 (8Z|k—1 + Fkﬁk\k—l)

Subsequently, Appendix |Alis followed to get Eq. (6.17).
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Appendix C

Analytical steps of filtering

Sample points and Weights:

Compute the deterministic sample points and weights using numerical

approximation method: &; and W; Vi € {1,2,--- | N,}.
Prediction:

* Determine the Cholesky decomposition of initial error covariance

_ T
Protje—1 = B k-1 ey

where X1 = chol(Py_y;_1,lower)
* Compute the transformed sampling points
Cik—1lk—1 = Sk—1k—1&) T Xe—1]x—1
* Propagate §i7k_1|k_1 through process model
i1 = Pr—1(Gik—1je—1)-
* Estimate the predicated mean
K1 =X W k1 k—1"
* Compute the predicated error covariance
Pr—1 = Z]]gs:l W, ;:k—l\k—l CiTkT—Hk—l - ’A‘klk—lf‘lgkq + Q-
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Update:

* Determine the Cholesky decomposition of predicted error covariance

_ T
Prije = 1o 1o

where Ek—l [k = ChOl(Pk_] I3 lOWé'I")
* Compute the transformed sample points

Ciklk—1 = Zik—1&j + Kei—1

* Propagate CW «—1 through measurement model

Gt = Fr(Cip—1)

» Compute the predicted measurement

N - N, e
Vi1 = L2 Wi k1

* Compute the innovation error covariance

Yy — s Wt *T B AT
Pk|k—1 = Zizleci,k|k—léi,k|k—l Yi—1¥ip—1 + Re

» Compute the cross-covariance

Xy v , T & oT
Pk|k—1 =L WJCi,klk—ICi,Hk—l Xielk—1Y k|k—1

e Determine the Kalman gain

(Pyy

_pYy -1
Ky =P k\kfl)

klk—1
* Compute the updated estimate of state

Xepk = Kefk—1 + Ke (¥ — Fage—1)
* Compute the updated error covariance of state

T
Prw =Prp—1— Kkpm_lKk
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Appendix D

Innovation and residual covariance

D.1 Innovation covariance

Using Eqgs. (L.1)), (I.2)), (6.5) and (6.8), the covariance of innovation is expressed as

T
Ele), €&

k|k—1 k|k—1] = E[(Fkglak—l ""%)(Fkg/ak_] +%)T]:kak|k—ll—‘l{

T
+Ry =R, = E[s,gk_le,f‘k_]] — TPy If, (D.D)

where slf| 41 and 7} are uncorrelated.

D.2 Residual covariance

Using Eqs. (1), (T.2), (6.5) and (6.8) and using basic rules as X1, elf|k71 and 7

are uncorrelated, the simplified terms are :

(
| |

= —T}E [ﬁk|k—17kT +KdwE), T+ Kk%%T] =~ Ke Ry,

k—1
T
E|%e, T | =E|Tve), 77| = —(MKRy) = —RK[TT,
| \

TPl — TRy = T (T— KT ) Py T — DK Ry = TPy T} — DKy

-1
Py 1T} —TiKRy = DiPy I — DiPy T PYY (P =0,
| |

(D.2)
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thus, the residual covariance is simplified as

T T
E|&)el,| = E | (Tl + 78) (Teely + 70) | + Re = TPiuT] + B [Tl 717 |
FE| 7 el | + Ry = TP IT — KGR, — RRKITY + R, = Ry — TP, Y

kL k€| + R = LiFrd & KGR — Ryl L+ Ry = Ry — 1Py

(D.3)
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