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Abstract

Fault localization is a very common problem faced in network fault management. It is
the process of inferring the exact failure in a network from the set of observed symptoms.
Since faults are unavoidable, their quick and accurate detection and diagnosis is required.
Probing is a method which is commonly used to tackle this problem. Active probing is
an active network monitoring technique in which the problem of selecting probes is done
online i.e. adapting to the changes in traffic dynamics of nodes and links. This helps
to reduce the probe induced traffic with the network traffic and thus efficiently solves
the problem. We then propose a sub-optimal solution to the probe selection problem
by reducing the problem to a binary linear programming optimization problem. We
subsequently simulate a series of experiments by varying the graph structure, average
degree of the nodes, number of probe stations, maximum possible probe length and
recorded the observations. The trade-off between the number of probe stations and the

number of probes selected is also verified.
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Chapter 1

Introduction

Probing is the most crucial step in assessing the network for any vulnerabilities.
Probing is used for the fault identification and localization in networks. One of the most
important features of any probing-based scheme is that is an active approach. A set
of probes can be sent at periodic intervals. If any failure is detected, the outcome of
these probes can be used for further analysis of the faults. If the probe set is kept huge,
this adds to the burden of the network management system as well as extra storage and

bandwidth. Thus, it is highly desirable that the size of such probe set is minimized.

1.1. Motivation

With the ever growing size and complexity of distributed systems and networks, fault
localization have become more frequent and problem diagnosis have become more
challenging. Failures are unavoidable in large communication networks. The demand for
the Quality of Services (QoS) has been increasing ever since, fault localization has
become an important network management task. The timely identification and
rectification is important for the reliable operation of the networks. Monitoring is one
such technique which is widely used for fault detection in networks. [1] Monitoring is
further classified as Passive Monitoring and Active Monitoring. Probing is one such
method of active monitoring. A set of nodes of the network are being set up as probe
stations and then probes are sent throughout the network for identifying the potential
problems. The optimal probe selection problem is proved to be NP-Complete. [2]
However with the growing need of fault detection techniques, the problem has to be

tackled in a better way with good heuristics. This project is an attempt to do the same.
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1.2. Related Works

There have been prior works [3], [4], [5] which try to figure out the solution of detecting
faults and localizing them in networks efficiently. These works mainly fall into two broad
categories - passive and active monitoring. Recent works in advances fault localization
techniques [1] are mostly based on active monitoring. Proper description of various types
of fault detection techniques can be found in [6]. This project is an attempt to extend the

same by using different heuristics.

1.3. Objective

The main objective of the project is to solve the probe selection problem in a reasonable
time using better heuristics so that is can be applied on bigger networks. It involves
design and development of the algorithm, testing on various example graphs, sampling of
the algorithm on real network graphs and analyzing the performance of the algorithm.

The variation of the number of probes selected is then studied on various types of graphs.

1.4. Fault Detection Techniques

Faults are network events that are the root cause of problems that can occur in the
network. A failure refers to an inability of a device or service to function correctly. Failure
of a single component might disrupt the functioning of the whole network. Faults and
failures can occur anywhere in the network i.e. in the software or hardware devices (e.g.
links, routers). There are symptoms generally for the failures such as alarms in managed
networks, using monitoring mechanisms, or sometimes even by human observation.

In order to guarantee a up time and the quality of services, tools are needed which can
help in performing these tasks quickly and correctly while minimizing the cost of diagnosis
and maximizing the accuracy. A fault diagnosis solution for current day computer networks
should ideally have the small deployment cost, quick localization, high accuracy, diagnosis
with low management traffic overhead and ability of diagnosis of cases with multiple
failures. [4] Monitoring is one such technique used for identifying the faults in the network.
Monitoring involves setting up of monitoring devices at various network components.
Monitoring is of two types : Passive Monitoring and Active Monitoring.

Passive Monitoring does not produce extra traffic. Passive measurements are mainly

used to measure metrics pertaining to a certain network element. Any failure condition in
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the network could generate multiple alarms by monitoring agents. The alarms are then
used as symptoms by the Network Management System (NMS) to analyze the exact failure
condition in the network. Active monitoring on the other side involves sending probe
signals onto the network to sample its behavior. These probes are sent from specially
instrumented probe stations periodically at regular time intervals. These probes can
vary from small pings to complex test transactions. The use of probes helps the NMS to
respond more quickly and accurately to the large number of network events, as opposed

to the traditional passive event correlation approach.

1.5. Probing

Active Monitoring is used to obtain end-to-end statistics such as latency, loss and route
availability. These statistics are then used to deduce the health of the network components.
Network parameters and conditions can also be extracted from these probes. It also
provides flexibility in the design of probes with particular properties to get corresponding
readings. However, there is also a disadvantage of probing. Probes may modify route
conditions and increase the congestion on some routes and disturb the traffic behaviour
for which monitoring devices are set up. To minimize these effects, probe signals of low
bandwidth are used.

Diagnosing a network requires probe stations to be set up on various nodes of the
network. The probes are then sent from these probe stations to all the nodes and links
throughout the network. The configuration of both the probing stations and probes
impose a cost to network management. The probing stations add to the cost because the
probing code must be installed, operated, and maintained. On the other hand probes
impose an additional cost because their use entails additional network traffic overhead
and also due to the collection, storage and analysis of probe results. The probe stations
selected should be such that they are able to probe the entire network. Thus there exists
a trade-off between the number of probe stations and number of probes to be sent. More
number of probe stations implies lesser number of probes and vice-versa. Thus our aim is
to find the optimal balance point between the number of probe stations and the number
of probes.

There are two types of probing techniques :

1. Pre-planned probing : This involves the offline selection of the probes and

periodically sending the probes into the network. This is then followed by a passive data
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Probe i

Station Node K Probe

Figure 1.1: Example of probes and probe stations

mining approach to get the knowledge of the current state of the network. Another
significant drawback in this approach is the involved difficulty in envisaging all possible
problems and generating a probe set for it. This approach is mainly useful because it

does not cause a overhead of selecting the probes.

2. Active probing : It adapts the probing strategy to the observed network state.
Instead of sending probes for locating all potential problems in the network, it sends a
small number of probes initially and then adapts the probe set to the observed network
state. This approach significantly reduces management traffic and provide more accurate
and timely diagnosis than pre-planned probing. Our main aim is to be able to obtain
accurate, reliable estimates using only a small number of probes and using probe signals
of low bandwidth. This however has the overhead of selection of probes for each new

state of the network.



Chapter 2

Proposed Method for Probe Selection

The network can be considered as a weighted graph G = (V, E) where V' denotes
the vertices and E denotes the edges. The vertices represent the nodes of the network.
The edges represent a link between the nodes and the weight on the edge represent the
amount of traffic i.e. I/O statistics of the link. The path followed by the probe originating
from a probe station is known as the probe-path. For our problem, we have a set of
identified probe stations (PS). Since the probe selection problem is NP-complete (Set
Cover problem can be reduced to the problem) [4], we need to have some heuristics.
Therefore, we have put a bound on the maximum probe-length to a constant L instead of
the original unbounded problem. After adding this constraint, the solution to this new
problem will be a sub-optimal solution of the original probe-selection problem. Thus our
problem formally is :

Given a weighted graph G = (V| E) with a set of probe stations PS C V, find an
optimal set of probes such that probe-induced traffic add to the less congested nodes while
satisfying the constraints that every node failure can be discovered by at-least one probe

and any probe is of maximum L length.

2.1. Candidate Probe Selection

The candidate probe (CP) set is generated by running Dijkstra algorithm from all probe
stations. This set is then used to define the probe-matrix A,.., where cp = |C'P| and
n = |V|]. A;; indicates whether j candidate probe passes through the i node (boolean
value).

Consider the sample network network graph in Figure 2.1. Let us restrict the maximum

probe length to 2 hops. The possible candidate probes are

1. CP = ({10,8,1}, 225) , CP, = ({10,9,2}, 149), CP; = ({10,8,3}, 257), CPy —
({10,5,4}, 132), CPs — ({10,5,6}, 144), CPs — ({10,5}, 45), CP; — ({10,9,7}, 156),

7
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Figure 2.1: Sample Network Graph

CP;y = ({10,8}, 72), CPy = ({10,9}, 63)

2. CPy = ({54,1}, 145) , CPy; = ({5,6,3}, 192), C Py, = ({5,4}, 87), CPi3 = ({5,6},
99), CPy = ({5,8}, 31), CPis = ({5,8,9}, 130), CPig = ({5, 10}, 45)

3. CPi; = ({7.1},136) , CPis = ({7,9.2}, 179), C Py = ({7,1,4}, 194), C Py = ({7,1,8},
289), C'Py = ({7,9}, 93), CPy = ({7,9,10}, 156)

2.2. Final Probe Selection

After getting the candidate probe set, the main problem is to find the final probe P C C'P
set in the network. This problem can now be modelled as a linear optimisation problem

in the following manner :

1. Each probe has its own cost. The cost of selecting the probe is the total sum of

weights of all the links which this probe has to travel. Thus, we now define the
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Probe Weight Vector (PWV,,.1) as the vector containing the cost of all candidate
probes where PWV; represents the cost of the i** probe.

2. Now, each candidate probe will either be present in the final probe set or not. Thus
the final outcome of each candidate probe can be viewed as a boolean variable where
1 indicates the probe is selected and 0 if it is not. We have thus defined a vector
X ps1 which is binary in nature where X; represents whether the i*" probe is as a

part of final probe set.

3. The constraint still has to be put the each node is detected by atleast one probe.

This can be easily imposed if the following inequality is imposed :
An*cp * ch*l 2 1

4. Finally the objective of the problem is to minimise the total cost of probes selected

which can be represented by :
PI/VV,;1 * Xepit

Thus, we have changed our probe selection problem to the following binary integer

linear programming problem :

«1 * Xeps1 subject to

An*cp * ch*l Z 1
where X; € 0,1Vj € CP

min. PWV,]



Chapter 3

Experimental Simulations and Results

3.1. Small-sized Computer Networks

The above example network was simulated in NS-3. The NS-3 file takes the adjacency
matrix of the undirected unweighted graph as its input. CBR flows were then sent between
various nodes which were randomly picked. This leads to the generation of various pcap
trace files. The number of packets (I/O packets) were then extracted from these pcap
files which act as the edge weights. This adjacency matrix of the weighted graph is then
fed to the R script file for selecting the optimal probe set.

For the example network depicted in the graph from Figure 2.1, the probes selected in
the optimal probe set are :

CP, = ({10,9,2}, 149), C P4 = ({5,8}, 31), CP; = ({5,6,3}, 192), C Py = ({7,1,4},
194).

Figure 3.1: Probes Selected

10
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3.1.1. Variation of Probes Selected with Average Degree

An incremental analysis of the above experiment was performed with different graph
structures having a fixed number of nodes. In our experiments, we took graphs of 20 nodes.
We kept the maximum probe length as 5 and the number of probe stations as 3. We
then incrementally started adding edges to the graph starting from 23 edges to 52 edges,
taking 10 sample graphs each time. The experiment was left to run for about 6 hours out
of which most of the time was consumed due to the packet transfers between the nodes
during simulation in NS-3. The probe set selection by solving the binary optimization
problem is done in the R file which usually took around 2-3 seconds for selecting the probe
set for a single graph.

The observations got are plotted in Figure 3.2. Correlation of 85% was observed
suggesting a near linear increase in the number of probes selected with the increase in the

average degree.

Variation of probes selected with increasing average degree

10.0

45

0 AT

85 /
8.0 /

15 ....._.___,.-

Number of Probes Selected

—— Approximate Number of Probes Selectad
Actual Number of Probes Selected

70

23 25 27 29 31 33 35 37 39 41 43 45 47 49 51
Average degree

Figure 3.2: Probes Selected
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3.1.2. Variation of Probes Selected with Graph Size

The experiment was then simulated with various graphs having a fixed average degree,
number of probe stations, maximum probe length. In our simulations, the average degree,

number of probe stations and maximum probe length were taken as 8, 4, and 7 respectively.

2 * Number of edges

A d =
Verage cegree Number of nodes

The experiment was run on small graphs with number of nodes ranging from 10 to
30. The experiment was kept to run for about 5 hours collecting various readings for the
same parameters and the number of probes selected were then plotted as a function of the
number of nodes. Correlation of 99.22% was found, clearly suggesting a linear increase of

the number of probes selected with the number of nodes.

Variation of probes selected with increasing graph size

-

16 4

) P
10 //
|

6 //
—— Approximate Number of Probes Selected
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0 11 12 13 14 15 16 17 18 18 20 21 22 23 24 5 26 27 28 29 1
Mumber of Nodes

Figure 3.3: Probes Selected
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3.2. Large-sized Computer Networks

Simulating large networks in NS-3 is very difficult. Owing to the large size of the graph
networks, the edge weights for the graphs which were initially chosen by recording packets
transferred on each link, were then chosen randomly from a fixed range. The experiment
was then simulated with various real computer networks. One such example graph was
the Rocketfuel engine. [8] It is a mapping of 10 ISPs in Europe, Australia and the United
States with a database of over 50 thousand IP addresses representing 45 thousand routers
in 537 POPs connected by 80 thousand links. These ISPs having graph sizes ranging
from approximately 50 nodes to 350 nodes. This formed the adjacency matrix for the
experiments. The overall process of probe selection is done quite fast and usually took 3-4

seconds in all our experiments.

3.2.1. Tradeoff between Number of Probes Selected and Probe

Stations

Both probe stations and probes have their own cost of installation. Probe stations have
a cost because the probing code for the probes must be installed as well as the probe
station has its own maintenance cost. On the other hand, probes have an cost mostly
because they add to the traffic of the network as well as they have to be collected, stored
and analysed. If there is only probe station in the network, the number of probes sent
throughout can be N where N is the number of nodes in the graph. If probe stations are
set up on all nodes of the graph, the number of probes sent will be 0. This suggests, that
the number of probes selected decreases with the increase in number of probe stations.
The above claim was experimentally verified using the Rocketfuel graphs. We took
one with 315 nodes and 972 edges. The probe stations were made to gradually increase

from 3 to 10. The observations obtained are plotted in the figure 3.4.

13
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3.2.2.

Number of Probes Selected
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Figure 3.4: Probes Selected

Variation of Probes Selected with Average Degree

Different graphs having 500 nodes and an average degree ranging from 4 to 5.4 were

generated randomly. The maximum probe length chosen 10 and 3 probe stations were

used. 10 samples of each parameter set were used so that the average could be used as a

good estimate for the corresponding parameters. This time a correlation percentage of

91% was observed.
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Figure 3.5: Probes Selected
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Similar experiment was performed with different set of parameters. For this experiment,
graph size chosen was 200 nodes and the number of probe stations was increased to 4.
The maximum probe length was again kept at 10 and the average degree was gradually
increased from 5 to 6. This time, 50 samples of each parameter set were used so as to get

a better estimate. Correlation of 95% was obtained this time.

Variation of probes selected with increasing average degree
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Figure 3.6: Probes Selected

The increase in number of probes selected with the average degree seems counter-
intuitive since increase in average degree implies increase in the number of edges (keeping
number of nodes constant) and increase in number of edges suggests that some existing
probes might extend to reach the nodes traversing these edges thereby keeping the probes
selected constant. However, with the increase in number of edges, the shortest distance of
nodes from the probe stations gets decreased and since our algorithm picks the optimal
probe set greedily instead of extending a previous probe, it is better to assign a new node

to cover these new nodes, thereby increasing the number of probes selected.

15
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3.2.3. Variation of Probes Selected with Graph Size

For these set of experiments, the maximum probe length, number of probe stations and
the average degree of nodes were kept constant to study the behaviour of the probes
selected with the number of nodes.

In the first set of experiments, the average degree of the nodes was kept at 6, maximum
probe length was kept at 10 and the number of probe stations was kept at 3. The algorithm
was run 20 times for a fixed parameter set. The number of nodes was gradually increased
from 400 to 450 and the observations recorded are depicted in Figure 3.7. A correlation
of 98.45% was observed.

Variation of probes selected with increasing graph size
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Figure 3.7: Probes Selected

In the second set of experiments, the average degree was again kept at 6, the maximum
probe length was again kept at 10 and the number of probe stations was 4. This time
each parameter set was run for 50 times and the corresponding number of probes selected

was recorded. A correlation of 99.34% was observed.

16
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Variation of probes selected with increasing graph size
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Figure 3.8: Probes Selected

From the above sets of experiments, it is clear that the the number of probes selected
in the optimal probe set linearly increases with the increasing graph size keeping other

parameters constant.

17



Chapter 4

Conclusions and Future Works

4.1. Conclusions

In this project, we proposed an approach for adaptive probing for detection of faults in
computer networks. Our method adapts to the current network state i.e. which routers
and links are working and have less traffic. The current 1/O statistics of the network are
fed as the parameters to our network graph. We then proposed a greedy algorithm for the
candidate probe set selection by limiting the maximum probe length to a fixed constant
L. This was then formulated as a binary linear optimization problem for the probe set
selection.

Simulation experiments were then performed using NS-3 and R to show that the probes
indeed adapt to the traffic dynamics. The proposed algorithm was then tested on various
real computer network topologies to check the scalability of the algorithm. Each additional
probe has its own cost hence the number of probes selected is an important factor to
be considered while choosing the probe stations. The variation of the number of probes
selected was then studied with respect to different parameters. The trade-off between
the number of probe stations and the number of probes selected was also experimentally

verified.

4.2. Future Works

Future works include estimating theoretical bounds on the number of probes selected
depending on the structre of graphs, probe stations, maximum probe length. Sometimes
any probe station, node or link between routers can go down. In such cases, it is always
essential to have a backup route so that the network can still be monitored. If any probe
passes passes through this link or node, the probe signal might not be sent. Thus, these

cases need to be studied properly so that fault detection is ensured.
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