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ABSTRACT

The exponential growth of data and increasing demands for privacy and compli-

ance drove the shift toward geo-distributed training of Deep Neural Networks (DNNs).

Traditional centralized training in a single data center faced limitations such as WAN

bandwidth constraints, high latency, and cross-border data restrictions. Conventional

VLAN-based approaches also lacked scalability for multi-tenant, distributed environ-

ments due to limited ID space and poor isolation. To overcome these challenges,

this thesis designed and evaluated a scalable, resilient, multi-tenant virtual network

architecture for geo-distributed DNN training.

The system used VXLAN as a Layer 2 overlay and EVPN over MP-BGP as the

control plane to extend network reachability across data centers while enabling iso-

lated virtual networks. A realistic emulated environment was built using Container-

lab and FRR, with a spine-leaf topology modeling inter-data center communication.

The network was enhanced with Equal Cost Multi Path (ECMP) routing for load

balancing and Bidirectional Forwarding Detection (BFD) for fast failure recovery.

Prometheus, combined with SNMP and ping exporters, enabled continuous monitor-

ing of link health, device uptime, and overall network connectivity.

Multi-tenancy was achieved using VXLAN Network Identifiers (VNIs), ensuring

isolation of concurrent training workloads. Experiments confirmed intra-tenant com-

munication and inter-tenant isolation, while parallel training using AllReduce and

Parameter Server models validated support for distributed synchronization under em-

ulated WAN conditions.

This work demonstrated that using VXLAN with EVPN enabled a resilient and

scalable network architecture, well-suited for geo-distributed AI workloads, by sup-

porting fault recovery, e�cient routing, and strong isolation between tenants.
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Chapter 1

Introduction

Deep neural networks (DNNs) have become integral to the development of mod-

ern artificial intelligence systems, underpinning a broad array of applications such

as image recognition, natural language processing, autonomous navigation, and sci-

entific computing. These models are characterized by their computational intensity

and high data throughput requirements, often necessitating large-scale, resource-rich

environments for e↵ective training. Traditionally, DNN training has been conducted

within centralized data centers, where both the training data and computational in-

frastructure reside in a single location. While this approach has o↵ered performance

consistency and administrative simplicity, it is increasingly challenged by the evolving

landscape of global data generation, regulatory compliance, and network constraints.

As data becomes more globally distributed and regulatory frameworks impose strict

data sovereignty and privacy requirements, centralized training models face growing

limitations. Organizations are often prohibited from aggregating data across borders

due to legal restrictions such as the General Data Protection Regulation (GDPR) and

other region-specific data protection laws. Furthermore, the reliance on wide-area

network (WAN) links to transfer large datasets to a centralized facility introduces
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CHAPTER 1. INTRODUCTION 2

bandwidth bottlenecks, increased latency, and potential performance degradation.

These factors render traditional centralized training strategies inadequate for many

real-world AI workloads, particularly those involving federated or cross-region data

sources.

To address these limitations, geo-distributed deep learning has emerged as a com-

pelling alternative. This approach partitions training workloads and data across mul-

tiple geographically dispersed data centers, enabling model training to occur closer to

the data source while complying with local regulatory requirements. Geo-distributed

training o↵ers benefits such as improved scalability, better fault isolation, and regula-

tory alignment. However, the shift from centralized to distributed training introduces

new technical challenges, particularly in the domain of networking. Synchronization

of model parameters across distributed nodes becomes significantly more complex and

latency-sensitive. Network reliability and throughput directly impact model conver-

gence and training stability, especially in synchronous training paradigms. In this

context, the underlying network fabric becomes a critical enabler of performance and

resilience.

Traditional Layer 2 technologies such as VLANs are not suited for such environ-

ments due to their limited scalability, inflexible configuration, and confinement to

single-site broadcast domains. With support for only 4096 unique identifiers and a

lack of native fault tolerance or tenant isolation mechanisms, these legacy solutions

fail to meet the demands of dynamic, large-scale, multi-tenant machine learning work-

loads. In addition, conventional routing protocols like OSPF and standard BGP ex-

hibit slow convergence times in the face of link or node failures, which can severely

disrupt training pipelines, especially in long-running or tightly synchronized jobs.

This thesis proposes a modern, scalable, and fault-tolerant network architecture

2



CHAPTER 1. INTRODUCTION 3

tailored to the requirements of geo-distributed DNN training. The proposed solu-

tion employs Virtual Extensible LAN (VXLAN) as the overlay tunneling protocol

to enable Layer 2 connectivity across Layer 3 networks, significantly improving scal-

ability and tenant isolation. VXLAN supports up to 16 million unique identifiers,

allowing the infrastructure to accommodate numerous concurrent training workloads

in a multi-tenant environment. Complementing VXLAN, the control plane leverages

Ethernet VPN (EVPN) over Multiprotocol BGP (MP-BGP) to distribute MAC and

IP reachability information across data centers e�ciently and dynamically. This ap-

proach eliminates the need for manual configuration or flood-based learning, supports

endpoint mobility, and improves overall network convergence.

To enhance performance and resiliency, the architecture integrates Equal-Cost

Multi-Path (ECMP) routing for optimal tra�c distribution and Bidirectional For-

warding Detection (BFD) for sub-second failure detection, and rapid recovery. ECMP

enables the system to maximize bandwidth utilization across redundant paths, while

BFD significantly reduces the time required to detect and respond to network fail-

ures, ensuring that training workloads remain uninterrupted. The implementation of

this architecture is conducted in a simulated environment using ContainerLab and

Free Range Routing (FRR), representing multiple virtual data centers connected via

VXLAN tunnels in a spine-leaf topology. Routing and tunnel endpoint discovery are

handled via MP-BGP, with full observability provided through Prometheus. Addi-

tional support from SNMP and Ping Exporters allows for comprehensive monitoring

of latency, link performance, and route convergence.

To evaluate the e↵ectiveness of the proposed solution, this thesis conducts a series

of experiments designed to test the architecture’s ability to support real-world DNN

training under geo-distributed conditions. These include reachability tests, failure

3



CHAPTER 1. INTRODUCTION 4

recovery benchmarks, ECMP path behavior analysis, multi-tenancy test and actual

distributed training using the MNIST dataset. The experimental results demonstrate

that the architecture achieves the desired goals of scalability, low-latency communica-

tion, rapid failover, and e↵ective resource utilization, making it a viable networking

foundation for distributed AI workloads.

By integrating modern networking protocols with open-source orchestration and

monitoring tools, this thesis presents a comprehensive, scalable, and practical solu-

tion to the challenges posed by geo-distributed DNN training. The work not only

highlights the limitations of conventional networking solutions in this context but also

provides a validated architecture that can serve as a reference for future deployments

in both academic and industrial settings. Through this contribution, the thesis aims

to advance the field of distributed AI infrastructure and provide a foundation for more

resilient and e�cient machine learning systems operating at global scale.

4



Chapter 2

Related Work

Training deep neural networks (DNNs) in geographically distributed data centers

involves a range of challenges stemming from limited wide-area network (WAN) band-

width, increased latency, and the requirement to support multiple isolated tenants

in a scalable manner. Many distributed machine learning (ML) systems rely on cen-

tralized aggregation approaches such as parameter servers or collective operations like

AllReduce, which are well suited for high-speed local area networks (LANs). However,

these architectures often experience performance bottlenecks when deployed in WAN

environments. As a result, research e↵orts have focused on optimizing communication

strategies and leveraging network virtualization techniques to improve the e↵ectiveness

of distributed training across multiple sites.

Several systems have been proposed to address WAN ine�ciencies in ML training.

Gaia introduced Approximate Synchronous Parallel (ASP), a synchronization model

that reduces inter-data center communication by omitting insignificant updates while

preserving model convergence [7]. Gaia improves bandwidth e�ciency and training

performance across geographically distributed sites by decoupling intra-data center

communication from inter-data center synchronization. In a complementary direction,

5



CHAPTER 2. RELATED WORK 6

L3DML explores the use of programmable P4-based switches to perform in-network

gradient aggregation [6]. This approach removes the need for a centralized parame-

ter server and mitigates the impact of slow-performing data centers using rate-aware

routing techniques. Other systems such as TicTac improve the e�ciency of collective

operations by optimizing the scheduling of AllReduce across WAN links [5], while

[11] introduces a model that adapts to performance asymmetry across workers by

aggregating updates in a non-blocking, partial manner.

Collaborative and decentralized training models have also emerged to reduce de-

pendency on frequent communication and to support data locality or privacy con-

straints. The paper [14] demonstrates that combining local updates with periodic

model averaging, supported by cyclical learning rates, can maintain convergence while

significantly reducing synchronization overhead. Federated learning approaches such

as FedAvg follow a similar principle, although they are primarily geared toward edge

computing scenarios [10]. These strategies o↵er useful trade-o↵s in settings where

full synchronization is impractical, even though they are less commonly used in data

center-scale ML deployments.

To support distributed workloads in such environments, scalable virtual network-

ing technologies have become essential. VXLAN enables Layer 2 extension over Layer

3 infrastructure and overcomes the limitations of VLANs by supporting a 24-bit iden-

tifier space for tenant segmentation [9]. However, VXLAN alone uses flood-and-learn

behavior, which does not scale e�ciently. EVPN addresses this limitation by in-

troducing a control-plane MAC learning mechanism via MP-BGP, enabling dynamic

endpoint discovery, reduced broadcast tra�c, and seamless mobility [3, 13]. Practi-

cal implementations such as [4] illustrate how these overlays can be configured using

FRRouting and container-based platforms to emulate multi-site data center fabrics.

6



CHAPTER 2. RELATED WORK 7

These features are relevant for distributed ML, as they enable e�cient routing, tenant

separation, and flexible workload placement in virtualized infrastructures.

Workload migration is another important aspect in distributed ML systems, par-

ticularly for long-running jobs that may need to relocate due to load balancing or

failure recovery. The paper [12] shows how MAC mobility and anycast gateways can

be combined with proactive routing updates to support service continuity during mi-

gration between geographically distant sites. This helps preserve ongoing operations

by ensuring that network state transitions do not disrupt connectivity or result in

suboptimal routing paths.

Although substantial progress has been made in both machine learning system

design and network virtualization, most studies evaluate these aspects independently.

Machine learning experiments often assume ideal LAN conditions or use simplified

WAN emulation without accounting for routing behaviors, convergence latency, or

link failures. Likewise, network protocol evaluations typically rely on synthetic tra�c

and do not model the communication patterns of distributed training workloads. In

this context, this thesis sets up a practical emulated environment using Containerlab,

FRRouting, VXLAN, and EVPN to examine how network characteristics such as

path convergence, link failure, and tenant isolation can influence distributed training

performance. The focus is not on proposing new algorithms or systems, but rather on

demonstrating, using existing open-source technologies, how distributed ML workloads

behave in a controlled, geo-distributed network environment.

7





Chapter 3

Architectural Challenges and

Protocol Selection

Training deep neural networks (DNNs) in geo-distributed environments introduces

several challenges not present in traditional centralized or single-site setups. The

combination of bandwidth constraints, routing complexity, fault tolerance needs, and

multi-tenancy demands necessitates careful design choices in both the training archi-

tecture and the underlying network fabric. This section details the key architectural

challenges encountered and provides a rationale for selecting specific protocols and

technologies to address them.

3.1 Challenges in Geo-Distributed DNN Training

As machine learning workloads span multiple data centers, training systems must

handle increased latency, limited bandwidth, and unstable network paths. These

factors impact synchronization e�ciency and overall throughput. Moreover, the need

for isolation, fault recovery, and multi-tenant support adds further complexity. The

following subsections outline the key challenges in such environments.

9
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3.1.1 Synchronization Overhead in Distributed Training

In distributed deep learning, synchronization of model parameters is essential for

convergence. In a parameter server (PS) architecture, workers periodically push their

gradients to centralized servers and pull updated parameters for the next iteration.

While e↵ective in LAN settings, this approach becomes problematic in WAN envi-

ronments, where network latencies are higher and bandwidth is more limited. Even

moderate-scale DNNs (e.g., ResNet, Transformer) can involve hundreds of megabytes

of model state that must be exchanged every few seconds.

AllReduce-based architectures, commonly used with frameworks like Horovod and

NCCL, eliminate the central server by having peers directly exchange gradients. How-

ever, these architectures are highly sensitive to WAN-induced jitter and require con-

sistent high-bandwidth links to maintain e�ciency. As a result, both approaches face

serious bottlenecks in geo-distributed settings unless the underlying communication

fabric is optimized to handle inter-site tra�c intelligently.

3.1.2 Scalability Limitations of Legacy VLAN Architectures

Traditional VLANs, based on IEEE 802.1Q, support a maximum of 4096 VLAN

identifiers, limiting their applicability in modern large-scale and multi-tenant data

centers. Additionally, VLANs operate strictly at Layer 2, which complicates routing

across multiple physical sites or availability zones. Maintaining MAC address tables

and broadcast domains at scale leads to flooding, loops, and convergence delays, mak-

ing VLAN-based setups unsuitable for the dynamic and distributed nature of ML

training workloads.

10
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3.1.3 Fault Tolerance and Network Convergence Time

During DNN training, especially in long-running tasks such as large language model

(LLM) training or real-time federated learning, the ability to quickly recover from node

or link failures is critical. Traditional routing protocols such as OSPF or BGP can

take several seconds to detect and recover from such events. In contrast, ML training

pipelines expect fast failover to prevent wasted GPU cycles and inconsistent training

states. Without sub-second convergence, failures during synchronization steps can

lead to degraded performance or even training collapse.

3.1.4 Multi-Tenancy and Tra�c Isolation

In multi-tenant environments where multiple users or applications train DNN mod-

els concurrently, isolation of tra�c and compute resources is essential. The system

must support thousands of simultaneous virtual networks, with isolation and minimal

interference. Overlay networking is typically used to solve this, but it must be scalable,

resilient, and compatible with modern control plane technologies.

3.2 Protocol Selection and Design Rationale

To address the above challenges, this thesis adopts a protocol stack composed of

VXLAN, EVPN, MP-BGP, ECMP, and BFD, each selected based on its ability to meet

the specific performance, scalability, and resiliency requirements of geo-distributed

DNN training systems.

11



CHAPTER 3. ARCHITECTURAL CHALLENGES AND PROTOCOL
SELECTION 12

3.2.1 VXLAN for Layer 2 Overlays

Virtual Extensible LAN (VXLAN) is a Layer 2 overlay tunneling protocol that

encapsulates Ethernet frames within UDP packets, allowing Layer 2 connectivity to

be extended across Layer 3 networks [9]. VXLAN supports up to 16 million virtual

network identifiers (VNIs), compared to only 4096 in VLANs, making it suitable for

large-scale, multi-tenant cloud environments.

In this thesis, VXLAN is used to connect training nodes and parameter servers (or

workers in AllReduce) across emulated data center boundaries, allowing the system to

maintain logical proximity while being physically dispersed. By encapsulating tra�c,

VXLAN isolates tenant tra�c and reduces the impact of broadcast and multicast

storms.

3.2.2 EVPN as the Control Plane

Ethernet VPN (EVPN) serves as the control plane for VXLAN overlays. It replaces

traditional flood-and-learn data plane mechanisms with control-plane-driven MAC/IP

route advertisement via BGP [3, 13]. EVPN supports route types such as MAC/IP

advertisement (Type 2), Inclusive Multicast (Type 3), and MAC mobility, allowing

dynamic learning of endpoint reachability.

This design eliminates the need for static tunnels or multicast flooding, significantly

improving convergence and scalability. EVPN also supports seamless VM mobility,

critical when migrating workloads between sites by tracking MAC movement using

sequence numbers in MAC mobility extended communities.

12
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3.2.3 MP-BGP for Route Distribution

Multi-Protocol BGP (MP-BGP), as defined in [2], allows the exchange of routing

information for multiple address families, including EVPN routes. In this implemen-

tation, MP-BGP distributes EVPN routes between leaf and spine nodes (VTEPs),

enabling auto-discovery of remote peers and automatic tunnel creation.

MP-BGP also ensures that tenant MAC/IP information is propagated across the

network, avoiding manual configuration and simplifying large-scale deployment. The

use of Route Targets (RTs) and Route Distinguishers (RDs) enables flexible policy

control and route segregation for di↵erent tenants or training pipelines.

3.2.4 ECMP for Load Balancing

Equal-Cost Multi-Path (ECMP)[1] routing is utilized to distribute training tra�c

across multiple parallel paths. This approach maximizes bandwidth utilization and

enhances fault tolerance. Hash-based tra�c distribution across ECMP paths helps

prevent bottlenecks, especially in high-throughput scenarios such as synchronous pa-

rameter synchronization or gradient averaging.

Customized hashing policies (e.g., based on L3/L4 headers or inner payloads) en-

sure even distribution of flows and enable e↵ective link utilization across the overlay

fabric.

3.2.5 BFD for Rapid Failure Detection

Bidirectional Forwarding Detection (BFD) is a lightweight protocol that detects

link or path failures in milliseconds, significantly faster than standard routing pro-

tocol timers [8]. BFD is integrated with BGP in this implementation to trigger fast

convergence and path switchover when a link goes down.

13
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This mechanism ensures that DNN training jobs remain connected with minimal

disruption during network failures.

3.3 Summary

Geo-distributed DNN training introduces unique demands in terms of communica-

tion e�ciency, scalability, resilience, and tenant isolation. Traditional L2 and routing

protocols fall short under these conditions, necessitating a more modern and flexible

networking stack.

This thesis adopts a robust protocol combination:

• VXLAN for scalable overlay tunneling [9].

• EVPN for MAC/IP control and mobility support [3, 13].

• MP-BGP for route advertisement and policy enforcement [2].

• ECMP for e�cient path utilization [1].

• BFD for millisecond-scale failure detection and fast failover [8].

This architecture lays the foundation for the implementation described in the next

section, which integrates these protocols in a simulated environment using open-source

tools to evaluate performance under realistic constraints.

14



Chapter 4

Implementation

To evaluate the proposed architecture for geo-distributed DNN training, a com-

plete emulated environment was built using open source tools such as Containerlab,

FRRouting (FRR), and Docker. This setup models multiple interconnected data cen-

ters using a spine leaf topology, enabling the deployment of advanced routing proto-

cols and overlay technologies like VXLAN and EVPN. The goal was to mimic real

world conditions involving high latency, multi tenancy, and network failures to assess

the robustness and scalability of the system. This chapter details the step by step

implementation, starting with the network topology setup, followed by device config-

urations, protocol verifications, and the integration of a monitoring infrastructure for

observability.

4.1 Topology Configuration and Deployment

To simulate a geo-distributed data center environment, we used Containerlab as

the foundation for defining and deploying the network topology. Containerlab is a

powerful tool that simplifies the creation of container-based network labs by allow-

ing users to define complex topologies using a single YAML file. It abstracts away

15
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low-level container networking and lifecycle management, providing an e�cient and

reproducible way to emulate production-grade infrastructure.

The topology was defined using a YAML file that specified all the nodes, links,

and bind mounts required for configuration. Each node was mapped to a container

image, including FRRouting (FRR) routers for the control plane and Debian-based

hosts for tra�c generation and distributed training. Links were defined to simulate

both intra-datacenter and inter-datacenter connectivity. Figure 4.1 shows an excerpt

from the actual YAML topology file used in the deployment.

Figure 4.1: Example Containerlab YAML topology definition

The emulated topology followed a spine leaf architecture across two virtual data

centers. Each data center contained two spine routers and three leaf routers. Hosts

were connected to the leaf routers, and spine layers between the two data centers were

linked to emulate WAN connectivity. This design allows the system to test ECMP,

EVPN, and VXLAN behavior under realistic routing conditions. Figure 4.2 illustrates

the complete topology used in the implementation.

16
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Figure 4.2: Emulated spine leaf topology used for VXLAN BGP EVPN deployment

After deploying the topology, all containers were up and running, interfaces were

linked, and management IPs were reachable. A CLI screenshot confirming successful

deployment is shown in Figure 4.3. At this point, the network was ready for further

configuration.

Figure 4.3: Containerlab deployment output confirming successful startup of all nodes

17
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4.2 Routers and Host Configuration

Once the topology was deployed, the next step involved configuring routing pro-

tocols and tunnel interfaces to enable seamless Layer 2 and Layer 3 communication

across the virtual data centers. This section explains the configuration of BGP with

EVPN, VXLAN Tunnel Endpoints (VTEPs), ECMP for load balancing, host network

settings, and BFD for rapid failure detection.

4.2.1 BGP EVPN Configuration

Before deploying the topology, it was necessary to prepare the router configura-

tions, with a particular focus on the setup required for BGP EVPN. These config-

urations were mounted into each router container using bind mounts defined in the

Containerlab YAML file. This ensured that every router booted with its assigned

routing logic and EVPN settings already in place.

A sample configuration for one of the leaf routers is shown in Figure 4.4. The

router is configured with a unique BGP Autonomous System Number (ASN) and a

router ID to identify it within the control plane. Peer groups are defined to simplify

BGP neighbor configuration, particularly useful in spine-leaf topologies where each leaf

peers with multiple spines. These peerings are established using directly connected

interfaces, allowing BGP sessions to form automatically.

Within the configuration, the address-family ipv4 unicast block handles the ex-

change of traditional IP routes. The redistribute connected command ensures that

directly connected subnets such as loopbacks are advertised into BGP.

18
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Figure 4.4: Sample BGP-EVPN configuration for a leaf router in the emulated topol-

ogy

More importantly, the address-family l2vpn evpn block enables the EVPN control

plane. Here, EVPN is activated for the defined peer group, and the advertise-all-

in command ensures that all locally configured VXLAN Network Identifiers (VNIs)

are advertised through EVPN. This is essential for MAC learning across the overlay,

as it allows the control plane to distribute MAC-to-VTEP mappings throughout the

network. Without this, hosts attached to one leaf switch would not be discoverable

by hosts connected elsewhere in the fabric.

4.2.2 VXLAN and Bridge Configuration

Once BGP and EVPN were configured and active, the next step was to set up

the VXLAN Tunnel Endpoints (VTEPs) on the leaf routers. Each leaf node can host

multiple VTEPs, one for each VNI, representing a separate Layer 2 segment. For
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every VNI, a dedicated VXLAN interface is created using the ip link add command.

This interface is added to a Linux bridge, along with the host-facing physical interface.

The bridge is then assigned a MAC and IP address so it can operate within the same

subnet as the connected hosts.

Figure 4.5 shows a sample script used to configure a VTEP and its associated

bridge. The VXLAN interface is created with a specific VNI, assigned a local source

IP used as the tunnel endpoint, and connected to a bridge that links the host interface

to the overlay. This setup allows the leaf to encapsulate outgoing tra�c into VXLAN

format and forward it to remote VTEPs, while also decapsulating incoming tra�c

addressed to local hosts. It also enables proper MAC address learning and forwarding

throughout the fabric via EVPN.

Figure 4.5: Sample VTEP and bridge configuration for a leaf router

After VTEPs are created and connected to the bridges, they start exchanging

reachability information over the EVPN control plane. Each router advertises locally

known MAC addresses, VNIs, and associated VTEP IPs using BGP. This allows every

router in the network to learn how to reach hosts attached to other leaves, whether

in the same data center or across the WAN to a di↵erent site. These advertisements

form the basis for building and maintaining distributed Layer 2 connectivity over the

Layer 3 underlay.
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4.2.3 Host Configuration

After setting up EVPN and VXLAN, each host was manually configured with

a unique MAC and IP address to maintain consistent identity across the system.

Figure 4.6 shows a simple example of host-side interface configuration. Once the

interface is brought up, the host initiates ARP to resolve IP-to-MAC mappings. The

leaf router connected to that host observes these ARP packets and learns the MAC-to-

IP binding. It then advertises this information to the rest of the fabric using EVPN.

As a result, all routers in the overlay learn how to reach every host, making inter-host

communication seamless across the distributed data center.

Figure 4.6: Manual configuration of MAC and IP address for a host interface

4.2.4 ECMP and BFD Configuration

To enhance both fault tolerance and tra�c distribution, ECMP and BFD were

configured. ECMP was enabled using the maximum-path directive in the BGP config-

uration, allowing routers to install multiple equal-cost routes for the same destination.

This helped distribute tra�c across multiple uplinks in the spine-leaf fabric. Along-

side ECMP, Bidirectional Forwarding Detection (BFD) was configured to enable fast

failure detection between BGP peers. A profile named fast was created with transmit

and receive intervals set to 100 milliseconds, and a detect multiplier of 3. This results

in a failure detection time of approximately 300 milliseconds. The profile was ap-

plied to BGP neighbors using the bfd profile fast command to monitor peer liveliness

e�ciently.Figure 4.7 shows a combined configuration snippet for ECMP and BFD.
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Figure 4.7: Combined ECMP and BFD configuration for a leaf router

With all routers and hosts configured, the network was fully functional and ready

for protocol verification and experiment execution.

4.3 Protocol Verification

With the router and host configurations complete, the next step was to verify

the correct operation of the control and data plane protocols across the emulated

environment. This involved checking the behavior of EVPN advertisements, BGP

session maintenance, MP-BGP route updates, VXLAN encapsulation, and BFD-based

failure detection. A combination of FRR command-line utilities and Wireshark packet

captures was used to perform this verification.

To confirm that EVPN was functioning as expected, the command show bgp

l2vpn evpn was executed on the routers. This displayed both Route Type 2 and

Route Type 3 advertisements. Route Type 2 contains MAC and IP information, al-

lowing remote VTEPs to reach local hosts, while Route Type 3 advertises inclusive
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multicast groups required for broadcast and unknown unicast tra�c forwarding. The

successful exchange of both route types confirmed the operation of the EVPN control

plane, as shown in Figure 4.8.

Figure 4.8: EVPN Route Type 2 and Route Type 3 advertisements

To verify that BGP sessions were being actively maintained, Wireshark was used

to capture control plane tra�c. Periodic keepalive messages were observed between

BGP peers, indicating that the session state was stable. These messages, shown

in Figure 4.9, serve to confirm the liveliness of the connection and are critical for

maintaining long-lived peerings.

Figure 4.9: BGP keepalive message captured via Wireshark

MP-BGP update messages were also captured to confirm that EVPN-specific route

advertisements were being propagated. These messages are identified by the use of

Address Family Identifier (AFI) 25 and Subsequent Address Family Identifier (SAFI)
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70. As shown in Figure 4.10, the update includes Network Layer Reachability In-

formation (NLRI) with EVPN-specific attributes, allowing MAC and IP learning to

occur through the control plane rather than flooding.

Figure 4.10: MP-BGP EVPN update message captured via Wireshark

To ensure that the data plane was operating correctly, VXLAN tra�c between

hosts was analyzed. The captured packets showed a valid outer IP/UDP header, fol-

lowed by the VXLAN header carrying the correct VNI, and the encapsulated Ethernet

frame. This confirmed that the overlay network was properly encapsulating and de-

capsulating tra�c across data center boundaries. A sample VXLAN packet is shown

in Figure 4.11.
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Figure 4.11: VXLAN message captured via Wireshark

To further illustrate the flow of EVPN control and data plane operations, Fig-

ure 4.12 presents a step-by-step sequence of events that occur when a new host joins

the network and begins communication with another remote host across the VXLAN-

EVPN fabric. The sequence begins with Leaf1 sending an EVPN Type-3 route (Inclu-

sive Multicast Ethernet Tag or IMET) through BGP to advertise its VTEP IP address

for VNI 100. This is used by other VTEPs (e.g., Leaf2) to establish multicast group

membership for unknown or broadcast tra�c within the VXLAN segment.

Next, when Host1 joins the network and sends an ARP request, Leaf1 learns the

MAC address (aa:bb:01:01:01:01) and associates it with VNI 100. It then advertises

this information via an EVPN Type-2 route (MAC/IP advertisement), indicating that

tra�c for that MAC should be forwarded to its VTEP address (1.1.10.1). This update

is reflected by the Spine node to all BGP peers, including Leaf2. Once Leaf2 receives

this Type-2 route, it updates its forwarding table. When Host2 sends a packet to

Host1, Leaf2 encapsulates the frame using VXLAN, targeting the destination VTEP

(1.1.10.1). Upon arrival at Leaf1, the packet is decapsulated and delivered to Host1.
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Figure 4.12: EVPN control and data plane operation: host join and inter-VTEP

communication

Finally, BFD packets were captured to verify that fast failure detection was active.

These lightweight control messages were exchanged between BGP peers at regular

intervals over UDP port 3784. The capture confirmed that BFD was operating in

the ”Up” state with the configured timers in place, as shown in Figure 4.13. This

confirmed the network’s ability to detect failures rapidly and trigger path failover.
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Figure 4.13: BFD message captured via Wireshark

These protocol verifications confirmed that the underlying network components in-

cluding EVPN for MAC and IP advertisement, BGP for control plane communication,

VXLAN for overlay encapsulation, and BFD for rapid failure detection were correctly

configured and operational. With this foundation in place, the network was fully

prepared to support the distributed training experiments described in the subsequent

sections.

4.4 Monitoring Infrastructure

To ensure visibility into the health and performance of the emulated geo-distributed

network, a monitoring stack was deployed using open source tools. Prometheus was

selected as the central monitoring system, with SNMP and Ping Exporters installed

on various nodes to expose metrics related to interface statistics, round trip time, and

system availability. This setup enabled real-time tracking of network conditions and

protocol behavior during training experiments.
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Prometheus was configured using a YAML file that defined monitoring targets,

including the IP addresses of routers and hosts. It periodically scraped metrics from

each target using HTTP endpoints exposed by the exporters. Figure 4.14 shows a

portion of the Prometheus configuration file that specifies SNMP and Ping Exporter

endpoints.

Figure 4.14: Prometheus configuration file with SNMP and Ping Exporter targets

Once configured, the Prometheus web interface confirmed that all targets were

reachable and actively exporting metrics. Figure 4.15 shows the Prometheus Targets

page, where each entry corresponds to a monitored router or host in the topology. A

green status indicates successful metric collection, confirming that the exporters were

running correctly.
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Figure 4.15: Prometheus showing active monitoring targets

This monitoring setup provided key insights during the distributed training ex-

periments, such as link availability, latency between data centers, interface usage, and

protocol stability. By combining these metrics with packet captures and protocol logs,

it was possible to correlate training performance with underlying network behavior.

This observability was crucial in validating the impact of failure recovery mechanisms,

ECMP behavior, and multi-tenant isolation in the experimental evaluations.
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Experiments

This chapter presents the experimental evaluation of the proposed geo-distributed

DNN training system using VXLAN and EVPN. The experiments are structured to

address key aspects of network performance and distributed training, including reach-

ability, ECMP behavior, link failure recovery, multi-tenancy, and model training. All

experiments were conducted on the emulated spine-leaf topology described in the im-

plementation chapter, using Containerlab and FRRouting as the network substrate.

5.1 Reachability (Ping Test)

To verify end-to-end connectivity and establish baseline network performance,

ICMP echo requests were sent from all hosts to all other hosts in the emulated topology.

Figure 5.1 shows the round-trip time (RTT) measured when pinging from Datacen-

ter1 Host1 to Datacenter2 Host1. In this initial setup, RTT values are extremely low,

typically ranging from 20 to 200 microseconds. This is expected because all hosts are

running as containers on the same physical machine, resulting in negligible propagation

and switching delays.
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Figure 5.1: Ping RTT from Datacenter1 Host1 to Datacenter2 Host1 in the default

environment.

However, these RTT values do not reflect those observed in real-world geo-

distributed data centers, where WAN links introduce significant latency and jitter.

To more accurately emulate real-world conditions, we used the Containerlab netem

tool to introduce artificial delay and jitter on each inter-datacenter link. Specifically, a

fixed delay of 5 ms and a jitter of 1 ms were applied per link. As shown in Figure 5.2,

after applying these impairments, the RTT between Datacenter1 Host1 and Datacen-

ter2 Host1 increased to approximately 50 ms, with observed variation consistent with

the configured jitter.

Figure 5.2: Ping RTT from Datacenter1 Host1 to Datacenter2 Host1 after introducing

artificial delay and jitter using Containerlab’s netem tool.
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This approach ensures that the emulated network environment closely resembles

the latency and variability expected in production geo-distributed deployments, pro-

viding a realistic basis for evaluating the performance of distributed DNN training

and other network-dependent workloads.

5.2 Equal-Cost Multi-Path Routing (ECMP)

To evaluate the Equal-Cost Multi-Path (ECMP) routing, multiple tra�c flows were

generated from Datacenter1 Host1 to Datacenter2 Host1. As shown in the topology

diagram (Figure 4.2), the goal was to observe how the network distributes tra�c across

parallel paths to improve throughput and resilience.

At the leaf node, incoming tra�c from the host interface is split across two uplinks

connecting to a di↵erent spine switch within the data center. This shows that ECMP

e↵ectively distributes the outgoing packets on both available spine paths, as shown in

Figure 5.3.

Figure 5.3: Tra�c from Datacenter1 Host1 is distributed across both spine uplinks at

the leaf node, demonstrating Equal-Cost Multi-Path (ECMP) routing.
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On the spine node, the incoming tra�c from the leaf is further distributed across

two WAN-facing interfaces, each leading to a di↵erent spine in the remote data center.

This confirms that ECMP continues to balance flows even at the spine layer, ensuring

optimal utilization of all inter-datacenter links (see Figure 5.4).

Figure 5.4: Tra�c from leaf is distributed across two WAN links towards Datacenter2

at the spine node, confirming ECMP load balancing at the spine layer.

The ECMP behavior is controlled by a custom multipath hash policy

(fib multipath hash fields = 0x0DF7). This setting ensures that the hash func-

tion incorporates fields from both Layer 3 and Layer 4 headers, along with inner

packet headers in the case of encapsulated tra�c, thereby maximizing entropy and

promoting balanced flow distribution across available paths. The routing table

excerpt from a leaf node, as shown in Figure 5.5, illustrates multiple equal-cost next

hops for the same destination prefix, confirming the deployment of ECMP.

Figure 5.5: Routing Table Excerpt Showing Multiple Equal-Cost Next Hops on a Leaf

Node
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These results validate that ECMP is functioning as intended, providing both path

diversity and improved bandwidth utilization. This is critical for distributed DNN

training workloads, where large volumes of data must be synchronized e�ciently across

geo-distributed sites.

5.3 Link Failure Recovery

To evaluate the network’s resilience and convergence time during failures, we con-

ducted a link failure recovery experiment under realistic WAN conditions. The test

involved transferring data between two hosts with 50 ms latency and 5 ms jitter con-

figured per link using the Containerlab netem tool. During continuous ping measure-

ments, a critical path was disrupted by dropping all packets on the route, e↵ectively

emulating a link failure.

Figure 5.6: Ping RTT over time during link failure recovery using default BGP timers.

Recovery takes approximately 180 seconds due to slow failure detection.

When only default BGP timers were used (keepalive interval of 60 seconds and

hold timer of 180 seconds), the network required the full hold timer duration to detect

the failure and converge to a new path. As shown in Figure 5.6, the RTT remains
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disrupted for approximately 180 seconds following the failure event. This prolonged

convergence time is unsuitable for distributed training, as it can lead to significant

computation loss and degraded performance.

Figure 5.7: Ping RTT over time with BFD enabled (100 ms interval, 3 retries). Re-

covery is achieved in approximately 320 ms.

To enable rapid failure detection, Bidirectional Forwarding Detection (BFD) was

configured between BGP peers. With BFD enabled at a 100 ms interval and 3 retries,

the network detected the failure and restored connectivity in approximately 320 ms.

Figure 5.7 illustrates the sharp drop and rapid recovery in RTT, demonstrating the

e↵ectiveness of BFD for fast convergence.

Further reducing the BFD interval to 10 ms (with 3 retries) allowed the network

to detect and recover from the failure in about 110 ms, as depicted in Figure 5.8. This

sub-second failover is essential for minimizing disruption during DNN training. These

results demonstrate that integrating BFD with BGP-EVPN overlays dramatically

reduces network convergence time following a link failure-from several minutes with

default BGP timers to well under a second with aggressive BFD settings. This rapid

failover capability is vital for sustaining high-performance and resilient distributed

DNN training across geo-distributed data centers.
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Figure 5.8: Ping RTT over time with BFD enabled (10 ms interval, 3 retries). Recovery

is achieved in approximately 110 ms.

5.4 Multi-Tenancy

Multi-tenancy is a critical feature for modern data center networks, allowing mul-

tiple users, teams, or applications to securely share the same physical infrastructure

while maintaining strict logical isolation. In this thesis, multitenancy is realized using

VXLAN Network Identifiers (VNIs), with each tenant or training workload assigned

a unique VNI. This ensures that tra�c from di↵erent tenants remains isolated at the

overlay level, regardless of the underlying physical topology.

The experimental setup, based on the spine-leaf topology described in Figure 4.2,

was configured with multiple VNIs to emulate separate tenant environments. Hosts

were assigned to di↵erent VNIs, and connectivity tests were conducted to verify both

intra-tenant communication and inter-tenant isolation.

The results of the multitenancy experiment are summarized in Table 5.1. Hosts

within the same VNI could communicate successfully, as shown by the low round-trip

times between d1h1 and d2h1, both in VNI 100, and between d1h3 and d1h5, both

in VNI 200. In contrast, attempts to communicate across VNIs, such as from d1h2 in
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VNI 100 to d1h3 in VNI 200, or from d1h4 in VNI 300 to d2h4 in VNI 200, resulted

in destination host unreachable, confirming that the VXLAN-EVPN overlay en-

forces strict tenant isolation.

Source Host Source VNI Destination Host Destination VNI Result

d1h1 100 d2h1 100 52.4 ms

d1h3 200 d1h5 200 38.2 ms

d1h2 100 d1h3 200 destination host

unreachable

d1h4 300 d2h4 200 destination host

unreachable

Table 5.1: Ping results between hosts in di↵erent VXLAN segments. Intra-tenant com-

munication is successful with low RTT, while inter-tenant communication is blocked,

confirming isolation.

These findings demonstrate that the VXLAN BGP-EVPN architecture, as imple-

mented on the emulated spine-leaf topology, provides robust and scalable multi-tenant

isolation. This capability is essential for supporting concurrent DNN training work-

loads and diverse user requirements in geo-distributed data center environments.

5.5 Distributed Training

To evaluate multi-tenancy and network performance for distributed deep learning,

we conducted simultaneous training using both AllReduce and Parameter Server (PS)

architectures over the emulated spine-leaf topology described previously. The network

was configured with a 50 ms cross-datacenter latency and 5ms jitter to emulate real-

istic WAN conditions. Both training jobs used the MNIST dataset and the LeNet-5

model, but were mapped to di↵erent VXLAN segments to ensure isolation: AllReduce
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(PyTorch) on VX300 and PS (MindSpore) on VX100. The topology, shown in Fig-

ure 5.9, includes both models running concurrently, with M1 denoting the PS setup

and M2 denoting the AllReduce setup.

Figure 5.9: Experimental topology showing simultaneous deployment of Parameter

Server (M1) and All Reduce (M2) architectures across the emulated geo-distributed

data centers.

For AllReduce, four worker nodes participated in collective gradient synchroniza-

tion using PyTorch’s distributed library. The per-batch timing for gradient compu-

tation and synchronization exhibited significant variability, ranging from 350 ms to

1900 ms per batch, as shown in Figure 5.10. This variability reflects the sensitivity of

decentralized synchronization to network conditions.

For the PS architecture, one parameter server (colocated with the scheduler) and

four workers were used, all operating in VX100 and implemented with MindSpore.

The batch-wise timing for gradient computation and synchronization was more stable,

ranging from 500 ms to 900 ms, as shown in Figure 5.11. This stability is due to the

centralized aggregation of gradients in the PS model.
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Figure 5.10: Batch-wise gradient computation and synchronization time for All Reduce

(PyTorch).

Figure 5.11: Batch-wise gradient computation and synchronization time for Parameter

Server (MindSpore).

Running both jobs concurrently demonstrated the e↵ectiveness of the VXLAN-

EVPN network in supporting isolated, simultaneous distributed training workloads.

The observed timings confirm that AllReduce is more sensitive to network conditions,

while the PS model provides greater stability in per-batch training time. This experi-

ment validates the multi-tenant capability and performance of the proposed virtualized

network architecture under realistic geo-distributed training scenarios.
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Conclusion and Future Work

This thesis explored the design, implementation, and evaluation of a scalable and

resilient networking infrastructure tailored for geo-distributed deep neural network

training. In response to the evolving landscape of artificial intelligence, where data

locality, regulatory compliance, and distributed compute resources increasingly shape

system architecture, the work focused on overcoming the technical limitations inherent

in legacy networking solutions. The primary goal was to ensure that geographically

separated data centers could collaboratively train DNN models while maintaining high

throughput, low latency, and strong fault tolerance.

To address this, a practical architecture based on VXLAN overlays and EVPN con-

trol plane mechanisms was developed and tested in a simulated environment. The so-

lution was built using open-source tools such as ContainerLab and Free Range Routing

(FRR), enabling the creation of a realistic multi-site data center topology. Through the

deployment of VXLAN for scalable Layer 2 extension, EVPN for dynamic MAC/IP ad-

vertisement, and MP-BGP for route distribution, the infrastructure achieved seamless

interconnection of training nodes while preserving network segmentation and tenant

isolation.
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The integration of Equal-Cost Multi-Path (ECMP) routing and Bidirectional For-

warding Detection (BFD) further enhances system performance and resilience. ECMP

enabled e�cient bandwidth utilization by distributing tra�c across multiple parallel

paths, while BFD significantly reduced failover times, ensuring continuity during tran-

sient network failures. These properties are especially crucial in distributed training

scenarios where parameter synchronization is time sensitive and intolerant to network

disruption.

Comprehensive testing validated the e↵ectiveness of the proposed solution. Reach-

ability and convergence tests confirmed the stability and reactivity of the network

under dynamic conditions, while performance monitoring using Prometheus provided

quantitative insights into tra�c flow, latency, and fault recovery behavior. Impor-

tantly, the architecture successfully supported distributed training workloads, demon-

strating its capability to serve as a functional backbone for real-world DNN training

tasks.

The findings underscore the viability of using modern overlay and control plane

protocols to meet the unique demands of geo-distributed AI training systems. Unlike

traditional VLAN-based approaches, the proposed architecture o↵ers a future-proof

solution with the scalability, programmability, and agility required in geo-distributed

infrastructures. It provides a foundational network blueprint upon which more com-

plex and large-scale federated learning frameworks can be constructed.

While the current implementation was conducted within a controlled and simulated

environment using ContainerLab, future work may focus on deploying the proposed

architecture in production-grade clusters. Further evaluation with more computation-

ally intensive models, such as ResNet-50 or Transformer-based architectures, would

o↵er deeper insights into system performance under realistic AI training loads. Ad-
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ditionally, incorporating adaptive routing strategies and AI-driven tra�c engineering

could further enhance communication e�ciency in dynamic, large-scale training sce-

narios.

In conclusion, this thesis contributes a practical and extensible network design tai-

lored for modern AI workflows, bridging the gap between distributed machine learning

requirements and the capabilities of contemporary networking protocols. It provides

both a proof-of-concept and a roadmap for building resilient and scalable infrastruc-

ture in the age of data decentralization and cross-border AI collaboration.
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