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ABSTRACT

In the era of digital innovation, Deep Learning (DL) has achieved remarkable success
across various fields, including healthcare, where its decisions directly impact human lives.
The DL-based medical models are versatile and capable of handling a wide range of tasks.
Medical Image Segmentation (MIS) is one such critical task wherein a disease-afflicted Re-
gion of Interest (ROI) is separated from the unintended regions. Such ROIs primarily refer
to any organs, cancerous cells, tissues, or lesions. Unfortunately, the DL-based MIS models
are highly vulnerable to intelligently curated adversarial attacks, where small and impercep-
tible perturbations are imposed on the input that drastically mislead the predictions. This
concern is more pervasive with the medical images, as their rich textural details can easily
divert the focus of the model towards irrelevant regions, ultimately diminishing their per-
formance and robustness. Moreover, the predictions of such models struggle with anoma-
lous samples like adversarial and Out-Of-Distribution (OOD). While adversarial samples
are generated by adding small and imperceptible perturbations to the input, OOD samples
signify input data with a shifted distribution. Both of these samples significantly degrade
the performance of the model. Furthermore, the opaque nature of DL models offers non-
trustworthy predictions, causing conflicts among users over accepting the model prediction.

All these problems could result in catastrophic consequences in the healthcare domain.

To bridge all these research gaps, this thesis aims to fortify the DL-based MIS model by
making it adversarially robust, ensuring its trustworthiness, and simultaneously advancing
its performance. In this direction, we initially propose a novel adversarial attack, DECEIT,
to perceive the effectiveness of such an attack on the DL-based MIS model. The attack
is performed by backpropagating the loss function in relation to the input. Unfortunately,
MIS models exhibit several non-differentiable layers and non-differentiable loss functions
that hinder backpropagation, disrupting attacks. DECEIT excludes these non-differentiable
layers and employs differentiable approximations instead. It also uses a surrogate loss func-
tion to smoothly attack the model. However, different surrogate losses behave differently
for the same input-target pair. Thus, DECEIT performs parallel fusion by conducting at-

tack operations on several surrogate loss functions and choosing the optimal one, which



imposes minimum perturbation while ensuring a successful attack. After DECEIT, we
subsequently propose a unified detection method, DISCERN, which identifies adversarial
and OOD samples from the clean ones in the DL-based MIS model while avoiding net-
work retraining and Ground Truth (GT). Empirical detection methods are predominantly
centred on Medical Image Classification (MIC) tasks, which struggle to translate well for
MIS tasks. Moreover, it adapts either a probability distribution or a threshold-based dis-
tance approach to perform detection. In contrast, our proposed method, DISCERN, benefits
from the observations that clean samples are highly consistent with their rotated variants,
as the MIS model ensures rotation-invariant predictions. Conversely, adversarial samples
show reduced consistency with their respective variants since rotation weakens the efficacy
of perturbations. Likewise, the consistency drops for OOD samples due to their inherent
randomness in model predictions. Without relying on existing approaches, DISCERN per-
forms consistency-based detection by analysing the similarity between samples’ predictions

and their respective variants to significantly identify adversarial and OOD samples.

To alleviate the impression of the adversarial attack on the DL-based MIS model,
we eventually propose an adversarial defence, RELIVE (ContRastivE MulLtltasking
AdVersarial DEfence), elevating the adversarial robustness of the model with notewor-
thy performance gain. RELIVE exhibits contrastive learning, multitask learning, and their
fusion-based defence. Initially, the contrastive learning-based defence builds on the in-
sight that keeping the features of clean, adversarial, and augmented samples closer to each
other during training substantially advances the adversarial robustness of the model. Sub-
sequently, the multitask learning-based defence represents generalised features and signif-
icantly mitigates the impact of perturbation by selecting auxiliary tasks based on the weak
correlation with the main task. Eventually, we analyse the individual advantages of con-
trastive and multitask learning and propose their fusion-based defence, wherein contrastive
learning is exclusively applied to the main task in the proposed multitask architecture,
which results in further enhancement in the model’s resilience and performance. Since the
non-transparency of DL-based MIS models fails to provide trustworthy predictions, which
limits their applicability. Thus, we introduce a novel method, TrustMedlS (Trustworthy

Medical Image Segmentation), aiming to investigate the trustworthiness of the DL-based



MIS models while simultaneously advancing their performance. It works in three folds:
ET (Examining Trustworthiness), ENT (Elevating Non-Trustworthy predictions), and CSM
(Classifier Selection Method). ET observes the characteristics of input and output, followed
by computing the consistency between these outputs and their respective rotated variants. It
measures the confidence score and employs a prespecified threshold to identify the MIS pre-
diction’s trustworthiness. ENT employs ET and addresses non-trustworthy predictions by
taking advantage of the insight that rotation can diminish erroneous impact in such predic-
tions. CSM utilises ENT method and scrutinises multiple MIS models to select the optimal
one that offers the most trustworthy prediction, ultimately enhancing the effectiveness of
the DL-based MIS model.

In a summarised way, the overall thesis contributions are as follows: (1) Our proposed
adversarial attack, DECEIT, dynamically selects the optimal surrogate loss function while
adding minimum perturbation, enabling a deeper understanding of the attack on the DL-
based MIS models. (2) Our proposed method, DISCERN, effectively detects the adversarial
and OOD samples by analysing consistent behaviour of the input samples’ predictions and
their relative variants, advancing model robustness. (3) Our proposed adversarial defence,
RELIVE, leverages contrastive and multitask learning to develop a fusion-based defence,
significantly mitigating adversarial perturbations while slightly improving model perfor-
mance. (4) Our proposed method, TrustMedlS, comprising ET, ENT and CSM, substan-
tially evaluates the trustworthiness of DL-based MIS models and advances the performance
of the non-trustworthy predictions. Experimental results on publicly available datasets
across several state-of-the-art DL-based MIS models reveal that our proposed works in the
thesis surpass the existing studies and successfully address all research gaps by providing
comprehensive solutions to enhance the robustness, trustworthiness, and performance of

DL-based MIS models, ultimately improving their effectiveness.
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Chapter 1

Introduction

The revolutionary era of Artificial Intelligence (AI) has emphasised automation by en-
abling machines to imitate human comprehension, facilitate data-driven decision-making,
and devise intelligent systems. Among its most effective subsets, Deep Learning (DL) [l1]
has emerged as a promising tool, aiding influential achievements. Inspired by the human
brain, DL works in multi-layered neural networks to uncover intricate patterns from the
extensive dataset. The availability of high-performing computing resources, usability of
vast amounts of data, and development of cutting-edge learning algorithms are several key
aspects for the great success of DL evolution [2]]. This tremendous growth has led to break-
throughs in solving a plethora of life-critical healthcare problems, such as cancer diagnosis
[3], tumour detection [4], heart rate monitoring and estimation [J5, |6], pathology segmen-
tation from coarse-level organs to fine-level cells [/], and clinical research. The DL in
healthcare incorporates the knowledge from physician-level diagnostics to perform multi-
ple crucial tasks such as classification, detection, segmentation, registration, drug discovery,

clinical trial optimisation, and medical report analysis.

Medical Image Segmentation (MIS) [3] is one such important and challenging task

wherein the disease-afflicted Region Of Interest (ROI) is localised and differentiated from
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CHAPTER 1. INTRODUCTION

the healthy region. It involves segmenting anatomical structures [8], including vital organs
such as the liver, brain, lungs, and heart, as well as identifying lesions and tumors like lung
nodules [9] and skin lesions [10]. Moreover, it encompasses the segmentation of cells and
tissues [11], such as cancerous cells in biopsy images, and integrates multi-modality data
[12]] by combining information from various imaging modalities like Computed Tomogra-
phy (CT) scans and Magnetic Resonance Imaging (MRI). The DL evolution has developed
several plausible MIS models, including Convolution Neural Network (CNN) based U-Net
[13]], the Transformer-based SSFormer [14], and the hybrid CNN-Transformer-based U-
NetR [[15)]. These models significantly assist clinicians in improving diagnostic accuracy
and treatment planning. Specifically, these can be utilised in segmenting polyps to detect
colon cancer [3]], heart localisation for cardiac disease treatment [16], identifying lungs for
early diagnosis of COVID-19, pneumonia, and lung cancer [17], detecting tumour present

in the brain [18]].

Despite their critical importance, the DL-based MIS models are severely disrupted by
several challenges, leading to their questionable acceptability in real-world scenarios. In
essence, medical images are inherently difficult to process [19] due to excessive texture
bias, complex anatomical structure, scarcity of expert-annotated data, class imbalance is-
sues, and variations across imaging modalities. Moreover, these models are prone to adver-
sarial attacks [20] and behave erroneously in the presence of anomalous samples generated
by adversarial perturbations and distribution shifts in input, ultimately compromising their
performance and robustness. Furthermore, the opaque nature of such models offers non-
trustworthy results [2] that cause conflicts in end-users over accepting the model. All these

challenges are briefly discussed in Section[I.1]
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1.1 Research Gaps and Motivations

This thesis aims to overcome several research gaps encountered in the DL-based MIS
model to elevate its performance, robustness, and trustworthiness. These gaps pose signif-
icant challenges that hinder the applicability of such models in real-world instances. All
these research problems and motivations behind our thesis are broadly explained in the fol-

lowing subsections:

1.1.1 Difficulties in Medical Image Processing

In any DL model, the processing of medical images is way more difficult than that of nat-
ural images. Medical images often struggle with texture bias [21], wherein the DL-based
MIS model is highly dependent on fine-grained textural features rather than meaningful
shapes or structural information. Unlike natural images, where the images have well-defined
edges and shapes, medical images often lack distinct edges or sharp boundaries [3]], leading
to redundant learning of textural noises. This results in a lack of generalisation and degra-
dation in model performance due to overfitting on image-specific artefacts. Another major
challenge with medical images is data scarcity [21], which affects the model performance
due to restricted data availability. This problem arises from several factors, including lim-
ited expert-annotated datasets [22]], strict restrictions on data sharing for patient privacy and
ethical concerns (HIPAAE[, GDPRE]) [23], class imbalance due to small lesions/tumors [24]],
the occurrence of rare diseases [25]], and cost-effective high-resolution medical images [26]].

Medical images also suffer from extensive variation across imaging modalities [27],
such as differences in MRI, CT, and ultrasound data. Moreover, their anatomical structure

changes across different patients and distinct diseases may present with distinct symptoms.

'https://www.cdc.gov/phlp/php/resources/health-insurance-portability—
and-accountability-act-o0f-1996-hipaa.html
“https://gdpr-info.eu/
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Unlike natural images, medical images are independent of orientation and consider absolute
pixel value as they hold vital diagnostic information rather than taking their relative mea-
sure. The scaling or batch normalisation of such pixels may lose critical features, which
ultimately degrades the model performance [21]. Thus, it is essential to develop a novel
DL-based MIS model that addresses all these aforementioned challenges to significantly

enhance performance and drive clinically robust DL solutions.

1.1.2 Vulnerability to Adversarial Attacks

As the DL-based MIS model is extensively employed in several life-critical healthcare
applications, their security is a major concern. Unfortunately, these models are sensitive
to intelligently curated adversarial attacks [20]], which are deliberately crafted by imposing
small and imperceptible perturbations into the input, misleading the model predictions [28]].
This challenge is particularly pronounced in healthcare, where medical images heavily de-
pend on textural features. These features can inadvertently shift the model’s attention to
unintended ROIs, resulting in inaccurate predictions [29]. For instance, disease detection
DL models can be fooled to perform misclassification (refer Figure [I.1), which thereby
results in severe distress and serious implications [29]. Consequently, active research is
carried out to understand and mitigate the generation of adversarial attacks so that secure
and robust DL models can be designed [28] with minimal performance degradation. In this
direction, adversarial attacks are popularly studied for Medical Image Classification (MIC)
to understand and address security vulnerabilities [30]], but their impact on DL-based MIS
models still requires thorough investigations. Thus, attacking MIS models is more chal-
lenging than MIC models, as MIC needs only one target to be misclassified for a successful
attack, whereas MIS considers perturbing every pixel in the input image. Further, the adver-

sarial attack involves backpropagation of the loss function. However, their effectiveness can
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Figure 1.1: Illustration of an adversarial attack, deceiving a DL-based skin-lesion model.
Classification: A Malignant scar is misclassified as Benign with high confidence. Seg-
mentation: The model fails to preserve the shape and boundary of the diseased ROI. « is a
perturbation multiplier, ensuring small perturbation.
be diminished by inhibiting backpropagation using either a non-differentiable neural net-
work layer [31]] or a non-differentiable loss function [32]. Specifically, the DL-based MIS
models are extensively affected by such non-differentiability issues, which remain underex-
plored in existing literature. Conversely, the DL-based MIC models exhibit differentiable
layers and incorporate differentiable loss functions for successful attacks [33]].

The issue of non-differentiable loss functions in MIS is resolved by surrogate loss func-

tions [34], which are differentiable approximations of the true loss functions. However,

these approximations do not always guarantee successful attacks, as different losses be-
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have uniquely for the same input and target. Thus, the selection of an optimal surrogate
loss function is a significant challenge for a successful attack operation. This drives the
development of a novel adversarial attack for the DL-based MIS model that tackles the
non-differentiability constraints and chooses an optimal surrogate loss function for effective
attack operations. Thus, understanding the development of adversarial attacks is important
to examine their efficacy on DL-based MIS models so that one can defend them in order to

offer a robust DL solution.

Existing adversarial defences primarily focus on increasing training samples to alleviate
the impact of adversarial perturbations. In particular, Data Augmentation (DA) [35] incor-
porates training samples with their geometrical and pixel-level variations, while Adversarial
Training (AT) [36] includes the adversarial samples into training. Unfortunately, AT fails to
retain model performance due to extensive dependence on adversarial features, struggling
to generalise well on clean samples [37]. Similarly, DA struggles to capture adversarial
features as it heavily relies on augmented patterns, restricting the model’s robustness. Nev-
ertheless, both of these defences can mitigate the adversarial perturbation impact up to some

extent, particularly in non-medical applications.

Since contrastive learning [38]] enforces the model to behave consistently across clean
and synthetically altered samples, showing the potential to substantially reduce the impact
of adversarial attacks. However, this investigation for DL-based MIS models remains unex-
plored. Likewise, multitask learning [39, l40] strengthens adversarial robustness by training
a model on a primary task alongside carefully chosen auxiliary tasks. However, improper
auxiliary task selection may create a false sense of robustness, and its impact in the med-
ical domain still requires deep exploration. All these aforementioned challenges become
motivations to propose an effective defence that can leverage the benefits of multitasking

and contrastive learning to significantly diminish the efficacy of adversarial attacks on the
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DL-based MIS model without compromising model performance.

1.1.3 Confronting Anomalous Samples

DL-based MIS models yield incorrect results when faced with anomalies like adver-
sarial or OOD samples. While adversarial samples are produced by imposing well-crafted
imperceptible perturbations into the input [31], OOD samples are test samples whose distri-
butions are misaligned with the training samples [41,42]]. Consequently, both types of sam-
ples significantly impair the performance and robustness of DL-based MIS models, leading
to catastrophic consequences in healthcare. The rich textural features of medical images
sometimes distract the model to emphasise non-ROIs [29], on which the impact of pertur-
bations is too high, which causes the model to mislead. Likewise, the OOD effect disrupts
model performance by exhibiting unfamiliar distributions with the training sample. Thus, it
is crucial to precisely detect such anomalous samples that can mitigate their adverse impact
on DL-based MIS models.

Several existing detection methods have greatly centred on DL-based MIC models, often
requiring network retraining [43]. However, detection methods developed for MIC tasks of-
ten exhibit limited generalisation when applied to MIS tasks, offering inadequate outcomes
[44]. Moreover, all the existing methods primarily emphasise either probability distribu-
tion [45} 46, 47] or a distance-based approach [43}48]]. The probability distribution-based
method initially extracts the feature maps from clean samples and examines their probabil-
ity density function. It observes the reliance of test sample distribution on this function,
rejects those samples that show deviation in distribution, and classifies them as anomalous
(adversarial/OOD) [45]. However, such methods are highly dependent on network logits,
exhibiting similar characteristics for clean as well as adversarial and OOD samples, thus

restricting detection efficacy [49, 48]].
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Similarly, the distance-based detection methods calculate diverse statistical measures
such as the covariance matrix and mean from the extracted features of training samples.
These measures are then utilised to compute the Mahalanobis Distance (MahD) between
test sample features, following the comparison of this distance with a prespecified threshold
to effectively determine whether a sample is clean or anomalous [43] 48]]. Unfortunately,
this method requires the additional burden of hyperparameter tuning the prespecified thresh-
old, which is challenging and restricts detection performance if not optimised correctly [2].
To the end, there is a crucial requirement for a unified detection method that does not in-
corporate probability or distance-based approaches and precisely distinguishes clean and

anomalous (adversarial/OOD) samples, specifically in a DL-based MIS model.

1.1.4 Trustworthiness Issue

The DL models exhibit a non-transparent nature that leads to distrusted predictions and
limits their applicability. This raises a concern about the trustworthiness of DL-based MIS
model prediction [50] (refer Figure [I.2)). A non-trustworthy prediction could be erroneous
and affect the model’s performance, whereas a trustworthy prediction fosters confidence
among end users, improving the adaptability of the model. However, assessing trustwor-
thiness or determining model performance requires Ground Truth (GT), which is unavail-
able during testing, making the issue difficult. To resolve this, several empirical studies
[S1L 152} 153} 154, 55] quantifies uncertainty and detect OOD samples. OOD samples arise
when test distribution is not properly associated with training distribution. Conversely, In-
Distribution (ID) samples are well aligned with training distribution and expected to yield
correct results. Unfortunately, a decline in performance has been observed in ID samples
due to insufficient learning of the model, called epistemic uncertainty or presence of redun-

dant noise in training data, termed aleatoric uncertainty [56]. Both of these uncertainties
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could provide unjustified outcomes, alarming the requirement for a deeper exploration of

trustworthiness problems in ID samples.

Input
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Figure 1.2: User’s conflict over trusting the output of the non-transparent DL model.

A trustworthy MIS model detects pitfalls with non-trustworthy predictions, helping to
prevent potentially adverse faults in the disease diagnosis process. Further, most of the ex-
isting UQ methods incorporate pixel-wise measures wherein trustworthiness is estimated
across each pixel in the image. In contrast, research on measuring structure-wise trustwor-
thiness (corresponding to an image’s ROI or object) is still limited [S7]]. Thus, these research
gaps motivate us to propose a novel method that can effectively investigate the structure-
wise trustworthiness in DL-based MIS models for ID samples, along with enhancing the
model’s performance and robustness. This research will surely open a novel research di-
rection in the areas of explainable artificial intelligence (XAI) [S8, 159]], contributing to the
improved reliability and deployment of MIS in critical healthcare applications through re-

sponsible decision-making.
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1.2 Contributions

To address all the aforementioned research gaps (kindly see Section [I.1)), the objective
of this thesis is to strengthen the DL-based MIS models by developing adversarially robust
and trustworthy solutions while simultaneously advancing the model performance. In this
direction, our first contribution introduces a novel adversarial attack on the DL-based MIS
models with the aim of comprehending the efficacy of such attacks on these models. This
work overcomes challenges related to non-differentiability and the selection of surrogate
loss functions. Its detailed description is provided in Section [[.2.1] In our second contri-
bution, we propose a unified anomaly detection method that differentiates between adver-
sarial/OOD and clean samples in DL-based MIS models. It performs consistency analysis
between input and their variants, eliminating the utilisation of GT and network retraining.
Kindly refer to Section for further information about our proposed detection method.

After getting the efficacy of adversarial attacks and identifying anomalous samples, our
next objective is to defend against these attacks for DL-based MIS models. To the end,
our third contribution proposes a novel adversarial defence, advancing the DL-based MIS
models’ robustness with negligible reduction in their performance. This work integrates
contrastive and multitask learning, leveraging their combined strengths for a more effective
defence. A thorough explanation of the proposed defence is demonstrated in Section|1.2.3
Likewise, our final contribution focuses on investigating the trustworthiness and enhancing
the MIS model performance. For this purpose, we introduce a method that examines the
characteristics of input and output, followed by computing consistency to determine the
trustworthiness of the MIS prediction. It also refines the non-trustworthy predictions and
selects the optimal MIS model, which offers the most trustworthy prediction. Kindly refer

to Section for an in-depth depiction of this work.
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1.2.1 Understanding the efficacy of adversarial attacks in DL-based
MIS models

To assess the impact of the adversarial attack on DL-based MIS models, we propose a
novel attack called DECEIT (Dynamic Loss SEleCtion based AdvErsarlal ATtack). The
presence of non-differentiable layers and non-differentiable loss functions in MIS networks
obstruct adversarial attacks by hindering the backpropagation process. Moreover, diverse
surrogate loss functions possess varying behaviour for the same input and target, limiting
attack capability. Thus, DECEIT overcomes these challenges to effectively attack the ex-

isting DL-based MIS models. Below are the primary contributions of DECEIT:

1. Our proposed attack, DECEIT, is specifically designed to attack DL-based MIS mod-
els. Attacking the MIS model is particularly challenging, as it requires altering each

pixel in the image to effectively mislead the MIS outcomes.

2. DECEIT considers multiple surrogate loss functions and dynamically chooses the op-
timal one, which ensures a successful attack with minimum addition of perturbation.
For this purpose, it performs parallel fusion to successfully attack the DL-based MIS

model.

3. Usually, MIS models consist of non-differentiable preprocessing layers that disrupt
gradient backpropagation, ultimately restricting adversarial attacks. Thus, DECEIT
outlines several methods for approximating non-differentiable layers using differen-

tiable functions, enabling a successful attack.
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1.2.2 Detecting adversarial and OOD samples in DL-based MIS mod-

els

The adversarial and OOD samples degrade the performance of MIS models. To iden-
tify such samples, we propose a novel detection method called DISCERN, which accurately
distinguishes clean and adversarial/OOD samples from clean samples across DL-based MIS
models. Without requiring network retraining and GT, it simply observes the characteristics
of input and output, followed by assessing the consistency (or similarity) between the MIS
predictions of input and their respective variants. Notably, variants indicate the rotated ver-
sions of the input sample. Hence, strong and high consistency is observed when the input is a
clean sample, signifying mutually coherent characteristics. However, this consistency drops
for the input as adversarial and OOD samples, showing non-coherent behaviour. Leveraging
these observations, our proposed method, DISCERN, performs consistency-based analysis
for identification of adversarial and OOD samples. The core contributions made by DIS-

CERN include:

1. DISCERN identifies adversarial samples by analysing the similarity (or consistency)
between MIS predictions of input and their corresponding rotated variants. Since
the MIS model is learned to offer rotation-agnostic predictions, it is assumed that
clean samples’ predictions and their respective variants depict similar characteristics
with strong consistency [2]. Conversely, this assumption is breached when input is
an adversarial sample, where a noticeable drop in consistency is observed between
the adversarial samples’ predictions and their related variants, signifying dissimilar
behaviour. This occurs because rotation can diminish the impact of adversarial per-

turbation [|60]].

2. DISCERN can also distinguish the OOD samples from clean ones by assessing the
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input and output characteristics to measure consistency in MIS predictions. It draws
upon the observation that OOD samples exhibit dissimilarity with their respective
variants as they tend to provide random predictions. This results in less similarity (or

consistency) between the OOD samples’ prediction and their respective variants.

3. DISCERN is a unified method designed specifically for MIS tasks to detect both
types of anomalous samples, which are adversarial and OOD. In contrast to empirical
studies, it does not rely on any probability distribution or threshold-based distance
approach. Additionally, it does not incorporate GT and network retraining throughout

the detection process.

1.2.3 Defending against adversarial attacks in DL-based MIS models

To alleviate the efficacy of adversarial attacks on DL-based MIS models, we de-
vise an adversarial defence called RELIVE, which stands for ContRastivE MuLtltasking
AdVersarial DEfence, with the aim of enhancing adversarial robustness of DL-based MIS
models without compromising their performance. It employs clean, adversarial, and aug-
mented samples and performs contrastive learning, which enforces the model to learn sim-
ilar features of such samples, ultimately advancing model robustness. Moreover, it intro-
duces a multitask model wherein the selection of auxiliary tasks depends upon their lower
correlation to the main task, which benefits in enhancing adversarial robustness. Further-
more, it proposes a contrastive multitasking model that is built by fusing the proposed
multitask model with contrastive learning, effectively diminishing the effect of adversar-
ial perturbation while mildly improving the model performance. The major contributions of

RELIVE are as follows:

1. Our novel defence, RELIVE, strengthens the adversarial robustness of DL-based MIS

13
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models while achieving a marginal performance gain. It first determines the individ-
ual importance of contrastive and multitask learning, followed by consolidating these
approaches to mitigate the implications of adversarial attacks on model performance.
Notably, it is the first MIS-specific approach that combines contrastive learning, mul-

titask learning, and their fusion to improve adversarial resilience.

2. While some non-medical studies utilise multitask learning to counter adversarial at-
tacks, effective mitigation occurs only when the auxiliary and main tasks have low
correlation. To address this, our proposed defense, RELIVE, incorporates a multitask
model specifically for MIS, ensuring the careful selection of auxiliary tasks. This
strategic selection enhances adversarial robustness while simultaneously improving

overall model performance by providing generic feature representation.

1.2.4 Investigating trustworthiness and improving performance of DL-

based MIS models

Due to the opaque nature of DL models, their predictions often lack trust, which limits
their adaptability. To address this, we introduce a method called TrustMedIS (Trustworthy
Medical Image Segmentation), which employs ID samples and performs input-output be-
havioural analysis to compute the confidence measure between the input and their corre-
sponding variants. TrustMedIS operates in three folds: ET (Examining Trustworthiness),
ENT (Elevating Non-Trustworthy predictions), and CSM (Classifier Selection Method).
The ET investigates the DL-based MIS models’ trustworthiness. The ENT enhances the
performance of non-trustworthy predictions. Given that the MIS performance of an indi-
vidual model is often constrained, it can potentially produce erroneous results and fall short
of clinical demands. Thus, this limitation can be addressed by incorporating several MIS

models [61]. Building on this insight, our proposed CSM method considers multiple MIS
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models and selects the optimal one, offering better predictions. The key contributions of

TrustMedlS are summerised as follows:

1. The proposed ET method evaluates structure-wise trustworthiness of the DL-based
MIS models employing ID samples. It measures the consistency (or similarity) be-
tween MIS predictions of input and their variants by leveraging the insight that an
input image and its invert-rotated variant should produce similar predictions. Conse-

quently, it identifies whether the MIS prediction is trustworthy or not.

2. Our novel ENT method refines the non-trustworthy prediction, benefitting from the
insight that an input image that initially produces erroneous MIS prediction can be

corrected by the same model simply by the rotation operation.

3. Our proposed CSM method improves model effectiveness by evaluating the trustwor-
thiness of predictions from multiple MIS models and selecting the optimal one that

provides the most reliable outcome.

1.3 Organisation

The thesis is divided into seven chapters, as depicted in Figure [I.3] Their organisation
are as follows,

Chapter [T| (the current chapter) provides a detailed introduction to DL models and their
significance in MIS. It then highlights key research gaps and motivations concerning the
performance, robustness and trustworthiness of DL-based MIS models. Finally, the chapter
outlines the thesis contributions and its overall organisation.

Chapter 2] presents a review of related work on DL-based MIS models. It offers a con-
cise literature survey covering adversarial attacks, adversarial and OOD sample detection,

adversarial defences, and trustworthiness in these models.
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Figure 1.3: Thesis Organisation.

Chapter [3] describes the comprehensive working of our proposed adversarial at-
tack, DECEIT, on DL-based MIS models. It broadly explains the resolution of non-
differentiability issues, the selection of surrogate loss function, and the parallel fusion tech-
nique. The chapter also presents a detailed experimental evaluation of the attack, conducted

on open-sourced datasets across multiple existing MIS models.

Chapter [d] delivers a thorough analysis of our proposed unified detection method, DIS-
CERN, in DL-based MIS models. The chapter thoroughly describes consistency-based
adversarial and OOD detection, highlighting their experimental results, including compara-
tive analysis and ablation studies on publicly available datasets across multiple cutting-edge

MIS models.

Chapter |5 presents the proposed adversarial defence, RELIVE, for DL-based MIS
models. It provides deep insights into contrastive learning, multitask learning and their

consolidation-based defence. Additionally, the chapter includes a comprehensive exper-
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imental evaluation of the defence, tested on publicly available datasets for several MIS
models.

Chapter [6] offers the detailed working of the proposed method, TrsutMedlS, for ID
samples in DL-based MIS models. The chapter explains the meticulous functioning of
the proposed ET, ENT and CSM methods, emphasising their significance in developing
trustworthy MIS models. Additionally, the chapter presents comprehensive experimental
evaluations to examine the impact of the proposed method.

Chapter [/| presents the concluding remarks on the overall research work described in

this thesis and highlights potential avenues for future research.
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Chapter 2
Literature Review

This chapter provides a holistic survey of empirical studies relevant to this thesis. It
covers existing works on MIS, emphasising their evolution from early Convolution Neu-
ral Network (CNN)-based architectures to recent transformer-based models, as depicted in
Section Moreover, it explores fundamental adversarial attacks and related studies that
highlight their significance in the medical domain, as given in Section[2.2] The chapter also
demonstrates the previous works on anomalous sample detection (refer Section [2.3)) and
adversarial defences (see Section in DL-based MIS models. Furthermore, it offers an

in-depth exploration of trustworthiness in MIS models, as described in Section[2.5]

2.1 Medical Image Segmentation (MIS)

Over the past few years, CNN models have been greatly employed for diverse visual
recognition tasks in several domains. Unfortunately, they demand huge training data and
complex networks [62], hindering their adaptability in various tasks, specifically in MIS,
where data scarcity is a major issue (see Section[I.1.1). To resolve this problem, U-Net [[13]]
is proposed, which is characterised as an extension of the CNN model [62]. U-Net exhibits a

U-shaped encoder-decoder architecture and employs less data, still providing accurate MIS
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prediction. The encoder captures global contextual knowledge, while the decoder upsam-
ples the extracted feature representation. The spatial information at each stage is preserved
by skip connections, which connect the encoder and decoder. However, there is a semantic
dissimilarity observed in the feature map, which affects MIS performance. This issue is
resolved by U-Net++ [63]], which is a variant of U-Net [13]. U-Net++ exhibits multiple

nested skip connections to learn local information.

Since the ROI structure in MIS predictions is complicated and exhibits unclear edges. U-
Net++ [63]] considers the complete polyp region for segmentation but ignores the constraints
of areas and boundaries, ultimately degrading segmentation performance. To mitigate this
issue, PraNet [3]] is proposed, which stands for Parallel Reverse Attention Network. PraNet
is specifically designed for segmenting polyps in colon parts to detect colorectal cancer,
taking into account both the areas and the boundaries. It employs a Parallel Partial Decoder
(PPD) to capture high-level extracted features for predicting the coarse area of the input
image. Additionally, it incorporates Reverse Attention (RA) to achieve refined boundaries,
offering accurate MIS results. The boundaries of segmentation masks are also emphasised
by an active contour-based model [[64]] for MIS. It learns the blurred and concave boundaries
by using scalable regional statistics and the Gaussian function. Removing such boundary

blurriness will provide a precise segmentation mask.

Likewise, the UACANet (Uncertainty Augmented Context Attention Network) [65] em-
phasises uncertain regions of the saliency map which exhibit boundary information. UA-
CANet follows U-Net architecture [[13], employing several encoders and decoders to ex-
tract uncertain ROIs and feature aggregation modules to predict accurate MIS outcomes.
Sometimes, the DL-based MIS model avoids small ROIs, which leads to class imbalance
problems and is important for the detection of severe diseases. To the end, CaraNet [66] is

proposed, which stands for Context Axial Reverse Attention Network. It employs an axial
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reverse attention network, a channel-wise feature pyramid module, and a partial decoder to
handle the segmentation of small medical objects. Since the medical images exhibit vari-
ation in structure, leading to model overfitting. Thus, SSformer [14] is proposed, which
incorporates a pyramidal transformer module for the encoder to learn generic features and
enhance generalisation. Additionally, it employs a partial locality decoder to focus on the
local details, leading to advanced MIS outcomes. Notably, UACANet [65] and SSFormer
are available in two versions: Standard (S) and Large (L), based on a variety of encoder
scales.

However, the complexity of the model increases when working for size variation, back-
ground area, dense skip connections, and boundary curves. This will diminish the generali-
sation ability of the model by employing additional layers and connections in the network.
Thus, TGANet (Text Guided Attention Network) [67] is proposed, which considers the
number and size of polyps to learn features using text-guided attention. It extracts fea-
tures in the encoder and performs multi-scale feature aggregation to achieve an accurate
MIS outcome in the decoder. This will ultimately advance the model’s generalisation and

performance.

2.2 Adversarial Attack on Medical Imaging

The adversarial attacks are executed by imposing intelligently engineered and imper-
ceptible perturbations on the input in such a way that the model provides incorrect predic-
tions. The first and basic attack is the Fast Gradient Sign Method (FGSM) [68]], which is a
one-step attack. In FGSM, the process of producing adversarial samples involves adding a

perturbation (€) to the gradient of the loss function (J). Mathematically,

Xadv =X _I_E*Slgn(VX‘](f(X)ay)) (21)
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where f(.) depicts the DL model (also called a threat model) that accepts X input and
predicts y output. X4, is the generated adversarial input. Unfortunately, the FGSM attack
adds larger perturbations as it is a single-step attack. As a solution, it is employed in an
iterative manner by imposing a small amount of perturbation at each iteration. Such an

attack is known as the Iterative Gradient Sign Method (IGSM) [69], formulated as,

X0 =X (2.2)
Xifh = clip (Xi, + e xsign(Vs, J (/(Xia): 1)) 23)

where the superscript of X indicates iteration count and clip limits the reliance of X4,
in specified range [20]. Another popular adversarial attack is Projected Gradient Decent
(PGD) ['70], which is a variant of the IGSM attack. In PGD, projection operation restricts

the perturbation to not surpass some prespecified limits.

There can be two settings of adversarial attack, which are targeted and untargeted. The
untargeted attack emphasises just misleading the prediction, while the targeted attack fo-
cuses on fooling the model by enabling it to predict some prespecified new target. Neverthe-
less, the objective of both of these attack settings is to enforce the model to offer inaccurate
predictions. Kindly note that Equation represents the mathematical expression of an
untargeted attack. For targeted attacks, we modify Equation (2.3) with prespecified target
Y as,

XA = clip <X;dv —exsign(Vyxi J (f(Xia), ?/t))) (2.4)

Existing work [29] reveals that DL-based models are more prone to adversarial attacks
in the medical domain than in the non-medical domain, as the medical images exhibit more
texture knowledge (see Section [1.1.1]). This work [29] applies an adversarial attack on the

MIC model with the aim of fooling the diagnoses of diabetic retinopathy from fundoscopy
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images, thorax diseases from chest x-ray images, and melanoma from dermoscopic images.
Likewise, [[71] applies the FGSM attack to fool lung classification. In contrast to the MIC-
based adversarial attacks, only a few studies have been conducted for MIS-based adversarial
attacks. The reason is that the MIS architecture usually demands high computational prepro-
cessing that leads to non-differentiable neural network layers. Moreover, some MIS error
metrics (or loss functions), such as Intersection Over Union (IOU), are non-differentiable.
This non-differentiability problem can hinder the backpropagation and ultimately block the
adversarial attack (see Section @[) To address this problem, surrogate loss functions are
utilised for MIS tasks, which are characterised by the differential approximation of the true
loss function [32]]. However, this approach restricts the applicability of the attack as multiple

surrogate loss functions offer variation in output for the same input-target pair.

Nevertheless, some MIS-based adversarial attacks have incorporated differentiable
layer-based models. However, such attacks have minimal effectiveness as they utilise a
single surrogate loss function to address the problem of non-differentiability. In this direc-
tion, Adaptive Segmentation Mask Attack (ASMA) [[72] is devised for fooling the glaucoma
optic disc and skin lesions segmentation. The MIC-based attacks focus on misleading the
single output label, whereas MIS-based attacks alter the multiple output pixels. Since IGSM
[69] is a MIC-based attack and considers only a single target, it is not applicable directly
to segmentation. Therefore, ASMA [72]] modifies IGSM by incorporating all the pixels
with distinct prediction and target labels. Likewise, Dense Adversarial Generation (DAG)
[73L [74] is another MIS-based attack that is built on modifying IGSM. In [75], a modified
version of FGSM is proposed, called inverse FGSM, aiming to attack brain tumour segmen-

tation.
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2.3 Adversarial and OOD Sample Detection in Medical

Imaging

Existing studies have detected the adversarial and OOD samples based on two types of
approaches: (1) assessing the probability distribution of features [45, 46, 47]], (2) adapting
the distance-based approach [43}48]. In this direction, the Unsupervised Adversarial Detec-
tion (UAD) method [45] initially predicts the probability distribution map of clean sample
features using the Gaussian Mixture Model (GMM) [[76]]. It then observes the reliance of test
sample distribution on this training distribution map during inference and classifies those
test samples as adversarial, whose distribution does not exhibit on the training distribution
map. Likewise, the Self Ensembling Vision Transformer (SEViT) [/7] is another adversar-
ial detection method that leverages the observation that the final ViT [78] layer predictions
are severely infected by adversarial attacks rather than the intermediate layer predictions in
the initial blocks of ViT. To detect adversarial samples, SEVIT considers that adversarial

sample predictions vary in nature, while clean samples exhibit consistency in predictions.

To simultaneously identify adversarial and OOD samples, [43] computes the Maha-
lanobis Distance (MahD) score of features and compares it with the prespecified threshold
for efficient detection. The OOD samples are identified by observing the spectral character-
istics of the extracted feature maps [46]. These spectral characteristics are called Spectral
Signature (SS), which detects OOD by calculating the distance between the SS of samples
and classifying it using a prespecified threshold. The Maximum Softmax Probability (MSP)
[47] identifies OOD by leveraging the observation that OOD samples tend to have smaller
values of maximum softmax probability than ID samples. Similarly, the Evidence Rec-
onciled Neural Network (ERNN) [[79] seeks to determine OOD samples that are near the

ID samples. Such OOD samples depict similar characteristics to the training samples but
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contain diverse distributions.

The probability distribution-based methods restrict the detection ability, as they are often
dependent on network logits, showcasing similar properties for clean samples even when the
input is adversarial or OOD samples [49,48]]. Moreover, a higher structural similarity is ob-
served in clean and adversarial samples because the adversarial sample possesses subtle and
imperceptible perturbations. Consequently, their probability distributions exhibit no sub-
stantial differences, which leads to degradation in the performance of the detection method.
Furthermore, the detection methods based on distance computation require a prespecified
threshold, which is difficult to calibrate and ultimately restricts detection capabilities [2].
Additionally, some existing detection [43]] emphasises only MIC tasks, requiring network
retraining. However, such methods fail to convert effectively on MIS, affecting detection

performance [44]].

2.4 Adversarial Defences

To boost the robustness of DL-based MIS models against adversarial attacks, several de-
fences have been proposed. It includes the Data Augmentation (DA) [80] method, wherein
geometric and pixel-level transformed images are initially generated from clean samples,
which are further utilised along with clean samples to train the model. This defence is
employed in the medical domain [35], which performs JPEG compression for generating
augmented samples. Unfortunately, such DA-based defences excessively rely on geometric
and pixel-level transformed (or augmented) images, which are distinct from perturbation-
added (or adversarial) images. As a result, they struggle to effectively capture adversarial
features, leading to offering inadequate robustness results. Another popular defence is Ad-
versarial Training (AT) [81] wherein the model is trained by incorporating adversarial sam-

ples along with clean samples. [36] and [71] utilise AT with the medical images. Since the
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AT is primarily centered on learning adversarial features by the model, although it enhances

adversarial robustness, it fails to maintain model performance [37].

Thus, a variant of AT is proposed, called Adaptive Margin Adversarial Training (AMAT)
[82]], which simultaneously processes an equal number of clean and adversarial samples and
averages their respective losses to train the model. However, it is unable to substantially re-
duce the effect of adversarial perturbation on the model but retains model performance.
Likewise, the Non-Local Context Encoder (NLCE) [83] defence captures short- and long-
range spatial dependencies to learn global contexts, empowering feature activation using
channel-wise attention to enhance the adversarial robustness of MIS models. Notably, the
defences [83]] and [71] are restricted to only CNN-based architectures. Since medical im-
ages have texture richness, blurry edges, and complex structure, several non-medical de-

fences cannot be employed in the medical domain [19].

Multitask learning [39] is one such non-medical defence that mitigates the efficacy of
adversarial perturbation by performing model training with the main task along with multi-
ple auxiliary tasks. Unfortunately, it randomly selects the auxiliary tasks for model training
that could adversely impact the model’s performance and robustness. An auxiliary task
selection should be objective-specific and correspond to the main task for advanced robust-
ness. Likewise, contrastive learning [38]] has also been used as a defence to reduce the
impact of the adversarial attack on the model. It compels the model to learn similar features
for clean and adversarial samples using contrastive loss. The contrastive learning defence
is further explored by Adversarial Robust Learning (ARL) [84], which applies contrastive
loss between pairs of adversarial and augmented samples to train the model. Since ARL
avoids clean samples for training, the model struggles to learn clean sample features, which

is mandatory to preserve model performance while enhancing adversarial robustness.
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2.5 Trustworthiness in MIS

The trustworthiness of MIS models is examined by numerous existing Uncertainty
Quantification (UQ)-based pixel-level measures [52l], which is defined as the pixel-wise
predictive probability distribution [85) [86]. Such distributions are optimised by network
retraining using GT, which results in average optimisation if the model provides inaccu-
rate outcomes. Hence, [87] ignores network retraining and iteratively applies the input to
a perfectly trained CNN model, followed by some dropout layers. Similarly, [S7] utilises
Test Time Augmentation (TTA) in which uncertainty estimation is performed using entropy
between the model’s output and its respective augmented variants.

The Lung Cancer Data Augmentation Ensemble (LCDAE) [88] performs DA in several
ways, incorporating six diverse fine-tuned transfer learning models to elevate the perfor-
mance of MIC models with significantly large confidence values. Further, the pixel-based
UQ metrics are also incorporated to detect OOD samples in MIS [54]. Several existing
works exhibit structure-level measures to examine the trustworthiness of the model employ-
ing ID samples. The Volume Variation Coefficient (VVC) [S7] executes it by computing
the standard deviation between the volume of models’ output and its respective augmented
variants. When a comparison is performed between these two predictions, they exhibit sim-
ilar volumes even though they are characterised as diverse shapes and their ROIs occupy
different spatial locations, leading to high uncertainty. However, VVC ignores these crucial
insights, thereby lowering the uncertainty. Additionally, VVC neglects to estimate uncer-

tainty constrained to a finite range, ultimately failing to enhance MIS performance.
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Chapter 3

Adversarial Attack on MIS models

Despite the critical importance of DL models in healthcare applications, they are vul-
nerable to well-crafted adversarial attacks. The effectiveness of such attacks depends on
loss function backpropagation. Accordingly, these attacks are prevented by prohibiting the
backpropagation with a non-differentiable layer in the network [31] or a non-differentiable
loss function [32]. Unfortunately, these problems are commonly encountered in MIS. As
a result, there have been limited studies suggested in this regard. Conversely, the majority
of DL-based MIC models allow several differentiable loss functions and are made up of
differentiable layers. Therefore, extensive research has been conducted on adversarial at-
tacks targeting classification models [33]. The problem of non-differentiability in the loss
function for MIS is addressed by employing an approximated actual loss function, which
is differentiable, called the surrogate loss function [34]. This approximation is limited to
only a few scenarios of adversarial attack, as it exhibits distinct behaviour for similar input-
target pairs. Consequently, selecting the right surrogate loss function is vital for conducting

effective adversarial attacks.

This chapter introduces an adversarial attack for MIS, depicted as DECEIT, which

stands for Dynamic Loss SEleCtion-based AdvErsarlal ATtack. It addresses the challenges
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posed by the following two factors: (1) surrogate loss functions, (2) non-differentiable neu-
ral network layers to successfully attack the models. The chapter is organised as follows:
Section presents our proposed attack, DECEIT . Section [3.2|demonstrates experimental
details related to the proposed attack. Section outlines the discussion corresponding to

the proposed attack. Section [3.4] summarises the overall chapter.

3.1 Proposed Adversarial Attack: DECEIT

This section presents the proposed attack, DECEIT , aiming to mislead the output of DL-
based MIS models for a given input. Figure |3.1|illustrates the flow diagram of DECEIT at-
tack for a visual representation. Initially, it modifies the state-of-the-art MIS models (known
as “threat models™) by substituting the non-differentiable neural network layers with their
differentiable approximation (refer Section [3.1.1). Subsequently, the modified threat model
is adversarially attacked using a surrogate loss function. These losses mitigate the issue of
non-differentiability in commonly used MIS losses like IOU. Unfortunately, their reliance
on approximating true loss functions introduces variability in behaviour for the same input-
target pair, limiting their universal applicability across adversarial attacks. To address this,
the proposed attack, DECEIT, employs several existing surrogate loss functions and de-
vises a new loss, called Compound Loss (details are given in Section [3.1.2)). Each of these
surrogate loss functions is utilised to attack DL-based MIS models (refer Section [3.1.3).
Thus, for a given input, multiple adversarial samples are generated across different consid-
ered surrogate loss functions. Eventually, a parallel fusion operation is performed to identify
the optimal adversarial sample that achieves a successful attack with minimal perturbation

(kindly see Section[3.1.4). These detailed steps are outlined in Algorithm [3.1]
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Figure 3.1: The complete work-flow of the proposed attack, DECEIT. Initially, the threat
model, exhibiting non-differentiable neural network layers, is modified by substituting these
layers with their approximated differentiable layers. Subsequently, the modified threat
model is then subjected to adversarial attacks using multiple surrogate loss functions. Even-
tually, parallel fusion is performed to choose the optimal surrogate loss function, enabling
an effective attack with minimal perturbation.

3.1.1 Employing Differentiable Approximation Functions

Gradient calculation is required for the adversarial attack, which is possible only when
the model exhibits differentiable layers. However, existing MIS models comprise multiple
non-differentiable layers such as argmax, RGB to grayscale colour conversion, resizing,
and normalisation. These layers obstruct the adversarial attack by obfuscating gradient
backpropagation [31]]. To address this problem, this subsection demonstrates the utilisation
of differentiable approximations instead of non-differentiable layers, offering successful

adversarial attacks.

Generally, MIS performs pixel-wise classification. Thus, a pixel’s probability of falling

into every class is calculated, and the class with the highest probability is allocated to that

[O8)
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Algorithm 3.1 Step-by-step description of the DECEIT attack.

Require: A set of surrogate loss functions; threat model; input image; desired target mask;
a small step size for updates.
Ensure: A generated adversarial image that fools the threat model.
1: Replace non-differentiable layers in the threat model with differentiable approximations
to obtain a modified model
2: for each surrogate loss function in the list do
3 Initialise iteration count to zero.
4: Initialise similarity score between prediction and target to zero.
5
6

while iteration count < 10 and mIOU score < 0.5 do
Update the input image by moving it in the direction that reduces the surrogate
loss.

=

Compute the mIOU between the updated image’s prediction and the target mask.
8: Increment the iteration count.
: end while
10: Save the adversarial image generated using this loss function.
11: end for
12: From all generated adversarial images across different surrogate losses, choose the one
that adds least perturbation.
13: Return this image as the final adversarial sample.

pixel. It is repeated for every input image’s pixels using the argmax operation to obtain the
final segmentation mask. Let n;, be the log probability of p'" pixel corresponds to c class,

then the respective segmentation m,, for p' pixel is demonstrated by:

m, = argmax (n;) (3.1

The outcome of argmax is a non-differentiable discrete categorical value, which offers zero
gradients, thereby inhibiting the overall adversarial attack operation. As a solution, this
non-differentiable argmax layer is substituted with a differentiable approximate layer for a
successful attack. Inspired by [89]] in which an approximation is made for classification, this
is the first work that leverages a differentiable approximation layer for the adversarial attacks

on segmentation models. Thus, we include Gumbel noise into the log class probabilities 7n;,
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by following [[89]. Mathematically, this can be expressed as,

c _

q, =1, + g, (3.2)

where g, is Gumbel noise at p'" pixel of c class, given by,

g, ~ —log(—1og(U(0,1)) (3.3)

here U(0, 1) indicates the uniform distribution, exhibiting mean and variance as 0 and 1,
respectively. The softmax layer can be employed as a differentiable approximation of the
argmax layer with valid gradients, enabling smooth backpropagation during adversarial at-
tack operations. Hence, we replace the argmax layer n;, with the softmax layer on the altered
prediction of log probability g;. The softmax layer applied to the p'" pixel of " class, thus,
their mathematical output, sg, is formulated as,

o o (4/7)
g ZCGC €xp (qg/T)

(3.4)

where 7 depicts the non-negative scalar value, called softmax temperature constant (refer
Section [3.2.3]for hyperparameter setting). The superscript C' indicates the classes. We con-
sider binary segmentation, which belongs to either class 0 or class 1. Consequently, the
outputs acquired upon imposing the softmax layer are sg and 511) corresponding to classes 0
and 1, respectively. It is noteworthy that the proposed substitution of argmax layers with ap-
proximated softmax layers in MIS models is executed for each pixel of the input, achieving

the final segmentation mask.

Besides argmax, several other non-differentiable layers, such as colour conversion, re-
sizing, and normalisation, are encountered in DL-based MIS models. To replace these lay-

ers, we used the open-sourced PyTorch library called Kornia [90]], which contains numerous
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differentiable modules to address the problem of non-differentiable layers in adversarial at-
tack operations. An important criterion for models using approximated layers is that the
performance of the modified and original MIS or threat models should be similar. We en-
sure this by comparing their performances before and after modifications (refer Section[3.3).
Further, the resultant adversarial images produced by such modified threat models achieve

successful attacks against the original threat models.

3.1.2 Exploring Surrogate Loss Functions

One of the crucial steps in an adversarial attack is loss computation. Unfortunately,
many segmentation models exhibit non-differentiable loss functions, which result in zero
gradient and fail to attack the model. As a remedy, MIS models employ surrogate loss
functions [91], which are differentiable approximations of true loss, facilitating smoother
attack operation. However, surrogate loss functions exhibit inconsistent behaviour with
similar input-target pairs, limiting the effectiveness of attacks on MIS models. Our proposed
attack, DECEIT, overcomes this limitation by incorporating numerous widely recognised
surrogate loss functions and introducing a novel loss function named Compound Loss. The

specifics of these losses are detailed below.

3.1.2.1 Existing Surrogate Losses

The details of several existing surrogate loss functions are given below,

* Log Cosh Dice Loss: The non-convex nature of dice loss results in uncertain curva-
ture with imprecise local minima that leads to inaccurate MIS predictions. The Log
Cosh Dice Loss [91] is a dice loss variant that reduces the uncertainty in the loss curve
and tackles the problem of class imbalance in MIS. It uses /og to limit the range of

the loss function and the hyperbolic function cosh to attain differentiability.
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* BCE Dice Loss: It is a weighted addition of dice and Binary Cross Entropy (BCE)
loss [91], leveraging their individual benefits. Dice loss emphasises foreground pixels,
while its integration with BCE loss ensures that model training remains unaffected by
background pixels. This enables the model to effectively capture the behaviour of

small medical objects [92].

* Exponential Log loss: This loss is a blend of the exponential and logarithmic trans-
formations of cross-entropy and dice loss [91]]. It focuses primarily on weakly
predicted pixels, strengthening them by leveraging the advantages of finer decision

boundaries [93]].

* Weighted BCE and Weighted IOU loss: This loss depicts the weighted combina-
tion of BCE and IOU loss [3]. The local restrictions of the prediction are managed by
weighted BCE loss, while the weighted IoU loss focuses on global restrictions. De-
spite offering equal importance to every pixel, this loss prioritises weakly predicted

pixels, strengthening the capability of the model to produce balanced outputs.

* Lovasz Hinge loss: It is a variant of the IOU loss function, exhibiting differentiable
and tractable properties. To achieve a soft predicted mask, this loss encourages posi-

tive scores for the foreground pixels [94].

3.1.2.2 Proposed Loss : Compound

In order to achieve the combined effects of all the previously mentioned surrogate loss
functions, we propose a novel surrogate loss function named, Compound loss. This loss is
calculated as a weighted addition of the aforementioned surrogate losses. Let [ € Iy, -+ )

be all the considered existing surrogate loss functions, then the Compound loss L is mathe-
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matically defined as,

k
L= w;xl (3.5)
j=1
where k signifies the total count of existing surrogate losses and w € wy, - - - , wy are the

assigned weights for each loss, reflecting its relative contribution to £. Kindly refer to

Section for hyperparameter settings of w.

3.1.3 Developing Adversarial Attack

The DL-based MIS models are attacked by integrating imperceptible perturbations into
the input image. In this direction, the adversarial samples are produced with respect to each
considered surrogate loss function. The proposed attack, DECEIT, is one of the variants
of the existing adversarial attack, IGSM [69] (refer Section @), in which untargeted and
targeted attacks are achieved using equations and (2.4)), respectively. It is noteworthy
that these equations need only one pixel as a target to attack, which is applicable to classifi-
cation tasks. In contrast, the proposed attack, DECEIT, fools segmentation models, which
demand all pixels within an image to be attacked. Thus, for segmentation purposes, the

equations (2.3) and (2.4) are altered as,

Xodw = clip (X;dv +exsign(Vyi J(f(Xig), Y))) (3.6)
Xefh = clip (Xiy, — e xsign(Vis, J (/(X1a,).T)) ) (3.7)

where Y and 7" signify the MIS prediction and desired target, respectively. The process is
repeated iteratively until a stopping condition is met, which occurs either when the mean
IOU (mIOU) surpasses a predefined threshold or the highest number of iterations is reached.

Notably, the adversarial images that satisfy the stopping condition will be categorised as
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successful cases, while those that do not are deemed failure cases. All the hyperparameter

settings related to adversarial attacks are provided in Section[3.2.3]

3.1.4 Performing Parallel Fusion

We develop multiple adversarial samples for a single input by applying different surro-
gate loss functions. We characterise the optimal adversarial sample as the one that induces
the least perturbation while still achieving misguided predictions. Thus, we select the opti-
mal adversarial sample by employing parallel fusion. It analyses the adversarial perturba-
tions corresponds to each sample to choose one surrogate loss function that produces the
least perturbed adversarial samples. Such adversarial perturbation is obtained by calculat-
ing the L., distance using the adversarial and clean samples. Notably, for certain inputs,
a surrogate loss function might not be able to attack the MIS model. In such situations,
the resulting samples can not be regarded as adversarial samples. Thus, they are excluded
in finding the optimal adversarial sample in parallel fusion. Similarly, there is a chance of
getting identical adversarial samples from two different surrogate loss functions. Consider-
ing their equal importance, we select any of those samples. Suppose {l1,- - ,[;} are some
of the surrogate loss functions that successfully attack the DL-based MIS model for input
X, offering respective adversarial samples as { X1, --- , X;}. Mathematically, the optimal

adversarial sample X, and the respective surrogate loss function /, can be expressed as,
ls =1, and X, = Xp (3.8)
where the index p can be represented as,

p = argmin(| X — Xjlo) (3.9)

j€(17'“ 7Z)
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3.2 Experimental Results

3.2.1 Datasets and Metrics

We carried out experiments on open sourced datasets across four distinct healthcare ap-
plications: polyp segmentation, skin lesion segmentation, brain tumour segmentation, and
lung segmentation. In this direction, we employed 602 images of the following four polyp
datasets: CVC-300 [95]], CVC-ClinicDB [96]], CVC-ColonDB [97]], and Kvasir [98]]. More-
over, we used 600 dermoscopic images from the International Symposium on Biomedical
Imaging (ISBI) Challenge 2017 (Part 1) dataset [[10], 300 brain tumour image and 100
chest X-ray imagef] for skin lesion, brain tumour, and lung segmentation, respectively.

We employed the following metrics to get the DECEIT’s efficacy on DL-based MIS

models.

1. Attack Success Rate (ASR): It refers to the fraction of input samples that were

successfully attacked relative to the total sample count.

2. Average Distortion (0..,): It is measured by taking the average of L., distance be-
tween the clean and adversarial sample across all successfully generated adversarial

samples.

3.2.2 Threat Models

We measured the efficacy of DECEIT on several well-known pre-trained MIS models,
referred to as threat models. In this direction, we considered PraNet [3] and TGANet

ﬂ[67], both of which are specifically designed for polyp segmentation. PraNet focuses on

Inttps://github.com/sdsubhajitdas/Brain-Tumor-Segmentation
https://github.com/IlliaOvcharenko/lung-segmentation
3nttps://github.com/DengPingFan/PraNet
4https://github.com/nikhilroxtomar/tganet
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coarse area prediction, followed by refining the boundaries of the segmentation mask, while
TGANet accounts for the number and size of polyps in the input image. In addition, we
performed transfer learning [99] in PraNet by fine-tuning it for skin lesion segmentation,
considering it a threat model. For brain tumour and lung segmentation, we utilised U-Net
[13]] as another threat model. U-Net processes input features by gradually downsampling
them using an encoder and subsequently upsampling them to the original resolution with a
decoder. It also employs skip connections to retain crucial feature information. It is worth
noting that in our experiments, TGANet is attacked using CVC-ClinicDB [96] and Kvasir

[98] polyp datasets.

3.2.3 Experimental Settings

The experiments are performed on a server equipped with an Nvidia V100 GPU and an
Intel Xeon Gold 6132 CPU, along with 192 GB of RAM. Our proposed attack, DECEIT,
is examined on untargeted (U) and four distinct targets (77, 15, 15, T);) for each image. We
consider the 77 to be a randomly selected segmentation mask from the test dataset. 75 is
acquired from the test images by considering the highest mean IOU across the predictions.
We select complete white and black images as the 75 and 7}, respectively.

For a thorough investigation, DECEIT employs step size (¢) of 1/255. If this value is set
below 1/255, quantisation errors in the image pixels prevent the modifications from being
correctly preserved in the original image. Conversely, if the value exceeds 1/255, large
perturbations are introduced, which ultimately reduce the attack’s effectiveness [[100, [101].
We limit the maximum iteration count to 10, beyond which no adversarial perturbation can
be applied to input image[69]. Following [69], we set mean IOU threshold as 0.5 for the
stopping condition and second target (75) selection. Notably, the mean IOU values for the

absent classes in the target are invalid, leading to incorrect threshold mean IOU. This issue

39



CHAPTER 3. ADVERSARIAL ATTACK ON MIS MODELS

occurs with third (75) and fourth targets (7)), where the images consist entirely of white
(1s) and black (0s) pixels, respectively. In such a scenario, we compute the IOU for 75 and
T, with a threshold of 0.5 [102].

For rigours evaluation, we set the weighting parameters w for the proposed Com-
pound loss (refer to equation ) as 0.21, 0.18, 0.20, 0.15, and 0.26 with respect to
wy, wo, w3, wy, and ws, respectively. These values are chosen by applying a grid search
operation on training data. In correspondence with [89], the softmax temperature constant,

7, 1s set to 0.1, which offers optimal results for differentiable approximation.

3.2.4 Comparative Evaluation

Table represents the comparative analysis of our proposed attack, DECEIT. It de-
picts that DECEIT outperforms the existing attacks, ASMA [72]] and FGSM [75] by ob-
taining a high ASR and low d.,. This stems from the optimal selection of the surrogate
loss function and parallel fusion operation to select optimal adversarial samples. However,
Table [3.1]also reveals that in some instances, ASMA achieves a lower d,, than DECEIT . In
these scenarios, ASMA considers a smaller count of samples to compute J.., as it achieves
a lower ASR than DECEIT, signifying that only a small subset of samples successfully
execute the attack. On the other hand, FGSM provides higher d., than DECEIT as it adds
excess perturbations in one step. Moreover, FGSM fails to perform an attack successfully
with the target 75 (exhibiting all white pixels) across all the datasets, excluding polyp seg-
mentation on the TGANet threat model [67] and skin lesion segmentation on the fine-tuned
PraNet threat model [3]].

In essence, our proposed attack, DECEIT, demonstrates superior performance over the
existing MIS attacks, achieving higher ASR , as shown in Figure which highlights

some successful attack examples. Additionally, Table [3.1|indicates DECEIT achieves rela-
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Table 3.1: Comparative analysis of our proposed attack, DECEIT.

U Ty Ty Ty N
Dataset Threat Model Attack ASE 5 ASR 5 ASR 5 ASR 5 ASR 5
(in %) *  (in %) *°  (in%) ° (in %)  (in %) *

Polyp, ASMA 96.67 3.793 38.98 3.913 100.00 1.000 5.00 4.333 100.00 1.000
CVC-300 PraNet FGSM 100.00 5.000 10.17 5.000 100.00 5.000 0.00 n/a 100.00 5.000
DECEIT(Ours) 100.00 3.100 100.00 3.780 100.00 1.000 100.00 4.183 100.00 1.000
Polyp. ASMA 64.52 4.000 29.51 3389 96.77 1.150 323 5.500 100.00 1.000
CVC-ClinichB PraNet FGSM 100.00 5.000 16.39 5.000 93.55 5.000 0.00 n/a  100.00 5.000
DECEIT(Ours) 100.00 3.645 9344 3.667 100.00 1.065 100.00 4.419 100.00 1.000
Polyp, ASMA 82.00 5976 37.37 3.595 99.00 1.051 9.00 4.556 100.00 1.030
Kvasit PraNet FGSM 100.00 5.000 25.25 5.000 96.00 5.000 3.00 5.000 98.00 5.000
DECEIT(Ours) 100.00 3.810 100.00 3.343 100.00 1.040 100.00 4.330 100.00 1.020
Polyp, ASMA 93.68 3.671 19.53 3473 82.14 1.043 0.79 4.667 100.00 1.000
CVC-ColonDB PraNet FGSM 100.00 5.000 1.32 5.000 79.76 5.000 0.00 n/a  100.00 5.000
DECEIT(Ours) 100.00 2.671 100.00 3.251 100.00 1.277 100.00 4.471 100.00 1.000
ASMA 59.67 4466 7195 1734 97.50 1.070 37.17 3.556 97.83 1.261
Skin Lesion PraNet FGSM 100.00 5.000 66.94 5.000 94.33 5.000 9.50 5.000 90.83 5.000
DECEIT(Ours) 100.00 3.483 100.00 1.651 100.00 1.067 100.00 3.048 100.00 1.113
ASMA 99.33 3.862 29.10 1.000 99.67 1.017 0.00 n/a  100.00 1.000
Brain Tumour UNet FGSM 100.00 5.000 29.10 5.000 99.67 5.000 0.00 n/a  100.00 5.000
DECEIT(Ours) 100.00 3.462 44.48 1.895 100.00 1.003 0.00 n/a  100.00 1.000
ASMA 81.00 1.000 20.00 1.000 19.00 1.000 0.00 n/a  100.00 1.000
Lung UNet FGSM 100.00 5.000 20.00 5.000 19.00 5.000 0.00 n/a  100.00 5.000
DECEIT(Ours) 100.00 1230 76.00 2297 76.00 2.162 0.00 n/a  100.00 1.000
Polyp, ASMA 100.00 3.629 24.59 1.533 100.00 1.016 0.00 n/a  100.00 1.000
Ve ClinichB TGANet FGSM 100.00 5.000 18.03 5.000 98.39 5.000 0.00 n/a  100.00 5.000
DECEIT(Ours) 100.00 4.081 100.00 1.262 100.00 1.000 96.77 6.500 100.00 1.000
Polyp. ASMA 100.00 3.840 36.36 1.972 100.00 1.000 23.00 3.565 100.00 1.120
Kvasii TGANet FGSM 100.00 5.000 25.25 5.000 100.00 5.000 4.00 5.000 96.00 5.000
DECEIT(Ours) 100.00 3.960 100.00 2.232 100.00 1.000 100.00 3.250 100.00 1.030

Note: n/a: The attack failed in some cases where the target was pure white. Bold values represent the best result.

tively lower AS R values for brain tumour segmentation across U-Net threat model [13] on

target 77. This is because the segmentation mask for brain tumour segmentation exhibits

fewer foreground pixels than background pixels, making it more difficult for the attack to

successfully infer the randomly selected target (77). Likewise, any attack on brain tumour

and lung segmentation across a complete white target (753) results in 0% ASR values. Such

failure cases can be visualised in Figure 3.3

3.2.5 Ablation Study

To thoroughly examine the significance of surrogate loss functions and parallel fusion,

we conducted an ablation study of our proposed attack, DECEIT. In this direction, the

untargeted and four different targeted attacks are applied to considered threat models, em-

ploying surrogate loss functions across all datasets and their performance with DECEIT.

The results, given in Table depict that the parallel fusion-based DECEIT attack ob-
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Original Original Desired Adversarial Adversarial
Input Output Target Prediction Input

Polyps

Skin
Lesion

Brain
Tumour

Figure 3.2: Examples showcasing successful cases of DECEIT attack, where adversarial
predictions closely match the desired target while diverging from the original clean image
prediction and imperceptible perturbations added in adversarial images.

tained the highest ASR in all scenarios. Additionally, it demonstrated lower J,, in most

cases, such as:

All U attack cases except brain tumour segmentation on U-Net and Polyp, segmenta-

tion on TGANet threat models.

All T' attacks except skin lesion, Polyp,, and Polyp, segmentation on PraNet and

brain tumour segmentation on UNet threat models.

All T; attacks except Polyp, and Polyp, segmentation on the PraNet threat model.

All Tj attacks except lung and brain tumour segmentation on the U-Net threat model.
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Original Original Desired Adversarial X
Input Output Target Prediction :

Brain
Tumour

Lung

Figure 3.3: Examples showcasing the failure cases of DECEIT attack, across 73 (complete
white image) for lung and brain tumour segmentation.

These results indicate that, in such scenarios, the AS R across different surrogate loss func-
tions is lower than that of DECEIT. Thus, only a smaller number of successfully attacked

samples contribute to the calculation of d,.

Table [3.2] also reveals that there are consistent results reflected from 75 and T3 attacks.
Unfortunately, DECEIT fails to attack U-Net for a brain tumour and lung segmentation un-
der T3 attack (Kindly refer Section [3.2.4] and Figure [3.3)). Notably, our proposed surrogate
loss function, Compound loss, offers better or comparable results than other surrogate loss
functions, ensuring its effectiveness as a viable surrogate loss function. Moreover, we anal-
yse that all the threat models can be easily attacked in a single step under 7). Furthermore,
we have also examined the loss function used in the existing ASMA attack [/2] by integrat-
ing it in our proposed attack, DECEIT. However, this did not lead to any advancement in

attack results, and therefore, it was excluded from our experiments.

We carried out further evaluations to understand the relationship between ASR and

varying L., values, as shown in Figure It illustrates the responses of the considered
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Table 3.2: Ablation study of our proposed attack, DECEIT.

U T T T; T,
Dataset Threat Model Surrogate Loss ASE 5 ASE - ASE ASE 5 ASE ;
(in %) *  (in %) (in %) *  (in %) * (in %) e
Log Cosh Dice 100.00 3.533 100.00 4.373 100.00 1.000 93.33 6.875 100.00 1.000
BCE Dice 95.00 6.386  79.66 5.021 100.00 1.000 100.00 4.383 100.00 1.000
Polyp Exponential Log 36.67 4.091 33.90 3.750 100.00 1.000 95.00 5.000 100.00 1.000
CVC—3(1)0 PraNet wBCE wiOU 100.00 3.750 72.88 5.186 100.00 1.000 90.00 6.407 100.00 1.000
Lovasz Hinge 100.00 3.917 3729 3.682 100.00 1.000 86.67 6.615 100.00 1.000
Compound 50.00 4933 44.07 4.423 100.00 1.000 100.00 4.450 100.00 1.000
Parallel Fusion (Ours) 100.00 3.100 100.00 3.780 100.00 1.000 100.00 4.183 100.00 1.000
Log Cosh Dice 100.00 4.097 83.61 3.941 100.00 1.065 91.94 6.526 100.00 1.000
BCE Dice 69.35 5744 5574 4588 100.00 1.081 100.00 4.597 100.00 1.000
Polyp Exponential Log 2258 4429 3770 3.522 96.77 1.100 100.00 5.065 100.00 1.000
CVC-Clin?cDB PraNet wBCE wiOU 100.00 4.032 6230 3.921 100.00 1.065 95.16 6.475 100.00 1.000
Lovasz Hinge 100.00 4.935 47.54 4.103 100.00 1.097 91.94 6.491 100.00 1.000
Compound 3387 4.857 36.07 3.545 100.00 1.226 100.00 4.645 100.00 1.000
Parallel Fusion (Ours) 100.00 3.645 9344 3.667 100.00 1.065 100.00 4.419 100.00 1.000
Log Cosh Dice 100.00 4.360 96.97 3.948 100.00 1.050 94.00 5.819 98.00 1.000
BCE Dice 63.00 5683 87.88 4.138 99.00 1.091 100.00 4.460 100.00 1.020
Polyp Exponential Log 23.00 5.043 83.84 3.807 98.00 1.031 89.00 5.112 100.00 1.020
Kvasi? PraNet wBCE wI'OU 100.00 4.470 9495 4.117 100.00 1.050 92.00 5.728 100.00 1.020
Lovasz Hinge 100.00 4.550 85.86 4.435 100.00 1.040 94.00 5.777 100.00 1.020
Compound 3500 4914 9293 4011 98.00 1.031 100.00 4.540 100.00 1.020
Parallel Fusion (Ours) 100.00 3.810 100.00 3.343 100.00 1.040 100.00 4.330 100.00 1.000
Log Cosh Dice 100.00 3.026 9631 4.890 100.00 1.315 84.21 6.856 100.00 1.000
BCE Dice 83.16 4.120 9842 3976 9792 1.356 100.00 4.768 100.00 1.000
Polyp Exponential Log 4921 3.112 87.60 3976 89.58 1.399 94.47 5365 100.00 1.000
CVC—Colo4nDB PraNet wBCE wlOU 100.00 3.071 9631 4.704 96.13 1.356 83.42 6.688 100.00 1.000
Lovasz Hinge 98.42 3380 9420 4966 9345 1.261 8395 6.781 100.00 1.000
Compound 60.00 3.395 97.89 3.873 91.07 1.307 100.00 4.829 100.00 1.000
Parallel Fusion (Ours) 100.00 2.671 100.00 3.251 100.00 1.277 100.00 4.471 100.00 1.000
Log Cosh Dice 100.00 3.672 100.00 1.776 100.00 1.073 100.00 3.833 90.83 1.000
BCE Dice 99.50 4.859 100.00 1.810 100.00 1.075 100.00 3.085 100.00 1.118
Exponential Log 25.67 4.182 88398 1469 98.83 1.081 99.33 3.468 100.00 1.118
Skin Lesion PraNet wBCE wIOU 100.00 3.687 100.00 1.768 100.00 1.077 100.00 3.802 100.00 1.128
Lovasz Hinge 100.00 3.817 98.66 1.926 100.00 1.090 100.00 3.832 100.00 1.168
Compound 37.67 4.173 98.33 1.803 100.00 1.097 100.00 3.098 100.00 1.118
Parallel Fusion (Ours) 100.00 3.483 100.00 1.651 100.00 1.067 100.00 3.048 100.00 1.113
Log Cosh Dice 92.33 4.552 3645 1.376 100.00 1.007 0.00 n/a  100.00 1.000
BCE Dice 98.00 4.452 34.11 1.402 100.00 1.003 0.00 n/a  100.00 1.000
Exponential Log 467 3857 3478 1519 99.67 1.000 0.00 n/a  100.00 1.000
Brain Tumour UNet wBCE wIOU 93.67 4598 3278 1.276 100.00 1.007 0.00 n/a  100.00 1.000
Lovasz Hinge 67.67 5.005 3144 1.160 100.00 1.003 0.00 n/a  100.00 1.000
Compound 41.67 4912 3545 1.557 100.00 1.003 0.00 n/a  100.00 1.000
Parallel Fusion (Ours) 99.33 3.862 44.48 1.895 100.00 1.003 0.00 n/a  100.00 1.000
Log Cosh Dice 100.00 1.230 73.00 2.311 74.00 2.176 0.00 n/a  100.00 1.000
BCE Dice 100.00 1.250 70.00 2301 72.00 2.171 0.00 n/a  100.00 1.000
Exponential Log 100.00 1.250 71.00 2317 72.00 2.177 0.00 n/a  100.00 1.000
Lung UNet wBCE wIOU 100.00 1.230 72.00 2.309 73.00 2.175 0.00 n/a  100.00 1.000
Lovasz Hinge 100.00 1.250 70.00 2.322 71.00 2.189 0.00 n/a  100.00 1.000
Compound 100.00 1.250 72.00 2315 73.00 2.176 0.00 n/a  100.00 1.000
Parallel Fusion (Ours) 100.00 1.230 76.00 2.297 76.00 2.162 0.00 n/a  100.00 1.000
Log Cosh Dice 100.00 4.484 100.00 1.475 100.00 1.000 33.87 8.143 100.00 1.000
BCE Dice 85.48 4.887 100.00 1.279 100.00 1.000 93.55 6.724 100.00 1.000
Polyp, Exponential Log 2323  1.500 100.00 1.328 100.00 1.000 61.29 7.132 100.00 1.000
CVC—Clinizc DB TGANet wBCE wIOU 100.00 4.290 100.00 1.393 100.00 1.000 3548 8.227 100.00 1.000
Lovasz Hinge 83.87 6.712 100.00 1.393 100.00 1.000 35.48 8.227 100.00 1.000
Compound 3327 1.500 100.00 1.262 100.00 1.000 95.16 6.780 100.00 1.000
Parallel Fusion (Ours) 100.00 4.081 100.00 1.262 100.00 1.000 96.77 6.500 100.00 1.000
Log Cosh Dice 100.00 4.484 100.00 3.303 100.00 1.000 99.00 5.697 97.00 1.000
BCE Dice 90.00 5.244 100.00 2.323 100.00 1.000 100.00 3.310 100.00 1.030
Polyp. Exponential Log 24.05 3975 98.99 2469 100.00 1.000 100.00 3.530 100.00 1.030
Kvasi.; TGANet wBCE wlOU 100.00 4.480 97.98 3.196 100.00 1.000 99.00 5.576 100.00 1.040
Lovasz Hinge 100.00 4.900 91.92 3330 100.00 1.000 99.00 5.687 100.00 1.030
Compound 34.87 6.500 100.00 2.293 100.00 1.000 100.00 3.330 100.00 1.030
Parallel Fusion (Ours) 100.00 3.960 100.00 2.232 100.00 1.000 100.00 3.250 100.00 1.030

Note: n/a: The attack failed in some cases where the target was pure white. Bold values represent the best result.
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threat models and surrogate loss functions. The results imply that, when compared to alter-
native loss functions, our proposed attack, DECEIT, leveraging parallel fusion, consistently

obtains the highest ASR .

(a) Polyp: CVC-300 (b) Polyp: CVC-ClinicDB (c) Polyp: Kvasir (d) Polyp: CVC-ColonDB
4 100

90

80

Log_Cosh_Dice_Loss
- BCE_Dice_Loss

- Exponential_Log_Loss
- WBCE_wloU_Loss

- Lovasz_Hinge_Loss
Compound_Loss
Parallel Fusion (ours)

EREERX

Figure 3.4: Performance of DECEIT across various maximum permissible distortions for
all datasets, with the x-axis and y-axis representing L., distortion and the ASR, respec-
tively. It demonstrates that our parallel fusion-based approach surpasses all the existing
surrogate losses.

3.3 Discussion

The modified threat models (or DL-based MIS models) in the proposed attack, DECEIT
employ differentiable approximates in place of non-differentiable layers under the condition
that the outcomes of the modified and original models should exhibit similarity. To validate
this, we conducted experiments to differentiate the results of the threat model prior to and
later than applying differentiable approximation. Specifically, the evaluation metrics mean
IOU and dice are computed on all the datasets across each considered threat models, as
presented in Table [3.3] The results confirm that the modified threat models exhibit similar

performance to the original ones, validating their suitability for adversarial attack opera-
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tions.

Table 3.3: Comparison between the threat models’ performance before
and after substituting non-differentiable layers.

Dataset Threat Model Original Modified
mean IOU Dice mean IOU Dice
Polyp, CVC-300 PraNet 0.797 0.871 0.797 0.870
Polyp, CVC-ClinicDB PraNet 0.849 0.899 0.851 0.899
Polyp, Kvasir PraNet 0.841 0.898 0.840 0.896
Polyp, CVC-ColonDB PraNet 0.640 0.709 0.640 0.708
Skin Lesion PraNet 0.831 0.837 0.831 0.836
Brain Tumour UNet 0.772 0.745 0.772 0.743
Lung UNet 0.927 0.961 0.926 0.959
Polyp, CVC-ClinicDB TGANet 0.899 0.946 0.899 0.946
Polyp; Kvasir TGANet 0.833 0.898 0.833 0.898

Table 3.4: Efficiency analysis of the proposed attack, DECEIT. GPU memory usage and model
parameters are computed in MiB and millions, respectively.

Dataset Threat GPU Memory Model Time (in seconds)
Model Usage Parameters U T Ty T3 Ty
Polyp, CVC-300 PraNet 1979 32.55 24.5445 29.8462 23.2724 26.9557 26.7528
Polyp, CVC-ClinicDB  PraNet 1979 32.55 24.1215 25.3992 24.8152 25.2190 25.8978
Polyp, Kvasir PraNet 1979 32.55 29.6956 34.0440 30.9220 31.0632 31.7451
Polyp, CVC-ColonDB  PraNet 1987 32.55 20.6782 23.0043 20.9246 21.8113 22.0598
Skin Lesion PraNet 1981 32.55 16.6190 26.8238 22.6270 19.9621 25.1174
Brain Tumour UNet 1547 1.94 9.2064 11.6381 12.1330 11.9106 9.7289
Lung UNet 3133 22.98 37.3741 39.6809 40.5019 39.0110 38.0752
Polyp, CVC-ClinicDB TGANet 2011 19.84 17.3710 24.6613 17.2903 24.1613 14.2742
Polyp, Kvasir TGANet 2011 19.84 34,1452 48.9839 33.5968 48.3871 37.5645

Besides this, we have conducted an efficiency analysis of the DECEIT attack to eval-
uate GPU memory usage and overall time complexity, as given in Table The result
shows that attacking the U-Net threat model utilised the least memory for brain tumour seg-
mentation and the most memory for lung segmentation compared to other threat models.
Further, the attacks on the PraNet model exhibited moderate execution times across all at-
tack settings. Conversely, attacking TGANet for Polyp,; segmentation and U-Net for lung
segmentation required relatively additional time for most of the settings. Notably, attacking
the PraNet threat model employs the highest number of parameters among all the considered

threat models.
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3.4 Summary

This chapter has proposed a novel adversarial attack, DECEIT, for DL-based MIS mod-
els. Several existing MIS models contain non-differentiable layers or non-differentiable loss
functions, which result in zero gradients during backpropagation and impede the attack pro-
cess. Our proposed attack, DECEIT, has addressed this problem by substituting these non-
differentiable neural network layers with its approximated differentiable layers. Addition-
ally, it utilises several surrogate loss functions, which are approximated true loss functions
and is differentiable for MIS. The optimal surrogate loss is selected among all considered
ones using parallel fusion that offers the least adversarial perturbation-added adversarial
samples, ensuring a successful attack. Thus, the dynamic selection of loss functions through
parallel fusion, along with the substitution of non-differentiable layers, enabled the effective
production of adversarial samples with minimal perturbations. Our experimental outcomes
revealed that our proposed attack, DECEIT, surpasses the existing attacks, achieving high

ASR in low 4.
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Chapter 4

Detection of Adversarial and OOD

samples in MIS

The DL models have shown enormous achievement in healthcare applications. Unfor-
tunately, their performance deteriorates when they encounter anomalies or corrupted data,
including adversarial and OOD samples. While adversarial samples add a small amount
of imperceptible perturbations [31], OOD samples signify a substantial distribution shift in
input [41, 42]]. Such samples can have devastating impacts on life-critical healthcare appli-
cations, requiring robust detection methods to mitigate their detrimental impact. Existing
detection methods focused on MIC tasks [43], which perform inadequately for MIS appli-
cations. Such methods require network retraining and typically utilise either distance-based
approaches [43,, 48] or probability-distribution-based functions [435, 46} 47]. Distance-based
methods often rely on predetermined thresholds, which are challenging to fine-tune [2] and
obstruct detection effectiveness. Similarly, the probability-distribution-based methods heav-
ily depend on network logits, which behave similarly for adversarial, OOD, and clean sam-
ples, thereby constraining detection performance [49, 48]].

This chapter proposes a novel unified detection method for MIS, called DISCERN, de-

signed to detect both adversarial and OOD samples and accurately distinguish them from
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clean samples. Unlike existing detection methods, DISCERN eliminates the need for net-
work retraining and reliance on distance and probability distribution-based approaches. In-
stead, it measures the similarity between the MIS predictions of an input and its rotational
versions to achieve precise detection. The chapter is structured as follows: Section (4.1
presents our proposed detection method, DISCERN. Section 4.2] demonstrates experimen-
tal details associated with DISCERN. Section |4.3] provides a discussion about the proposed

method. Section 4.4 summarises the overall chapter.

4.1 Proposed Detection Method: DISCERN

This section demonstrates the proposed detection method, DISCERN. It analyses the
consistent relation between the predictions of the input image and its respective rotated
variants to effectively differentiate the adversarial and OOD samples from clean samples in
DL-based MIS models. For visual comprehension, the complete workflow of DISCERN
is depicted in Figure Initially, the adversarial and OOD samples are constructed by
adversarially attacking the DL-based MIS models and employing the Image Part Permu-
tation (IPP) method [103], respectively (Refer to Section d.1.1)). DISCERN considers the

following three key observations for detection.

1. There is a high consistency (similar behaviour) between the clean input MIS predic-
tion and their respective variant predictions (rotated versions of input) [2], as the MIS

model is often learned to offer orientation-independent outcomes.

2. The adversarial variant predictions (the output of rotated versions of adversarial input)
are minimally influenced by adversarial perturbation [60]. Consequently, it shows low

consistency or dissimilar behaviour with the adversarial input prediction.
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3. Likewise, the OOD samples behave randomly, which leads to inaccurate MIS pre-
dictions. Hence, it is obvious that their respective rotated variants also provide some
other random MIS predictions. As a result, there are inconsistent MIS predictions for

OOD samples and their rotated versions.

2] -0
62 roe
Xt () (D— v — O
. :'_ Z(I
g0
. 0 : s : r- (] e 2] :_.:'. - 0
AXC[’ e f ,,,,, e I - ---bYa q b:_.'.Y.:"_'--x-xp YC{{_

[ MIS Model ® Rotation @ Invert Rotation @ Consistency @ SVM Classiﬁel]

Figure 4.1: The complete work-flow of our proposed detection method, DISCERN. The
MIS model f accepts input X, and their respective variants X%, X% ... X to pro-
duce their corresponding predictions (Y, Y1, Y2 ... Yae ). The measured consistencies
Tgl ,Tff, cee TZf is fed to the SVM classifier g to achieve sample detection output z,.

Algorithm 4.1 Proposed adversarial and OOD detection method, DISCERN.

Require: Input sample X, ; MIS model f(-); SVM classifier g(-).
Ensure: Detection output z,.

Yo = f(Xa) > prediction of X, refer Eq. (#.5))
X0 =r(X,) > creating input variants, refer Eq.(@.6))
Y9 =r=0(f(X2)) > prediction of X!, refer Eq.
1Y = ﬂji—gg > calculate consistency, refer Eq. (4.9).
Compute T for different values of 6.

Zo = g(T0 T2 YY) > detection output, refer Eq. (#.10).
return z,,

DISCERN Ileverages the aforementioned observations by obtaining the MIS prediction

of input variants (refer Section 4.1.2)) and examining their consistency with actual MIS
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prediction (kindly see Section 4.1.3)). A detailed step-by-step explanation of DISCERN is

provided in Algorithm [4.1]

4.1.1 Generating Adversarial and OOD Samples

4.1.1.1 Adversarial Samples

Adversarial attacks present substantial risks to the security and robustness of DL-based
MIS models [31]]. Hence, it becomes essential to comprehend the generation of adversarial
samples for their precise detection, which ultimately advances the MIS models’ robustness.
For this reason, we perform iterative adversarial attacks [[104] operations on several exist-
ing MIS models (“threat models”) to craft adversarial samples. A visual representation of
adversarial sample generation is given in Figure Unlike attacking the classification
model, wherein the single class (or target) is required to be incorrectly categorised, the MIS
model is complicated and challenging to attack. This complexity arises because segmenta-
tion performs multi-class classification, demanding adversarial perturbation to affect every
pixel of the segmentation mask [105]. Further, several existing MIS models exhibit non-
differentiable preprocessing layers that constrain attack operations [106]. We overcome this
limitation by adapting threat models with the substitution of such layers with their differen-
tial approximation using Kornia [90].

Let the adversarial sample X4, be constructed by imposing the perturbation € in the

gradient of loss /. Mathematically,

Xoaw =X (4.1)
X+ — clip (Xidv —exsign(Vy J (F(Xiy,), T))) 4.2)
Xogo = clip (Xédv +exsign(Vyi T (f(Xia), Y))) (4.3)
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Stopping
condition

X :Input
f(.) : MIS Model
J : Loss Function

6 : Perturbation
Vx(J) : Gradient of J with respect to X
X.av : Adversarial Input

Figure 4.2: Generation of adversarial samples, X 4,.

where f(-), X, Y, and T represent the modified threat model, input, corresponding MIS out-
put, and target mask, respectively. The clipping operation, clip, ensures that X4, remains
within the specified range [106]. The superscript ¢ indicates iteration count. Incorporating

the previous work [106]'} we iteratively perform Equations (5.25) and (5.26)) operations un-

til it reaches the stopping condition. This condition is determined by the maximum iteration
count :"** and prespecified target 7. Samples will only be chosen as X4, if they fulfil the
stopping condition, which is defined as a target-based measure m that must surpass the

max

prespecified threshold v or ** be reached. The hyperparameter selection of :™**, m, and

v is provided in Subsection[4.2.3]

4.1.1.2 OOD Samples

The DL-based MIS models often perform incorrectly due to the presence of OOD sam-
ples in test datasets [107]. The OOD samples are the test samples whose distribution de-

viates from that of the training samples, which results in the prediction of random outputs.

'https://github.com/SnehaShukla937/MEDIS_ATTACK
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Figure 4.3: OOD samples (X,,q) utilised by DISCERN. (i) Generated X ,,; from X using
IPP method. (ii) X,,4 taken from the skin-lesion datasets.

Thus, it is crucial to analyse and explore the development of OOD samples for their accurate
detection. To this end, the IPP [103] method is used, which employs ID samples to produce
OOD samples. Notably, ID samples are those samples whose distribution aligns with train-
ing sample distribution, usually providing correct predictions. Thus, the IPP method divides
the ID sample into multiple regions and applies a random shuffling operation, thereby al-
tering the spatial structure. The output image exhibits the shifted distribution of input, ef-
fectively representing the OOD sample. Mathematically, the constructed OOD sample X .4
can be expressed as,

Xoog = K(X1, Xa, ... X,) (4.4)

where X represents the ID sample, which is partitioned into ¢ identical regions such that
(X1, X, ....X,) € X. k depicts the random shuffling operation applied to these regions.
It is noteworthy that our proposed method, DISCERN, categorises such OOD samples as

OODI1. Additionally, it considers samples from different modalities, such as skin-lesion
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segmentation, which do not participate in the training process. DISCERN classifies these
samples as OOD2 samples. A visualisation of all these considered OOD samples can be

found in Figure 4.3]

4.1.2 Obtaining MIS Predictions of Input Variants

Adversarial Adversarial
Input

Output

Output

Teasssssmssssssssannn

Adversarial Adversarial

Input

Adversarial Variant Variant
Variant Output Output :
Input (Rotated) ~ (Inyert rotated)

u i nk..--:

Low Consistency

(90°)
(90%)

(180°)
(180°)

(270°)
(270°)

Figure 4.4: In this example, the adversarial output and its invert-rotated variant outputs
exhibit low consistency, as the adversarial perturbation has little effect on the variant output.

The invert-rotated MIS predictions of rotated clean samples exhibit similarity or strong
consistency with that of non-rotated input sample [2]]. This happens because the MIS model
is expected to offer predictions irrespective of orientation. However, this observation is
irrelevant for adversarial or OOD input samples. In essence, when these types of input sam-
ples are rotated by a specific angle and then invert-rotated back, their MIS predictions show
noticeable differences or reduced consistency compared to the predictions for the original,

non-rotated inputs. This observation can be seen in Figure 4.4 and Figure Leveraging
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Figure 4.5: In this example, the OOD output and its respective invert-rotated variant out-

puts depict low consistency since both the samples consistently produce random predictions
across all scenarios.

these insights, we generate input variants by performing a rotational transformation on input

samples at diverse angles.

The input samples and their respective variants are fed into the MIS model, producing
predictions of each sample. The input variants’ MIS predictions are invert-rotated by the
same angle to ensure consistency and comparability in the later detection steps. Mathemat-

ically,

Yo = f(Xa) (4.5)

where f(-) indicates MIS model that generates prediction Y. X, depicts the input sample,
which can be clean (X)) / adversarial (X,4,) / OOD (X,,4). To create input variants X 3, the

X, is rotated at an angle 6, represented as,

X0 =r%(X,) (4.6)
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where 7%(-) denotes the rotation operation at §. The MIS prediction of X? is achieved by
applying it to f(-) and rotating it at an angle of —f. Mathematically, this variant prediction
Y? is given by,

Yy =r(f(X2) (4.7)

«a

where r~?(-) indicates invert-rotation (rotation at —#). Kindly refer to Subsection for

hyperparameter tuning of 6.

4.1.3 Detecting Samples through Consistency Analysis

The MIS prediction of clean inputs are anticipated to behave similarly with their re-
spective variants, while the these prediction of the adversarial or OOD samples shares dis-
similarity with their respective variants. Mathematically, the observation can be expressed

as,

High, X, is clean sample

Low, X, is adversarial/OOD sample
where TY depicts consistency, which is computed between Y, and Y,Y. When Y, is highly
consistent with Yag , then X, is identified as a clean sample; otherwise, X, belongs to an
adversarial/OOD sample. The proposed detection method, DISCERN, consider Y as a
dice similarity score [108], formulated as,

6_2*|YaﬂY(f‘

—_ 17* “al 4.9
AN (*9)

Nevertheless, we observe that TY can sometimes yield high values even when the sample
is adversarial or OOD for a certain angle 6. To mitigate such issues, our proposed method,
DISCERN, incorporates several input variants with diverse values of . Specifically, we

compute Y? for different rotation angles @ (refer Subsection{4.2.3). For a better understand-
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ing, let us assume that the input is rotated in ¢ diverse angles such that (6, 0, - - - , 0¢). Thus,
their respective consistency values are represented as (Y% 1% ... Tgf). To achieve de-
tection output z,, these consistency values are fed into the Support Vector Machine (SVM)
classifier [109] g(-), which predicts whether the input sample X, is clean or adversar-
1al/OOD. Mathematically,

2o = g(T0, 1% . T (4.10)

The input sample X, categories the detection output z,, using:

0, X, isclean sample

2o = (4.11)
1, X, is adversarial / OOD sample

The detection-related experimental settings are provided in Subsection[.2.3]

4.2 Experimental Results

4.2.1 Datasets and Metric

Our proposed method, DISCERN, employed open-source datasets, used for polyp seg-
mentation tasks for all experiments. The total numnber of these samples are given in Table
M4.T]and Tabled.2|for adversarial and OOD detection, respectively. As observed in Table .1
the number of adversarial samples is different from the number of clean samples. It hap-
pens due to the fact that adversarial samples are created by imposing an adversarial attack
on well-known DL-based MIS models; specifically the samples that satisfy the specified
stopping conditions (refer to sub-sections[d.1.1.T)), are considered adversarial.

The complete training samples are acquired from CVC-ClinicDB [96] and Kvasir [98]]
datasets, excluding the OOD?2 training samples. Likewise, all the test samples are taken

from the CVC-300 [95]], CVC-ClinicDB [96], CVC-ColonDB [97], ETIS-LaribPolypDB
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[110], and Kvasir [98] datasets, excluding the OOD?2 test samples. The OOD2 samples are

sourced from the skin-lesion dataset [10] for both training and testing purposes.

Table 4.1: Sample count for adversarial sample detection.

Model Operation Clean Adversarial Total
paNetd oot Lo T
SSFormer-S [14] 1:;2;? 1749580 174;39 ?g?
SsFormer-L[i4] o ) USY 20
UACANet-S [63] Tlf(j;? 1749580 1742540 iigg
UACANet-L [65] 1:;:;? 1749580 1742540 ??gg
CaraNet [66]] 1%:;? 1749580 1645483 ?ji'é

Note: The number of training and testing samples are consis-
tent across the all considered attack settings.

Table 4.2: Sample count for OOD sample detection.

OOD Type  Operation Clean OOD Total
Train 1450 1450 2900

OOD1 samples

Test 798 798 1596
Train 1450 2000 3450
0O0D2 Samples Test 723 600 1323

Note: The number of samples are consistent across
all evaluated MIS models. OODI1 samples repre-
sent OOD data produced from the IPP method, while
OOD?2 samples refer to OOD data sourced from dif-
ferent segmentation tasks.

The performance of DISCERN is assessed by the Detection Success Rate (DS R) met-

ric, which defines the percentage of correctly detected samples to the total samples. DSR
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can be formulated as,

_ |clean.| + |anomaly.|

DSR x 100 (4.12)

~|clean]| + |anomaly|

where clean and anomaly demonstrate the total count of clean and adversarial/OOD sam-

ples, respectively. The subscript c indicates the samples that were precisely detected.

4.2.2 Considered MIS Models

Our proposed method, DISCERN, incorporates diverse existing DL-based MIS models
such as PraNef| [3]], SSFormerf| [14], UACANet| [65] and CARANef| [66]. All these mod-
els are specifically devised for polyp segmentation. The Pranet [3] model exhibits PPD and
RA that help to effectively distinguish the polyp area and boundaries from images, ensuring
precise segmentation. The SSFormer [[14] model aims to provide generalised polyp segmen-
tation by leveraging a pyramidal transformer encoder and a progressive locality decoder. It
effectively learns general ROI and obtains a precise segmentation mask. The UACANet [65]]
model, a variant of the U-Net [13]] model, exhibits a feature aggregation method to create a
perfect segmentation mask by step-by-step calculating feature maps and augmenting incon-
sistent ROI. Meanwhile, the CaraNet [66] model is designed for segmenting small medical
objects. It utilises a pyramidal channel feature module to refine high-level extracted fea-
tures and axial reverse attention to achieve the final segmentation mask. Notably, SSFormer
and UACANet models are available in Standard (S) and Large (L) variants based on diverse
scales of encoder. We utilise all versions to comprehensively evaluate the effectiveness of

DISCERN.

2Model details are available at: https://github.com/DengPingFan/PraNet
3Model details are available at: https://github.com/Qiming-Huang/ssformer
4Model details are available at: https://github.com/plemeri/UACANet

SModel details are available at: https://github.com/AngeLouCN/CaraNet
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4.2.3 Experimental Settings

All the experiments are executed on a server, featuring an Nvidia V100 GPU, an Intel
Xeon Gold 6132 CPU, and 192 GB of RAM. DISCERN utilises publicly available pre-
trained weights of all the existing MIS models [3, 14, 65] except CaraNet [66]. Following
[3]], we trained the CaraNet MIS model using 1450 polyp images from CVC-ClinicDB [96]
and Kvasir [98]] datasets. For this training, epochs and batch size are tuned as 125 and 6,
respectively.

For a comprehensive assessment, the adversarial samples (X,4,) are produced using
untargeted (U) (refer Equation (5.26))) and two distinct targets (7, and T}) (refer Equation
(5.29)) attack settings. These two targets (T, and T}) are images having all pixels as 0 and
1, respectively. In essence, T, is considered a pure white image, while 7} is a completely
black image. The step size, ¢, is set as 1/255 for attacking the models. While the smaller
values of ¢ lead to erroneous saving of modified images due to the quantisation effect, the
larger € enhance the amount of perturbation added to X that limits the efficacy of the attack
[111]]. Moreover, the maximum iteration count, :"**, is restricted to 8, controlling the extent
of perturbation applied to X.

A successfully attacked adversarial sample (X,4,) must meet the stopping condition,
which depends upon a proper choice of target-based measure (m). Our proposed method,
DISCERN selects dice [[108] as mp for U and T, settings, while mIOU [[112] for specific 7},
settings. For T}, and U, dice measures the white pixel overlap between the predicted output
and the target. However, for any prediction with target black (73), the dice would always be
zero due to the absence of white pixels in the black image. Thus, we employ mIOU as m
in the stopping condition for black targets (73) [106]. Moreover, the threshold, v, is tuned
as 0.5 and 0.7 for mIOU and dice, respectively, as these values yield optimal results. Fur-

thermore, the loss function .J is the fusion of weighted Binary Cross Entropy (WBCE) and
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weighted Intersection Over Union (wIOU) [3]] to effectively generate adversarial samples.

To generate OOD1 samples, DISCERN, employs the existing IPP method [[103]], requir-
ing a maximum count of dividing areas (q). We set ¢ as 4 [[103]], since smaller ¢ reduces the
efficacy of shifting distribution, while a larger ¢ leads to enhanced computation complexity.
To effectively learn the ID sample’s shifting distribution in the IPP method, region shuffling
(k) 1s performed in horizontal, vertical, and diagonal directions. To deeply investigate the
importance of rotation angles for sample detection, the samples are rotated at multiple de-
grees. Specifically, we consider rotation angles of 90°, 180° and 270° [T13]]. Our outcomes
reveal that omitting any considered angle ignores valuable insights about the input, ulti-
mately lowering detection performance. Moreover, we found that adding additional angles
to the already considered angles marginally enhances the detection performance but also
increases the complexity.

Table 4.3: Kernel assignment.

Model Name Kernel Type

UACANet-S [65] RBF
UACANEet-L [65]] Linear
PraNet [3]] RBF
CaraNet [66] Polynomial
SSFormer-S [[14]] RBF

SSFormer-L [14]  Polynomial

DISCERN determines consistency by running each MIS model four times for a single
input sample. This includes one run for the actual input and three runs for its variants,
generating four MIS predictions in total. The computed consistency values are labelled as 0
for clean samples and 1 for adversarial or OOD samples and fed into the SVM classifier as a
training dataset to perform binary classification. Thus, the database containing consistency
values is utilised to train the SVM classifier across multiple settings of kernel, including

linear, Radial Basis Function (RBF), and polynomial. Among them, one kernel is selected
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for each considered MIS model as shown in Table |4.3| which is decided on the basis of the
highest D.S R during training. Additionally, the SVM cost function is fine-tuned to 0.1 [114]

using grid-search method.

4.2.4 Comparative Evaluation

Table {.4]and [4.5| present the comparative analysis of DISCERN, to identify adversarial
and OOD samples, respectively. The experimental outcomes are obtained for all considered
MIS models, incorporating the allocated SVM kernel as depicted in Table

It is evident from Table that DISCERN surpasses the existing adversarial detection
methods, UAD [45]], MahD [43]] and SEViT [77] across all attack settings (U, T,,, T3) in
all datasets. Notably, these existing methods were designed primarily for classification pur-
poses. To ensure a equitable comparison with DISCERN, we altered these methods for
MIS tasks. UAD is an unsupervised adversarial detection method that calculates the prob-
ability distribution of training samples from input features, employing the GMM. It then
investigates the reliance of test samples on this training distribution. If the test sample falls
inside the training distribution, the sample is identified as clean; otherwise, it is adversarial.
Unfortunately, the distribution of adversarial samples often resembles the clean samples’
distribution and shows strong structure similarity due to the inclusion of minimal perturba-
tion. As a result, UAD struggles to distinguish adversarial samples accurately, leading to
misclassification and lower DS R values.

Similarly, MahD calculates the Mahalanobis distance-based score and differentiates it
with the prespecified threshold for the detection of adversarial samples. Further, SEViT
works on the fact that predictions from the initial ViT blocks are more resistant to adver-
sarial samples than the final ViT prediction. Leveraging this observation, SEViT focuses

on the non-diagonal elements of the Kullback-Leibler (KL) divergence matrix, anticipating
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Table 4.4: Comparative results of DISCERN for adversarial sample’s
detection.

Attack Settings Methods D1 D2 D3 D4 DS

UAD [45] 70.56 69.65 68.89 7590 69.92
MahD [43] 40.00 29.18 43.44 3833 44.71
SEVIT [77] 55.16 5147 50.52 50.57 57.88
DISCERN 74.02 86.78 86.25 83.86 72.81
UAD [45] 65.00 75.65 83.67 80.87 62.76
MahD [43] 50.00 32.16 35.17 40.41 52.50
SEVIT [77] 58.15 54.47 51.59 5399 58.62
DISCERN 78.63 86.53 86.97 89.01 72.37
UAD [45] 58.76 70.76 65.90 68.87 54.00
MahD [43] 50.00 28.16 53.45 48.33 34.71
SEVIT [77] 51.16 5047 48.61 4998 55.63
DISCERN 66.83 77.99 79.52 78.73 60.59

U

T,

Note: The values signify DSR (in %). Bold entries represent the
highest DSR. D1:CVC-ColonDB, D2:Kvasir, D3:CVC-ClinicDB,
D4:CVC-300, DS:ETIS.

that they will be lower for clean samples and much higher for adversaria/OOD samples.
However, this method does not perform well when handling small perturbations due to the
insignificant input changes. In addition to that, the existing methods, MahD and SEViT,
demand an additional burden of tuning the prespecified threshold, hindering detection capa-
bility.

Likewise, Table {.5] illustrates that DISCERN performs better than existing OOD de-
tection methods, SS [46], MSP [47], MahD [43]] and ERNN [79]]. The SS method involves
computing the Lo-norm of Singular Value Decomposition (SVD) of extracted features at
some specific layers in the model. The distance between a test sample’s feature vector and
its adjecent neighbor in the training set is computed and contrasts with a prespecified thresh-
old to effectively identify out-of-distribution (OOD) samples. The MSP method relies on the
features’ softmax distribution and considers their maximum value to differentiate between

clean and OOD samples. ERNN employs evidence reconcile block to mitigate contradicting
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Table 4.5: Comparative results of DISCERN for OOD detection.

OOD1 Samples 0OOD2 Samples
Methods 1 p> p3 p4 D5 D6
MahD [43] 1078 14.00 19.67 2333 29.18 22.83
SS[@6] 3211 1600 1452 2667 21.94 63.98
ERNN [79] 43.95 58.00 5291 5667 56.66 n/a
MSP [47] 55.89 54.00 53.83 50.00 27.78 65.55
DISCERN 6044 61.58 6321 6292 64.29 75.38

Note: The values signify DSR (in %). Bold entries represent the highest
DSR. The label ’n/a’ denotes the inapplicability of the ERNN method
to OOD2 samples. Dataset details: D1:CVC-ColonDB, D2:Kvasir,
D3:CVC-ClinicDB, D4:CVC-300, D5:ETIS, D6:Skin-Lesion.

testimony from the results and minimises errors in uncertainty quantification to significantly
identify near OOD samples. Some of the existing OOD detection methods [49, 48] utilise
network logits, which restrict detection capability as they behave identically for all samples.
Moreover, SS and MahD methods require distance-related prespecified thresholds, which
makes it challenging to tune and learn the different spatial properties of OOD test images,
ultimately reducing detection accuracy. Furthermore, ERNN method performs classification
tasks and is constrained to identify only near OOD. Hence, it is applicable for comparison
with only OOD1 samples in DISCERN.

In contrast to the previous methods, our proposed method, DISCERN, achieves con-
sistently high DS R values across all attack settings for each dataset. This improvement is
attributed to the consideration of input variants and analysis of their behaviour in relation
to the original input through consistency computation. The result of DISCERN is visually
illustrated in Figure It depicts how DISCERN determines the unknown sample type of
a new sample by examining consistent relation between the input samples’ prediction and
their respective variants. Strong consistency signify clean samples, whereas weak consis-

tency indicate adversarial or OOD samples.
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Sample Input Ground Model Consistency Values Output
type  Sample Truth Prediction (for all variants)  (DISCERN)

(90°)  (180°) (270°)
0.95 0.89 0.92 0

Clean

(90%)  (180°) (270°)
0.62 0.53 0.60 1

Adversarial

(909 (180%) (2709
0.45 |0.58 |0.39 1

(00))

0: Clean
1: Adversarial /OOD

Figure 4.6: Figure depicts the result visualization of our proposed detection method, DIS-
CERN. Notably, ‘Sample type’ and ‘Ground Truth’ are indicated here only for better clarity
and understanding. DISCERN itself does not rely on these elements.

4.2.5 Ablation Study

For rigorous evaluation, several ablation studies have been performed related to our

proposed method, DISCERN, as outlined below,

* To comprehensively evaluate the importance of diverse settings of attacks in DIS-
CERN, the DSR is calculated for U, T,,, and T}, attacks as demonstrated in Table 4.6]
The outcomes demonstrate that DISCERN achieves higher DSR values across 7,
compared to both U and 7. In particular, during the 7}, setting, the optimal perfor-
mance is obtained in 70% of cases, while it is reduced to 25% and 5% for U and T},
respectively. This is due to the fact that in the case of 77, (white target), the prediction
is substantially distorted by adversarial perturbation, whereas during U and T}, the
prediction is slightly affected by perturbations. Consequently, we observe that 7, is

more resistant to attacks but easier to detect, whereas U and T} are more vulnerable
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Table 4.6: DISCERN performance across different attack settings for
adversarial detection.

U | T, | T,
| DSR1 | DSR?1 | DSR %

CVC-300 [93] 93.333 | 94.167 | 80.000
CVC-ClinicDB [96] | 89.167 | 88.333 | 67.500
PraNet [3] CVC-ColonDB [97] | 81.050 | 82.216 | 69.825
ETIS [110] 65.663 | 65.361 | 57.229
Kvasir [98] 92.929 | 90.909 | 74.747

CVC-300 [93] 78.151 | 86.555 | 85.714
CVC-ClinicDB [96] | 87.705 | 91.803 | 81.967
SSFormer-S [14] | CVC-ColonDB [97] | 70.588 | 74.370 | 67.367
ETIS [110] 76.294 | 77.384 | 61.853
Kvasir [98] 80.402 | 81.910 | 75.377

CVC-300 [95]] 75.000 | 81.667 | 76.667
CVC-ClinicDB [96] | 84.426 | 88.525 | 85.246
SSFormer-L [14] | CVC-ColonDB [97] | 63.401 | 74.830 | 67.075
ETIS [110] 77.005 | 79.144 | 67.112
Kvasir [98]] 85.000 | 87.000 | 77.500

CVC-300 [93] 90.833 | 93.333 | 82.500
CVC-ClinicDB [96] | 85.366 | 93.496 | 89.431
UACANet-S [65] | CVC-ColonDB [97] | 79.586 | 81.655 | 70.207
ETIS [110] 73.803 | 72.676 | 59.155
Kvasir [98] 87.940 | 85.930 | 84.422

CVC-300 [93] 82.500 | 91.667 | 86.667
CVC-ClinicDB [96] | 87.097 | 86.290 | 87.903
UACANet-L [65] | CVC-ColonDB [97] | 76.028 | 81.560 | 73.901
ETIS [110] 79.625 | 76.944 | 68.365
Kvasir [98] 89.500 | 89.500 | 81.000

CVC-300 [95]] 83.333 | 86.667 | 60.833
CVC-ClinicDB [96] | 83.740 | 85.366 | 65.041
CaraNet [66]] CVC-ColonDB [97]] | 73.490 | 77.172 | 52.577
ETIS [110] 64.478 | 62.687 | 49.851
Kvasir [98]] 84.925 | 83.920 | 74.874

Models ‘ Data

Note: The DS R values are in %.

to attacks than 7}, yet harder to detect.

* To thoroughly analyse the efficacy of diverse OOD samples in DISCERN, the DSR
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Table 4.7: DISCERN performance across various OOD samples for OOD detection.

OOD1 Samples 0OOD2 Samples
Models D1 D2 D3 D4 D5 D6
UACANet-S [65] 63289 60.000 62.903 55833 64.082 72.865
UACANet-L [65] 54211 60.590 60.806 60.833 65.867 73772
PraNet [3]  58.553 57.500 60.484 64.167 65.612 85.231
CaraNet [66]  55.789 56.500 61.677 65.000 55.102 75351
SSFormer-S [14] 63.684 66.500 68.871 62.500 66.122 72.487
SSFormer-L [14] 67.105 68.659 64516 69.167 68.929 72.562

Note: The values depict DSR (in %). D1:CVC-ColonDB, D2:Kvasir, D3:CVC-
ClinicDB, D4:CVC-300, D5:ETIS, D6:Skin-Lesion.

Table 4.8: Performance of DISCERN across di-
verse types of SVM kernel.

Models RBF Polynomial Linear

UACANet-S [65] 75.12 72.26 72.83
UACANet-L [65] 72.75 70.36 74.83
PraNet [3]] 72.90 71.20 69.83
CaraNet [66]] 66.45 69.10 64.06
SSFormer-S [14] 73.13 71.30 69.11
SSFormer-L [14] 72.94 75.25 69.17

Note: The digits represent average DS R (in %).

Table 4.9: Overall computational time taken by DISCERN.

Models MIS Prediction Time Additional Steps Time Total Time
UACANet-S [65]] 125.21 17.86 143.07
UACANet-L [65]] 148.89 26.73 175.62

PraNet [3] 106.78 62.38 169.16
CaraNet [66] 164.95 13.28 178.23
SSFormer-S [14] 120.49 17.89 138.38
SSFormer-L [14] 137.23 20.51 157.74

Note: Additional Steps: creating variants, invert rotation of MIS prediction, mea-
suring consistency values, and classifier-based final detection. This experiment is
conducted on CVC-300 [95] datasets. The measured time is in seconds.

is computed specifically for OOD1 and OOD2 samples, as depicted in Table 4.7} The

outcomes indicate that DISCERN obtains higher DSR values for OOD2 samples
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Figure 4.7: The deformed region is identified by employing the XOR function on MIS out-
puts of adversarial samples and their variants. Since the adversarial variants exhibit similar
behaviour with the clean samples’ output, their XOR with the corresponding adversarial
outputs, which substantially deviate from clean ones, shows areas impacted by adversarial

perturbations.

compared to OODI1 samples. It is noteworthy that OOD2 samples pertain to different

MIS tasks (this work employs skin-lesion segmentation), while OOD1 samples are

created using the IPP method [103]]. Since the OOD1 samples are curated from ID

samples, they are categorised as near OOD, encompassing a purely semantic variation

from ID samples. In contrast, the OOD2 samples are classified as far OOD, exhibiting

both semantic and domain shifts from the ID samples [115]. Consequently, there is

strong consistent relation between the OOD1 samples’ prediction and their respective

variants, resulting in small DS R values.
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Table 4.10: Comparison of MIS model performance after removing dis-
torted regions.

Models Original® Adverasrial” Removed Deformation®
UACANet-S [65] 0.90 0.39 0.59
UACANet-L [65] 0.91 0.27 0.73

PraNet [3]] 0.87 0.43 0.61
CaraNet [66]] 0.87 0.18 0.78
SSFormer-S [14]] 0.88 0.21 0.64
SSFormer-L [[14] 0.89 0.28 0.70

Note: The digits signify dice score measured between: a: the MIS predic-
tion of clean sample and GT. b: the MIS prediction of adversarial sample
and GT. c: the MIS prediction of adversarial sample (after eliminating the
deformed region) and GT.

* DISCERN selects the optimal SVM kernel across each considered MIS model by
leveraging the highest DSR values during training (kindly see Table [4.3)). For better
understanding, the average DS R values for each model are shown in Table[d.8] which
is computed on test datasets considering all three kernels. The results demonstrate
that selecting the right kernel based on training data enables achieving the highest
DSR on the test dataset. In essence, Table depicts that the best performance,
which is over 70% DS R, is obtained by the RBF kernel across PraNet, SSFormer-S
and UACANet-S models. Moreover, the Polynomial kernel yields the highest DSR
values of 75.25% and 69.10% across SSFormer-L. and CaraNet models, respectively.
Furthermore, Linear kernel is chosen for the UACANet-L model, achieving a DSR

of 74.83%.

Table represents the overall computational time, required for DISCERN. This is
analysed by computing each step time of DISCERN for each considered MIS model
employing the CVC-300 polyp dataset [95]. The table indicates that the step of ob-
taining prediction from the MIS model takes substantially longer than the remaining

steps, such as variant creation, invert rotation, consistency computation, and final
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detection. As the DISCERN needs four runs of the MIS models to provide four pre-
dictions, one for input and three for its corresponding variants, the MIS predictions
demand large computation. On the other hand, the remaining steps required little

time, indicating the effectiveness and flexibility of DISCERN ..

An important insight observed by DISCERN is that MIS prediction of adversarial
variants reduces perturbation impact. On top of this observation, we examine the po-
tential of extracting the deformed areas of MIS prediction caused by adversarial per-
turbation. This is accomplished by applying an XOR logic between the model’s pre-
diction on the adversarial input and its corresponding variants, resulting in deformed
regions, as visualised in Figure Further, the deformed regions are then elimi-
nated from the adversarial prediction, and the refined output is evaluated against the
GT. Their results are represented in Table 4.10|across all the considered MIS models,
depicting enhanced model performance after the removal of deformed regions from
adversarial prediction. It is noteworthy that this performance differs slightly from the
actual one since the rotational variant prediction lessens the influence of perturbations

while retaining certain residual effects.

4.3 Discussion

An important observation employed by DISCERN is that there is a strong consistency

in clean samples with their corresponding variants. This insight has been previously em-

ployed by [2] to advance the MIS model performance. However, DISCERN incorporates

this observation to effectively identify the adversarial or OOD samples while eliminating

the GT and network retraining. Nevertheless, a notable limitation of DISCERN is the lower

DS R observed in certain cases during the detection of OOD1 samples. As OOD1 samples
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are generated from ID samples, they demonstrate similar properties to ID samples. Conse-
quently, they are difficult to distinguish from clean samples, offering lower DS R. Another
constraint of DISCERN is that its computational time depends upon the number of input
variants. Since it requires input’s MIS prediction and all relative variants to compute con-
sistency, the model must be executed separately for each prediction, leading to increased

computational time.

4.4 Summary

This chapter has introduced a method, DISCERN, with the goal of detecting adversarial
and OOD samples in MIS. A key observation underlying this method is that clean samples’
MIS predictions show strong consistency with their relative rotated variants, while adver-
sarial and OOD samples are less consistent. Based on this insight, we have concluded that
such findings can be useful for the effective identification of adversarial and OOD samples.
Thus, we have initially produced the input variants by a rotational transformation of input
and obtained their predictions from well-known MIS models. Subsequently, consistency
has been measured between the input samples’ MIS prediction and their respective variants.
Eventually, the computed consistencies have been employed to classify samples as clean,
adversarial and OOD. The experiments conducted on open-sourced datasets have demon-

strated that DISCERN outperform all the existing methods, offering high DS R values.
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Chapter 5

Contrastive Multitasking Adversarial

Defence on MIS

The effectiveness of DL-based MIS models is significantly compromised by well-
engineered adversarial attacks. Such attacks introduce minute and imperceptible pertur-
bations into the input that mislead prediction. This problem is particularly severe in medical
images, as their complicated texture may cause the model to emphasise irrelevant ROIs. To
improve model robustness, empirical defence methods [33} 80, 136} [81]] primarily increase
training samples. In this direction, the DA [35] 80] employs clean samples with their geo-
metrical and pixel-level variants, while AT [36,81]] mixes the clean samples with adversarial
ones. Since DA excessively relies on augmented features, it becomes challenging for the DL
model to precisely learn adversarial features. Meanwhile, AT struggles to generalise well
on clean samples; thus, it fails to maintain the model’s performance [37]. Although these
existing defences have shown promise in non-medical fields, their influence in the medical
domain still requires thorough investigation. Additionally, contrastive [38] and multitask
[39,140] learning have been utilised in improving adversarial robustness. Unlike contrastive
learning [38], there is a lack of enforced learning between the synthetically added samples

(adversarial and augmented) that contrast with clean ones. Moreover, multitask learning
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predominantly depends on auxiliary tasks, which should be selected objectively [116] to
prevent false robustness [117]]. These research gaps require a comprehensive exploration
of whether contrastive learning can substantially diminish the efficacy of adversarial at-
tacks and how its integration with multitask learning influences adversarial robustness in
DL-based MIS models.

This chapter proposes a novel adversarial defence, RELIVE, which stands for
ContRastivE MuLtltasking AdVersarial DEfence. It aims to enhance the adversarial ro-
bustness of the DL-based MIS model while substantially improving their performance. RE-
LIVE comprises contrastive learning, multitask learning, and their fusion-based defence.
The contrastive learning-based defence enforces the model to capture the similarity between
clean, adversarial, and augmented samples. The multitask learning-based defence identifies
multiple auxiliary tasks based on their weak correlation with the main task, offering gen-
eralised feature representation. The contrastive multitask fusion-based defence integrates
the proposed generic architecture of a multitask model with contrastive learning, further
empowering the model’s adversarial robustness. The chapter is arranged as follows: Sec-
tion[5.1|demonstrates the workflow of our proposed defence, RELIVE. Section[5.2] presents

their experimental outcomes. Section [5.3] summarises the complete chapter.

5.1 Proposed Adversarial Defence: RELIVE

This section describes our proposed defence, RELIVE, with the aim of strengthening
the adversarial robustness of DL-based MIS models. Initially, it explores the importance of
contrastive learning in reducing the efficacy of adversarial perturbation in DL-based MIS
models (kindly refer Section[5.1.1). It leverages the observation that when training involves
clean, adversarial, and augmented samples to capture similar feature representations, the

model implicitly learns to diminish adversarial perturbations. Since [39] suggests that care-
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: DL based-MIS model S°¢ : clean samples @ : weighted addition

: Total loss sadv /gaug : adversarial / augmented samples

Ground . .
Truth Lo + L : Contrastive Loss (computed between logit features of S¢ and SV /5349 )

: Data Fidelity Loss (computed between prediction of S€ and Ground Truth)

: Data Fidelity Loss (computed between prediction of $%%¥ /S99 and Ground Truth)

Figure 5.1: Our proposed contrastive learning-based defence. Initially, S¢ and S?®/Su9
samples are fed into the M. Subsequently, the contrastive loss (L.,,,) captures their similar
features, and data fidelity losses (L}, - and £% 1) assure accurate model learning. Eventually,
the final MIS loss (L) is a weighted addition of all these losses.

ful selection of auxiliary tasks in any multitasking model will help to eliminate the impact of
adversarial attack as it learns generic feature representation. Thus, we subsequently examine
the significance of multitask learning for improving adversarial robustness, as given in Sec-
tion[5.1.2] Eventually, we leverage the individual benefits of contrastive and multitask learn-
ing by integrating them to enhance the robustness of DL-based MIS models. In particular,
the fusion-based defence specifically applies contrastive learning to the MIS tasks within the
proposed multitask model, as presented in Section[5.1.3] The generation of adversarial sam-
ples is provided in Section The complete workflows for contrastive learning-based,

multitask learning-based, and contrastive multitasking fusion-based defences are visualised

in Figures [5.1] [5.2] and [5.3] respectively and their steps are outlined in Algorithm [5.1] [5.2]

and respectively.

5.1.1 Adversarial Defence by Contrastive Learning

Contrastive learning [[118]] boosts the efficacy of the DL-based MIS model by keeping
the positive samples closer to the input feature (or clean samples). Some existing studies
[119] also incorporate negative samples, pushing them farther from clean ones to improve
MIS model performance. It is noteworthy that our proposed defence, RELIVE, only utilises

positive samples to examine the importance of contrastive learning in strengthening the

75



CHAPTER 5. CONTRASTIVE MULTITASKING ADVERSARIAL DEFENCE ON MIS

e}

S¢: clean samples
m : main task
Ayl selected auxiliary tasks
Gy, : ground truth for m
Ggrreee Ga:q ground truth for ay--ag

@ : weighted addition

: Encoder (shared to all decoders) i Decoder for m

“t : Losses (computed between prediction of

ay..... aq and Gg,..... Gaq)

: Total loss (back propagated to train multitask model, M)

Figure 5.2: Our proposed multitask-learning-based defence. The encoder (F) ac-
cepts S¢, shared with several decoders (D,,, Dq,, -+ ,D,,). The loss for each task
(L Lays -+, La,) is computed against its ground truth, added, and backpropagated, en-
abling the trained model to be minimally vulnerable to adversarial perturbations.

(fm[nmml‘\: .leflr‘zlmg : Encoder (shared to all decoders) 3 Decoder for m
mtegrated nto the

main task. :
gadv /gaug ) ;

Da

1

Dq, :- Decoders for a;-aq

: Total loss from contrastive learning (across m)

! aq : Losses (computed between prediction of
e 9.7 Qe ag and Gy e Gg )

: Contrastive Loss (computed between logit features of $¢
con | and $24¥ /S99 across m)

e 1 : Data Fidelity Loss (computed between prediction of S¢
I I y p p

+ DF

T and Gp,)

: Data Fidelity Loss (computed between prediction of
DF Jgadv jsaug and G,,)

S€: clean samples ila,
sadv /saug : advc_rsarial / augmented samples;
m : main task
ay--ayg : selected auxiliary tasks
Gy, : ground truth for m
[ep— Gy ground truth for ay---aq

@ : weighted addition

: Final loss (back propagated to train fusion model)

parallel processing of all

Figure 5.3: Our proposed contrastive multitask fusion-based defence. S¢ and S®¥/S*9 pass
through F and linked to D,,, Dy, -, D,,. All the losses related to contrastive learning
(Leon> L1y and L£2,) are computed at D,, for the main task to get /,,, which is further
added to [y, - ,[,, for auxiliary tasks. The final loss (I;) sums all decoder losses and
backpropagated, making the model highly resistant to adversarial attacks.
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Algorithm 5.1 Proposed contrastive learning-based defence.

Require: Clean Sample S¢; Synthetically Generated Sample S'; MIS model M.
Ensure: Trained M., resistant to adversarial attack.

for each epoch do > loop for each epoch
for each batch-wise sample do > loop for each batch
fe= M, (S°) and f = M, (S") > output at logit layer p
Y¢=M,(S°) and Y = M,(S") > output at final layer
Leon(fe, f) =+ Zjvzl (fet)—f (j))2 > contrastive loss computation
Lpr = Lpice + LacE > refer Eq. (3.6),(53.7),(5.8)
LY, =Lpp(Y®) and L%, = Lpp(Y) > data fidelity loss computation
Lo=0%Leon + 1 % Lo + o * L35 > final training loss
L is backpropagated to train the model.
end for
end for

return Trained M, resistant to adversarial attack.

Algorithm 5.2 Proposed multitask learning-based defence.

Require: Clean Sample S¢; Multitask model M;; Main Task m; Auxiliary Task a.
Ensure: Trained M,, resistant to adversarial attack.

Following Section to select a.

for each epoch do > loop for each epoch
for each batch-wise sample do > loop for each batch
EU = M7 (S°) > encoder output
Y™ = MI"(EU) > decoder output for m
for 2 € 1toqdo > loop for each a
Y = M (EU) > decoder output for a

end for

Li=Ln(Y™ Gp)+ >0 Lo, (Y, G,,) > final training loss (refer Eq. (5.16))
L, is backpropagated to train the model.
end for
end for
return Trained M;, resistant to adversarial attack.
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Algorithm 5.3 Proposed contrastive multitask fusion-based defence.

Require: Clean Sample S°; Synthetically Generated Sample S'; Multitask model A,; Main
Task m; Auxiliary Task a.
Ensure: Adversarially robust trained fusion model.
Following Section[5.1.2.1]to select a.
for each epoch do > loop for each epoch
for each batch-wise sample do > loop for each batch
EU® = Mf(S°) and EU = M£(S') > encoder output (refer Algorithm
Fe = M{"(EU) and F' = M{"(EU") © decoder output at logit layer p for m
Yt = M{"(EU®) and Y = M{" (EU") © decoder output at final layer for m
leon = Leon(F¢, F') > contrastive loss computation (refer Algorithm|5.1)
Ipr = Lor(Y]?) and I5p = Lpp(Y") > data fidelity loss computation (refer
Algorithm [5.1))
lm = 0 % leon + pt1 % I + pio % 1% > Total loss for m (refer Algorithmand
Eq. (5.22))
Compute £, from Algorithm [5.2] for all selected auxiliary tasks a.
ly =l + L, > final training loss (refer Eq. (5.23))
[ is backpropagated to train the model.
end for
end for
return Adversarily robust trained fusion model.

robustness of DL-based MIS models. Specifically, we enforce the model to capture the
similarity between the feature representations of clean and synthetically generated positive
samples, which is achieved by optimising the contrastive loss between these samples (refer
Figure [5.1). Notably, RELIVE treats adversarial and augmented samples as synthetically
generated positive samples. Further, it computes the data fidelity loss individually for clean
and positive samples with GT to ensure that the model is producing accurate predictions,
guiding the model to produce outputs closer to the GT. While the contrastive loss encourages
the model to learn identical features for clean, adversarial, and augmented samples, the data
fidelity loss ensures correct predictions for each sample. Thus, we examine these two losses
inherently in contrastive learning to effectively diminish the efficacy of adversarial attacks

in the DL-based MIS model while maintaining its performance.
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5.1.1.1 Contrastive Loss

Let M, be the DL-based MIS model, which performs contrastive learning by using
synthetically generated samples S’ and clean samples S°. We refer logit features of each
sample for contrastive loss computation because these features helps the model to adapt
more detailed representations, which are essential to capture generalised and well-featured
embeddings. These logit features f¢ and f (corresponds to S¢ and S’, respectively) can be
expressed as,

fe= M, (59 (5.1)
f =M, (S); where, '€ {S*® S} (5.2)

where p indicates the logit layer. S and S*“ depict the adversarial and augmented sam-

ples, respectively (refer to Sections [5.1.4] and [5.2.3] for generation of these samples). The

logit features, f¢ and f', should be similar for defending against adversarial attacks. Thus,
we calculate contrastive loss, L., between these features. RELIVE employs L loss [120]

as contrastive loss, formulated as,

Lanl I 1) =332 (1D =1 0) 53)

J=1

where N indicates the total number of samples. L., pushes the model to better align f¢

. ’ . .
with f, advancing adversarial robustness.

5.1.1.2 Data Fidelity Loss

The data fidelity loss, Lpp, verifies that the model is providing true prediction. It is

calculated separately for each sample between their prediction and GT. Mathematically,

Y¢ = M,(S) (5.4)
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/

Y' = M,(S'); where S' € {S% S} (5.5)

where Y¢ and Y are the model predictions across S¢ and S', respectively. These predictions
should be similar to GT (G) for precise model learning. Thus, RELIVE defines the L as

a joint dice BCE loss [3]], expressed for any prediction, O, as,

Lpr(O) = Lpice(O) + Lpce(0) (5.6)
where
2>, 0()G()
L ice 0)=1- v : - v ; 5.7
ol 0) =L S 00 T 3, GO G
and

£BCE -

Z i)10g(0(i)) + (1 = G(i)) log(1 — O(2))) (5.8)

hence, the Lpr for S¢ and S’ is denoted by L}, and L% ., respectively. Mathematically

(refer Equation (5.6)),

Lhp=Lpr(0=Y°) (5.9)
L2 =Lpr(0=Y") (5.10)

These losses help to enhance the model performance by keeping ¢ and Y~ closer to G.

5.1.1.3 Total Loss

The proposed adversarial defence by contrastive learning trains M, employing S¢, S%4,
and 5“9 and learns their associated features, followed by L., and £ pr computation. Math-
ematically,

Esza*ﬁwn—l—,ul*ﬁ}jp—l—,ug*EQDF (5.11D)

where L, depicts the total loss, which is the weighted addition of all the losses. These

weights are denoted as o, 1 and po (refer Section [5.2.3). The trained model receives the
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new sample during inference, producing a prediction that is resistant to adversarial pertur-

bation.

5.1.2 Adversarial Defence by Multitask Learning

Multitask learning allows the model to simultaneously execute several tasks, enabling
it to offer generalised feature representation by capturing a variety of features associated
with these tasks. Moreover, it reduces the efficacy of adversarial perturbations on the model
trained for separate tasks [39]. Our proposed defence, RELIVE, leverages this observa-
tion by modifying the single-task DL-based MIS model (/) to a multitasking model. In
essence, M, is designed in such a way that it can perform various selected auxiliary tasks.
Thus, our proposed multitask model selects the MIS to be the main task, followed by several
selected auxiliary tasks (refer Figure[5.2). The explanations of auxiliary task selection and

generic model representation are provided as follows:

5.1.2.1 Selecting Auxiliary Tasks

The arbitrary inclusion of auxiliary tasks in any multitask model could be fatal, leading
to a deceptive impact of robustness [117]]. Thus, the selection of auxiliary tasks should be
based on their relevance to the main task. In this direction, our proposed multitask model
examines the dependencies between the individual performance of the main task and all the
auxiliary tasks. Let us assume that m be a main task and a indicate several auxiliary tasks
such that a € {ay, as, - - - a, }. Mathematically,

> iy (Y™ (i) = Ym)(Ye(i) — Y)

B 5.12
\/E?=1<Ym(i) —Ym)?2 Z?Zl(ya(i) —Ya)? ( )

p

where Y™ and Y* represent the predictions of m and a, respectively. p depicts the de-

pendencies between Y and Y*. The proposed multitask model considers the Pearson
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correlation coefficient [121, 2] as p. n indicates total sample counts and & represents the
mean value of h. If m and a exhibit low correlation, it enhances the model’s robustness. In
such cases, the a can be considered as one of the auxiliary tasks for the model. Conversely,
highly correlated tasks share similar characteristics and may acquire redundant information,
which can hinder performance and increase the model’s vulnerability to attacks, ultimately
weakening its adversarial robustness. Thus, our proposed multitask model highly depends
upon the value of p, which is compared by the prespecified threshold A for final auxiliary
task selection. Mathematically,
a is selected ; if p <=\

Y= (5.13)
a is rejected ; if p > A

where ¢ depicts the condition to choose a. The hyperparameter selection of \ is explained

in Section[3.2.3]

5.1.2.2 Generalised Multitask Model

Our proposed defence, RELIVE, introduces a generalised multitask model to diminish
the effect of adversarial attacks on the DL-based MIS model. It consists of a shared encoder
with diverse task-oriented decoders. The encoder permits the model to adapt general fea-
tures suitable for all the tasks, while the decoder enables the model to adaptively function
for various objectives simultaneously. Such encoder-decoder-based models handle multiple
tasks built into a single model. Thus, our proposed multitask model is designed by inte-
grating diverse decoders into existing single-task DL-based MIS models. These decoders
correspond to several selected auxiliary tasks. Suppose the proposed multitask model is de-

noted by M;, exhibiting a shared encoder M and task-oriented decoders, M. The output
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EU , at M is given by,

EU = M¢(S°) (5.14)

where EU is applied to all the task-specific decoders. Let M@™ and M{" are the decoders

for m and a, respectively. Their corresponding predictions, Y and Y*, are given by,
Y™ =M"(EU) and Y*= M"(EU) (5.15)

where Y* is calculated for all selected auxiliary task decoders such that Y¢ €
{Ya ye ...Y%} The model is trained by optimising predictions for each task by com-
puting individual losses, compared with their respective GTs, and taking a summation of

them to achieve total loss, £;. Mathematically,
q
Li=Ln(Y™ Gn)+ Y Lo (Y, G (5.16)
z=1

where £,, and GG, denote the ground truth and loss for the main tasks, respectively. Like-
wise, L, € {La,,Lay, - Lq,} and Gy € {Gq,,Go,, -+ Gy, } depicts losses and ground
truth for each auxiliary task, respectively. ¢ indicates the total number of considered aux-
iliary tasks. This £; is backpropagated to train M;. Since the resulting trained multitask
model, M, is capable of capturing different features across several tasks, it is highly re-
silient to adversarial attacks. It offers generic feature representation, which ultimately ad-
vances the adversarial robustness of the DL-based MIS model. All the experimental settings

related to M, are presented in Section

5.1.3 Fusing Contrastive and Multitask Learning

As contrastive and multitask learning advances the robustness of DL-based MIS models,

Our proposed defence, RELIVE, leverages their individual benefits to make the model ad-
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versarially resistant. To the end, we consolidate these two learnings to devise a contrastive
multitask fusion-based defence (refer Figure [5.3). While contrastive learning accumulates
identical characteristics of clean, adversarial, and augmented samples to enhance adversarial
robustness without diminishing model performance, multitask learning allows the model to
learn generic features, helping to increase their performance and robustness. Our proposed
fusion-based defence simultaneously fed clean, adversarial, and augmented samples into
the multitask model, which performs the main task along with multiple selected auxiliary
tasks (refer Section[5.1.2.1).

As our primary objective is to elevate the adversarial robustness of the MIS task, we
exclusively apply contrastive learning to the MIS task (main task). Thus, for the main task,
we share the encoder with two decoders to simultaneously process clean and synthetically
generated adversarial and augmented samples. Let the encoder, M, accepts S¢ and S " as

input, then their respective outputs, EU° and EU’, are given by (refer Equation (5.14)),
EU¢ = Mg(S°) and EU = M£(S) (5.17)

where U°¢ and U’ are applied to the decoder M®" across each samples. Their respective

features, F° and I, at the logit layer p (refer Section [5.1.1)) can be represented as (refer

Equations (5.1)) and (5.2)),
Fe=M"(EU®) and F =M"(EU) (5.18)

here Mfim defines the decoder across m at p for M,. The F'° and I’ should be consistent with
each other for the advancement of adversarial robustness. For this purpose, we compute the

contrastive loss between these features, represented as (refer Equation (5.3)),

/

lcon = *Ccon(FCa F ) (519)
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Likewise, the data fidelity loss is computed to maintain the model performance. It is cal-
culated between individual sample predictions Y:" and V" for S° and S, respectively, and

corresponding GT. From Eq. (5.13), these predictions can be expressed as,
Y =M"(EU®) and Y7 =M (EU) (5.20)
Following Equations and (5.10)), data fidelity losses, [}, - and 1%, are calculated as,
Ipr=Lpr(O=Y") and I}z = Lpp(O =Y]") (5.21)

In our proposed fusion-based defence, the objective function [,,, for the main task (m) can

be represented as (refer to Equation (5.11))),
L = 0 % leon + 11 % lpp + pi2 * [ (5.22)

where o, i1, 1o are the weights for each loss (see Section [5.2.3). The final loss, ¢, of the
proposed fusion-based defence is the summation of the loss corresponds to the main task
(I,,) and the considered auxiliary task losses (£,) (refer Equation (5.16))). Thus, we replace

L., with [,,, in Equation (5.16)) to achieve /¢, expressed as,

q
Iy =ln+ Y L. (5.23)
z=1

where [ is the combination of [, and £, € {L,,, Lq,, - L4, }. This fusion of contrastive
and multitask features greatly enhances adversarial robustness, strengthening the model’s

resistance to adversarial attacks.

85



CHAPTER 5. CONTRASTIVE MULTITASKING ADVERSARIAL DEFENCE ON MIS

5.1.4 Generating Adversarial Samples

The DL-based MIS models are extensively impacted by adversarial attacks [31]. Thus,
it is essential to comprehend the production of adversarial samples to defend against these
attacks. Thus, we attack the DL-based MIS models (threat model) to devise adversarial
samples. Attacking the segmentation model is challenging as it involves pixel-wise clas-
sification in which each pixel is considered a target to be misclassified [20]. Conversely,
the classification model has only one target to attack [105]. Thus, the adversarial sample,
Sadv is crafted by imposing a small amount of imperceptible perturbation € in the gradient

direction of adversarial loss /%47, Mathematically,

Sedv — ge (5.24)
Se = clip (Sgdv — e % sign(Vgaan ™ (M, (1), T))) (5.25)
S — clip (sgdv + e % sign(V gaanl® (M, (S2%), Yc))> (5.26)

where M, T and Y ¢ are the threat model, desired target, and MIS prediction, respectively.
The subscript ¢ denotes step count, and clzp depicts the clipping operation, which assures
Sadv Will not go beyond the defined range [20]. The targeted and untargeted attacks are

represented by Equations (5.23) and (5.26)), respectively. Following [106]'} these attacks

are iteratively executed until the predefined stopping condition are satisfied, based on T'
and the maximum number of iterations, :"***. Samples fulfilling the stopping condition are
selected as S,q,. The stopping condition is defined as either a target-dependent measure
exceeding a threshold or the maximum iteration count achieved. Kindly see Section [5.2.3|

for a comprehensive overview of the attack settings.

'https://github.com/SnehaShukla937/MEDIS_ATTACK
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5.2 Experimental Results

5.2.1 Dataset and Metrics

The proposed defence, RELIVE, is experimented on the v7-Darwin Chest X-Ray
dataset [[122] for lung segmentation. We use 2000 training and 1000 testing samples for
the model. The robustness of the model is investigated by employing 1000 samples for

attack performance. RELIVE utilises the following evaluation metrics:

Attack Success Rate (ASR) : It is defined as the proportion of the count of success-

fully attacked samples to the total count of samples [106].

Average distortion (J.) : Over the total count of successful S?®. it is the average of

L., distance, which is computed between S¢ and S°% [106].

Dice (dsc) : It examines the overlap between MIS prediction and ground truth [108|,

2]].

Pearson Correlation (p) : It quantifies the linear relation between variables lies in

the ranges from 0 to 1 [1211 2] (Kindly refer Equation (5.12))).

Our proposed defence, RELIVE, examines the adversarial robustness using ASR and d,
while assessing the MIS model performance by dsc. The auxiliary task is selected by using

p in the proposed multitask model.

5.2.2 Utilised MIS Models

The efficacy of RELIVE is tested on multiple existing MIS models. The first model

is SSFormer [14]], which is designed to segment polyps from colonoscopic images and

https://github.com/Qiming-Huang/ssformer
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characterised by an encoder-decoder architecture. It employs a pyramidal encoder and pro-
gressive locality decoder to learn generic ROI and achieve an accurate segmentation mask.
The SSFormer comes in two publicly available versions: Standard (S) and Large (L), based
on varying scale sizes of encoders. Our proposed defence, RELIVE employs both versions
of SSFormer. The second model is PraNetE] [3], which is based on the popular UNet model
[[13]. PraNet provides the output of the coarse ROI of the colonoscpic image by employing
a PPD and improves its boundary with a RA module. Likewise, the third model is CaraNetE]
[66]], which utilises channel-wise future pyramid modules to extract high-level features and
apply them to the axial reverse attention. This will generate segmentation masks of small

medical objects.

5.2.3 Experimental Settings

All the experiments of RELIVE are executed on a server having a Nvidia V100 GPU, an
Intel Xeon Gold 6132 CPU, and 192 GB of RAM. The adversarial robustness is evaluated
on well-known PraNet [3]], SSFormer [14] and CaraNet [[66] MIS models. To attack these
models, we use untargeted (U) (refer Equation and two different targeted (7, and 7})
(refer Equation [5.25)) settings. The T;, exhibits all the pixel values as 1 (pure white image),
while 7} contains the entire pixel values as O (pure black image). The step size (¢) for the
attack is tuned to 1/255. Smaller € leads to quantisation error whereas larger € includes
large perturbation into input, limiting the efficacy of attack [111]. The maximum iteration
(2™*") is set as 10, restricting the amount of added adversarial perturbation into the input.
The target-dependent measure is chosen as dice with a threshold of 0.7 for 7', and U attacks,
while it is mIOU with a threshold of 0.5 for 7, attack [106]. The loss (1%%) for the attack is

selected as an addition of wBCE and wlOU [3]]. Notably, these aforementioned settings are

3nttps://github.com/DengPingFan/PraNet
4https://github.com/AngeLouCN/CaraNet
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utilised for examining the adversarial robustness of DL-based MIS models and the creation

of adversarial samples (5%%).

Our proposed multitask model’s efficacy depends upon the appropriate choice of auxil-
iary tasks. This is achieved by computing the correlation between the performances of the
main and different auxiliary tasks. As the object detection and image classification tasks
are less correlated with the MIS task, we select them as auxiliary tasks for the multitask
model. The correlation threshold () is set as 0.5 based on performing a grid search on the
training dataset, achieving optimal robustness results (refer to Table [5.3)). The architecture
details of multitask model are as follows: the encoder incorporates existing PVT architec-
ture [123]], the MIS decoder follows SSFormer architecture [14], and the object detection
decoder considers DETR architecture [[124]]. For the classification decoder, the encoder out-
put is applied to several Conv2D layers with ReLLU activation function and linear layers,
followed by the softmax layer. We employ 2000 images of the lung dataset [[122] to train
the multitask model, which executes MIS, object detection, and classification tasks simulta-
neously. The training is performed by setting epoch, batch size, and learning rate as 200, 6,
and 0.0001, respectively. We impose openCV operations on the MIS masks to generate GT
bounding boxes for object detection. The training loss for the multitask model is considered
as follows: BCE Dice loss [3] for segmentation, a combination of GIOU, BCE, and L, loss

[124] for object detection, and BCE loss [[125] for classification.

For rigorous analysis, we generate the augmented sample (S“*9) using diverse methods
such as brightness enhancement, inpainting, horizontal and vertical Sobel filtering, colour
blending, histogram equalisation, noise addition, shifting in all directions, and JPEG com-
pression. We tune the contrastive loss weights o, 1, and o as 0.5, 0.25, and 0.25, respec-

tively, using the grid search operation.
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5.2.4 Comparative Evaluation

Table[5.T]and [5.2]represent the comparative analysis of our proposed defence, RELIVE.
It shows that RELIVE surpasses the existing defences across various existing MIS models,
successfully mitigating the efficacy of adversarial attacks with little improvement in model
performance. In particular, it decreases the attack success rate (ASR) up to 0% within the
maximum average perturbation (d,), ultimately advancing the model’s robustness. More-
over, it obtains a notable dice score (dsc), signifying improvement in model performance. It
is observed from Table[5.1|that if the trained MIS model on S is adversarially attacked, then
adversarial perturbation significantly compromises the model’s robustness with AS R up to
100% at minimum J... It happens particularly across all the models for targeted (7, and
T;) attacks except CaraNet in 7}, and the PraNet model in untargeted (U) attacks. Conse-
quently, we observe from Table|5.2|that a substantial decline occurs in dsc, with the average
value over 90% to below 60% across all models.

Likewise, when the model training involves augmented samples (S**9) (refer Table[5.1)),
the ASR is lowered to below 70% with moderate increment in d., for most of the models
across all attack settings, except PraNet in the U attack. It is noteworthy that AS R decreases
to below 40% across SSFormer in T, and T}, settings with large .. Further, Table sig-
nifies that the augmentation also handles the model performance, as indicated by a slight
advancement in dsc for all models except SSFormer-L. Since the augmentation [35] im-
poses geometric and pixel-level transformation in the input, which is substantially different
from adversarial perturbations, resulting in the avoidance of adversarial features. Hence,
augmentation successfully performs model generalisation but fails to enhance adversarial
robustness. Additionally, the excessive dependence on augmented data may lead to model
overfitting to these transformations. As a result, this will provide the deceptive perception of

enhanced robustness, in which the MIS model might be susceptible to adversarial samples
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Table 5.1: Comparative adversarial performance of RELIVE.

Methods | Models | Samples | u | T | Ty

| | §¢ Sedv Gews | ASR 6. | ASR . | ASR 4

M1 90 6.10 | 100 4.18 | 100 4.59

No M2 | v x x| 8 650 | 100 402 | 100 470

Defence M3 100 523 | 100 498 | 100 421

M4 95 598 | 97 534 | 100 4.95

M1 54 882 | 26 931 | 37 895

Augmentation M2 X X v 59 8.43 21 945 39 8.49

M3 72 720 | 59 840 | 62  8.05

M4 65 793 | 45 886 | 42 890

M1 32 932 | 24 935 | 19 973

AT M2 |y 5 38 894 | 23 947 | 28  8.98

M3 57 724 | 43 854 | 39 879

2 M4 48 798 | 34 901 | 27 922
3 M1 79 801 | 60 838 | 36 941
2 AMAT M2 |y 5 82 794 | 54 624 | 42 832
~ M3 80 723 | 76 887 | 68  7.93
£ M4 80 812 | 72 845 | 53 885
Z M1 19 966 | 14 98 | 3 995
= M2 | v % 23 921 | 11 991 7 8.94
M3 52 873 | 36 848 | 21 878

Contrastive M4 33 821 | 25 917 | 14 936

M1 17 970 | 12 98 | 5 978

M2 | v x v 20 890 | 9 995 | 13 892

M3 37 818 | 22 897 | 19 883

M4 26 949 | 17 926 | 9 973

M1 35 824 | 23 898 | 20 9.04

ARL M2 | x v 42 783 | 19 918 | 25 885

M3 71 796 | 48 799 | 39  8.69

M4 50 601 | 32 878 | 23 892

Contrastive M1 16 971 2 992 | 0 991

M2 | v v 18 9.8 1 995| 0 997

2 (Ours) M3 28 826 | 16 979 | 9 952
E M4 20 906 | 8 98| 5 979
=~ Multitask M1 65 834 | 43 894 | 62 8.64
N M2 | v @ x % 72 784 | 35 912 | 67 8.19
- (Ours) M3 81 698 | 58 840 | 52 896
2 M4 69 830 | 40 902 | 30 920
Contrastive M1 12 973 0 1000 0  10.00
Multitask M2 | v v 10 992 0 1000 0  10.00
: M3 19 9098 1 1000 2  10.00
Fusion (Qurs) | o) 8§ 1000 0 1000, 0  10.00

Note: ASR and 0, represent attack success rate (%) and average distortion, respectively. S¢,
Sedv and S are clean, adversarial, and augmented samples, respectively. Bold values indicate
the best defence result. M1:SSFormer-S, M2:SSFormer-L, M3:PraNet, M4:CaraNet.
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Table 5.2: Comparative model performance of RELIVE.

Methods ‘ Models ‘ Samples ‘

dsc T
‘ ge Sadv Saug ‘

M1 0.5679* (0.9408)

No M2 | v x  x |0.5229%(0.9579)

Defence M3 0.4572* (0.9105)

M4 0.5091* (0.9356)
Ml 0.9450
Augmentation | M2 X X v 0.9504
M3 0.9110
M4 0.9498
M1 0.9225
AT M2 v v X 0.9371
M3 0.8934
8 M4 0.9226
3 Ml 0.9389
5 AMAT M2 v N4 X 0.9500
o0 M3 0.9128
-f::, M4 0.9380
2 Ml 0.9220
= M2 v v X 0.9471
M3 0.9025
Contrastive M4 0.9336
M1 0.9429
M2 | v x v 0.9598
M3 0.8949
M4 0.9127
M1 0.8942
ARL M2 X N4 v 0.9064
M3 0.8524
M4 0.8994
Contrastive Ml 0.9514
M2 v v v 0.9562
0 (Ours) M3 0.9210
5 M4 0.9380
~ ) M1 0.9525
L§ Multitask M2 v y y 0.9589
. (Ours) M3 0.9002
§ M4 0.9329
Contrastive M1 0.9510
Multitask M% v v 3gigg
Fusion (Ours) M4 0:937 4

Note: dsc represents dice between prediction and GT. Bold values
indicate the improved dsc of the model. Under No Defence, the
value in bracket () depicts actual model performance while * indicates
model performance after attack. M1:SSFormer-S, M2:SSFormer-L,
M3:PraNet, M4:CaraNet.
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even though it performs exceptionally well on augmented data.

AT [36, [81] mixes minimal S°® with S¢ to strengthen model robustness. Table
demonstrates that, as compared to augmentation defence, AT substantially decreases ASR
with increased d., for all the models across U and T}, attack settings. However, it struggles to
preserve model performance by providing lower dsc than actual model performance across
all the models, as depicted in Table @ This occurs due to the fact that AT overfits in
the direction of S% and fails to provide generalised output on S¢, resulting in restricted
applicability. A variant of AT, called AMAT [82], involves an equal number of S¢ and
Sedv samples simultaneously apply to the model, wherein training averages the individual
losses. It can be attributed from Table that even though AMAT decreases ASR, it does
not surpass AT and augmentation in robustness improvement across all attacks and models.

Meanwhile, it offers better dsc than AT across CaraNet and PraNet models, as indicated in

Table

To advances the adversarial robustness of DL-based MIS models, previous studies on
contrastive learning-based defences [38]] are only limited to non-medical applications, train-
ing on S¢ with the combination in any of S and S*9. The results of these combinations
are depicted in Tables [5.1) and [5.2] revealing that existing contrastive defence substantially
diminishes the ASR with large ... In particular, with Se-Sev - AS R decreases to below
25% for all the models across T}, attacks and both SSFormer versions across U and T, at-
tacks. Likewise, with S¢-S*9  ASR drops to 25% across each model in T, and 7T} attack
settings, both SSFormer versions across U attacks. It is noteworthy that only the combina-
tion with S**9 manages to retain model performance with the small enhancement in dsc for
SSFormer-L and SSFormer-S, as shown in Table [5.2] Table [5.1] and [5.2] signifies that the
ARL [84] calculates contrastive loss between S and S, significantly reduces AS R and

dsc across all attack settings and models. In essence, it enhances the model’s robustness
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while degrading its performance because ARL neglects S¢ during model training; thus, the
model avoids learning clean features and reflects a decreased model performance.

As opposed to existing defences, our proposed defence, RELIVE, incorporates con-
trastive learning, multitask learning, and integration of contrastive multitask approaches
to effectively diminish the efficacy of adversarial attacks on several MIS models and
marginally boosts their performance. Table [5.1] and Table [5.2] demonstrate the following

observations of RELIVE:

* The proposed contrastive learning-based defence, in which the model training is per-
formed using S¢, S° and S samples, outperforms all the existing defences with
minimum AS R upto 0% and maximum ., in all the attack settings across each model
(refer Table[5.1)). Ironically, it achieves exceptional performance across the SSFormer
model in 7} attack settings. Moreover, it effectively advances the model performance
by providing a higher dsc value than all the model performances under no attack,
except with SSFormer-L (refer Table [5.2). It happens because the proposed contra-
sive loss enables the model to effectively learn and advance the consistency between
clean, adversarial, and augmented features. Further, the data fidelity loss assures that

the model is providing accurate predictions across each sample.

* Our proposed multitask learning-based defence represents the mild decline in ASR
with advanced ¢, for all the attack settings and models (refer Table . Moreover,
it enhances the model performance for the SSFormer model (refer Table[5.2). Since
task selection in multitask learning is important as it can weaken the emphasis on
resilient feature learning, we select the auxiliary tasks depending upon the lower cor-
relation with the main task in the proposed multitask learning-based defence. This

will empower the model’s robustness while preserving its performance.
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* Our proposed fusion-based defence, leveraging the benefits of multitask and con-
trastive learning, surpasses all the existing defences and the proposed individual learn-
ing (contrastive or multitask) based defences (refer Table [5.1). The proposed fusion-
based defence, which trains the model by incorporating all the samples (S¢, S and
Se9) successfully drops the ASR up to 0% with a high ¢, as 10 for all the mod-
els, except PraNet for T}, and T} attacks. We also observe a reduction in ASR with
maximum J,, under U attack. Further, our proposed fusion-based defence maintains
all the model performances by obtaining high dsc values (refer Table[5.2). Since the
model emphasises capturing both augmented and adversarial features and combining
the advantages of contrastive and multitask learning, its fusion elevates the overall

adversarial robustness.

5.2.5 Ablation Study

This section presents different ablation studies of RELIVE. To better comprehend the
efficacy of auxiliary task selection, we compare the adversarial performance of our proposed
multitask-based defence by setting multiple combinations of different auxiliary tasks, hav-
ing the main task as segmentation. Thus, Table [5.3] demonstrates that when the main task
(S) is paired with any of the auxiliary tasks, such as SD or SC, it fails to substantially drop
ASR across Ty, attack settings for all the models except SSFormer-L under SC. Likewise,
these combinations struggle to reduce the ASR across T;, attack settings across SSFormer-
S and PraNet models under SD and across the SSFormer-S model under SC, as well as
across U attack settings across SSFormer-L in SC. This occurs because the auxiliary tasks,
object detection (D) and classification (C), signify moderate similarity with the main task,
segmentation (S). It is evidenced by the p values in Table which range from 0.3 to 0.6

for all the models.
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Moreover, the combination of the main task (S) and boundary detection task (as SB)
results in the minimum AS R across T, attack settings for all models except PraNet, whereas
for SSFormer-S and L models, SB achieves the maximum AS R up to 100% across U attack
settings with reduced .. In this combination, the ASR under 7} attack settings remain
unaffected but lower d, across all models, indicating a strong correlation between S and B
tasks, achieving p values up to 0.9 for all models. Furthermore, pairing all the tasks with
the main task (denoted as SDCB) provides a similar performance as SB. We found a small
decline in AS R under T;, attack settings across all the models in SDCB. This combination
depicts the strong positive correlation between the main task (S) and all other auxiliary tasks
(DCB), having p values ranging from 0.5 to 0.7 for all models. Since the auxiliary task B and
its combination with other tasks (denoted as DCB) exhibit a significant correlation with the
main task (S), it degrades the adversarial performance in the context of robustness. Thus, our
proposed multitask model does not consider the boundary detection task (B) as an auxiliary
task. In essence, it combines the main task (S) with the two auxiliary tasks, object detection
(D) and classification (C). Table indicates that SDC combination substantially drops
ASR up to 30% under Ty, 35% under T,, and 65% under U attack settings for CaraNet,
SSFormer-L and SSFormer-S models, respectively. It happens due to the lower correlation
between S, D and C, evidenced by p values of 0.187 in the SSFormer-S model and ranges

from 0.2 to 0.3 across other models.

To rigorously analyse the impact of contrastive loss in the proposed contrastive learning-
based and fusion-based defences, we compare their adversarial performances by considering
multiple contrastive losses. This involves contrastive loss, which is similar to and different
from data fidelity loss, defined as dice bce (kindly refer Equations (5.6)), and (5.8)) and
L, (kindly refer Equation (5.3))) loss, respectively. Table[S.4]indicates that Lo loss surpasses

dice bce loss across all the cases in the proposed contrastive learning-based defence and in
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Table 5.3: Adversarial performance of proposed multitask model considering MIS as the main
task with several auxiliary tasks. S—Segmentation, D—Object Detection, C—Classification,

B—Boundary Detection.

Tasks S D C B ‘Models‘ U | T | Ty |
| | ASR| 6.1 | ASR] 61| ASR] 6s 1|
M1 9 610 | 100 418 | 100  4.59
S v ow x| M2 87 650 | 100 402| 100 470 |
M3 100 523 | 100 498 | 100 421
M4 95 598 | 97 534 | 100 495
M1 86 754 | 100 435| 100 638 | 0.492
M2 89 698 | 97  445| 100 697 | 0332
SD v vox X s 95 787 | 100 515 | 100  5.99 | 0.407
M4 9 659 | 95 489 | 100 6.63 | 0.419
M1 8 725 | 100 423 | 100 5.64 | 0.595
M2 85 703| 94 580 | 98 682 | 0504
SC v x v X1 9 689 | 98 531 | 100 595 | 0515
M4 88  695| 95 568 | 100 521 | 0.484
M1 100 224 95 383 | 100 130 | 0.887
SB v o« o« o M2 100 315, 98 218 | 100 1.78 | 0.879
M3 96 459 | 100 423 | 100 2.87 | 0.989
M4 94 501 | 98 335 100 256 | 0.915
M1 100 444 | 92 739 | 100 695 | 0.746
M2 100 489 | 8 756 | 97  7.94 | 0597
SDCB v v v v\ 100 421 8 789 | 100 654 | 0.689
M4 100 476 | 94 725 | 100 621 | 0.656
M1 65 834| 43 894| 62 864 |0.187
soc ., | M 72 784 35 912| 67 819 | 0379
(Ours) M3 81 698 | 58 840 | 52 896 | 0.389
M4 69 830 | 40 9.02| 30 920 | 0215

Note: ASR, 6., and p depict attack success rate (in %), average distortion, and correlation
coefficient between respective tasks’ prediction and MIS prediction, respectively. Bold val-
ues indicate the best result. n/a signifies that correlation is not applicable. M1:SSFormer-S,
M?2:SSFormer-L, M3:PraNet, M4:CaraNet.

most of the cases in the proposed fusion-based defence. In essence, it effectively decreases

ASR up to 0% within high d.,. The outcomes reveal that contrastive loss and data fidelity

loss should be different from each other, as they concentrate on distinct purposes in training.

While contrastive loss captures the relative similarity between samples, the data fidelity loss
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Table 5.4: Adversarial performance of the proposed defences across different contrastive
losses for MIS.

Defence Models Contrastive Loss ‘ v ‘ Tw ‘ Ty

| ASR| 051 | ASR] 6t | ASRL 05 ?

Mi Dice BCE 30 8.54 20 8.97 18 8.23

. Ly 16 9.71 2 9.92 0 9.91

% N Dice BCE 38 7.49 17 8.41 12 7.21

g Ly 18 9.28 1 9.95 0 9.97

=

S M3 Dice BCE 56 6.98 48 7.45 17 9.10

Ly 28 8.26 16 9.79 9 9.52

M Dice BCE 48 6.95 19 8.76 15 8.94

Ly 20 9.06 8 9.83 5 9.79

Mi Dice BCE 10 9.86 2 9.88 0 10.00

} Ly 12 9.73 0 10.00 0 10.00

@ £ 2 Dice BCE 16 9.01 6 9.73 5 9.86

= = Ly 10 9.92 0 10.00 0 10.00
S

g E M3 Dice BCE 12 10.00 4 10.00 0 10.00

S :_; Ly 19 9.98 1 10.00 2 10.00

= M4 Dice BCE 16 9.43 2 9.99 2 9.87

Ly 8 10.00 0 10.00 0 10.00

Note: ASR and ¢, depict attack success rate (in %) and average distortion, respectively.
Bold digits indicate the instances where Lo outperforms Dice BCE loss. M1:SSFormer-S,
M?2:SSFormer-L, M3:PraNet, M4:CaraNet.

focuses on model performance in correspondence with GT.

We further analyse the importance of diverse weight assignments to the contrastive loss
relative to the data fidelity loss. In particular, we evaluate the adversarial performance of
several DL-based MIS models by giving equal weights to both the losses and providing
maximum weight to contrastive loss. It can be observed from Table [5.5| that adversarial re-
sults on maximum weighted contrastive loss surpass equal weights on both losses across all
the attack settings for each model in both the proposed defences. In essence, it significantly
lowers the ASR up to 0% in targeted attacks and an average decline in ASR for U attacks

for all the models. The primary objective of our proposed defence, RELIVE, is to elevate
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Table 5.5: Adversarial performance of the proposed defence across different weights of con-
trastive loss for MIS.

Defence Models C V:]elg?t“f ‘ v ‘ Tw ‘ Ty

ontrastive LOSS | ASR| 61 | ASR| 0t | ASRL 65t

M Equal 67 652 | 35 523 20 843

Maximum 16 971 2 9.92 0 9.91

o o Equal 69 6.0l 38 498 26 675

% Maximum 18 9.28 1 9.95 0 9.97

£ 3 Equal 72 587 | 21 667 | 34 583

5 Maximum 28  8.26 16  8.79 9 9.52

M4 Equal 70 5.95 17 790 | 29 621

Maximum 20 9.06 8 9.83 5 9.79

M Equal 24 849 14 821 12 10.00

3 g Maximum 12 973 0 1000 0  10.00
7]

58 Equal 36 794 | 17 838 | 9 921

£% Maximum 10 992 0 1000 0  10.00
S -

S E M3 Equal 58  6.03 20 7.20 15 8.29

g Maximum 19 998 1 1000 | 2 10.00

M4 Equal 43 641 12 849 5 9.94

Maximum 8§ 1000/ 0 1000 0  10.00

Note: ASR and ¢, depict attack success rate (in %) and average distortion, respec-
tively. Bold values indicate the best result. M1:SSFormer-S, M2:SSFormer-L, M3:PraNet,
M4:CaraNet.

the adversarial robustness of the DL-based MIS model, wherein contrastive loss is crucial
to capture robust adversarial features during training. Therefore, we prioritise allocating the
maximum weight to contrastive loss in our proposed defence.

To better understand the impact of S¢, S and S%“ samples on our proposed fusion-
based defence, we compare the adversarial robustness and model performance on different
combinations of these samples. To the end, we incorporate three different combinations as
Se — Gadv Ge _ Gaug apd S¢ — Sedv _ Gaug Table [5.6 reveals that adversarial results on
S¢— 59 surpass S¢—S®9 against U attack settings by significantly diminishing ASR up to

0% in maximum J,. Moreover, model performance on S¢— 5% depicts little improvement
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Table 5.6: Contrastive Multitask Fusion across different samples.

Training Samples | U

Tow

T

Models dsc T
S Sadv Sawg | ASR| 6t | ASRL st | ASRL 01|

3 M1 90 6.10 | 100  4.18 100 4.59 | 0.9408

o £ M2 87 6.50 | 100  4.02 | 100  4.70 | 0.9579
Z < v X X

2 M3 100 523 100 4.98 100 421 | 0.9105

M4 95 5.98 97 534 | 100  4.95 | 0.9356

M1 16 9.45 0 9.97 0 10.00 | 0.9255

M2 y 19 8.99 0 10.00 0 10.00 | 0.9332

o M3 25 7.96 2 9.93 0 10.00 | 0.8932

E M4 18 9.15 0 10.00 0 10.00 | 0.9302

% M1 38 9.62 0 9.99 2 9.95 | 0.9490f

> g M2 / 23 8.95 0 9.95 0 9.90 | 0.9592f

27 M3 37 7.98 9 10.00 7 10.00 | 0.9185"

7 = M4 29 9.76 2 10.00 4 10.00 | 0.93621

% M1 12 9.73 0 10.00 0 10.00 | 0.9510f

&) M2 / 10 9.92 0 10.00 0 10.00 | 0.9590f

M3 19 9.98 1 10.00 2 10.00 | 0.91971

M4 8 10.00 0 10.00 0 10.00 | 0.9374f

Note: ASR, d., and dsc depict attack success rate (in %), average distortion and dice between pre-
diction and ground truth, respectively. S¢, S, S99 are the clean, adversarial, augmented samples,
respectively. Bold values indicate the best defence result. T depicts improved dsc. M1:SSFormer-S,
M?2:SSFormer-L, M3:PraNet, M4:CaraNet.

compared to S¢ — S across all the models. Conversely, the S¢ — S — S99 reduces

ASR up to 0% with maximum o, against targeted attack settings for all the models except

PraNet. This combination also maintains the model performance by achieving significant

dsc values across each model. Hence, good adversarial performances are obtained from the

S¢ — §adv and §¢ — Sedv — G99 combinations of samples against targeted attacks. However,

S¢ — S fails to retain model performance due to its too much dependency on adversarial

features. Thus, we incorporate the combination of S¢ — S — S99 training samples in our

proposed fusion-based defence.
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5.3 Summary

This chapter has proposed a novel adversarial defence, RELIVE, to effectively mitigate
the effect of adversarial attacks on the DL-based MIS model while enhancing model per-
formance. RELIVE exhibits contrastive learning, multitask learning and their fusion-based
defence. Our proposed contrastive learning-based defence employs contrastive loss, which
enables the model to capture the similarity between the clean, adversarial, and augmented
features and data fidelity loss to ensure accurate model learning. Moreover, the proposed
multitask learning-based defence encourages the model to capture a variety of task-specific
features to elevate generalised feature representation. It selects the auxiliary tasks based on
their correlation with the main task, demonstrating that less correlated tasks substantially
advance the adversarial robustness of the model. Furthermore, our proposed fusion-based
defence leverages the advantages of contrastive and multitask learning. In essence, con-
trastive learning is applied to the main task within the proposed multitask model. This
approach is significantly effective in diminishing the efficacy of adversarial perturbation on
the DL-based MIS model while preserving model performance. Experimental outcomes
demonstrate that our proposed defence, RELIVE, comprising contrastive, multitask, and
their fusion-based defence, surpasses existing adversarial defences by reducing ASR up to
0% within large 0,,. Thus, it has successfully elevated the adversarial robustness of the

DL-based MIS models and achieved notable performance gain.
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Chapter 6

Improving Trustworthiness and

Performance of MIS models

DL-based MIS models have proliferated remarkable success in healthcare. However,
their non-transparent nature often leads to erroneous and unreliable outcomes. These out-
comes could have fatal consequences in life-critical medical applications, ultimately under-
mining the trustworthiness of MIS predictions [50]. Such predictions appear from inaccu-
rate ID and OOD samples. The OOD samples diminish the model performance as their
training and testing distributions exhibit dissimilarities. Conversely, the ID samples are as-
sociated with similar training and testing distributions; thus, they are anticipated to provide
accurate results. Unfortunately, some ID samples still perform erroneously, compromis-
ing MIS performance. This results in a lack of reliability caused by aleatoric and epistemic
uncertainties, which are influenced by insufficient model training and the inclusion of redun-
dant noise in data [S6]. Such uncertainties lead to distrusted outcomes, highlighting the need
for a comprehensive exploration of the trustworthiness problem in ID samples. Moreover,
GT is required to assess the trustworthiness and performance of the MIS model, which is
unavailable during inference, making the problem inherently complex and challenging. Fur-

thermore, prior research primarily focuses on quantifying pixel-wise trustworthiness, while
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estimating the trustworthiness of image ROISs or structural components remains largely un-
explored.

This chapter proposes a novel method, TrustMedlS, which is Trustworthy Medical
Image Segmentation, aiming to investigate the trustworthiness of MIS prediction and en-
hance the model performance for ID samples. It leverages the characteristics of input
and output, followed by analysing the consistency between the MIS predictions of in-
put and their variants. TrustMedlIS comprises three key components: ET7 (Examining
Trustworthiness), ENT (Elevating Non-Trustworthy predictions), and CSM (Classifier
Selection Method). ET examines the trustworthiness of MIS prediction through consis-
tency computation. ENT advances the performance of non-trustworthy predictions. CSM
considers multiple MIS models and selects the optimal one, offering the most trustworthy
prediction. The chapter is structured as follows: Section provides a detailed explana-
tion of our proposed method, TrustMedIS. Section (6.2 presents the experimental results of
the proposed method. Section [6.3] delivers the discussion related to the proposed method.

Section [6.4] summarises the overall chapter.

6.1 Proposed Method: TrustMedlS

This section provides the description about the proposed method, TrustMedIS. It exam-
ines the MIS predictions’ structure-wise trustworthiness for ID samples without relying on
GT or network retraining and enhances the MIS model performance, ultimately strengthen-
ing decision-making. TrustMedIS is composed of three novel methods: ET (refer Figure
[6.1), ENT (refer Figure[6.2)), and CSM (refer Figure[6.3).

The ET method leverages the observation that input samples” MIS prediction and their
corresponding variants (rotated version of input) share a strong correlation. Building on this

observation, the ET method initially determines the trustworthiness of the MIS model by
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[ ‘ M ‘ MIS model ® Rotation @ Invert rotation Consistency Computation]

Figure 6.1: The complete work-flow of ET method. The input (X) and its variants (X?,
where, 6 is 90°, 180°, 270° rotation) are fed to the segmentation model to get predictions (Y’
and Y?). Using these predictions the consistencies Ty are measured to evaluate confidence
measure (\), which is further compared by a pre-specified threshold (¢) to decide whether
Y is trustworthy or non-trustworthy.

getting predictions for input and their corresponding variants, analysing the consistent re-
lation between these predictions, and finally calculating the confidence measure to classify
predictions as trustworthy or non-trustworthy. Subsequently, the ENT method capitalises on
the insights that rotational transformation on the input image can mitigate the erroneous im-
pact in MIS prediction. Following this, the ENT method utilises the ET method to advance
the performance of non-trustworthy MIS predictions. Eventually, the CSM method boosts
the efficacy of model by observing the trustworthiness of MIS predictions from multiple

existing MIS models using the ENT method and significantly selecting the optimal model,

which offers the most trustworthy prediction. The detailed descriptions of ET, ENT, and

CSM are demonstrated in Sections [6.1.1], [6.1.2] and [6.1.3] respectively and their steps are

outlined in Algorithms [6.1] [6.2]and [6.3] respectively.

6.1.1 Examining MIS Model’s Trustworthiness by ET method

The non-transparent behaviour of DL-based MIS models hinders the inherent under-
standing of the model architecture, which results in distrusted predictions from these mod-

els. This leads to catastrophic consequences in the medical domain. Thus, it is crucial to
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Algorithm 6.1 The proposed ET method.

Require: Input X; MIS model f(-); Threshold t.

Ensure: Decision of trustworthiness (dot).
Create variants X? by rotating X at different angles 6.
Y = f(X) > prediction of X, refer Eq. (6.1).
Y =7r79(f(X?%) b invertrotated prediction of X", for several values of 0, refer Eq.
(©.1).
Compute Yy for all Y using Eq. (6.2).

A = average(y) > confidence measure using Eq. (6.3).

if A > te > condition to investigate 7" or N'T'.
then dot — trustworthy > dot signifies that Y is trustworthy.

else dot — non-trustworthy > dot signifies that Y is non-trustworthy.

end if

return dot

Algorithm 6.2 The proposed ENT method.

Require: Input X and MIS model f(-).
Ensure: Prediction S.

dot = ET(X, f) > decision of trustworthiness using ET (refer Algo|6.1).
Y = f(X) > prediction of X (Algol6.1).
if dot — trustworthy

then S =Y
else

Create variants,Y %, Y180 Y270 of prediction Y.
Apply ET (Algo to Y, Y9Y!0 and Y27 and obtain the confidence measures
21, %2, 23, and 24, respectively.
Select the best two predictions Y4 and Y}, using maximum two confidence measures.
if A(Y,) > A(Yp) > ref Eq. (6.9).
then ' =Y,
else F =Yp
end if
if A(F)>pxT,(F) > ref Eq.(6.6).
then S = F
else S=Y,NYp
end if
end if
return S > improved performance of non-trustworthy prediction.
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Figure 6.2: Work-flow of ENT method. Initially, the MIS prediction (Y") and decision of
trustworthiness (dot) are obtained from ET method. If Y is trustworthy, .S corresponds to Y;
otherwise, Y and their respective variants (Y'?) are applied to ET method for evaluating their
respective confidence measures z1, 22, 23,24. The maximum two values offer the optimal two
predictions Y4 and Yp, which are consolidated to get the improved prediction S.

Algorithm 6.3 The proposed CSM method.

Require: Input X and Multiple MIS models M, - - - M,,.
Ensure: Prediction S.

forveltondo > loop for each model M
Apply ENT (Algo. [6.2) on M, and X to get S, Y4 and Y.
T, =7 (Y4, Y5) I> compute consistency using Eq.
end for
j = argmax(Y},) > index of selected model ref Eq.
ke(1,--,n)
S =ENT(X, M;) > applying ENT (Algo. on model, M;.
return S

measure the trustworthiness of each individual prediction. To this end, a novel method,
ET, is proposed, which utilises a confidence measure to examine the trustworthiness of DL-
based MIS models. This can be visualised in Figure For trustworthy predictions, when
a rotated input is fed into the MIS model, its invert-rotated prediction shows high similarity
with the actual (non-rotated) prediction. This occurs as the DL-based MIS models are de-
signed to produce rotation-invariant predictions. However, this phenomenon is violated for
non-trustworthy predictions in which MIS predictions of actual (non-rotated) input are erro-
neous, but the impact of errors is reduced when rotated input is applied to the model (refer

Figure|6.4). Leveraging these observations, our proposed method, E7, rotates the input sam-
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Yy, ... Yo : Consistency between Y, and y corresponding to n models
s : Final trustworthy prediction (from ENT)

Figure 6.3: The work-flow of CSM method. Initially, the input (X)) is fed to an MIS model,
following ENT method to achieve the optimal predictions (Y4, Yz). Subsequently, the con-
sistency (7) is calculated between them. These operations are performed across multiple
MIS models (M;, My, --- M,). The model with maximum consistency is chosen, across
which ENT is employed to achieve the most trustworthy prediction S.

ples at several angles and produces diverse variants of input, called input variants. While
alternative augmentation methods such as colour modifications or noise addition could be
used to create input variants, they would alter the texture and shift the distribution of input.
This leads to the generation of OOD samples, providing inferior MIS predictions. Thus,
ET method exclusively employs rotation operations for creating input variants. Such vari-
ants are applied to MIS models, and their predictions are further invert-rotated at the same

rotation angle for comparison with actual (non-rotated) MIS predictions. Mathematically,

Y = f(X) and Y’ =r7(f(X?)) (6.1)

where f(-) represents the MIS model. X and Y indicate the input and their corresponding
MIS prediction. X7 depicts the input variants generated by rotating X with a rotation angle
of § and Y is their corresponding invert-rotated variant predictions. r~% depicts rotation
at —6. Further, the input and its respective variants exhibit high similarity; thus, their MIS

predictions are anticipated to be strongly consistent with each other. This consistency, Yy,
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Figure 6.4: A case of non-trustworthy MIS prediction where the original prediction (en-
closed in red rectangle) differs from the ground truth, while its invert-rotated variants (en-
closed in green rectangle) align perfectly with the ground truth.

between the input samples’ MIS prediction, Y, and its variants, Y?, is computed by dice

metrics [[108]], formulated as,
2% Y NYY|

_ 6.2
e (02)

9:

It is noteworthy that a rotated input variant may lead to non-trustworthy predictions, high-
lighting low consistency with the actual (non-rotated) input. To address this, the input vari-
ants are created by considering diverse angles (T is computed for various rotation angles )
and averaging these consistency values. The averaged output is considered as a confidence
measure \, expressed as,

A = average(Yy) (6.3)
0

109



CHAPTER 6. IMPROVING TRUSTWORTHINESS AND PERFORMANCE OF MIS
MODELS

Our proposed method, ET, employs three rotation angles, which are 90°, 180° and 270° (re-
fer Section|6.2.3). The A is used to classify the prediction as trustworthy or non-trustworthy.

Mathematically, the decision of trustworthiness, dot, is given by,

trustworthy, ifA>1
dot = (6.4)

non-trustworthy, otherwise
ET considers the MIS prediction as trustworthy when A is higher than or same as the pre-
specified threshold value ¢; otherwise, the MIS prediction is classified as non-trustworthy.

The value of ¢ is selected by hyperparameter tuning, as provided in Section[6.2.3]

6.1.2 Elevating MIS Model’s Performance by ENT method

The MIS prediction of actual (non-rotated) input is erroneous for non-trustworthy seg-
mentation. Ironically, when the same input is rotated and processed by the same MIS model,
it can yield a correct prediction [113] (refer Figure [6.4). Building on this insight, our
proposed method, ENT (refer Figure [6.2), aims to enhance the MIS performance of non-
trustworthy predictions. To achieve this, it first utilises the ET method (Section [6.1.1)) to
identify the trustworthiness of MIS prediction. If it is found to be trustworthy, the pre-
diction is accepted as the final output; otherwise, the final MIS prediction is achieved by
integrating the two most trustworthy predictions. This integration is performed by apply-
ing the MIS prediction Y and their corresponding invert-rotated predictions (variants) Y%,
Y180 and Y27 to ET method, in which a confidence measure is computed for each pre-
diction. The best two predictions, Y, and Y, with the highest confidence measures, are

chosen. Among Y, and Y}, one prediction £, which exhibits a large number of foreground
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pixels, will be selected (refer Section [6.2.3]). Mathematically,

Ya, ifA(Yy) > A(YE)
F= (6.5)

Yp, otherwise

where the operation A (-) computes the number of foreground pixels. However, there is a
possibility that the chosen prediction may exhibit the fewest foreground pixels, resulting
in erroneous segmentation. To mitigate this, we ensure that the chosen prediction, F', can
have enough foreground pixels, that is, greater than or equal to 3 times the total number
of pixels. If the condition is satisfied, then F' is considered the final trustworthy predic-
tion S; otherwise, S is determined by employing the intersection rule between Y4 and Y.
Mathematically, the final prediction, .S, is represented as,

F, it A(F)>pxT,(F)

S = (6.6)

Y,NYpg, otherwise
where the operation 7), (-) gives the total count of pixels. The considered rule of intersection
and [ are determined by extensive experiments, and their descriptions are given in Section

6.2.3]

6.1.3 Selecting the Most Effective MIS Model by CSM method

A single MIS model could result in erroneous and non-trustworthy outcomes. Con-
versely, when several MIS models are incorporated in ENT method (Section , it en-
hances MIS performance and trustworthiness through the selection of the most optimal MIS
model. This observation is leveraged by our proposed method, CSM, (kindly refer Figure
, which considers various existing MIS models, observes their coherent characteristics,

and chooses the model that offers the most effective trustworthy prediction. This approach
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benefits from multiple models and strengthens the overall MIS performance compared to
predictions achieved from a single MIS model.

Our proposed method, CSM, initially considers one MIS model and utilises ENT method
(refer Section . The ENT method provides the predictions, Y4 and Y}, and evaluates
the consistency between them using Equation (6.2). This workflow is iteratively applied
across each of the considered segmentation models. Among them, one model with the
highest degree of consistency is selected, and its respective prediction from ENT is chosen
as the final outcome of CSM.

Let CSM considers n number of existing MIS models, such that (M, My, --- , M,),
with their respective consistency values between Y, and Yp is represented as
(Y1, Ty, -+, T,). Mathematically,

j = argmax(Yy) (6.7)
ke(l, )

where j depicts the index of the selected MIS model. Thus, the final prediction, .S, for input,
X, can be expressed as,

S =8; = ENT(X, M;) (6.8)

where M indicates the selected optimal model, providing the most effective and trustworthy

predictions, S;, from the ENT method.

6.2 Experimental Results

6.2.1 Datasets and Metrics

The experiments of TrsutMedlS are conducted on open-sourced MIS datasets, exhibit-

ing colonoscopic images for polyp segmentation. We employed 798 images from CVC-300
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[95]], CVC-ClinicDB [96], CVC-ColonDB [97], ETIS-LaribPolypDB [110] and Kvasir [98]]

datasets. The performance of TrsutMedlS is evaluated by the following metrics:

* Dice Score (dsc): It measures the intersection between segmentation masks, assessing

the similarity between them.

* Pearson Correlation Coefficient (p): It depicts how two variables are linearly re-
lated to each other. Its values range up to 1, wherein higher values indicate a strong

correlation.

6.2.2 Considered MIS Models

TrustMedlS is evaluated on various existing MIS models. The PraNetE] [3] model ad-
dresses area-boundary constraints and effectively segments these polyp regions. It detects
the coarse areas using a PPD while refining the boundaries with RA mechanisms, providing
accurate MIS prediction. The SSFormerE] [14] model works on generalised MIS. It fol-
lows the architecture exhibiting a pyramidal encoder and progressive locality decoder for
effectively capturing the genralised polyps in the image.

The UACANetE] [65] model follows U-Net [13] architecture, incorporating additional
encoders and decoders to learn uncertain ROIs at each stage. It performs feature aggrega-
tion to provide accurate MIS prediction. The CaraNetﬁ] [66] model incorporates feature
pyramid modules and the reverse axial attention to furnish high-level extracted features and
produce precise segmentation masks. It mainly concentrated on segmenting minute ROIs,
which is crucial for several medical applications, including polyp and brain tumor segmen-

tation. Notably, SSFormer and UACANet models are available in Standard (S) and Large

'Model details are available at https: //github.com/DengPingFan/PraNet
Model details are available at https: //github.com/Qiming-Huang/ssformer
3Model details are available at ht tps://github.com/plemeri/UACANet

“Model details are available at https: //github.com/AngeLouCN/CaraNet
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(L) versions, varying based on encoder scales. TrustMedIS utilises both versions for com-

prehensive evaluation.

6.2.3 Experimental Settings

We have conducted experiments on a server featuring an Nvidia V100 GPU, an Intel
Xeon Gold 6132 CPU, and 192 GB of RAM. Following [3], we have trained the existing
MIS model CaraNet [66] using 1450 polyp images acquired from CVC-ClinicDB [96] and
Kvasir [98] datasets. Besides this, we employed open-sourced pre-trained weights of other
considered MIS models, including PraNet [3], SSFormer [[14], and UACANet [65]].

To thoroughly investigate the significance of rotation angles in trustworthiness evalua-
tion, we create the input variants at different rotation angles and utilise them in our proposed
method, TrustMedlIS. We experience a reduction in MIS performance when any of the con-
sidered rotation angles (90°, 180° and 270°) is neglected, as most of the important informa-
tion is lost. Moreover, if we incorporate additional angles along with considered rotation
angles (90°, 180° and 270°), a negligible enhancement in MIS performance is observed.
Therefore, TrustMedIS generates input variants using only 90°, 180° and 270° rotation an-
gles.

The effectiveness of TrustMedIS relies on cautious choice of hyperparameters. In this
direction, the prespecified threshold (¢) (refer Equation (6.4))) is determined by observing
the ENT performance on the training dataset?, employing a grid-search operation. Thus, ¢
is tuned to 0.9 at which optimal MIS performance is achieved (kindly refer Table [6.5] for
ENT performance on test dataset at different thresholds). Likewise, we set the weighing
parameter, 3, as 0.20 (refer Equation (6.6)).

Our proposed method, ENT, advances the MIS performance of non-trustworthy predic-

tions by integrating the two most optimal MIS predictions (Y4 and Yy) (refer to equation
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(6.6)), incorporating the intersection rule for a few cases. To comprehensively evaluate the
efficacy of the intersection rule in ENT method, we compare it against alternative opera-
tions such as union and maximum foreground pixels. The union operation involves all the
pixels of Y4 and Y3 to get the final MIS prediction, while the maximum foreground pixel
operation considers anyone from Y, and Yp, which exhibits a large count of foreground
pixels as the MIS prediction. Consequently, the average performance of ENT method using
intersection, union, and maximum foreground pixel operations is observed as 0.97, 0.95,
and 0.92, respectively. As the intersection rule provides superior performance compared to

other operations, we utilise it in our ENT method.

6.2.4 Comparative Evaluation

The comparative evaluation of our proposed method, TrustMedIS, exhibiting ET, ENT
and CSM methods, is presented in Tables and|[6.4] respectively. The existing method
[S7] employs the VVC to determine structural uncertainty. In essence, this can be repre-
sented as the number of foreground pixels of MIS predictions of input and their respective
variants. Any model with high uncertainty depicts low trustworthiness. To enable the fair
comparison between the uncertainty measure (VVC) of the existing method [57)] and the
confidence measure (\) of our proposed method, ET, we compute 1/VVC instead of VVC.
In this direction, we compute the Pearson correlation coefficient between 1/VVC and dsc,
depicted as p. and between \ and dsc, indicated as p. The outcomes are given in Table 6.1]
signifying that ET method provides a strong correlation (p). Notably, the trustworthiness
of any prediction reflects the closeness of prediction with GT, even though GT itself is not
included to measure this closeness. Therefore, it can be observed from Table [6.1] that a
strong positive correlation (p) between A and dsc ensures the reliability of a trustworthiness

measure employed by ET. Further, p consistently surpasses p. across all considered datasets
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and models, demonstrating that ET offers a more effective trustworthiness evaluating mea-
sure as compared to VVC. This occurs as the VVC ignores the spatial position and shape of

foreground areas, hindering its effectiveness in determining trustworthiness.

Table 6.1: Comparative results of E7 method.

Dataset Methods M1 M2 M3 M4 M5 Mé6

pe 027 032 034 046 032 0.36
p(Ours) 044 047 0.80 0.70 0.88 0.87
pe 021 041 029 026 021 0.35
p(Ours) 0.89 081 055 0.65 0.75 0.95
p. 043 035 040 037 040 0.39

CVC-ColonDB | 5,15) 0.86 091 090 0.89 0.72 0.66
ETIS p. 036 044 041 034 040 0.33
p(Ours) 079 0.81 081 053 077 0.70

p. 038 030 031 023 031 030
p(Ours) 082 0.68 0.71 074 0.77 0.69

CVC-300

CVC-ClinicDB

Kvasir

Note: Existing Models - M1: UACANet-S, M2: UACANet-L, M3:
PraNet, M4: CaraNet, M5: SSFormer-S, M6: SSFormer-L. All the
values are the Pearson correlation coefficient, measured between: (i)
TTA-based 1/VVC method and dice performance of original (non-
rotated) MIS prediction with GT (dsc), denoted as p.. (ii) our pro-
posed confidence measure (\) and dsc, depicted as p.

We perform a comparison between our proposed method, ENT and existing methods
[57, [113]], which incorporate input variants and apply majority voting to achieve the final
prediction. The existing methods used in [S7, [113]] perform TTA and omit trustworthiness
measures for advancing the MIS performance. The comparative results between the MIS
performance from our proposed method, ENT (dsc®N7T) and the existing TTA-based method
(dsc™T4Y are demonstrated in Table It shows that dscPNT surpasses dsc’74 in several
cases, signifying that ENT, which relies solely on trustworthiness measures, offers a more
effective way to enhance the MIS performance than TTA-based methods. A major limita-
tion of TTA methods is that they assign equal importance to all predictions (input and its all

variants) through majority voting. Consequently, even when the actual (non-rotated) pre-
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Table 6.2: Comparative results of ENT method.

Dataset Models dsc  dsc™™  dscENT(Ours)

PraNet [3]] 0.8710 0.8998* 0.9064*
SSFormer-S [14] 0.8870 0.8872* 0.8939*f
SSFormer-L [14] 0.8950 0.9051* 0.9095*f
UACANet-S [65] 0.9020 0.8934 0.9037+f
UACANet-L [65] 0.9100 0.9029 0.9136*
CaraNet [66]  0.8771 0.8593 0.8785*

PraNet [3]] 0.8990 0.8363 0.8385"
SSFormer-S [14] 0.9160 0.9155 0.9229*f
SSFormer-L [14] 0.9060 0.9016 0.9092*f
UACANet-S [65] 0.9160 0.9044 0.9183*f
UACANet-L [65] 0.9260 0.9091 0.9140%
CaraNet [66]] 0.9016 0.8813 0.8942f

PraNet [3] 0.7090 0.7152* 0.7275*
SSFormer-S [14] 0.7720 0.7712 0.7744*F
SSFormer-L [14] 0.8020 0.8066* 0.7984
UACANet-S [65] 0.7830 0.7867* 0.7828
UACANet-L [65] 0.7510 0.7520* 0.7673*f
CaraNet [66]  0.7102 0.7273* 0.7326*f

PraNet [3] 0.6280 0.6481* 0.6611*
SSFormer-S [14] 0.7670 0.7796* 0.7813*
SSFormer-L [14] 0.7960 0.8150* 0.8200*

CVC-300

CVC-ClinicDB

CVC-ColonDB

ETIS UACANet-S [65] 0.6940 0.7149* 0.7264*f

UACANet-L [65] 0.7660 0.7664* 0.7682*f

CaraNet [66]  0.6355 0.6064 0.6129%

PraNet [3] 0.8980 0.8977 0.9043*f

SSFormer-S [14] 0.9250 0.9161 0.9263*f

. SSFormer-L [14] 0.9170 0.9146 0.9158f
Kvasir

UACANet-S [65] 0.9050 0.9084* 0.9093*
UACANet-L [63] 0.9120 0.8943 0.9135*f
CaraNet [66]] 0.9112 0.8821 0.9127*

Note: The digits signify the dice score, measured between GT and : (i)
actual MIS prediction (dsc), (ii) existing TTA prediction (dsc™™?), (iii)
the proposed ENT prediction (dscP™T). x and { signifies values larger
than dsc and dsc’74, respectively.

diction is accurate, the final MIS performance suffers a lot if any of the variant predictions
are incorrect.

Further, Table [6.2] also illustrates that dsc®”" outperforms dsc in several scenarios,
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Table 6.3: Comparative results of ENT
across existing PraNet model (employed
rotation augmentation during training).

Dataset dsc™®  dscPNT(Ours)
CVC-ColonDB 0.7217 0.7275
Kvasir 0.9006 0.9043
CVC-ClinicDB 0.8264 0.8385
CVC-300 0.8989 0.9064
ETIS 0.6581 0.6611

Note: dsc™¢ represents dice score, mea-
sured between the GT and the output of the
existing PraNet model (trained by using ro-
tation augmentation).

Table 6.4: Comparative results of CSM method.

Dataset
Models CVC- CVC- CVC- .

300  ClinicDB ColonDB F 115 Kvasir

M1 0.9020 0.9160 0.7830 0.6940 0.9050
M2 0.9100 0.9260 0.7510 0.7660 0.9120
M3 0.8710 0.8990 0.7090 0.6280 0.8980
M4 0.8771 0.9016 0.7102 0.6355 0.9112
M5 0.8870 0.9160 0.7720 0.7670 0.9250
Meé 0.8950 0.9060 0.8020 0.7960 0.9170
M12"¢  (.8989 0.8264 0.7217 0.6581 0.9006

CSM 09166 09214 0.8062 0.8095 0.9213
(Ours)

Note: Existing Models - M1: UACANet-S, M2: UACANet-L,
Ma3: PraNet, M4: CaraNet, M5: SSFormer-S, M6: SSFormer-
L, M12"8; PraNet (using rotation augmentation during training).

highlighting that ENT method effectively advances the MIS performance of existing well-
known models. It occurs because our proposed method, TrsusMedlS, precisely examines
the MIS models’ trustworthiness by ET method and refines the non-trustworthy predictions
using ENT method, leveraging input variants. Notably, dsc depicts the existing MIS model’s
performance trained with rotation augmentation, except for the PraNet model [3]. Thus, we

perform training on the PraNet model by employing rotation augmentation and distinguish
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their performance (dsc™¢) with dsc”™. The results are described in Table[6.3] which reveal
that dsc”NT performs better than dsc™ across each dataset, ensuring the feasibility of ENT
method.

Table [6.4] distinguishes the MIS performance of CSM against the existing MIS models
across all the datasets. It reveals that CSM surpasses the performance of existing models,
specifically on the CVC-300, CVC-ColonDB, and ETIS datasets. Moreover, CSM achieves
competitive performance on the CVC-ClinicDB and Kvasir datasets, surpassing all mod-
els except UACANet-L on CVC-ClinicDB and SSFormer-S on Kvasir. Furthermore, we
compare the CSM with the PraNet model, which we trained with rotation augmentation op-
eration, denoted as M1¢. It indicates that CSM offers better predictions than M1%"¢ for
all the datasets. This improved performance by CSM is due to the fact that it incorporates
similarity between the input’s prediction and their corresponding variants and selects the
optimal MIS model, generating the most trustworthy prediction. These performances also
ensure that ET offers a robust trustworthiness indicator that can be effectively adapted for

diverse MIS models.

6.2.5 Ablation Study

Several ablation studies have been performed by TrsutMedIS. To comprehensively anal-
yse the impact of a prespecified trustworthiness threshold ¢ on ENT, we evaluate their per-
formance by setting diverse values of ¢. The results are given in Table [6.5] which highlights
that optimal performance is achieved on ¢ as 0.9. It also depicts the possibility of tuning ¢
to some different value at which the optimal results can be obtained.

Our proposed method, CSM, initially considers a model that offers the most effective
and trustworthy prediction for each input. To thoroughly understand the CSM method, we

employ several operations, such as averaging (Avg), Majority Voting (MV) and Maximum
ploy p ging (Avg JOrity g
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Table 6.5: ENT performance on different thresholds.

Different Threshold Values
0.86 0.88 0.9 092 094

M1 0.905 0.904 0.904 0.904 0.905
M2 0913 0913 0914 0913 0913
M3 0.905 0.905 0.906 0.906 0.907
M4 0.874 0.874 0.878 0.880 0.883
M5 0.894 0.893 0.894 0.895 0.894
Meé 0.908 0.909 0.909 0910 0911
M1 0916 0916 0918 0918 0918
M2 0914 0914 00914 0913 0913
M3 0.839 0.839 0.838 0.838 0.834
M4 0.895 0.895 0.894 0.894 0.893
MS 0.923 0.923 0.923 0.923 0.923
Mo 0.909 0.909 0.909 0.908 0.908
M1 0.783 0.783 0.783 0.782 0.780
M2 0.769 0.768 0.767 0.767 0.766
M3 0.726 0.727 0.728 0.727 0.726
M4 0.731 0.732 0.733 0.733 0.733
MS 0.773 0.774 0.774 0.774 0.775
M6 0.797 0.798 0.798 0.798 0.797
M1 0.726 0.726 0.726 0.728 0.730
M2 0.768 0.768 0.768 0.768 0.767

Dataset Models

CVC-300

CVC-ColonDB | CVC-ClinicDB

E M3 0.661 0.662 0.661 0.662 0.665
= M4 0.612 0.613 0.613 0.611 0.610
M35 0.781 0.782 0.781 0.782 0.783
M6 0.820 0.820 0.820 0.820 0.821
M1 0.909 0.910 0.909 0.908 0.908
. M2 0915 0915 0913 0913 0913
'z M3 0.905 0.904 0.904 0.905 0.906
g M4 0912 0912 0913 0913 0914

M5 0.920 0.920 0.922 0.922 0.922
M6 0910 0914 0916 0915 00915

Note: The digits indicate the dice values, measured be-
tween advanced trustworthy MIS prediction by ENT and
GT. Existing Models - M1: UACANet-S, M2: UACANet-
L, M3: PraNet, M4: CaraNet, M5: SSFormer-S, M6:
SSFormer-L.

Foreground Pixels (MFP), to select the optimal MIS model. The performances of these

operations are compared against CSM, as given in Table Avg provides the final segmen-
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Table 6.6: CSM performance against diverse operations.

Diverse Operaions
MFP Avg MV

CVC-ColonDB 0.755 0.753 0.774 0.806
Kvasir 0.908 0.912 0.916 0.921
CVC-ClinicDB 0.903 0914 0.912 0.921
CVC-300 0.833 0.885 0.903 0.917
ETIS 0.625 0.684 0.779 0.810

Dataset CSM (Ours)

Note: The digits signify the dice performance, mea-
sured between CSM prediction and GT.

Table 6.7: Sample distribution allocated by CSM method across vari-
ous MIS models.

Dataset Total Samples M1 M2 M3 M4 MS Mé

CVC-ColonDB 380 38. 64 8 77 100 93
Kvasir 100 10 11 0 34 28 17
CVC-ClinicDB 62 4 6 1 18 23 10
CVC-300 60 7 21 1 13 9 9
ETIS 196 16 35 6 37 60 42

Note: Existing Models - M1: UACANet-S, M2: UACANet-L, M3:
PraNet, M4: CaraNet, M5: SSFormer-S, M6: SSFormer-L.

tation mask by averaging the individual performance of all the considered models, while
MYV applies majority voting on each input pixel for MIS. MFP selects a model based on the
maximum count of foreground pixels. As depicted in Table [6.6] CSM surpasses all these
operations, assuring its ability to choose the optimal model through trustworthy analysis.
Further, our proposed method, CSM, offers flexibility by dynamically selecting the optimal
model and does not depend upon one model. This adaptability is evidenced in Table
which highlights the distribution of sample counts chosen by CSM across all considered

MIS models.
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Success Case 7 Failure Case
Input GT Prediction Input GT Prediction

gy ¢

Input Variant Invert-rotated Input Variant Invert-rotated
variants prediction  prediction prediction prediction

variants

Output : Trustworthy (T) ||Output : Non-Trustworthy (NT)
Confidence measure : 0.98 Confidence measure : 0.62

Figure 6.5: Qualitative results of ENT method, showcasing both success and failure cases.

6.3 Discussion

In Section [6.2.4] Table [6.1]justifies that ET method offers reliable trustworthiness met-
rics A by showing significant high values of p. Likewise, Table and demonstrate
that ENT method enhances the performance and efficacy of existing MIS models. Unfortu-
nately, we observe the performance reduction in Table[6.2]and Table [6.4]in a few cases. This
happens because the MIS predictions exhibit GT with additional erroneous blobs, leading to
lower consistency between input and its respective variants, degrading model performance.
This can be depicted in Figure [6.5] visualising the success and failure cases of our pro-
posed ENT method. A notable limitation of TrustMedIS is that while ENT and CSM aim
to advance MIS performance, they struggle to offer confidence metrics for the final output.
Moreover, Table [6.5] demonstrates that the MIS performance can be increased by tuning

diverse thresholds ¢.
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6.4 Summary

This chapter has proposed a method, TrustMedIS, that examines the trustworthiness of
MIS models for ID samples through our proposed ET method. In particular, the ET method
observes the consistency between the input samples’ MIS predictions and their correspond-
ing input variants, evaluates the confidence metric and compares it with a prespecified
threshold to determine trustworthiness. Moreover, TrustMedlS investigates the relevance
of a trustworthiness measure (achieved by ET') to boost the MIS model performance by our
proposed ENT method and leveraging multiple models to achieve enhanced effectiveness
by our proposed CSM method. Specifically, the ENT method has advanced the performance
of non-trustworthy predictions by assessing the trustworthiness of input variant predictions.
Likewise, CSM has considered multiple MIS models and adaptively selects the optimal one
that offers the most trustworthy and optimal prediction, ultimately improving the efficacy of
the model. Experimental outcomes revealed that TrustMedIS, consisting of ET, ENT and
CSM, has successfully accomplished its objectives, leading to enhanced MIS performance

and robustness.
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Chapter 7

Conclusion and Future Scopes

This chapter provides the conclusion and possible future directions of the overall the-
sis. The objective of this thesis is to strengthen the DL-based MIS models by advancing
their performance, adversarial robustness, and trustworthiness. To achieve this, we have
identified several research gaps in existing DL-based MIS models and proposed innovative
solutions. Thus, our major thesis contributions are structured in four folds. Initially, we have
proposed a novel adversarial attack, DECEIT, to understand the efficacy of adversarial at-
tacks in DL-based MIS models. Subsequently, we have developed a novel detection method,
DISCERN, to effectively identify the adversarial and OOD samples in DL-based MIS mod-
els through consistency analysis between input and their respective variants. Eventually, we
have proposed a novel adversarial defence, RELIVE, to defend against adversarial attacks
by leveraging contrastive and multitask learning. Additionally, we have introduced a novel
method, TrustMedlS, to investigate the trustworthiness and improve the performance of
DL-based MIS models. Collectively, all four of these contributions lead to an adversarially

robust, trustworthy, and better-performing DL-based MIS model.

Our proposed attack, DECEIT, dynamically selects the optimal surrogate loss function

to effectively deceive the DL-based MIS models, misguiding their predictions. Several MIS
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models exhibit non-differentiable layers and loss functions, which inhibit backpropagation
and disrupt attack. As a solution, DECEIT, has replaced these non-differentiable neural
network layers with the approximated differential layers. Moreover, it has substituted non-
differentiable loss functions with surrogate losses. However, the optimal selection of the
surrogate loss function is crucial for an effective attack. Thus, DECEIT has performed
parallel fusion by evaluating attacks on multiple surrogate loss functions and selecting the
optimal one that induces minimal perturbation. Experimental outcomes on publicly avail-
able polyp datasets reveal that DECEIT has surpassed the well-known attacks across multi-
ple well-known DL-based MIS models, achieving a high attack success rate with minimum

average distortion.

The clean samples’ MIS prediction are strongly consistent with their respective variants,
while the adversarial and OOD samples exhibit significantly lower consistency. Our pro-
posed detection method, DISCERN, exploits this insights to precisely detect adversarial and
OOD samples for DL-based MIS models. To achieve this, we have generated input variants
by rotation and evaluated the consistency between the input samples’ MIS prediction and
their respective variants. These consistency values are further utilised to train the model that
effectively differentiates adversarial/OOD and clean samples. Experimental results across
several existing DL-based MIS models demonstrate that DISCERN has outperformed the

existing detection method by obtaining the maximum detection success rate.

Our proposed adversarial defence, RELIVE, advances the model’s robustness by de-
fending against adversarial attacks while providing minimal improvement in model perfor-
mance. It comprises contrastive learning, multitask learning, and their fusion-based defence.
Initially, our proposed contrastive learning-based defence has computed contrastive loss by
enforcing the model to capture similar features for clean, adversarial, and augmented sam-

ples, mitigating the efficacy of adversarial perturbations. Additionally, it has also employed
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data fidelity loss to enhance model performance across each sample type. Subsequently, our
multitask learning-based defence has provided generic feature representation by learning
diverse features across multiple tasks. It has additionally selected auxiliary tasks relative to
the main task. We have observed that robustness improves when there is a lower correlation
between the auxiliary and main tasks. Eventually, our proposed contrastive multitask fusion-
based defence leverages the individual benefits of both contrastive and multitask learning.
Following the proposed multitask model, contrastive learning is exclusively incorporated
into the main task. This fusion-based defence further reinforces the model’s resistance to
adversarial attacks. As a result, RELIVE has surpassed the existing defences and achieved
enhanced robustness of the DL-based MIS model by lowering the attack success rate up to

0% in high average distortion with slight elevation in the model performance.

Our proposed method, TrustMedIS, assess the DL-based MIS models’ trustworthiness
for ID samples. It has operated in three key methods: ET, ENT and CSM. The ET method
has evaluated the similarity between the MIS predictions of input and its rotated variants,
followed by calculating a confidence measure to determine trustworthiness. This computed
confidence measure from /7 has further been utilised to advance the model performance
through the ENT method and achieved improved efficacy by considering several MIS mod-
els using the CSM method. In particular, ENT has refined the non-trustworthy predictions,
while CSM has flexibly picked the optimal model that offers the most trustworthy predic-
tion. Experimental outcomes revealed that TrustMedlIS, consisting of ET, ENT, and CSM,

has effectively achieved its objectives.

Future scopes include devising more resilient and explainable DL-based MIS models.
To achieve this, several well-known model-based and post-hoc explainability methods can
be explored to enrich trust in model decisions. Our proposed detection method, DISCERN,

can evaluate the effectiveness of any adversarial defence. In essence, DISCERN can be
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iteratively applied to identify samples prior and after defence implementation to check the
reduction in perturbation impact on the sample. Currently, DISCERN performs binary
classification to detect samples as clean and adversarial/OOD. It can be extended to sup-
port multi-class classification, differentiating between clean, adversarial, near and far OOD
samples, providing in-depth and interpretable results. Through these approaches, one can

strive to foster greater robustness and transparency in DL-based MIS models.
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