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Abstract

Quality of Service (QoS) prediction plays a crucial role in ensuring reliable and efficient
operation of modern distributed digital services. Accurate estimation of performance
attributes, such as response time, throughput, reliability, and availability, is essential
for maintaining service-level guarantees, optimizing resource allocation, and enhancing
user experience. These attributes directly influence system performance and user
satisfaction. In many applications, including cloud platforms, edge computing, and
intelligent transportation systems, accurate QoS estimation is critical for ensuring

stable, efficient, and safe system operations.

Despite significant research progress, accurate QoS prediction remains challenging
due to the inherent characteristics of real-world service interaction data, particularly
extreme sparsity. In practice, the user—service interaction matrix is highly incomplete,
as users typically invoke only a small subset of available services. As a result, observed
QoS entries represent only a limited portion of all possible interactions, restricting
reliable supervision and weakening correlation learning. This sparsity significantly
limits model generalization to unseen or infrequently invoked services, complicating

the development of robust and reliable QoS prediction frameworks.

First, a time-aware QoS prediction framework, termed “Temporal QoS Prediction
using Multi-Source Collaborative Features (TPMCF)”, is proposed to model dynamic
QoS behavior by integrating graph convolutional matrix factorization for collabora-
tive spatial feature extraction with a predictive transformer encoder for temporal de-
pendency learning. This framework effectively captures both structural relationships
among user—service interactions and their temporal evolution, while incorporating
outlier-aware learning mechanisms to improve prediction robustness.

To address reliability challenges in real-time QoS prediction, an “Anomaly Re-
silient Real-time QoS Prediction Framework with Graph Convolution (ARRQP)” is
proposed. ARRQP employs a multi-head graph convolutional matrix factorization ar-
chitecture with residual learning to enhance feature representation under sparse inter-

action conditions. Dedicated modules for grey-sheep, outlier, and cold-start handling
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explicitly address anomalous observations, improving prediction stability in static QoS
environments.

Building upon these advances, this thesis proposes the “Anomaly Resilient Tem-
poral QoS Prediction using Hypergraph Convoluted Transformer Network (HCTN)”,
a unified architecture for anomaly-resilient temporal QoS prediction. Unlike con-
ventional graph-based models, HCTN leverages hypergraph convolution to capture
higher-order dependencies among users, services, and temporal contexts, enabling
more expressive structural representations. A transformer-based temporal module and
credibility-aware learning further improve robustness under anomalous and dynamic
service conditions.

Finally, to address the limitations of single-metric QoS modeling, this thesis in-
troduces “Sparsely-gated Hierarchical Adaptive Routing for Joint Prediction of QoS
(SHARP-QoS)”, a joint QoS prediction framework based on sparsely-gated hierarchi-
cal routing and hyperbolic graph convolution. By modeling hierarchical dependencies
in hyperbolic space and enabling adaptive feature sharing across tasks, SHARP-QoS
facilitates stable and efficient multi-QoS prediction while reducing negative transfer.
Additionally, an exponential moving average-based loss balancing strategy improves
convergence stability and overall generalization.

Extensive experimental evaluation on multiple benchmark datasets, including WS-
DREAM and a real-world in-house gRPC autonomous vehicle (AV) service dataset,
demonstrates that the proposed frameworks consistently outperform state-of-the-art
methods in prediction accuracy, anomaly robustness, scalability, and computational
efficiency. Ablation and statistical analyses further validate the effectiveness of the
proposed architectural components and learning strategies.

Overall, this thesis establishes a comprehensive foundation for anomaly-resilient
QoS prediction by integrating graph learning, hypergraph modeling, transformer-
based temporal modeling, and hierarchical multi-task optimization. The proposed
frameworks significantly enhance prediction reliability and adaptability in dynamic
service environments, enabling practical and dependable service selection and man-

agement in modern distributed systems.
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Chapter 1

Introduction

Service-oriented computing has evolved into a foundational paradigm for modern dig-
ital infrastructures, where geographically distributed services interact with diverse
users under continuously changing network environments. In such ecosystems, users
are often presented with multiple functionally similar services whose runtime perfor-
mance varies significantly across locations, time, and workload conditions. As a result,
Quality of Service (QoS) prediction has become a core enabling component for reliable
service recommendation, selection, and composition.

Unlike traditional recommendation problems that rely primarily on preference sig-
nals, QoS prediction concerns measurable performance attributes such as response
time, throughput, and reliability. These attributes directly influence system efficiency
and user experience, and in many emerging applications, such as cloud computing,
edge platforms, and intelligent transportation systems, accurate QoS estimation is
closely tied to operational stability and safety. Furthermore, in latency-critical envi-
ronments, inaccurate predictions may propagate through dependent modules, leading
to degraded responsiveness or suboptimal decision-making. Therefore, QoS prediction
is not merely a personalization task but a system-level requirement for dependable
service orchestration.

Despite extensive research efforts, accurate QoS modeling remains challenging due
to the intrinsic properties of real-world service interaction data. First, QoS matrices

are highly sparse, as users typically invoke only a small subset of available services.



This sparsity weakens similarity estimation and limits the effectiveness of conventional
collaborative filtering methods. The problem becomes more pronounced in cold-start
scenarios, where new users or services lack sufficient historical interactions for reliable
modeling. Second, QoS observations often suffer from credibility issues. Transient
network fluctuations, measurement noise, unstable service behavior, and atypical invo-
cation patterns introduce outliers into the data. In addition, certain users or services
exhibit behavior that significantly deviates from global collaborative trends, com-
monly referred to as grey-sheep phenomena. Such irregularities destabilize learning
algorithms and degrade predictive consistency if not explicitly addressed. Third, QoS
behavior is inherently dynamic. Service performance evolves over time due to work-
load variation, network congestion, infrastructure updates, and user mobility. Static
models that ignore temporal dependencies fail to capture these evolving patterns. At
the same time, user—service interactions exhibit structural dependencies that extend
beyond simple pairwise relationships, motivating the need for expressive relational
modeling capable of capturing higher-order connectivity. Finally, practical service
environments increasingly require the joint consideration of multiple QoS attributes.
Modeling response time independently from throughput or reliability neglects their
shared underlying factors. However, naive multi-task learning can introduce negative
transfer due to heterogeneous attribute scales and conflicting optimization objectives.
Designing a principled framework that supports joint multi-QoS prediction while pre-

serving task-specific characteristics remains a non-trivial challenge.

Although prior studies have explored sparsity mitigation, anomaly handling, rep-
resentation learning, and temporal modeling individually, these challenges are often
treated in isolation. There remains a need for an integrated framework that simultane-
ously addresses expressive data representation, structural and temporal dependencies,

anomaly resilience, and multi-attribute learning in a coherent manner.

Motivated by these limitations, this thesis develops a series of robust and
temporally-aware QoS prediction frameworks that systematically tackle sparsity, cred-
ibility, and multi-task modeling challenges. The proposed approaches progressively

advance from graph-enhanced matrix factorization models to unified hypergraph-



transformer architectures capable of capturing higher-order interactions and temporal
evolution while maintaining robustness against anomalous observations. Furthermore,
a task-aware multi-QoS learning strategy is introduced to enable stable joint prediction
of multiple interdependent performance attributes.

Through this progression, the thesis aims to establish a principled and scalable
foundation for reliable QoS prediction in dynamic service ecosystems, supporting ac-
curate, adaptive, and dependable service selection across both large-scale online plat-

forms and real-world application domains.

1.1 Motivation of the Thesis

The rapid expansion of digital service ecosystems has resulted in an unprecedented
growth in both the number of available services and the scale of user interactions, sig-
nificantly intensifying the demand for accurate, personalized, and dependable service
recommendation mechanisms. In domains such as e-commerce, cloud platforms, and
service marketplaces, users are often presented with a multitude of functionally sim-
ilar services whose actual runtime performance differs substantially due to variations
in network conditions, deployment environments, and user-specific factors. Conse-
quently, reliable Quality of Service (QoS) estimation has become a critical prerequisite
for effective service recommendation, selection, and composition, directly influencing
user satisfaction and operational efficiency.

Beyond traditional e-commerce platforms, service-oriented computing has become
deeply embedded in latency-sensitive and mission-critical real-world applications, in-
cluding smart transportation systems, edge-enabled Internet of Things (IoT), and
autonomous vehicle (AV) ecosystems. Such systems rely on the seamless orchestra-
tion of multiple concurrent services supporting tasks such as perception, localization,
prediction, planning, and control. Each of these tasks is often backed by distinct
services whose QoS characteristics, e.g., response time, throughput, and reliability,
must be estimated accurately and in real-time. In these environments, erroneous or

delayed QoS predictions can propagate across the decision pipeline, adversely affecting
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system responsiveness, reliability, and safety, thereby elevating QoS prediction from a

recommendation problem to a core system-dependability concern.

Accurate QoS prediction in such settings is fundamentally challenged by the char-
acteristics of real-world QoS data. First, QoS observations are extremely sparse due to
limited user-service interactions and the frequent introduction of new users and ser-
vices. Second, QoS measurements are often contaminated by anomalies arising from
transient network fluctuations, measurement noise, outliers, and atypical invocation
patterns exhibited by grey-sheep users or services. Third, QoS behavior is shaped
by complex structural dependencies involving users, services, temporal dynamics, and
contextual factors such as geographical location and network topology. These inter-
twined factors severely limit the effectiveness of conventional collaborative filtering

and static modeling approaches.

Moreover, modern service-oriented applications increasingly require the joint con-
sideration of multiple QoS parameters to assess overall service suitability. For example,
optimizing response time alone is insufficient if throughput, reliability, or availability
are simultaneously degraded. Existing single-metric or naively shared multi-task mod-
els often fail to capture inter-QoS dependencies and frequently suffer from negative
transfer due to heterogeneous numerical scales and conflicting optimization objec-
tives. This limitation is particularly pronounced in real-time and safety-critical sys-
tems, where consistent and balanced multi-QoS estimation is essential for dependable

operation.

Motivated by these challenges and practical deployment requirements, this thesis
aims to develop reliable, anomaly-resilient, and real-time QoS prediction frameworks
that systematically address data sparsity, data credibility, expressive representation
learning, temporal dynamics, and joint multi-QoS optimization. The proposed ap-
proaches leverage advanced graph-based, hypergraph-based, and deep temporal mod-
eling techniques to capture higher-order user—service interactions while maintaining
robustness against anomalies and high responsiveness. Ultimately, this research seeks
to enable precise, adaptive, and trustworthy service selection across both large-scale

online platforms and emerging real-world application domains, including smart trans-
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portation and autonomous systems.

1.2 Problem Statement

Service-oriented computing environments have evolved into highly dynamic, hetero-
geneous, and large-scale ecosystems, where geographically distributed users interact
with numerous services under continuously varying network and system conditions. In
such environments, Quality of Service (QoS) prediction plays a critical role in enabling
reliable service selection, recommendation, and autonomous decision-making by esti-
mating service performance prior to invocation. However, accurate QoS prediction
remains fundamentally challenging due to the intrinsic characteristics of real-world
service interaction data, including extreme sparsity, complex structural dependencies,
temporal variability, and credibility issues arising from noisy and anomalous observa-
tions. These factors significantly limit the effectiveness, robustness, and generalization
capability of conventional QoS prediction methods.

First, QoS prediction requires expressive data representation capable of captur-
ing intricate user—service interaction patterns. Traditional matrix factorization and
similarity-based methods primarily model pairwise relationships and often overlook
higher-order dependencies and temporal evolution. In dynamic service ecosystems,
QoS values fluctuate over time due to network variability, workload changes, and user
mobility. Consequently, constructing spatio-temporal representations that adequately
reflect both structural and temporal dependencies remains a core modeling challenge.

Second, real-world QoS datasets are highly sparse. Users typically invoke only a
small subset of available services, resulting in incomplete interaction matrices. Se-
vere sparsity weakens similarity estimation, limits collaborative filtering effectiveness,
and exacerbates the cold-start problem for new users and services. Ensuring reliable
prediction under such data-deficient conditions requires modeling strategies that can
infer meaningful structure from limited observations.

Third, beyond sparsity, QoS data often suffers from credibility issues. Observed

QoS values may contain outliers due to unstable network conditions, measurement



noise, or unreliable service behavior. Additionally, certain users or services exhibit
distinctive patterns that do not conform to global collaborative trends, commonly
referred to as grey-sheep behavior. These factors introduce instability into learning
algorithms and degrade prediction reliability. Therefore, anomaly resilience and data
credibility modeling are not auxiliary concerns but fundamental requirements for de-
pendable QoS prediction.

Finally, most existing approaches treat QoS attributes independently, modeling
response time, throughput, and other performance metrics in isolation. In practice,
these attributes are often interdependent and influenced by shared underlying fac-
tors. While joint modeling offers the potential to exploit shared representations, it
introduces additional complexity, including negative transfer across tasks and numer-
ical instability due to differing attribute scales. Designing a principled multi-task
framework that enables joint prediction while preserving task-specific characteristics
remains an open research problem.

Although prior studies have addressed aspects of representation learning, spar-
sity mitigation, anomaly handling, or multi-attribute prediction individually, these
challenges are rarely considered in a unified manner. There remains a lack of an inte-
grated, temporally-aware, and credibility-resilient framework that simultaneously cap-
tures complex spatio-temporal dependencies, alleviates sparsity, accounts for anoma-
lous behavior, and supports joint prediction of multiple QoS attributes for personalized
service environments.

Addressing this gap forms the central research problem of this thesis.

1.3 Objectives of the Thesis

The overarching objective of this thesis is to develop reliable, and real-time Quality
of Service (QoS) prediction frameworks by systematically addressing the fundamental
challenges inherent in QoS modeling for service-oriented computing environments.

Specifically, this research pursues the following objectives:

1. Multi-Source Data Representation: To design and learn expressive QoS rep-
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resentations by integrating domain-specific attributes with automatically learned
higher-order latent features, thereby enhancing the modeling capacity and pre-

dictive accuracy in dynamic service environments.

2. Sparsity Mitigation and Anomaly Resilience: To alleviate the impact
of data sparsity through graph-based relational modeling, while simultaneously
improving robustness against anomalous QoS observations caused by noisy users,

unreliable services, or fluctuating network conditions.

3. Unified Modeling for Data Representation, Sparsity Handling, and
Anomaly Resilience: To develop a cohesive and temporally-aware framework
that jointly addresses feature representation, sparsity, and anomaly handling,

enabling consistent and stable QoS prediction under evolving service dynamics.

4. Joint QoS Prediction: To formulate a unified multi-task learning framework
that supports the simultaneous prediction of multiple interdependent QoS at-
tributes, while mitigating negative transfer and preserving task-specific discrim-

inative characteristics.

1.4 Contributions of the Thesis

This thesis makes the following primary contributions to the field of QoS prediction

in service-oriented computing:

1. Advanced Data Representation Learning: We propose a collaborative
spatio-temporal modeling framework that integrates domain-specific QoS fea-
tures with automatically learned higher-order latent representations. By com-
bining graph convolutional matrix factorization with a predictive transformer
encoder, the proposed framework captures both spatial dependencies among
user—service interactions and their temporal evolution. This design enhances
representation expressiveness and improves prediction accuracy in dynamic ser-

vice environments.



2. Robust QoS Prediction Learning under Sparsity and Anomalies: To
address the practical challenges of data sparsity, and anomalous QoS observa-
tions, we introduce a multi-head graph convolution matrix factorization archi-
tecture with residual learning and an outlier-resilient loss formulation. The pro-
posed framework incorporates dedicated mechanisms for grey-sheep detection
and cold-start handling, thereby improving robustness and stability in static

QoS prediction scenarios.

3. Unified Framework for Data Representation, Sparsity, and Credibil-
ity: Building upon the previous studies, we develop the Hypergraph Convo-
luted Transformer Network (HCTN), a unified architecture that jointly models
higher-order collaborative relationships, temporal dynamics, and data credibility
issues. By integrating hypergraph learning, dual-channel transformer networks,
and credibility-aware learning strategies, the framework effectively captures com-
plex triadic interactions among users, services, and time, leading to enhanced

predictive robustness.

4. Multi-QoS Prediction with Task-Aware Learning: Moving beyond single-
metric modeling, we propose a multi-task QoS prediction framework that enables
simultaneous estimation of multiple interdependent QoS attributes. The frame-
work incorporates hierarchical feature sharing and an exponential moving av-
erage (EMA)-based loss balancing strategy to mitigate negative transfer across
tasks. This approach improves convergence stability and generalization perfor-

mance in multi-QoS prediction settings.

5. Extensive Empirical Validation across Benchmark and Real-World
Datasets: Comprehensive experimental studies are conducted on multiple
benchmark datasets, including WSDREAM variants and real-world QoS datasets
with multiple attributes. The results consistently demonstrate the effectiveness,
robustness, and real-time responsiveness of the proposed frameworks under vary-

ing sparsity levels, anomaly ratios, and multi-task configurations.
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1.5 Organization of the Thesis

The remainder of this thesis is organized as follows.

e Chapter 2 provides the necessary background and presents a comprehensive re-
view of the related literature, along with an overview of the benchmark web

service datasets and the evaluation metrics used in this thesis.
— A survey article related to this chapter is currently under preparation.

e Chapter 3 introduces our proposed solution to address the data representation

problem in dynamic service environments. This chapter is derived from:

— Suraj Kumar, Soumi Chattopadhyay and Chandranath Adak, ”TPMCEF:
Temporal QoS Prediction Using Multi-Source Collaborative Features,” in
IEEE Transactions on Network and Service Management, vol. 21, no. 4,

pp. 3945-3955, Aug. 2024, doi: 10.1109/TNSM.2024.3395428.

e Chapter 4 proposes an anomaly-resilient framework for static QoS prediction to
mitigate the adverse effects of data sparsity and anomalous QoS observations.

This chapter is derived from:

— Suraj Kumar and Soumi Chattopadhyay, ”ARRQP: Anomaly Resilient
Real-Time QoS Prediction Framework With Graph Convolution,” in IEEE
Transactions on Services Computing, vol. 18, no. 3, pp. 1245-1261, May-
June 2025, doi: 10.1109/TSC.2025.3565376.

e Chapter 5 presents a unified framework that jointly addresses data representa-
tion, sparsity, and anomaly handling in time-aware QoS modeling. This chapter

is derived from:

— Suraj Kumar, Soumi Chattopadhyay and Chandranath Adak, ” Anomaly-
Resilient Temporal QoS Prediction Using Hypergraph Convoluted Trans-
former Network,” in IEEE Transactions on Network and Service Manage-

ment, vol. 23, pp. 3556-3568, 2026, doi: 10.1109/TNSM.2026.3674650.
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e Chapter 6 presents a joint QoS prediction framework that extends traditional
single-metric approaches to support the simultaneous prediction of multiple in-

terdependent QoS parameters. This chapter is derived from:

— Suraj Kumar, Arvind Kumar, Soumi Chattopadhyay, “SHARP-
QoS: Sparsely-gated Hierarchical Adaptive Routing for Joint Pre-
diction of QoS”, IEEE Transactions on Services Computing.

https://arxiv.org/pdf/2512.17262.(Under Review)

e Finally, Chapter 7 concludes the thesis by summarizing the key findings and

outlining promising future research directions.
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Chapter 2

Background and Literature Survey

In this chapter, we present a brief overview of the literature study with a few back-
ground concepts related to the QoS prediction, underlying challenges and state-of-the-

art (SOTA) solutions.

2.1 Background and Preliminaries

To establish the foundation of this work, we first introduce key concepts related to web
services, QoS parameters, QoS prediction paradigms, and the fundamental challenges

associated with QoS modeling.

2.1.1 Web Services and QoS Parameters

Definition 1 (Web Service). A web service is a reusable software component that
performs a specific task through machine-to-machine interactions, thereby bridging

business processes and IT services. [ |

Traditional web services are typically described using the Web Service Description
Language (WSDL), commonly expressed in XML format, which specifies service in-
terfaces, communication protocols, and network endpoints [2]. Service identification
is achieved through a Uniform Resource Identifier (URI), which uniquely identifies

logical or physical resources using standardized internet protocols [3]. These services
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expose their functionality through self-describing XML-based interfaces built upon
widely adopted internet standards [4]. In contrast to this, modern service-oriented ar-
chitectures increasingly adopt high-performance communication frameworks such as
gRPC !, which use Protocol Buffers to define service interfaces and message structures.

Web services are generally characterized by two categories of parameters: (i) func-
tional parameters, which define inputs, outputs, and core functionality; and (ii) non-

functional parameters, commonly referred to as Quality of Service (QoS) parameters.

Definition 2 (QoS Parameter (q)). A QoS parameter is a non-functional attribute

used to measure and evaluate the performance of a web service. [

Notably, while multiple web services may offer similar functionality, they can be
distinguished by their QoS characteristics. Representative QoS parameters [5] are
summarized in Table 2.1.

In globally distributed service-oriented architectures (SOA) [3], QoS plays a critical
role in determining service performance. Although service providers typically spec-
ify QoS values prior to deployment, these values may vary significantly in practice.
Consequently, accurately assessing and selecting optimal services becomes challenging,

motivating the need for QoS prediction techniques.

2.1.2 QoS Prediction Paradigms

QoS prediction can be formulated as a missing-value estimation problem. It involves

forecasting service performance to enable informed decision-making by users and au-

thttps://grpe.io/

Table 2.1: Examples of QoS parameters

QoS Parameter | Units Optimization Objective | Definition

Response Time | millisecond (ms) Minimize Time interval between sending a request and receiving a response

Latency millisecond (ms) Minimize Time taken by the server to process a given request

Throughput Kilobits per second (kbps) Maximize Data transmission rate of a service over a network within a given time frame
Reliability % Maximize Probability of failure-free execution over time.

Power Watt (W) Minimize Power consumption of the service during execution

Cost Monetary unit Minimize Service usage cost incurred per invocation

Availability % Maximize Proportion of time the service is operational

Jitter millisecond (ms) Minimize Variation in packet delay over time

12



tomated systems.

Definition 3 (QoS Prediction). Given a web service environment with a set of users
U = {uj,us,...,u,} and a set of services S = {s1,82,...,8n}, along with a QoS
interaction matrix @ € R™ ™, the objective of QoS prediction is to estimate the missing

values q; ; = 0 for target user-service pairs (u;, s;). [ |

QoS prediction is fundamental to several stages of the service life cycle. For ex-
ample, service recommendation [6-8] and service composition [9,10] rely heavily on
accurate QoS estimation to support informed service selection. Based upon the re-
quirements, the different context have been followed in the literature for QoS predic-

tion.

Definition 4 (Static QoS Prediction). Let U = {uy,ua,...,u,} be a set of n users,
each associated with contextual information C* (e.g., user ID, region, autonomous
system), and S = {s1, Sa,...,8m} a set of m web services, each with contertual data
C*® (e.g., service ID, region, provider). Given a QoS parameter q, we define a QoS log
matriz Q € R™ ™ where each non-zero entry q;; represents the observed value of q for
service s; invoked by user u;, and zero entries indicate missing interactions:

o ¢j € Roo, walue of q of s; invoked by u; 2.1)

0, otherwise

The matriz Q is typically sparse. The goal of QoS prediction is to accurately esti-
mate the missing values q;; = 0 for target user-service pairs, thereby minimizing the

prediction error. [ |

However, in practice, QoS values often fluctuate over time due to network conges-
tion, concurrent access, and application behavior [11]. This dynamic nature necessi-
tates continuous monitoring and adaptive prediction mechanisms. The temporal QoS

prediction problem is mathematically formulated as follows.

Definition 5 (Temporal QoS Prediction). Given a set of users U = {uy,ug, ..., Uy},

a set of services S = {s1,82,...,Sm}, a QoS parameter q, and historical observations
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over T time-steps, the QoS invocation log is represented as a third-order tensor Q €

nxmxT .
R% , defined as:

t . . . .
q::, if user u; invokes service s; at time t,
Q(i,j,t) =<4 ' ! (2.2)

0, otherwise.

The objective of temporal QoS prediction is to estimate the unknown QoS value qg;-“
for a target user—service pair (u;, s;) € UxS using the historical observations contained

mn Q. [ |

Since service environments are often subject to anomalies (e.g., outliers), QoS

prediction should account for such irregularities to ensure reliable estimation.

Definition 6 (Credibility-aware QoS Prediction). Given users U and services S,
credibility-aware QoS prediction aims to estimate missing QoS values while accounting

for anomalous observations within the interaction matriz. [

In many practical scenarios, service selection depends on multiple QoS parameters

rather than a single attribute, which motivates the need for joint modeling.

Definition 7 (Multi-QoS Prediction). LetU = {uy,...,u,} denote the set of n users,

and § = {s1,...,Sm} the set of m services, with each associated with their context

information, including the geographical region (RG) and autonomous system (AS).
Assume Q = {QY, Q% .- QF} is the set of P QoS parameters, where each QF €

R™™ denotes partially observed user—service interactions matriz with entries

qu >0, if user u; invokes service Sj,
Y2
Q= (2.3)

0, otherwise.

The objective of this formulation is to design a joint QoS prediction framework that

learns a single model to predict all P QoS parameters simultaneously.
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2.1.3 Characteristics and Objectives

Understanding the intrinsic characteristics of web services is essential for designing
effective QoS prediction frameworks. These characteristics directly influence modeling

choices, robustness requirements, and evaluation strategies.

Definition 8 (Web Service Characteristics). Web services exhibit several inherent
properties that influence QoS prediction, including: (i) heterogeneity of users and ser-
vices, (ii) dynamic and time-varying QoS behavior, (iii) sparsity of user—service inter-
actions, (iv) geographical and network dependency, and (v) susceptibility to anomalous

observations such as outliers and irreqular usage patterns. [ |

These characteristics collectively make QoS prediction a challenging task, requiring
models that are robust, scalable, and capable of adapting to evolving service environ-
ments. In addition to understanding these characteristics, it is important to clearly
define the overarching objectives of QoS prediction within service-oriented computing

systems.

Definition 9 (Objectives). The primary objective of QoS prediction is to accurately
and efficiently estimate missing or future QoS values in order to support reliable service
recommendation, selection, and composition. This further entails ensuring robustness
to anomalies, scalability to large service ecosystems, adaptability to temporal varia-

tions, and responsiveness suitable for real-time applications. [ |

Together, these objectives guide the development of the proposed frameworks in
this thesis, which aim to balance predictive accuracy, robustness, scalability, and prac-

tical deployability.

2.1.4 Various Modeling Paradigm of QoS Prediction Problem

In real-world environments, the QoS value observed when a user invokes a service
is not a static or deterministic parameter. Instead, it varies across multiple dimen-
sions, including users [6], geographical locations [12,13], temporal conditions [14], and

trust-related factors associated with users or services [15,16]. These variations make
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Figure 2.1: Different modeling perspectives of the QoS prediction problem.

QoS prediction a non-trivial task and requires careful problem modeling. Since QoS
prediction plays a fundamental role in service-oriented computing and applications
such as service selection, recommendation, and composition, an appropriate modeling
strategy becomes critical. In the following subsections, we discuss the major factors

influencing QoS prediction, as illustrated in Fig. 2.1.

2.1.4.1 QoS Prediction Across Users

As defined in Definition 3, the QoS value of a given service may differ significantly
across users [8]. This variation primarily arises due to heterogeneous network condi-
tions, user-side infrastructure, and geographical distribution. As shown in Fig. 2.1(a),
the response time of a single service varies when invoked by different users. This obser-
vation confirms that user-specific characteristics play a crucial role in QoS modeling.
Therefore, user heterogeneity must be carefully incorporated into QoS prediction mod-

els to achieve accurate estimations.

2.1.4.2 Temporal QoS Prediction

In practical scenarios, even for a fixed user—service pair, QoS values are not constant

over time. Continuous fluctuations in network traffic, server load, bandwidth avail-
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ability, and possible network failures cause temporal variations in QoS observations.
As illustrated in Fig. 2.1(b), the QoS values for a single user—service pair change across
different timestamps. Consequently, the objective of temporal QoS prediction is to
estimate the QoS value of a target service for a given user at a specific time with high
precision [17-20]. Therefore, incorporating temporal dynamics into the QoS modeling

is critical.

2.1.4.3 Context-Aware QoS Prediction

QoS values are also influenced by contextual attributes associated with users and
services. These contextual factors include geographical information (e.g., region,
latitude-longitude coordinates), network-level characteristics (e.g., autonomous sys-
tems, IP domains), and other environmental conditions. As depicted in Fig. 2.1(c),
QoS values fluctuate across different contextual settings. Ignoring such contextual
information may lead to suboptimal predictions. Therefore, context-aware QoS pre-
diction models aim to explicitly integrate spatial and network-related attributes into

the learning framework [12,13,21].

2.1.4.4 Trust-Aware QoS Prediction

Collaborative QoS prediction mechanisms rely heavily on the assumption that user
observations are reliable. However, in practice, the presence of untrustworthy, mali-
cious, or atypical users can significantly distort prediction performance. As shown in
Fig. 2.1(d), atypical users (often referred to as grey-sheep (GS) users) exhibit invo-
cation patterns that differ considerably from normal or non-greysheep (NGS) users.
Such behavior introduces credibility and reliability challenges in collaborative model-
ing. Therefore, trust-aware QoS prediction methods aim to identify and mitigate the

influence of unreliable observations to ensure robust and dependable predictions [22].
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2.2 Literature Review

In this section, we present a comprehensive review of prior research on QoS predic-
tion. The existing methods were systematically classified according to collaborative
filtering (CF) paradigms, and their limitations were critically examined across multi-
ple modeling dimensions. In addition, we explored multi-QoS prediction approaches
that jointly estimate multiple QoS parameters, discussing both their methodological

advancements and open research challenges.

2.2.1 Collaborative Filtering Paradigm for QoS Prediction

To address the QoS prediction problem, numerous approaches have been proposed in
the literature, most of which adopt collaborative filtering (CF) strategies [11,23]. As
illustrated in Fig. 2.2, the CF paradigm can be broadly categorized into three classes:
(i) memory-based (or neighborhood-based) methods, (ii) model-based methods, and
(iii) hybrid approaches. In the following subsections, we discuss each category and

review representative techniques.

2.2.1.1 Memory-Based or Neighborhood-Based CF for QoS Prediction

Early QoS prediction methods predominantly relied on memory-based CF techniques,
also referred to as neighborhood-based methods. The fundamental assumption under-
lying these approaches is that users with similar historical QoS experiences are likely
to observe similar QoS values in the future. Accordingly, memory-based methods
identify similar users based on QoS interaction data using similarity metrics such as

cosine similarity measure (CSM), Pearson Correlation Coefficient (PCC), and ratio-

Collaborative Filtering (CF)

Memory-based CF Model-based CF Hybrid CF

User-based Service-based Hybrid Matrix Factorization (MF) Factorization Machine (FM) Deep Architectures (DA)

Figure 2.2: Types of CF-based approaches for QoS prediction.
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based similarity measures. Furthermore, geographical proximity has been incorporated
using the Haversine distance (HD) to enhance similarity estimation. Each similarity

metric is defined below.

Definition 10 (Cosine Similarity Measure (CSM)). Given two users QoS vectors
Q,, Q; € R™, the cosine similarity between them, denoted as CSM(Q;, Q;), is defined

as:

p!
CSM(Q“ Q]) = QZ QJ = ol (24)

12l 11951l \/ \/
> Qik), | X ik

Definition 11 (Pearson Correlation Coefficient (PCC)). Given two m dimensional

QoS vectors Q;, Q; € R™, PCC(Q;, Q;) is defined as follows:

PCC(Q;,Q;) = = (2.5)

where, Q; and Qj are the mean of Q; and Q;, respectively. [ |

It may be noted that PCC measures the linear correlation between two vectors. It
is the ratio between the covariance of V; and V; and the product of their standard
deviations. PCC is a normalized covariance measure; hence, the value ranges from -1

to 1. Here also, V; and V; are either the QoS vectors of two users or two services [8].

Definition 12 (Ratio-based Similarity Measure (RBS)). Given two QoS vectors
Q;, Q; € R™, the ratio-based similarity measure [24] is defined as:

RBS(Q;,Q)) = T Z E;i g /; %ﬂilz)))) (2.6)
where,
K ={k| Qi(k) # 0 and Q;(k) # 0}
denotes the set of indices where both QoS vectors have valid observations. [ |
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Q, and Q;, in the above definition, refer to the QoS invocation sets (i.e., the QoS invo-
cation set of a user u; consists of services invoked by u;; similarly, the QoS invocation
set of a service s; comprises users invoked s;) of two users/services in our context [25].

While the above similarity metrics quantify relationships between QoS vectors, the
Haversine distance (HD) is used to measure geographical proximity between users or

services based on their location coordinates [26,27].

Definition 13 (Haversine Distance (HD)). Given the geographical coordinates of two
points on the Earth’s surface, ~; = (¢s, i) and v; = (¢;,7;), where ¢ and 1 denote
latitude and longitude in radians, respectively, the Haversine distance between them is

defined as:

HD(vi,7;) = 2rarcsin (\/sin2 (@) + cos(¢;) cos(¢;) sin® <w>> (2.7)

where, r denotes the Earth’s radius (r ~ 6371 km), and arcsin(-) represents the

wmverse sine function. [ |

The QoS value of a target user—service pair is estimated through similarity-
weighted aggregation of QoS values from the selected neighbors. Depending on how
neighbors are identified and utilized, memory-based collaborative filtering methods
can be broadly classified into three categories. First, user-based CF [6] estimates
the QoS value of a target user—service pair by aggregating QoS values from similar
users. Second, service-based CF [7] follows an analogous strategy by identifying
similar services and aggregating their QoS values for the target user. Third, hybrid
CF approaches [8] combine both user-based and service-based similarities to mitigate
user or service bias in QoS estimation. Several representative methods have been pro-
posed under this paradigm. NRCF [28] employs linear interpolation between user-side
and service-side QoS predictions. RACF [29] introduces a ratio-based similarity mea-
sure tailored for QoS modeling. RECF [24] integrates Pearson Correlation Coefficient
(PCC) for user similarity and ratio-based similarity for service similarity, demonstrat-
ing improved performance. BRACF [30] addresses the large-range variation problem
caused by imbalanced neighbor contributions in user-based CF settings, leading to

more stable predictions.
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Limatation of Memory-based QoS Prediction. Despite their simplicity, in-
terpretability, and ease of implementation, memory-based approaches suffer from sev-
eral limitations, including capturing global structure of the data. These include severe
data sparsity, vulnerability to noisy or anomalous observations, and limited capabil-
ity to capture non-linear and higher-order relationships in QoS data. Furthermore,
computing pairwise similarities across large-scale datasets introduces significant com-
putational overhead, making these methods less scalable and low responsiveness. A

detailed discussion of these challenges is provided in Sec. 2.2.2.

2.2.1.2 Model-based CF for QoS Prediction

To overcome the limitations of memory-based methods, more sophisticated model-
based approaches have been developed, which often leverages machine learning
and deep learning techniques. The model-based approaches typically employ the
reconstruction-based predictive models by constructing a global model using sparse
QoS settings, thereby estimating an overall structure of the data. As shown in Fig. 2.2,
representative model-based CF types include: (i) Clustering-based approaches, (ii)
Matrix factorization (MF) techniques, (iii) Factorization machines (FM) methods, and
(iv) Deep neural networks based practices. In the following subsections, we reviewed

the existing methods on these approaches in detail.

2.2.1.3 Model-Based CF': Clustering-Based Approaches

Clustering-based approaches constitute another category of model-based collabora-
tive filtering methods for QoS prediction. These techniques group users or services
into clusters based on observed QoS values and/or contextual attributes (e.g., geo-
graphical or network information). The primary objective is to exploit intra-cluster
similarity while reducing computational complexity. In general, clustering algorithms
such as K-means are employed to partition users or services into homogeneous groups.
The clustering results are then integrated into the QoS prediction framework. For
instance, K-means clustering has been adopted in [15,16] to group similar users and

subsequently refine memory-based CF predictions using cluster-level information. By
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operating within clusters, these methods reduce computational overhead and mitigate
the impact of unreliable observations. Moreover, clustering strategies have also been
incorporated into regression-based QoS prediction frameworks. In [26,31], users or
services are clustered according to contextual attributes, and regression models are
trained with information from the clustered user or services. Such a design enables
the model to capture localized patterns and contextual heterogeneity more effectively
than global models. In summary, clustering-based approaches improve scalability and
modeling flexibility. However, their performance largely depends on the quality of
cluster formation, and inappropriate clustering may propagate errors into subsequent

prediction stages.

2.2.1.4 Model-Based CF: Matrix Factorization Approaches

Matrix Factorization (MF') [32] is one of the most widely adopted model-based collab-
orative filtering techniques. It has been extensively applied in recommender systems,
dimensionality reduction, topic modeling, and QoS prediction due to its ability to
capture latent interactions between entities. To employ the MF in the QoS prediction
context, consider an environment with n users and m services. Let Q € R"*™ denote
the partially observed QoS matrix, where each entry g;; represents the observed QoS
value when user u; invokes service s;. Since Q is typically sparse, the goal of MF is to
approximate it by decomposing it into two low-rank latent factor matrices: U € R™*¢
and S € R™? where d « min(n,m) denotes the latent dimension. Each row U;
represents the latent feature vector of user u;, and each row S; represents the latent

feature vector of service s;. The QoS value is then approximated as:

To learn the latent factors, the mean-squared error (MSE)-based objective function is

minimized over the observed entries:

1M 1, if ¢;; is observed,
mlsI} 5 Z Z Iij (Q” - UZS]T)2 s Where, [ij = ’ (29)

i=1j=1 0, otherwise.

22



However, directly minimizing Eq. 2.9 may lead to overfitting, especially under high
sparsity conditions. To improve generalization, L2 regularization terms are introduced

on the latent factors, resulting in the regularized optimization problem:
Lw.s) = 1yy ST + 2401 + 28 g2
P LU 5) = 5 ), g i (Quy = UiS])" + UL + S1SIE (2.10)

where, || - | denotes the Frobenius norm, and Ay, Ag > 0 are regularization hyperpa-
rameters controlling model complexity.

The objective in Eq. 2.10 corresponds to minimizing the regularized squared recon-
struction error over observed entries. The optimization is typically performed using
Stochastic Gradient Descent (SGD) [33] or Alternating Least Squares (ALS) [34], it-
eratively updating U and S until convergence.

Several studies have extended MF for QoS prediction. Early works such as Non-
negative Matrix Factorization (NMF) [32] introduced non-negativity constraints to
better model QoS data, while Probabilistic Matrix Factorization (PMF) [35] incor-
porated a probabilistic framework for latent factor learning. To enhance prediction
accuracy, neighborhood information was integrated into MF models. Lo et al. [36]
designed user- and service-specific regularization terms based on similarity relation-
ships. Zheng et al. [37] further proposed a neighborhood-integrated MF approach
that first identifies top-k similar neighbors and then performs MF within the refined
neighborhood. However, these methods lack the ability to incorporate user and service
context to improve MF performance. Qi et al. [38] combined memory-based and MF
approaches by leveraging user-side network attributes such as IP, ASN, and country
information. CSMF [39] and GeoMF [12] proposed context-sensitive MF incorporated
geographical location in an integrated approach. Xu et al. [40] and Yin et al. [41]
extended MF by incorporating geographical and network location information from
user and service sides, which also helped alleviate the cold-start problem. CMF [42]
employed a robust MF framework for QoS prediction. Beyond matrix-based modeling,
Tensor Factorization (TF) methods extend MF to higher-order settings by modeling
the QoS data as a three-dimensional tensor (user—service—time). TF-based approaches

learn low-rank latent representations for users, services, and temporal dynamics simul-
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taneously [42,43].

2.2.1.5 Model-Based CF': Factorization Machines Approaches

Factorization Machines (FM) are model-based approaches that combine the strengths
of polynomial regression and latent factor models. Unlike traditional MF, FM can
naturally incorporate additional contextual features while modeling pairwise feature
interactions. An order-2 FM model is defined as:
n n n k
U(x) = wo + Z wiT; + Z Z T Z Vi fUj. 1, (2.11)
i=1 i=1j=i+1 f=1
where, w, € R is the global bias, w; denotes the weight of the i-th feature, and v € R***
represents the latent factor matrix used to model second-order feature interactions.
Several FM-based QoS prediction methods have been proposed. Li et al. [44] intro-
duced an attention-based FM framework that filters invalid services and incorporates
contextual information to model user-service correlations. Yang et al. [27] further
enhanced similarity modeling by leveraging geographical information and employing
the Haversine distance to improve context-aware QoS prediction. To enhance expres-
sivity, Wu et al. [45] utilized embedding techniques to represent users and services via
one-hot encoding, enabling feature extraction through a neural network before feeding
representations into the FM model. Shen et al. [46] proposed a context-aware deep
FM framework that formulates QoS prediction as a regression problem and captures
non-linear and higher-order feature interactions using deep architectures. Compared
to MF and memory-based methods, FM models effectively capture pairwise feature
interactions and integrate contextual information in linear time complexity. However,
FM approaches still require careful parameter tuning, depend on predefined feature
inputs, and are primarily limited to second-order feature interactions unless extended

with deep architectures.

2.2.1.6 Model-Based CF: Deep Architecture-Based Approaches

Deep architecture (DA)-based models employ neural networks to learn non-linear rep-

resentations for QoS prediction. Compared to conventional MF and FM methods,
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these models better capture complex feature interactions and improve predictive accu-
racy. Early DA-based approaches primarily relied on multi-layer perceptrons (MLPs)
to model latent interactions. Zou et al. [47] integrated user—service similarity and AS-
based contextual features into an end-to-end MLP framework. Yin et al. [48] enhanced
robustness through a data augmentation strategy that generates virtual users using a
newly defined similarity measure and trains multiple MLLP and MF models. To better
exploit contextual information, Yin et al. [49] applied fuzzy clustering on geograph-
ical attributes to obtain membership representations, refined them using denoising
autoencoders to remove redundancy, and utilized an MLP for final QoS estimation.
Similarly, Gao et al. [50] combined fuzzy clustering with a neural collaborative frame-
work to capture both local and global feature interactions. Subsequent studies focused
on integrating MF with deep neural networks to jointly model linear and higher-order
interactions. NDMF [47], MM-DNN [51], and DCLG [52] combine dot-product-based
linear correlations from MF with non-linear representations learned through MLPs,
enabling richer interaction modeling. GFEN [19] incorporate the probabilistic matrix
factorization features to train a network based on a generative adversarial network
(GAN) [53] with the GRU [54]. More recent work incorporates structural informa-
tion through graph-based learning. QoSGNN [55] introduces service invocation graph
features within an attention-based MF framework to model structural dependencies.
Chang et al. [56] constructed user—service graphs using geographical and AS informa-
tion, partitioned them into subgraphs to capture localized interactions while mitigating
noise, and aggregated representations using a Gaussian Mixture Model (GMM) for fi-
nal prediction. Beyond structural modeling, llmQoS [57] leverages language models
to enhance discrete textual features associated with services, further enriching repre-

sentation learning.

Overall, DA-based approaches progressively extend from basic MLP architectures
to hybrid MF-deep models and graph-enhanced frameworks. While they provide
stronger representation capability and modeling flexibility, they typically require larger
training datasets, careful architectural tuning, and increased computational cost com-

pared to traditional MF and FM methods.
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Limitation of Model-based Approaches. However, despite modeling tempo-
ral dependencies explicitly, TF-based methods often suffer from a limited ability to
capture complex implicit feature interactions, which may lead to reduced prediction
accuracy under highly sparse conditions. Although MF and its extensions improve
scalability and alleviate data sparsity through latent representation learning, many
approaches depend on side information, require careful hyperparameter tuning, and

struggle to model complex non-linear relationships inherent in QoS data.

2.2.1.7 Hybrid Approach for QoS Prediction

Hybrid CF approaches combine memory-based and model-based techniques to enhance
QoS prediction accuracy. While Memory-based methods exploit user and service sim-
ilarities, model-based approaches (e.g., MF, FM, and DA) learn latent representations
to mitigate sparsity and limited generalization in neighborhood-based models. To inte-
grate these complementary strengths, Chowdhury et al. [26] proposed a context-aware
hybrid framework that combines memory-based and model-based predictions through
a hierarchical fusion strategy. OffDQ [58] incorporates QoS-driven similarity features
into auto-encoder-based network, while NCRL [59] integrates contextual information
and historical similarity using a two-tower residual architecture.

Although hybrid methods often achieve improved predictive performance, they
still struggle to address multiple anomalies, such as grey-sheep behavior and outliers,

within a unified modeling framework.

2.2.2 Challenges in QoS Prediction

Fig. 2.3 illustrates the key challenges faced by CF-based QoS prediction methods
in web service environments. Although these approaches demonstrate strong per-
formance in controlled experimental settings, real-world deployment exposes several
inherent limitations. These issues stem not only from data sparsity but also from
anomalies in QoS invocation logs, limitations in feature representation, scalability

constraints, latency requirements, and the complexity of multi-attribute modeling.
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Figure 2.3: Overview of challenges in QoS prediction approaches.

The following subsections discuss these challenges in detail and review representative

state-of-the-art methods proposed to address them.

2.2.2.1 Data Sparsity: Challenges and Mitigation Strategies

Data sparsity remains one of the most persistent and fundamental obstacles in QoS
prediction. In large-scale service-oriented environments, the number of users and
services continues to grow, yet the interaction density between them remains extremely
low. A typical user invokes only a limited number of services, and many services are
accessed by only a small fraction of users. Consequently, the resulting user—service
matrix is overwhelmingly sparse, containing very few observed QoS records relative
to the total possible interactions. This lack of sufficient collaborative information
severely restricts the ability of learning algorithms to infer reliable patterns. In such
conditions, similarity measures become unstable, latent representations become under-
trained, and prediction accuracy deteriorates significantly.

An additional and equally critical aspect of sparsity arises from the cold-start
problem. When new users or newly deployed services enter the ecosystem, historical
QoS observations are either minimal or entirely absent. Since most collaborative

models rely on past interaction data, cold-start instances often lead to unreliable or
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biased predictions. The literature has proposed several strategies to alleviate these

challenges, which are discussed below.

2.2.2.1.1 Conventional Approaches. Early memory-based collaborative filter-
ing (CF) methods addressed data sparsity by identifying similar users or services using
correlation metrics such as Pearson Correlation Coefficient (PCC) or cosine similarity
measure (CSM). Pioneer works, including UPCC [6], IPCC [7], and WSRec [8], rely
on neighborhood selection followed by weighted aggregation for prediction. Similarly,
time-aware extensions [18,60-63] incorporate temporal information while retaining
similarity-based formulations.

Despite their simplicity and interpretability, these approaches face significant chal-
lenges under sparse QoS observations. Limited interactions between users and ser-
vices hinder reliable similarity estimation, resulting in unstable neighbor selection and
degraded prediction accuracy. Moreover, memory-based methods exhibit scalability
limitations in large-scale service environments. These constraints motivate the devel-
opment of more advanced models capable of implicitly alleviating sparsity through

latent representation learning and structured modeling.

2.2.2.1.2 Matrix/Tensor Factorization Methods. Matrix Factorization (MF)
and Tensor Factorization (TF) methods represent a significant advancement in ad-
dressing sparsity in QoS prediction. These approaches uncover latent structures by
decomposing the user—service interaction matrix (or tensor) into lower-dimensional
representations, enabling prediction even when explicit observations are limited. Non-
negative Matrix Factorization (NMF) [32] and Probabilistic Matrix Factorization
(PMF) [35], originally proposed in other domains, have been widely adopted for han-
dling sparsity in QoS data. For dynamic QoS scenarios, TF-based models extend this
framework by incorporating time as an additional dimension [42], thereby modeling
temporal variations in service performance. To improve generalization and reduce
overfitting, several variants introduce regularization mechanisms [17,42]. Further-

more, context-aware MF models [64-66] integrate auxiliary attributes—such as user
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ID, geographical region, and autonomous system (AS), into the factorization process
to enhance representation quality.

Although factorization methods alleviate sparsity by learning compact latent rep-
resentations, they typically assume linear interactions between users and services and
may struggle to capture complex higher-order dependencies. Moreover, when interac-
tion data is extremely sparse, the learned latent factors can become unreliable, limiting

predictive performance.

2.2.2.1.3 Graph Neural Network (GNN)-based Methods. Graph-based ap-
proaches have recently gained attention for addressing sparsity by explicitly modeling
relational dependencies among users and services. Typically, graph convolutional net-
works (GCNs) [67] and graph attention networks (GATSs) [68] are applied to bipartite
graphs, where users and services are represented as nodes and observed QoS inter-
actions form the edges. GMF [56] introduced a graph-enhanced matrix factorization
framework. RIGCN [69] and QoSGNN [55] employed GCNs with attention mecha-
nisms and graph transformers for static QoS prediction. GMCL [70] and BGCL [71]
adopted graph contrastive learning to enhance representation robustness. For time-
aware modeling, DGNCL [72] integrated GCN with gated recurrent units (GRU) to
capture temporal dynamics in QoS interactions. These architectures propagate infor-
mation through neighborhood aggregation, enabling nodes with limited observations
to benefit from higher-order connectivity. As a result, graph-based models alleviate
sparsity limitations inherent in traditional MF-based frameworks.

Despite their advantages, deep GNN architectures may suffer from over-smoothing
or over-squashing when multiple layers are stacked [73]. Moreover, effective graph
construction depends on the availability of reliable interaction data, and extremely

sparse graph regions remain difficult to model accurately.

2.2.2.1.4 Clustering-Based Techniques. Clustering-based techniques are em-
ployed to mitigate data sparsity by leveraging shared patterns within grouped users

or services. In the literature, clusters are typically formed based on similarities in QoS
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observations or contextual attributes. QoS prediction is then performed within each
cluster, which stabilizes similarity computation, reduces effective dimensionality, and
alleviates sparsity [15,16,31,74,75].

However, the effectiveness of clustering-based methods strongly depends on cluster
quality, which is itself influenced by the initial sparsity of the QoS data. Inaccurate
cluster assignments may propagate prediction errors, and clusters with few members

may still suffer from limited information, reducing their robustness.

2.2.2.1.5 Cold-start: Challenges and Solutions. New users or services are
frequently introduced into web service ecosystems, giving rise to the cold-start prob-
lem. Since no prior interaction data is available for these entities, specialized model-
ing strategies are required. Matrix factorization (MF)-based approaches [42,76] and
graph-based methods have been employed to alleviate the impact of cold-start. Several
studies leverage contextual metadata—such as geographical information (e.g., region),
network attributes, and service provider details (e.g., autonomous system, AS)—to
initialize latent representations for cold-start users or services [12, 14, 66, 69, 77-83].
BGCL [71] adopted multiple strategies to address sparsity and cold-start by employ-
ing edge-dropout-based data augmentation and incorporating both location similarity
and invocation similarity within a graph contrastive learning framework. HTG [84]
utilized heterogeneous topology and contextual attributes to enhance representation
learning for cold-start entities.

Although contextual augmentation can partially mitigate the cold-start issue, such
metadata may not always be available due to privacy constraints [11,23]. Furthermore,
contextual similarity does not necessarily translate into performance similarity under

dynamic network conditions.

2.2.2.1.6 Other Sparsity-Handling Approaches. Additional strategies in-
clude data imputation techniques [26, 46, 50, 58, 85] and trust-aware filtering mech-
anisms [15,16]. Some methods pre-fill missing QoS entries prior to model training,

while others selectively utilize reliability-aware subsets of data instead of the entire
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available interaction set across related tasks. Although these approaches yield incre-
mental improvements, balancing model complexity, scalability, and robustness remains

an open challenge.

2.2.2.2 Data Credibility: Issues, Solutions, and Limitations

Beyond sparsity, earlier QoS prediction methods assume that the observed QoS values
contributed by users are accurate and reliable. However, in practical deployments,
QoS measurements are often affected by system failures, network instability, and mea-
surement errors. In addition, the presence of atypical users or services, often called
grey-sheep users or services (GSU/GSS) has unique patterns of invocations [86]. With-
out addressing such anomalies, it leads to inaccurate QoS prediction. Further, these
factors challenge the reliability assumption of conventional QoS prediction models.
Such an assumption becomes particularly critical in safety- sensitive applications, in-
cluding smart transportation systems, autonomous vehicles, and Internet-of-Things
(IoT) environments, where inaccurate QoS estimation may directly affect system per-
formance and operational safety. In the following subsections, we discuss the reasons
of the reliability failure in the QoS prediction methods broadly into two broad classes:

outliers, and grey-sheep.

2.2.2.2.1 Understanding Anomalies in QoS Data.

Definition 14 (Outliers). Outliers in QoS prediction refer to observations whose val-
ues deviate significantly from the expected distribution of user—service interactions.
These deviations may arise from transient network congestion, service malfunction,
measurement errors, or malicious manipulation. Such values, if untreated, can bias

model training and degrade prediction performance.

Definition 15 (Grey-sheep). Grey-sheep users or services denote entities whose QoS
inwvocation patterns substantially differ from the majority. Unlike outliers, which are
1solated abnormal points, grey-sheep exhibit consistent yet atypical behavioral distribu-

tions, making them difficult to model using conventional collaborative assumptions.
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2.2.2.2.2 OQOutlier Detection and Handling. Many QoS prediction models over-
look the presence of outliers in invocation data, leading to degraded predictive accuracy
and limited robustness. Since QoS logs often contain abnormal or noisy measurements,
robust learning strategies have been introduced to mitigate their impact. A common
approach is the adoption of outlier-insensitive loss functions during model training.
Robust losses such as L1, Huber, and Cauchy reduce sensitivity to extreme residu-
als by down-weighting large deviations, thereby preventing anomalous samples from

dominating parameter updates.

The L1 loss has been widely adopted across different QoS prediction settings,
including static methods [59,87], time-aware models [14,79,88,89], privacy-preserving
frameworks [64,90,91], and multi-QoS optimization approaches [51,92]. QoSGNN [55]
incorporated L1 loss within a graph neural framework, while QoS-BERT [93] com-
bined Bayesian regression with L1 loss using BERT-based contextual embeddings.
DHGCL [94] further integrated L1, contrastive, and KL divergence losses within a
graph contrastive learning framework enhanced by spectral clustering and attention
mechanisms. PDS-Net [95] adopted Gaussian distribution modeling with KL diver-

gence and L1 regularization to improve robustness.

Huber loss has also been employed to balance sensitivity to prediction errors by
treating small and large deviations differently. Small errors are penalized quadrat-
ically, whereas large errors are penalized linearly, thereby limiting the influence of
extreme outliers. RTF [43] incorporated Huber loss within a time-aware TF frame-
work. It has also been applied in several static QoS prediction models [13,52,96]. In
addition, llmQoS [97] employed Huber loss in a feed-forward network that leverages
large language model (LLM)-based descriptive features to encode user and service

contextual attributes.

Furthermore, Cauchy loss has been incorporated into robust factorization frame-
works due to its logarithmic penalization of large residuals, which further suppresses
the influence of extreme outliers. RNL [98] employed Cauchy loss within a non-
negative tensor factorization model optimized using the alternating direction method

of multipliers (ADMM), achieving improved robustness against severe outliers.
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Beyond robust loss design, regularization techniques have been incorporated
to constrain model complexity and stability, thereby indirectly reducing sensitivity
to outliers. Specifically, L2 regularization is widely adopted in dynamic QoS predic-
tion methods [17,76,99-105]. INAL [106] introduced an instance-frequency-weighted
regularization within a non-negative TF model optimized using particle swarm opti-
mization (PSO). NLEFT [107] investigated multiple regularization schemes, including
L1, L2, elastic net, logarithmic penalties, and dropout, within non-negative factoriza-
tion model.

Recent work has combined robust learning with explicit outlier detection mecha-
nisms. OffDQ [58] proposed an iterative detection mechanism based on distributional
skewness, identifying extreme values outside statistically defined bounds. A similar
strategy was adopted in TRQP [108], where detected outliers were removed during per-
formance evaluation. More comprehensive frameworks integrate robust losses during
training and explicit detection during inference. RIGCN [69] employed outlier and pat-
tern measurement techniques alongside L1 loss and regularization within a graph con-
volutional model. The Isolation Forest (i-Forest) algorithm [109] has been widely used
for explicit anomaly detection in QoS datasets. CMF [42] combined Cauchy loss with
regularization during matrix and tensor factorization training, followed by i-Forest-
based detection. Similar strategies were adopted in HyLoReF [110] and RLMF [65].
HRMI [78] incorporated L1 and mutual information loss during training and applied
i-Forest for outlier detection. FSNet [111] also employed Isolation Forest for detection
and utilized weighted Huber loss within a feed-forward network.

Existing approaches address outliers through robust loss functions, regularization
techniques, explicit anomaly detection, or combinations of these strategies. Although
such methods improve robustness, developing a unified framework capable of han-
dling diverse anomaly patterns, including atypical users and services (e.g., grey-sheep

behavior), remains an open challenge.

2.2.2.2.3 Grey-sheep Identification and Mitigation. Grey-sheep users or ser-
vices (GSU or GSS) exhibit QoS invocation patterns that significantly deviate from
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the majority. Since collaborative filtering models rely on similarity assumptions across
user and services, the presence of such atypical entities can degrade prediction reli-
ability. Addressing this issue requires both accurate identification and appropriate
handling mechanisms. Existing studies regarding the grey-sheep could be clubbed
into two categories based upon the detection of grey-sheep that avoid improving the
prediction model for such instances, and other class of category explicitly mitigate
these challenges and introduce mechanism to improve the prediction for such atypical

users, thereby improving the overall reliability and prediction performance.

Recent studies have introduced clustering-based reputation models and trust-aware
mechanisms to identify entities that exhibit significant deviations from collective
QoS patterns. Most of these approaches mitigate their influence by either excluding
such entities from similarity computation or incorporating reliability-based weighting
schemes during prediction. CAP [16] and TAP [15] employed K-means clustering com-
bined with reputation estimation, while RAP [22] introduced reputation ranking to
identify unreliable users. Although effective, ranking-based methods incur increasing
computational overhead with large datasets. To integrate reliability into prediction
models, RMF [112] incorporated user reputation into the MF-based model. LRMF [77]
extended this approach by including location information, though it did not fully pre-
serve the probabilistic nature of reputation scores. DCALF [113] improved detection
by applying density-peak clustering over latent factors derived from sparse QoS logs.
Trust-aware mechanisms further refined reliability estimation. S-RAP [114] assessed
reliability using the 30 rule and Beta-distribution modeling. TaTruSR [20] introduced
local and global trust measures in time-aware neighborhood models. RIGCN [69]
proposed deviation-based and KL-divergence-based metrics to quantify reputation
iteratively. Recent probabilistic approaches estimate both user and service reliabil-
ity. RLMF [65] utilized Dirichlet distributions for user reputation but did not model
service-side instability. HyLoReF [110] computed joint user—service reputation using
utility maximization theory, and HRMI [78] extended this by clustering users and

services and generating hybrid probabilistic reputation scores.

After abnormal users or service detection, most approaches address the QoS pre-
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diction problem through filtering, down-weighting, or regularization. Specifically, two
approaches have been followes: (i) Clustering- and trust-based methods remove unreli-
able users from similarity aggregation, and (ii) Reputation-aware factorization models
(e.g., RMF, LRMF, and HyLoReF), incorporate reliability scores as weights or reg-
ularization terms within the optimization objective. RIGCN integrates reputation
directly into a robust graph-based loss formulation.

Despite these efforts, most methods rely on exclusion or penalization strategies.
Removing grey-sheep entities may discard informative but rare patterns, and dedicated
modeling strategies for explicitly learning distinct representations of such entities re-

main limited.

2.2.2.3 Data Representation: Methods, Challenges, and Feature Design

Effective QoS prediction depends critically on feature representation. Existing meth-
ods utilize diverse features, which can be broadly categorized into: (i) Domain-specific
features derived directly from QoS interaction logs or contextual attributes of users
and services, and (ii) Auto-extracted features learned through representation learning

techniques, including spatial, temporal, and spatio-temporal representations.

2.2.2.3.1 Domain-specific Features. Domain-specific features are specialized
attributes derived from domain knowledge and application-specific information that
capture the unique characteristics of users or services.

Contextual attributes, such as user and service identifiers (IDs), geographical
information (e.g., region, latitude—longitude), and network-related attributes (e.g.,
autonomous system (AS) and IP), are widely adopted in QoS prediction. These
attributes are typically encoded as categorical variables using one-hot representa-
tions [14,79,80]. Although contextual features alone may not achieve performance
comparable to interaction-based QoS features, they play a crucial role in mitigating
sparsity and cold-start issues. In addition, they complement QoS-derived features by
providing auxiliary structural cues.

However, contextual features present limitations. Their availability is not always
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guaranteed, particularly in privacy-sensitive environments. Moreover, static contex-
tual similarity does not necessarily imply similarity in service performance under dy-
namic network conditions.

QoS-derived features are constructed from historical interaction data.
Similarity-based measures between users or services are commonly used in hybrid
CF frameworks [18, 20, 60-63]. Statistical descriptors, such as mean, variance, and
temporal decay weights, are also extracted from historical invocation records. While
computationally efficient, these handcrafted features provide limited expressive power
and remain sensitive to data sparsity.

To enrich representation capability, latent embedding models—such as matrix fac-
torization [42,76,115] and tensor factorization [17,42,99,100,102,106,116]—have been
widely employed. These approaches learn compact representations even under sparse
observations. Nevertheless, they primarily model linear interactions and may fail to

capture complex nonlinear or structural dependencies.

2.2.2.3.2 Auto-Extracted Features. To overcome the limited expressiveness of
handcrafted features, recent approaches rely on automatic feature learning.

Spatial features capture structural and relational dependencies among entities,
such as user—service, user—user, and service—service interactions. Early neural models
employed feed-forward networks to generate higher-order nonlinear representations.
However, such architectures do not explicitly encode structural or topological rela-
tionships. Graph-based models, including GCN [69, 117], GAT [72,84], and graph
contrastive learning frameworks [94], address this limitation by performing neighbor-
hood aggregation, thereby capturing both local and higher-order connectivity patterns
in QoS interaction graphs.

Temporal features model the dynamic nature of QoS. Recurrent neural networks
(RNNs), including LSTM and GRU, were initially adopted to capture temporal evo-
lution [18,43,79,118]. However, sequential processing may introduce information bot-
tlenecks and gradient instability. Transformer-based architectures [85] mitigate these

limitations by modeling long-range dependencies through parallel attention mecha-
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nisms, improving scalability and representation capacity.

Spatio-temporal features have recently been incorporated into QoS prediction
frameworks to jointly model spatial and temporal representations. By integrating
structural relationships with temporal evolution, these features enable time-aware QoS
prediction and capture dynamic dependencies among users and services. For example,
DGNCL [72] combines graph attention mechanisms with GRU-based temporal mod-
eling, along with ID-based features. Some studies rely primarily on domain-specific
attributes [8,20,42], while others combine domain-specific and auto-extracted features
for enhanced representation learning [14,18,19,43,79,80,85,118,119].

Despite these advances, designing unified representations that are robust to spar-
sity, cold-start, dynamic variability, and anomalous behaviors remains a persistent

challenge.

2.2.2.4 Scalability: Algorithms, Bottlenecks, and Trade-offs

Scalability is a critical requirement for QoS prediction in modern service-oriented
computing environments, where the number of users, services, and interaction records
continues to grow rapidly. Real-world platforms, such as cloud systems, and edge
infrastructures, involve large-scale and dynamic interaction spaces with highly sparse
QoS observations [11,23]. To address these challenges, existing methods have adopted
efficient modeling strategies that reduce computational complexity while preserving
prediction accuracy.

Model-based approaches, particularly MF and TF techniques, improve scalabil-
ity by learning compact latent representations instead of computing explicit pairwise
similarities [35,42]. Similarly, deep learning and graph-based methods leverage struc-
tured representations and neighborhood aggregation to efficiently capture higher-order
relationships among users and services [18,55,72]. These approaches significantly en-
hance scalability compared to traditional similarity-based techniques and enable QoS
prediction in increasingly large service ecosystems.

Context-aware and clustering-based approaches further contribute to scalable QoS

prediction by incorporating auxiliary information and reducing the effective interaction
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space [12,16,26].

As service ecosystems continue to expand, scalability remains closely tied to effi-
cient representation learning, model complexity, and training efficiency. The integra-
tion of latent factor models, graph-based learning, and structured feature represen-
tations has significantly improved the ability of QoS prediction methods to operate
at scale. At the same time, efficient optimization strategies, compact representations,
and adaptive learning mechanisms play an important role in ensuring that QoS predic-
tion models remain practical and deployable in real-world, large-scale service-oriented

environments [14, 70].

2.2.2.5 Responsiveness: Efficiency and Real-Time Considerations

QoS prediction plays a critical role in real-time service selection, recommendation, and
orchestration. In time-sensitive applications, QoS prediction must be performed with
minimal latency to enable timely decision-making [14, 18]. High prediction latency
can delay service selection, degrade system performance, and reduce user satisfaction.
Responsiveness primarily depends on inference efficiency, as efficient models must
generate QoS estimates quickly to support real-time service environments.

Memory-based CF methods compute similarities between users or services during
prediction [6-8]. Although simple and interpretable, these methods suffer from high
inference latency, as similarity computation requires scanning large interaction matri-
ces. This makes them unsuitable for large-scale real-time applications [11]. Moreover,
similarity computation must be repeated for each query, further reducing responsive-
ness.

Model-based approaches shift computational complexity from inference to training.
MF and deep learning models require longer training time but enable faster inference
once trained [18,35]. Pre-computed latent representations allow efficient prediction
through simple vector operations. However, graph-based and transformer architec-
tures improve representation capability at the cost of increased training and inference
overhead due to message passing and attention mechanisms [55,72,85]. This creates

an inherent trade-off between predictive accuracy and responsiveness.
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2.2.3 Unified Models for Multi-QoS Prediction

Multi-task learning (MTL), first introduced in [120], is based on the premise that
related tasks can benefit from shared representations during joint training. Instead
of optimizing each task independently, MTL leverages common structural patterns
across tasks to improve generalization and reduce overfitting. In QoS prediction, this
paradigm enables the simultaneous estimation of multiple QoS attributes, such as re-
sponse time, throughput, or reliability, within a unified architecture. Joint modeling is
particularly meaningful in service environments where QoS attributes are not indepen-
dent. Network congestion, server workload, or routing inefficiencies often affect several
QoS parameters simultaneously. Modeling them together allows the learning algorithm
to capture such inter-attribute correlations, which may otherwise remain unexplored
in single-task settings. Despite its advantages, multi-QoS prediction introduces addi-
tional challenges. Data sparsity becomes more pronounced when multiple attributes
must be estimated jointly. Anomalous observations may impact each attribute dif-
ferently, complicating robust learning. More critically, QoS attributes typically differ
in numerical scale and distribution. When optimized using a shared objective, tasks
with larger magnitude gradients can dominate the learning process, resulting in nega-
tive transfer. This imbalance often leads to unstable training dynamics and degraded

performance for certain tasks.

Several recent works have explored MTL-based architectures for joint QoS model-
ing. DNM [92] models additive and multiplicative cross-context feature interactions,
followed by multilayer perceptrons to capture higher-order dependencies. While ef-
fective in learning contextual correlations, it employs uniform loss treatment, which
does not explicitly address inter-task gradient imbalance. JQSP [117] adopts a graph-
based framework with attention mechanisms operating over ID-based features. By
leveraging relational structures, it captures user—service dependencies and incorpo-
rates an outlier-sensitive loss formulation. However, its reliance on ID embeddings
may limit expressiveness in scenarios with rich contextual heterogeneity. MGEN [121]

introduces a gated expert network that separates shared and task-specific represen-
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tations. This architecture enables flexible feature allocation across QoS attributes.
Nevertheless, expert-based designs may suffer from uneven expert utilization, poten-
tially leading to over-specialization or under-utilization. HTG [122] employs graph
attention networks (GATSs) to integrate topology-aware structural information, par-
ticularly targeting cold-start prediction. Although topology-aware modeling improves
structural representation, it does not directly regulate task-level gradient imbalance.

To address the task dominance problem, PMT [123] proposes a multi-expert ar-
chitecture combined with a homoscedastic uncertainty-based Gaussian likelihood for-
mulation. By learning task-specific variance parameters, it adaptively scales sub-task
losses during training. Similarly, EEPrNN [124] employs a Gaussian likelihood objec-
tive with homoscedastic uncertainty and integrates L2 regularization to stabilize op-
timization. These probabilistic weighting strategies mitigate scale discrepancies, yet
their effectiveness may decrease when the number of QoS attributes increases substan-
tially or when attribute correlations are highly nonlinear. WAMTL [125] introduces
dynamic weight averaging (DWA), which adjusts task weights according to historical
loss reduction rates within a multi-gate mixture-of-experts framework. While adap-
tive, DWA relies on short-term loss dynamics, which may fluctuate under sparse or
noisy conditions.

Limatation of Multi-QoS Methods. Existing multi-task QoS models still suf-
fer from gradient imbalance due to heterogeneous numerical scales across attributes,
which leads to negative transfer despite loss reweighting strategies. Moreover, most
frameworks rely on uniform feature sharing in Euclidean spaces and fail to explic-
itly capture hierarchical or geometric dependencies among QoS attributes. Scalability
and robustness under sparse and noisy conditions also remain insufficiently addressed,

particularly as the number of QoS dimensions increases.

2.3 Benchmark Datasets

Service-oriented computing research on QoS modeling for various real-world applica-

tions has been widely conducted using real-world QoS datasets, providing a mechanism
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Table 2.2: Representative joint learning frameworks for joint QoS prediction

Method Venue Core Architecture Feature Modeling | Loss Strategy Neg. Transfer Mitigation | Structural Modeling
MEQP [126] | Inf. Syst. Frontiers 2014 | FM + BiLSTM Static + Dynamic | Uniform No No

DNM [92] IEEE TSC 2021 Linear Features + MLP | Context interactions | Uniform No No

JQSP [117] | IEEE TNSM 2023 Graph + Attention ID-based Outlier-sensitive Partial Yes (Graph-based)
PMT [123] IEEE TNSM 2023 Multi-Expert + Attention | Heterogencous Homoscedastic uncertainty Yes No

MCEN [121] | JPCS 2023 Gated Expert Network | Contextual + QoS | Uniform No No

EEPrNN [124] | IEEE Trans. Computers | Attention + FFN Contextual Gaussian likelihood + Homoscedastic uncertainty Yes No

WAMTL [125] | ICWS 2024 Multi-Gate MoE ID-based Dynamic Weight Averaging Yes No

HTG [122] ETT 2024 GAT-based MTL Topology-aware Uniform No Yes (Topology-aware)

Table 2.3: Statistical summary of benchmark QoS datasets

Attribute WSDREAM-1 WSDREAM-2 Reliability Dataset
QoS Parameters RT, TP RT, TP RT, TP, RE
No. of Users (|U]) 339 142 112

No. of Services (|S]) 5825 4500 36

No. of Time Steps (|7) - 64 -

Total Records ~1.8M ~30M 2870
Density 92-94% 60-75% 71.18%

RT Range 0.001 — 19.999 0.001 — 19.999 0.011 — 25.806
TP Range 0.004 — 1000 3.65e-5 — 6726.834 0.648 - 3454.468
RE Range - 0.010-1.000
RT (Mean + Std) 0.91 £+ 1.97 3.18 £ 6.13 1.27 + 2.52
TP (Mean + Std) 47.56 + 110.80 11.34 + 54.28 35.090 + 132.533
RE (Mean + Std) - - 0.9897 + 0.0592
User’s Region and AS 31, 137 - — 24, 80
Service’s Region and Providers 74, 2699 - - 16, 28

for comprehensive evaluation of the frameworks. Zheng et al. [127] investigated per-
sonalized QoS prediction and collected three publicly available datasets from the Dis-

tributed REliability Assessment Mechanism for Web services (WS-DREAM) project,

as described below.

e Static QoS Modeling Dataset (WSDREAM-1) [1]. This dataset comprises
two QoS parameters: Response Time (RT) and Throughput (TP), collected for
339 users and 5825 real-world web services. In addition to QoS measurements, it
provides contextual information for both users and services, including geographical
regions, autonomous systems (AS), and service provider metadata. This records
aggregated QoS observations without explicit temporal indexing and is therefore

Although the

primarily used for evaluating static QoS prediction frameworks.

dataset exhibits relatively high density compared to many real-world production
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systems, the large user—service space still results in substantial sparsity, making it
suitable for studying collaborative filtering methods and robustness under limited

Interactions.

Reliability Dataset [8]. This dataset extends the evaluation setting to three QoS
parameters: RT, TP, and Reliability (RE), collected for the 150 web services in-
voked by the 100 distributed users. This dataset is often utilized for the evaluation

of failure probability and in multi-metric QoS prediction frameworks.

Time-Aware Performance Dataset (WSDREAM-2) [127]. QoS values often
vary over time due to network instability, fluctuating workloads, and geographi-
cal factors. Such temporal dynamics are not captured in previous WSDREAM
datasets. To address this limitation, this dataset introduces time-aware QoS mod-
eling by recording QoS values for the same QoS parameters for 142 users interact-
ing with 4,500 real-world web services across 64 consecutive time intervals, with
each interval separated by 15 minutes. This temporal structure makes the dataset
particularly suitable for evaluating spatio-temporal models and dynamic represen-
tation learning approaches. However, this dataset does not contain the contextual
details of users and services (e.g., region, AS), thereby does not allow context-aware

modeling of QoS.

The statistical characteristics of all datasets are illustrated in Table 2.3.

Limitations of the Datasets. While WSDREAM [1,8,127] has played a foun-

dational role in advancing QoS prediction research, its design is primarily aligned with

earlier SOAP-based service architectures. In contrast, contemporary service ecosys-

tems increasingly rely on RESTful APIs or gRPC-based communication frameworks,

particularly in distributed and edge-oriented environments. As a result, existing

benchmarks do not fully reflect the characteristics of modern service deployments.

This evolution highlights the need for next-generation QoS datasets that incorporate

contemporary service paradigms along with richer contextual attributes to better rep-

resent current service computing infrastructures.
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2.4 Evaluation Metrics

2.4.1 FError-based Metrics

The performance of QoS prediction models is commonly evaluated using error-based
metrics that quantify the deviation between predicted and observed QoS values.
Among these, Mean Absolute Error (MAE) and Root Mean Squared Error (RMSE)
are the most widely adopted metrics in the literature [14,59,128]. In addition, normal-
ized error measures, relative performance gain, and inference time are often reported
to provide a comprehensive assessment of both predictive accuracy and practical ap-

plicability.

2.4.1.1 Mean Absolute Error (MAE)

MAE measures the average magnitude of the absolute differences between actual and

predicted QoS values and is defined as

1 .

(ug,55)€TeD

Here, TeD denotes the test dataset, |TeD| represents the number of test samples,
¢ij is the observed QoS value, and ¢;; is the predicted value for the user-service pair
(Wi, 55).

MAE assigns equal importance to all prediction errors and therefore provides an
intuitive measure of the average deviation between predicted and actual QoS values.
However, when QoS attributes differ significantly in scale across datasets, direct com-
parison of MAE values may be misleading. To address this limitation, MAE can be

normalized by the range of observed QoS values, resulting in the Normalized Mean

Absolute Error (NMAE), defined as NMAE = MAE / (max(¢;;) — min(g;;)) .

By removing scale dependency, NMAE enables fair comparison of prediction per-

formance across heterogeneous QoS attributes and datasets.
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2.4.1.2 Root Mean Squared Error (RMSE)

RMSE measures the square root of the average squared prediction error and is given

by

1
MSE =  |—— o — (50 )2. 2.1
RMS \/TeD| . Z (QU QU) ( 3)

s;)€TeD
Unlike MAE, RMSE penalizes larger errors more heavily due to the quadratic term.

Consequently, it is particularly informative when large deviations are undesirable, as

it emphasizes prediction stability and reliability.

2.4.1.3 Performance Gain

To quantify the comparative advantage of one method over another, the performance
gain is employed. Given two methods M; and M, with performance scores P, and P,

(measured in terms of MAE or RMSE), the improvement of M; over M, is defined as

P — P

PG(M;, M,) = (T
2

) x 100%. (2.14)

A positive value of PG indicates that M; achieves lower prediction error and thus

outperforms My, providing a clear quantitative measure of relative gain.

2.4.2 Computational Complexity and Model Efficiency

In addition to predictive accuracy, computational efficiency is an essential considera-
tion in QoS prediction, particularly in large-scale and dynamic service environments.
While complex architectures may improve modeling capacity, excessive computational

or memory overhead can restrict their practical deployment.

2.4.2.1 Parameter Count

The number of trainable parameters reflects the memory footprint and structural com-
plexity of a model. Although a higher parameter count may increase representational
capacity, it also raises computational cost and the potential risk of overfitting. Re-
porting parameter size therefore enables transparent comparison of model compactness

and scalability.

44



2.4.2.2 Floating-Point Operations (FLOPs)

Floating-point operations (FLOPs) quantify the total number of arithmetic operations
required to perform a forward pass during inference. FLOPs provide a hardware-
independent estimate of the theoretical computational cost of a model. Lower FLOPs
typically indicate greater computational efficiency, which is particularly important in

resource-constrained or real-time service environments.

2.4.2.3 Training and Inference Time

Beyond theoretical complexity measures (e.g., FLOPs and parameter count), empirical
efficiency is evaluated through training and inference time. Training time represents
the total computational cost required to learn model parameters and reflects scalability
with respect to dataset size and architectural complexity.

Inference time denotes the average latency required to generate a QoS estimate
for a given user—service pair. In service-oriented computing environments, where QoS
prediction directly supports real-time service selection, low inference latency is critical
to maintaining responsiveness and system usability.

Together, training and inference time provide a practical assessment of model ef-
ficiency, capturing both the cost of learning and the feasibility of deployment in dy-

namic, time-sensitive settings.
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Chapter 3

Temporal QoS Prediction Using
Multi-Source Collaborative

Features

Past QoS prediction methods struggle to capture the complex, high-dimensional fea-
tures in QoS data sequences. Despite advances in deep learning, these models struggle
to capture higher-order triadic relationships among user-service interactions over time
due to limitations in feature representation. More recent approaches either used QoS
features derived from the temporal QoS invocation log [62,129] or contextual features
(e.g., AS, Region) for QoS prediction, but were unable to conduct a more comprehen-
sive exploration of user-service interactions to enhance prediction accuracy.

This chapter introduces “Temporal QoS Prediction Using Multi-Source Collabora-
tive Features (TPMCF)”, a novel framework. In contrast to prior methods, TPMCF
distinguishes itself by extensively leveraging collaborative features among users and
services. This is achieved by integrating explicit features derived from the QoS invo-

cation log with auto-extracted spatio-temporal features. This dual-feature approach

This chapter is derived from:
e S. Kumar, S. Chattopadhyay and C. Adak, ”TPMCEF: Temporal QoS Prediction Using Multi-

Source Collaborative Features,” in IEEE Transactions on Network and Service Management,

vol. 21, no. 4, pp. 3945-3955, Aug. 2024, doi: 10.1109/TNSM.2024.3395428.
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enables TPMCF to capture intricate, higher-order relationships within QoS data, re-
sulting in superior prediction accuracy. Specifically, TPMCF harnesses the power of
Graph Convolution [67] in conjunction with a Transformer Encoder [130] to effec-
tively utilize spatio-temporal collaborative features, enabling it to capture the triadic
relationships embedded within temporal QoS invocation sequences. TPMCF offers a
dual advantage: (a) it excels at capturing multi-source collaborative features, enhanc-
ing the accuracy of temporal QoS prediction, (b) it leverages a transformer encoder
with multi-head attention to effectively capture temporal dependencies among QoS
data. Furthermore, TPMCF, which adopts the Cauchy loss as the objective function,
ensures its robustness to outliers. Its offline training of graph convolution and the
temporal QoS prediction module has no impact on prediction time, ensuring faster
responsiveness. To ensure scalability, the latent feature representation obtained from
autoencoders is used to train the proposed graph convolution module in TPMCF.

In summary, the key contributions of this chapter are:

1. Utilization of multi-source collaborative features for QoS prediction:
TPMCEF effectively utilizes collaborative features from both users and services to
capture intricate, higher-order relationships among user-service interactions over
time, achieving enhanced prediction accuracy. On the one hand, TPMCF combines
explicit features obtained from QoS invocation log with auto-extracted features for
the target user-service pair. On the other hand, TPMCF auto-extracts spatial fea-
tures by exploring neighborhood relationships and temporal features by analyzing

the user-service interactions over time.

2. Spatial feature extraction using graph convolution: We propose a graph con-
volutional matrix factorization (GCMF) module to auto extract spatial features by
investigating the neighborhood of the given user-service pair. On the one hand,
GCMF addresses the issue of data sparsity, a prevalent issue in the realm of tem-
poral QoS prediction [11]. On the other hand, GCMF excels at capturing complex
relationships within QoS data, thereby enhancing the accuracy of QoS prediction.

3. QoS prediction using a transformer encoder: We introduce a temporal QoS
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prediction module featuring a transformer encoder followed by a fully connected
neural network. The transformer encoder, distinguished by its self-attention mech-
anism [130], exhibits superior performance compared to sequential architectures
relying on LSTM [131] and GRU [18]. We adopt the transformer encoder ar-
chitecture [130] and propose an enhanced version, the predictive transformer en-
coder (PTE), designed to capture temporal dependencies in QoS data. The PTE
takes spatial features extracted by GCMF's for a given user-service pair, generating
spatio-temporal features by exploiting temporal dependencies among the feature se-
quences, which is the earliest attempt of its kind. Subsequently, a fully connected

neural network utilizes these spatio-temporal features for QoS prediction.

4. Extensive experiments: We extensively experimented on two benchmark
datasets of WSDREAM-2 [127]. Experimental results indicate that our framework

outperformed major SOTA approaches in terms of prediction accuracy.

The rest of the chapter is organized as follows. Section 3.1 then discusses the
proposed framework in detail. The experimental results are analyzed in Section 3.2

Finally, Section 3.3 concludes this chapter.

3.1 TPMCF: Proposed Framework

Following the time-aware QoS prediction formulation defined in Definition 5, TPMCF
aims to address the limitations of existing temporal QoS prediction methods by inves-
tigating the following research questions: (i) how to effectively capture collaborative
spatial dependencies among users and services by leveraging their interaction graph
structure, (ii) how to model temporal dynamics in QoS observations to learn expres-
sive spatio-temporal representations, and (iii) how to perform accurate QoS prediction
under sparse interaction conditions without relying on external data imputation tech-
niques. Existing approaches primarily rely on sequential modeling or similarity-based
aggregation, which limits their ability to jointly capture structural and temporal de-

pendencies. To address these challenges, TPMCF introduces a unified framework that
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integrates graph convolutional matrix factorization for spatial feature extraction and
a predictive transformer encoder for temporal modeling, enabling accurate and robust
temporal QoS prediction.

This section discusses our proposed framework TPMCF for temporal QoS predic-
tion. TPMCF has two primary modules: (a) Collaborative spatial feature extraction
module (CSFE): responsible for extracting spatial features using graph convolutional
matrix factorization (GCMF), and (b) Temporal QoS prediction module (TQP): ac-
countable for generating spatio-temporal features utilizing a variant of transformer
encoder, followed by QoS prediction using a fully connected neural network. Given
the initial feature vectors of a user-service pair u;, s; at a specific time-step, GCMF ex-
ploits the neighborhood of u; and s; to extract spatial features. These spatial features
encompass the self-feature of the user or service, along with the features of their neigh-
boring users and services. The Predictive Transformer Encoder (PTE) then utilizes
these spatial features to generate spatio-temporal features, which are subsequently
employed by a fully connected neural network for QoS prediction.

Apart from enhancing prediction accuracy through spatial feature extraction,
GCMF offers another significant advantage when employed prior to the transformer
encoder. GCMF adeptly addresses data-sparsity issues, eliminating the need for addi-
tional data imputation methods to predict missing values. This is crucial for achieving
high prediction accuracy, especially when using deep neural architectures for estima-
tion. We now explain each module of TPMCF in detail. We begin by describing the
QoS invocation graph representation, which is one of the primary components the

CSFE module of TPMCEF.

3.1.1 Representation of QoS Invocation Graph

We first define the QoS invocation graph (QIG).

Definition 16 (QoS Invocation Graph (QIG)). A QoS invocation graph G* = (U" U
StELUET U SEY) is a bipartite graph, where the vertices Ut and S* represent the set

of users U and the set of services S, respectively. An edge ej; = (uj, s’) € E' emists
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(c) Graph convolutional matrix factorization (GCMF)

Figure 3.1: Collaborative Spatial Feature Extraction module (CSFE)

between two vertices, uj € U' and s € S*, if Q(i,j,t) = qj; # 0. Each node uj € U*
and s’ € S* are associated with node vectors UE] € UE" and SE; € SE* representing

the initial feature embedding of u; and s; at time-step t, respectively. [

An example of a QIG at time-step ¢ is shown in Fig. 3.1(a). In CSFE module,
a QIG G' is represented by an adjacency matrix A’ of dimension N x N, where
N =n + m, as defined below.
1, ifef, e E' of QIG G
Al = (agj) € {0, ”NXN; afj = ! (3.1)

0, otherwise

The adjacency matrix A’ helps to explore the neighborhood of each node to generate
the spatial feature embedding for all users and services. However, instead of using A°

directly in the CSFE module, we normalize A’ (denoted by A?) as:
Al = (D)2 (A" + Tyun)(DH) 2 (3.2)

where, D! is a diagonal matrix representing the degree of each node of G! by its

diagonal elements, as defined below.

N
1+ > Al(i k), ifi=j
D= () ez =] 33)
0, otherwise
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Normalization is required here to avoid the more significant influence of the higher-
degree nodes during learning [67]. This is because the higher degree nodes do not
necessarily mean they contribute more to the prediction. It only means they have
more interactions at that time-step. Moreover, normalization helps in scaling. In Eq.
3.2, an identity matrix (i.e., Zyxy) is added to take into account the self-influence
of a node while extracting the spatial features for it. It may be noted, each non-
zero element of A’ i.e., A(7,7), is normalized by the square root of the number of
invocations of the corresponding user u; and service s; at time-step ¢ as recorded in
Q, refers to Eq. 3.4.
A0, 5) = A )/ (Vi [y (3.4)
At is finally used for the convolution operation in the CSFE module, which is discussed
later in this section.
As mentioned in Definition 16, each node in (U* U S*) is associated with a node
vector representing the feature embedding of the corresponding user or service. We
now discuss the construction of the initial feature embedding for the users and the

services below.

3.1.1.1 Construction of Initial Feature Embedding

The initial feature embedding of a user or service comprises three distinct types of

feature vectors, derived from Q, as elaborated below.

(i) Statistical Features (F§,): For each user u; € U or service s; € S, we obtain the sta-
tistical features F§,(u;) or F&,(s;) consisting of 5 statistical parameters: minimum,
maximum, median, mean, and standard deviation from their QoS invocation profile
O (u;) or Q'(s;), where Q' (u;) = 9Q(i,. ,t) and Q'(s;) = Q(. ,J,t) represent the
QoS invocation vectors of u; and s; at time-step ¢, respectively. Statistical features
of a user or service capture the global characteristics of the invocation pattern of

that user or service.

(ii) QoS Features (F(,): We use matrix decomposition [32] of Q' (i.e., QoS invocation

log matrix at t) to obtain the QoS feature embedding of length f, for each user and
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(iii)

service (say, JF¢(u;) and F(s;)) at t. While statistical features effectively capture
the overall characteristics of users and services, they may lack the granularity found
in raw QoS invocation data. The latter can be high-dimensional, so we use latent
features obtained through non-negative matrix factorization. An additional advan-
tage is the applicability of these features to new users or services, addressing the

cold-start problem where there is limited data for statistical feature extraction.

Collaborative features using correlations (F§ ): For each user u; € U or service s; € S,
we first obtain the correlation between u; or s; and every other user u; € U or service
s; € S in terms of their QoS invocation profile Q*(u;) or Q(s;) using cosine similarity
[132]. It may be noted that for each u; or s;, we have a vector of length n or m,
which is then fed to a stacked autoencoder [133] to obtain the latent representation
of correlation feature embedding of length f. for each user and service (say, F¢(u;)
or F(s;)) at t. This effectively captures collaborative similarity between users or
services by utilizing correlation-based features. It leverages the latent representation
obtained through the stacked autoencoder to enhance the accuracy of predictions,
contributing to a more comprehensive understanding of collaborative relationships

in the QoS prediction model.

The final feature embedding for a user u; or service s; is constructed by concate-

nating the above three feature vectors, as shown in Eqs. 3.5-3.6.

UE = Foy(ua) || Fg (ui)[| 76 (ws) (3:5)

SE; = Faulsi)|IFg(sp)lIFe(s;) (3.6)

The initial feature embedding matrix F¢ has dimensions N x f, with f = 5+ f, + f..

The first n rows correspond to user-feature embeddings for n users, while the last m

rows represent service-feature embeddings for m services. The CSFE module employs

this embedding matrix F{ to incorporate neighborhood information for each user and

service.
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3.1.2 Collaborative Spatial Feature Extraction (CSFE) Mod-

ule

We now discuss the automated feature generation using GCMF at time-step t. GCMF
is adept at operating on sparse user-service interaction matrices, effectively mitigating
sparsity in data. Its approach involves capitalizing on localized connectivity patterns
and aggregating information from neighboring nodes. By accounting for local struc-
tures and indirect connections through shared neighbors, GCMF excels in capturing
meaningful relationships, even within sparse regions of the graph. Additionally, pa-
rameter sharing, embedding latent features, and employing regularization techniques
further enhance GCMF’s ability to handle sparsity, facilitating robust generalization
and accurate predictions, especially in scenarios with limited direct connections. Fig.
3.1(b) shows the details of a GCMF-unit (GU), which is the core component of the
CSFE module. Given the normalized adjacency matrix A' and feature embedding
matrix F} to the ¢ GCMF-unit (GUY), for each node v} € U U S* of G', GU! com-
bines the feature of vj with the features of all the nodes reachable from v; with a path
length less than or equal to ¢ to obtain spatial feature vector for v§..

In our CSFE module, two GUs are connected sequentially. To avoid the over-
smoothing problem [134], the output of GUY (i.e., F¥) is concatenated with the output
of GU} (i.e., F%) to obtain a matrix F* of size N x 2f'. Finally, F* is split row-wise to
generate user and service embedding matrices, UE' and gt, respectively. Fig. 3.1(c)
presents the overview of the GCMF architecture. The output of the CSFE module is

forwarded to the subsequent module of our framework.

3.1.3 Temporal QoS Prediction (TQP) Module

This is the final module of our framework. Given a target user-service pair u; and
s;, the objective of this module is to predict the QoS value for u;, s; at time-step t.
The main crux of this module is to predict the value of Q(i, 7, k) while considering the
temporal dependencies for the last 7 time-steps.

The first step of this module is to generate the input embedding, which is then
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Figure 3.2: Temporal QoS Prediction Module (TQP)

fed to a series of transformer encoder blocks, followed by global max-pooling and fully
connected (FC) layers to predict the value of Q(i, j, k). The pictorial overview of this

module is shown in Fig. 3.2(a). We now discuss each step in detail.

3.1.3.1 Input Embedding Construction

At first, for each time-step k (where, t — 7T + 1 < k < t), the user embedding L?f €
UE" and the service embedding gf e SE" obtained from the CSFE module are
concatenated to produce a vector EZ of length 4f’. Finally, EZ- across all T time-steps

are concatenated row-wise to generate the input embedding ZE fj of dimension T x 4f’.

—=t—T+1, =at—T+1 —=t—1, aat—1 —=t aat
T = (UE, " TISE Ik || (UE;|ISE; ) ||r UEISEY)) (3.7)
Et_T-H Et—l Et

iJ g ij

3.1.3.2 Training of PTE

We train the PTE with the input embedding Ic‘fﬁj and target value qu, for all u;, s;
such that Q(i,j,t) # 0. Fig. 3.2(b) presents the detail of our transformer encoder
network. The core component of PTE is multi-head attention (MHA) with h heads as
presented in Fig. 3.2(c). Each head of MHA comprises scaled dot-product attention
(SDPA) [130], which is presented in Fig. 3.2(d). The MHA block’s objective is to

compute attention across different time-steps for various parts of the input. Each head,
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indexed by i € 1,2,..., Ny, independently calculates a tuple (Q°, K’, V') comprising

query, key, and value, as shown below.

QW) 7xa, = (TEL)Trap (W, )apxdys
(K 7xa, = (ZE)mxar Wi, )apxde, (3.8)
(V) 1xa, = (ZEL)Txag (Wi, )agrxa,

The tuple (Q', K¢, V) is then forwarded to the SDPA block, which is responsible
for computing the attention for the input sequence across T time-steps. The outcomes
of each SDPA block of size T x d, are now concatenated column-wise across all heads,
and fed to the next block to perform a linear operation with weight matrix Wp. It
may be noted, the MHA block produces an output of size T x 4f".

The PTE incorporates a residual connection, adding the output from the MHA
with ZE;;. This combined output undergoes layer normalization (LN) [130]. The nor-
malized output is then processed through two sequentially connected 1D convolution
layers (Conv1D), with a dropout layer for regularization [135] in between. The output
of the second ConvlD is added to the output of the previous LN, and the sum is
passed through another LN to generate the final output vector of the PTE.

In TQP, the input embedding passes through C; PTE blocks sequentially. The
output from the final PTE block is then sent to a global max pooling layer, followed
by Cs fully connected layers for predicting the value cjfj. Moreover, the detailed config-
uration of TQP is referred to in Section 3.2. It is important to note that the training
of TPMCEF is conducted in an offline mode, ensuring that training time does not affect
its runtime performance. The model is not retrained with each new QoS data incor-
poration but is updated after a defined interval, such as when matrix density increases
by a certain percentage. This efficient strategy balances computational resources and

allows the model to adapt to evolving patterns in QoS data.

3.1.4 Outlier Detection and Handling

The QoS prediction accuracy is highly sensitive to the outliers present in the dataset

[42]. We employ two different strategies to handle the outliers. To train GCMF
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and PTE, we use Cauchy loss [136] to handle outliers, as presented in the following
equations.

‘Clg}CMF = Z log (1 + ((szj - QZ)/75)2> ;

qf;#0

Lprp = Z log (1 + ((qgj - ijj)/%f)

q};#0

(3.9)

where, v, and ~; are adjustable hyper-parameters. Furthermore, we employ the iso-
lation forest algorithm [109] to detect the outliers present in the dataset for a given
outlier ratio A\, where A is another hyper-parameter used to decide the percentage of
outliers required to be removed to evaluate the performance of our framework. In our

experiment, we show the performance of TPMCF for different values of \.

3.2 Experiments

This section presents the experimental setup, model configuration details, and a com-
prehensive performance evaluation with state-of-the-art (SOTA) methods for dynamic
QoS prediction.

The implementation of our framework was performed using TensorFlow v2.6.2 with
Python 3.6.9. For training purposes, NVIDIA’s Quadro RTX 3000/PCle/SSE2 GPU
with 1920 cores, and 6 GB memory were used. We evaluate the trained model using

i9-10885H @ 2.40 GHzx 16 processor with x86_64 CPU with 128 GB RAM.

3.2.1 Experimental Setup

We employ WSDREAM-2 [127] dataset, as illustrated in Sec. 2.3. In our experi-
mentation, we used two different train-test split-ups. We divided each dataset into
10% : 90% and 20% : 80% of training-testing ratios for our experiment. We use the
notation RT-x (TP-x) to denote the training-testing split as (x% : (100-x)%).

To evaluate our model, we utilize MAE metric defined in Sec. 2.4.1. Each ex-
periment was performed five times. Finally, the average values were recorded and

presented in this chapter.

56



Table 3.1: Configuration of TPMCF

Parameters Values
QoS Features and Collaborative features fa, fe ‘ 100, 50
. | No. of GConv Units 2
% Dimension of weight matrices Wf,WQt 155 x 64, 64 x 64
© Dimension of automated feature vector 2f! 128
No. of time-steps T 8
No. of PTE blocks C1 4
No. of heads h 4
- Dimension of query, key, and value di, dg, dy 256, 256, 256
E First Conv 1D No- of filters *
Filter size 3x3
Second Conv 1D No- of filters T
Filter size 1x1
No. of fully connected (FC) layers Ca 2
Optimizer (GCMF, PTE) AdamW [137]

3.2.1.1 Configuration of TPMCF

We now present the details of various hyper-parameters of TPMCF. The con-
figuration details for the GCMF and PTE are presented in Table 3.1. We used
A (outlier ratio) = 0.1 throughout our experiments unless otherwise specified. We
also present a few experiments changing the values of some hyper-parameters to show

their impact on prediction accuracy.

3.2.2 Performance Analysis

We now analyze the performance of TPMCF and demonstrate the comparative study

with respect to the major SOTA methods.

3.2.2.1 Performance of TPMCF and Comparison with SOTA

Here, we present the performance of TPMCF in terms of prediction time and accuracy,
as well as the training time of the models. Table 3.2 presents the comparison between
SOTA and our framework in terms of prediction accuracy. It is important to note
that the results reported in Table 3.2 for various previous methods are obtained after

removing 10% or more outliers. In this table, we have categorized the SOTA methods
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Table 3.2: Performance of TPMCF and comparison with SoTA in terms of prediction
accuracy (MAE)

Feature Category | Methods Loss RT-10 RT-20 TP-10 TP-20
TASR [60] - 2.8188 2.7120 4.3265 3.6419
WSPred [17] MSE 2.4990 2.3000 8.0131 7.6000
OPST [131] MSE 1.1722 1.1587 3.2762 3.1193
BNLFT [99] MSE 1.0828 1.0575 1.4241 1.3935
NNCP [116] MSE 1.0796 1.0536 2.6401 2.5797
WLRTF [138] MAE 1.0560 1.0437 2.9576 2.9569
Qo5 RNCF [139] MSE 1.0100 0.9580 - -
CTF [42] Cauchy 0.9215 0.8981 1.3567 1.1945
DGNCL [72] MSE 0.9001 0.7419 - -
CARP [140] MSE 0.7709 0.6992 - -
PLMF [118] MSE 0.7580 0.7390 4.1230 4.0320
TUIPCC [62] - 0.7578 0.7223 3.7573 3.7177
DeepTSQP [18] MSE 0.7539 0.6195 4.8194 4.4519
RTF [43] Huber 0.6300 0.5350 4.0250 3.799
Mul-TSFL [80] - 0.8972 | 0.8097 - -
QoS+ Contextual
QSPC [79] MAE 0.8341 0.8231 3.0604 2.9624
QoS TPMCF Cauchy 0.4973 0.3864 1.0101 0.7881
QoS PG(%) 21.06% | 27.96% | 25.55% | 34.02%
QoS+ Contextual PG(%) 40.38% | 52.28% | 66.99% | 73.40%
nMAE of TPMCF 0.1565 0.1216 0.0890 0.0695

*Improvement over the second-best method

in terms of their usage of features: (a) @): methods that used only QoS features derived
from the QoS invocation log Q, and (b) @Q+C: methods employing the contextual

information of users and services along with the QoS features.

3.2.2.1.1 Comparison with SOTA in terms of prediction accuracy. As ev-

ident from Table 3.2, TPMCF outperformed all the SOTA methods.

(i) We observed an improvement of 21.06%, 27.96%, 25.55%, and 34.02% of TPMCF
over the second best SOTA with QoS features as reported in Table 3.2 on datasets
RT-10, RT-20, TP-10, and TP-20, respectively. Similarly, we reported an improve-
ment of our framework over the second-best SOTA with both the QoS and contex-

tual features in Table 3.2.

(i1) We compare TPMCF with several methods utilizing outlier-resilient robust loss
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functions, including CTF [42], RTF [43], WLRTF [138], and QSPC [79]. These
methods employ Cauchy loss, Huber loss, or MAE (i.e., L1 norm) as robust loss
functions. RTF and CTF demonstrate the best prediction accuracy among these
methods on the RT and TP datasets, respectively. TPMCF, however, achieved an
average improvement of 50.75% and 40.64% across all four datasets compared to
RTF and CTF, respectively. This underscores the effectiveness of TPMCEF in terms

of model performance and the utilization of multi-source collaborative features.

(17i) The final row of Table 3.2 shows the normalized MAE (i.e., nMAE) of TPMCF
for all four cases of RT and TP datasets, which also shows that our framework is

generalized enough.

3.2.2.1.2 Comparison with SOTA in terms of learning time. Fig. 3.3 shows
the comparison between SOTA and our framework in terms of the training time of

the models. We have the following observations from Fig. 3.3.

(i) TPMCF had less training time as compared to four SOTA methods (i.e., NNCP
[116], BNLFT [99], WLRTF [138], AND CTF [42]). Out of these four methods,
NNCP [116] is the fastest in terms of training time. TPMCF achieved 1.12x speed-

up and an average improvement of 62.11% over all four datasets as compared to

NNCP.

(#7) In comparison to CTF [42], TPMCF exhibits a notable 1.14x speed-up and an
average improvement of 40.64% across all four datasets, establishing its efficacy in

terms of prediction time and accuracy.

(11i)) TPMCF was slower than PLMF [118] and TASR [60] with speed-degradation of 0.6 x
and 0.2x, respectively. However, on average, TPMCF achieved an improvement of

33.38% and 80.78% over PLMF and TASR, respectively.

3.2.2.1.3 Comparison with SOTA in terms of prediction time. TPMCF
undergoes offline training, ensuring that the extended training time does not impact its

real-time performance. The performance of TPMCEF is gauged through the prediction
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Figure 3.3: Training time comparison of TPMCF with SOTA

Table 3.3: Performance of TPMCF with various loss functions and impact of outliers

with Cauchy loss (MAE)

Outlier ratio (\)
0 0.02 0.04 0.06 0.08 0.1
— MSE 0.9419 | 0.8443 | 0.7904 | 0.7425 | 0.7063 | 0.6796
% ] MAE 0.8430 | 0.7421 | 0.6887 | 0.6417 | 0.6057 | 0.5800
?E)O . Huber 0.8409 | 0.7384 | 0.6869 | 0.6392 | 0.6018 | 0.5742
" Cauchy | 0.8132 | 0.6985 | 0.6279 | 0.5670 | 0.5255 | 0.4973
o " RT-10 0.8132 | 0.6985 | 0.6279 | 0.5670 | 0.5255 | 0.4973
é % RT-20 0.6159 | 0.5326 | 0.4834 | 0.4399 | 0.4072 | 0.3864
o0 S TP-10 6.4200 | 2.7457 | 1.7873 | 1.3801 1.1490 | 1.0101
s TP-20 5.4620 | 2.3853 | 1.5100 | 1.1254 | 0.9179 | 0.7881

time, with an average of 4.1 x 10™* seconds—a satisfactory metric when juxtaposed

with the service’s minimum response time of 10~3 seconds.

3.2.2.2 Outlier Analysis

We demonstrate the robustness of TPMCF in handling outliers in Segment-1 of Table
3.3, focusing on the RT-10 dataset. The performance is evaluated with four different
loss functions across various outlier ratios (A). Notably, mean-squared-error (MSE)
[141] is sensitive to outliers, resulting in the worst performance when employed as the
loss function for TPMCEF. In contrast, mean-absolute-error (MAE), Huber loss [142],
and Cauchy loss exhibit greater resilience to outliers. Among these, Cauchy loss [136]

outperformed the others, as evident in Segment-1 of Table 3.3.
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Segment-2 of Table 3.3 illustrates the influence of outliers on the prediction ac-
curacy of TPMCF across all four datasets. The results in Segment-2 of Table 3.3
highlight a significant impact of outliers on TPMCF’s performance. Fig. 3.4 further
visualizes the performance gain (PG) with increasing outlier ratios (\). Notably, the

removal of the initial 2% outliers (A = 0.02) yields the maximum performance gain.

As we removed more outliers, the performance gain gradually decreased, as evident
from decreasing trends of the curves shown in Figures 3.4(a)-(b). With the change in
A from 0.08 to 0.1, we achieved the least performance gain. In other words, the initial
2% outliers influenced the performance measure (i.e., MAE value) more than the rest.
The rate of change of performance improvement decreased with the increase in the
outlier ratio. This explains that the outlier detection algorithm is powerful enough to

identify the appropriate set of outliers.
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Table 3.4: Study on model selection on RT-10 (MAE)

GAT [68]+PTE | GConv [108]+PTE

GCMF+LSTM [143]

GCMF+GRU [54]

TPMCF

1.1161 0.8092

0.6111

0.6171

0.4973

Table 3.5: Module and feature ablation study (MAE)

Features RT-10 | RT-20 | TP-10 | TP-20

% Spatial GCMF 0.5884 | 0.4762 | 1.1616 | 0.8877
T | Temoral PTE 0.5842 | 0.4796 | 1.1879 | 0.8506
= Spatial + Temporal TPMCF 0.4973 | 0.3864 | 1.0101 | 0.7881
Statistical 0.5939 | 0.4517 | 1.4249 | 1.1112

E QoS 0.5821 | 0.4093 | 1.1350 | 0.8281
L:_"g Collaborative (using Correlations) | 0.5771 | 0.4104 | 1.0891 | 0.8590
Combined Features 0.4973 | 0.3864 | 1.0101 | 0.7881

3.2.2.3 Ablation Study

We now present the rationale behind our model selection and the justification for

having various modules of TPMCF through the ablation study.

3.2.2.3.1 Model Selection. Table 3.4 presents the performance of TPMCF in

terms of MAE as compared to other models that can be used to generate spatial and

temporal features. We have the following observations from Table 3.4.

(i) We first compare GCMF with graph attention network (GAT) [68] and graph con-
volutional network (GConv) [108] on the RT-10 dataset. As evident from Table
3.4, TPMCF achieved an improvement of 55.44% and 38.54% over GAT+PTE and

GConv+PTE architectures, respectively. This experiment shows the effectiveness

of GCMF in TPMCF.

(ii) We further implemented the temporal QoS prediction block using LSTM [143]
and GRU [54]. TPMCF achieved an improvement of 18.62% and 19.41% over
GCMF+LSTM and GCMF+GRU architectures, respectively. This experiment ex-
plains the importance of the PTE as part of the temporal QoS prediction block.
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3.2.2.3.2 Module Ablation. The first three rows of Table 3.5 present the abla-
tion study for various modules in TPMCF. We have the following observations from

the first segment of Table 3.5.

(1) TPMCF achieved on average 14.65% improvement over the stand-alone GCMF,

which justifies the requirement of temporal QoS prediction block.

(i) TPMCF achieved on average 14.16% improvement over the stand-alone transformer
encoder with temporal features. This implies the necessity of capturing the spatial

features along with the temporal dependencies.

3.2.2.3.3 Feature Ablation. The second segment of Table 3.5 presents the fea-
ture ablation study for TPMCEF. As observed from Table 3.5, TPMCF with the com-
bined features outperformed the same model with individual feature categories, as
discussed in Section 3.1.1.1. On the one hand, this experiment shows the significance
of using the collaborative features derived from the QoS invocation log apart from the
other auto-extracted features used for QoS prediction. On the other hand, it justifies
using the different sets of features extracted to employ in TPMCF.

The feature ablation study reveals that the combined explicit features outper-
formed individual features. The module ablation study provided justification for us-
ing spatio-temporal features over individual spatial or temporal features. The model
selection experiment elucidated the reasoning behind choosing PTE over traditional
LSTM or GRU, as well as the justification for employing GCMF instead of graph at-
tention network (GAT) or graph convolution network (GConv), as used in a method
in the literature. In summary, our experimental results showcase that TPMCF excels
over major state-of-the-art methods in terms of prediction accuracy while maintaining
faster responsiveness. Additionally, we emphasize the importance of each component

of TPMCF in contributing to the overall prediction accuracy.

3.2.2.4 Impact of Hyper-parameters

This section assesses how hyperparameters affect TPMCF performance.
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3.2.2.4.1 Impact of the number of time-steps. Fig. 3.5(a) shows the MAE
obtained by TPMCF on the RT-10 dataset with the change in the number of time-
steps (7) considered to construct the input embedding for TQP. We achieved the best
performance for 7 = 8. As observed in Fig. 3.5(a), with increasing the value of T,

the MAE decreased until 7 = 8, and then it started increasing for 7 = 16 and 32.

3.2.2.4.2 Single vs. Multi-Head Attention. To show the impact of the number
of heads (Ny), we varied N, from 1 to 6. The results are reported in Fig. 3.5(b) for
the RT-10 dataset. Initially, with the increase in the value of Nj,, the MAE value

decreased till N, = 4, and it started increasing thereafter, as evident from Fig. 3.5(b).

3.2.2.4.3 Impact of v, and ;.. Fig. 3.6(a) shows the impact of 5 on the perfor-
mance of GCMF on the RT-10 dataset. As observed from the figure, GCMF achieved
the best prediction accuracy for 75 = 0.5. Similarly, Fig. 3.6(b) shows the impact
of 74 on the performance of TPMCEF on the RT-10 dataset while keeping 7, as con-
stant. As observed from Fig. 3.6(b), TPMCF achieved the best prediction accuracy
for v, = 0.75.

3.3 Summary

This chapter presents an efficient solution for temporal QoS prediction for service
recommendation. Specifically, our framework TPMCEF leverages multi-source col-

laborative features comprising explicit features derived from QoS invocation log and
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auto-extracted spatio-temporal features for capturing the triadic relationships among
the users, services and time-steps. TPMCEF includes a collaborative spatial feature-
extraction module (CSFE) and a temporal QoS prediction module (TQP). CSFE is
responsible for spatial feature extraction using graph convolutional matrix factoriza-
tion (GCMF). On the other hand, TQP is accountable for temporal feature extraction
using a predictive transformer encoder (PTE), followed by QoS prediction using a
fully connected neural network. Additionally, TPMCF is competent in addressing a
few fundamental challenges in temporal QoS prediction. For example, to deal with
the outliers present in the datasets, TPMCF employs Cauchy loss to train the GCMF
and PTE. TPMCEF is sparsity-tolerant without using any additional data imputation
method due to GCMF. The offline training of GCMF and PTE ensures the high re-
sponsiveness of TPMCF. This makes TPMCF a better fit for real-time applications.
Moreover, the feature dimensionality reduction with the help of autoencoders makes
TPMCF highly scalable. Through extensive experiments on WSDREAM-2 datasets,
we have demonstrated that TPMCF attains superior prediction accuracy compared
to major state-of-the-art methods. Additionally, TPMCF exhibits reasonably faster
training times in comparison to contemporary methods and negligible prediction times
relative to the response time of services. The overall findings underscore TPMCF’s
robustness and efficiency as a solution for temporal QoS prediction, showcasing its

potential applicability in the dynamic landscape of web services.

3.4 Limitations

Although TPMCEF significantly improves temporal QoS prediction by learning collab-

orative spatio-temporal representations, it has several important limitations.

(i) TPMCEF employs separate architectures for spatial and temporal modeling, where
the GCMF module is first trained to extract spatial representations, which are then
used as input to the predictive transformer encoder for temporal QoS prediction.
Since these components are optimized independently rather than jointly, the frame-

work cannot fully capture the interdependence between structural relationships and
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temporal dynamics. Consequently, this sequential design may limit the ability of
TPMCF to learn coherent spatio-temporal representations of evolving user—service

Interactions.

(i) TPMCF does not explicitly model or identify atypical users or services (referred to as
grey-sheep) whose QoS invocation patterns deviate significantly from collaborative
trends. The presence of such atypical entities may distort collaborative relationships

and negatively affect prediction accuracy.

These limitations motivate the development of a more robust and anomaly-resilient
QoS prediction framework capable of jointly modeling collaborative relationships, han-

dling atypical entities, and improving prediction reliability under real-world conditions.
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Chapter 4

Anomaly Resilient Real-time QoS
Prediction Framework with Graph

Convolution

TPMCEF introduced a graph-based solution to mitigate sparsity, but it is incapable of
handling other anomalies, such as grey-sheep [42,86], present in QoS data. This chap-
ter presents ARRQP, which not only enhances our predictive performance but also
prioritizes the resolution of other anomalies, including outliers, the cold-start prob-
lem, and the presence of grey-sheep instances [86]. Specifically, we introduce several
innovative solutions to mitigate QoS prediction challenges including: (i) We propose
a simple yet effective solution leveraging graph convolution [67], which excels in deal-
ing with high sparsity by aggregating and sharing neighborhood information of the
nodes, (i) Integrating both contextual information and QoS data, along with spa-
tial collaborative information, offers a holistic perspective on user-service interactions
here. This comprehensive approach enhances the system’s ability to understand user

behaviors and service performance, evidently resulting in more accurate predictions,

This chapter is derived from:
e Suraj Kumar and Soumi Chattopadhyay, ”ARRQP: Anomaly Resilient Real-Time QoS Pre-

diction Framework With Graph Convolution,” in IEEE Transactions on Services Computing,

vol. 18, no. 3, pp. 1245-1261, May-June 2025, doi: 10.1109/TSC.2025.3565376.

67



(7ii) The outlier-resilient Cauchy loss enables us to minimize the impact of outliers
during the model training, (iv) The grey-sheep detection block in ARRQP empirically
shows the effectiveness in identifying grey-sheep users/services. Importantly, it has
the advantage of being able to handle the issue of data sparsity because it does not
rely on measuring similarity between users/services., (v) In addition to the above,
ARRQP offers an effective model specifically designed for predicting the QoS values
of grey-sheep users or services, and (vi) The CRRQP block is specifically designed to
address the prediction of QoS for newly added users/services. It recognizes the chal-
lenges posed by the cold-start scenario, where these newcomers lack historical data,
and takes special measures to make accurate predictions despite the limited informa-
tion available. This specialized attention to cold-start situations ensures that ARRQP
can provide meaningful QoS predictions even for users or services with minimal or no
prior usage history.

We introduced a scalable, real-time static QoS prediction framework (ARRQP)
that effectively addresses multiple anomalies, including outliers, data sparsity, grey-
sheep instances, and cold-start, ultimately enhancing prediction accuracy.

Our proposed framework comprises five key components: two anomaly detection
blocks tasked with identifying grey-sheep users and services (GSU and GSS), and out-
liers, along with three closely integrated prediction blocks. The first prediction block
is engineered to withstand outliers and data sparsity for regular users and services.
Above this initial block, a dedicated prediction block is designed when either the tar-
get user, the service, or both lack sufficient data due to being new to the system.
Moreover, if either the user or the service, or both, are identified as GSU and GSS,
additional processing is applied to enhance the accuracy of predictions for this unique
category. This layered approach ensures robustness against anomalies and adapts
to diverse scenarios for effective QoS prediction. The primary contributions of this

chapter are outlined as follows:

(i) Novel core architecture: We introduce a multi-layer multi-head graph convolu-
tion matrix factorization (MhGCMF) model as its core architecture, leveraging a

graph-based representation to capture user-service interactions. Unlike traditional
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(ii)

(ii)

(iv)

matrix factorization, MhGCMF exploits the inherent graph structure of QoS data,
utilizing a multi-layer design to capture hierarchical relationships. While existing
graph-based learning frameworks [144] often suffer from over-smoothing and over-
squeezing [73], our model mitigates these issues through residual connections, pre-
serving feature expressiveness across layers. Additionally, MhGCMF employs multi-
head graph convolution to extract diverse features, enhancing its ability to model
complex user-service correlations. Furthermore, we introduce an outlier-resilient
loss function, strengthening robustness against anomalous QoS data and ensuring
reliability. Additionally, the synergy between contextual and QoS features, in ad-
dition to the spatial features automatically extracted by MhGCMF, significantly
enhances the model’s expressiveness in capturing the complex, higher-order associ-
ation between user and services. This enhancement eventually leads to improved

prediction performance.

Sparsity-resilient grey-sheep detection and tailored-modeling for unique
instances: We present a sparsity-resilient method for detecting grey-sheep users or
services characterized by unique attributes that challenge accurate QoS prediction
through collaborative filtering alone. To address this, we introduce a dedicated
processing module, informed by a quantitative distinction measure from the grey-
sheep detection block. This tailored approach ensures more precise predictions for

this distinct category of users or services.

Addressing cold-start problem: We address the cold-start problem by designing

a separate model that prioritizes contextual features over similarity features.

Comprehensive experiments and evaluation: We conducted extensive exper-
iments on the WS-DREAM 1 RT and TP datasets [1], along with a new smart
transportation dataset featuring four QoS metrics, to evaluate the effectiveness of

each ARRQP module and the overall framework performance.

The rest of this chapter is organized as follows. Section 4.1 then discusses the pro-

posed solution framework in detail. The experimental results are analyzed in Section

4.2. Finally, Section 4.3 concludes this chapter.
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4.1 Methodology

The standard static QoS prediction method employs Definition 4 for QoS modeling.
However, ARRQP additionally focuses on enhancing the robustness and reliability of
QoS prediction in realistic service environments. Specifically, ARRQP addresses the
following research questions: (i) how to identify and mitigate the influence of anoma-
lous entities, such as grey-sheep users and services, and abnormal QoS observations,
(ii) how to perform accurate QoS prediction under sparse and unreliable interaction
data, and (iii) how to enable reliable QoS prediction for cold-start users and services
with limited historical information. Addressing these challenges enables ARRQP to
provide resilient and dependable QoS prediction in the presence of sparsity, anomalies,
and cold-start conditions.

In this section, we discuss our framework, ARRQP, for QoS prediction. AR-
RQP comprises two major anomaly detection blocks: (a) Grey-sheep user and service
Detection block (GD), (b) Outlier Detection block (OD); and three major prediction
blocks: (a) Sparsity and Outlier Resilient Real-time QoS Prediction block (SOR-
RQP), (b) Grey-sheep users and services Resilient Real-time QoS Prediction block
(GRRQP), and (c) Cold-start Resilient Real-time QoS Prediction block (CRRQP).
The architectural overview of ARRQP is illustrated in Fig. 4.1 (c). In the following

subsections, we discuss each of these blocks in detail.

4.1.1 SORRQP Block

SORRQP leverages graph convolution [67] to deal with the data sparsity. The graph
convolutional network (GCN) takes privilege in graph architecture and effectively ag-
gregates the node features through message passing between neighboring nodes. Graph
architecture has more expressive power [67,145] than most known representations of
users and services. Therefore, we adopt graph convolution as the fundamental oper-
ation in the SORRQP architecture. Here, we propose a multi-layer multi-head graph
convolution matrix factorization (MhGCMF') model for QoS prediction, shown in Fig.s

4.1 (a) and (b). Before discussing the further details of MhGCMF, we first define the
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Figure 4.1: (a) Details of GCMFU, (b) Architecture for MhGCMF, and (c¢) Architec-

ture for ARRQP

QoS Invocation Graph (QIG), which is a basic building block of graph convolution

operation.

Definition 17 (QoS Invocation Graph (QIG)). A QIG, G = Vi uVa, E, & U &) is
a bipartite graph, where Vi and Vy are the set of vertices representing the set of users
and services, respectively. An edge e;; = (v} € Vi, vjz e Vo) € E exists in G if ¢;; # 0 in

the QoS log matriz Q. & and &, represent the set of feature embedding for each node

i Vi and Vs, respectivel

Y.
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Table 4.1: Feature embedding for QIG

minl : min(Q(i)) min; : min(Q7T (5))
mazl : maz(Q(i)) max; : max(Q7 (5))
¥ mean(Q(4)) pf = mean(QT (5))
med¥ : median(Q(7)) meds : median(QT (5))
o : std_dev(Q(3)) 0¥ std_dev(Q" (5))

std_dev : standard deviation;Q(i): ith row of Q; QT: Transpose of Q

4.1.1.1 Construction of the Feature Embedding

Our initial feature embedding comprises a set of QoS features along with a set of

contextual features. We now briefly discuss the details of this embedding.

4.1.1.1.1 QoS features. The QoS features include three different types of fea-

tures, which are discussed below.

(i) Statistical features (F&,, F&,): To capture the self characteristics of each user w;
and service s;, we compute 5 statistical features, as shown in Table 4.1. It may
be noted that since Q(i) is a partially filled QoS invocation vector (QIV), the

data sparsity affects the statistical features.

1) Collaborative features (Fg, F¢)): They are derived from the QoS log matrix. We
QY Q
perform non-negative matrix decomposition [32] of Q to obtain the collaborative

QoS features of u; and s;, each with dimension d,.

(iii) Similarity features (F&;, Fg;): They are also extracted from the QoS log matrix.
We employ the cosine similarity metric (CSM) (refer to Definition 2.4) to obtain

the similarity between pairwise users (u;, u;) and services (s;, si), computed as:

CSM (ui,up,) = (Q(i) - Q(K)) / (1 Q)] , |Q(K) ) .
CSM(sj,s1) = (Q7(j) - Q7(k)) / (| Q7 (5)], | Q" (%)],)

(4.1)

We use cosine similarity for similarity computation because it efficiently measures
the direction of vectors, highlighting shared experiences regardless of engagement lev-

els, and performs well with sparse, high-dimensional data. It is worth noting that the
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similarity between two users and services is 0 if they do not have any common invoca-
tions. Therefore, in general, the similarity features remain sparse due to the sparsity
of Q. Integration of similarity features, however, significantly boosts the resilience,
precision, and versatility of QoS prediction models. These features empower the model
to quantify the connections between users and services through their past interactions,
enabling the identification of behavioral patterns and service performance trends. Fur-
thermore, depending on the number of users and services, the similarity feature vector
may be high-dimensional. It may be noted that the length of the similarity feature
vector for each user u; and service s; are n and m, respectively. Therefore, we employ
two different auto-encoders [133] for the users and services separately to obtain the

low-dimensional similarity feature vector of length d;.

4.1.1.1.2 Contextual features (F%, F5). We utilize the contextual information
associated with each w; and s; to prepare the contextual features. The user contex-
tual features include the user ID, region, and autonomous system (AS) information,
whereas the service contextual features comprise the service 1D, service region, and ser-
vice provider information. We use one-hot encoding for each contextual information.
Here again, the dimension of the feature vector becomes large due to the high number
of users and services. Therefore, we employ auto-encoders to obtain the contextual

feature vector of length d..

Finally, all the above feature vectors are concatenated to construct the feature

embedding

gi _ (f;u,i> | ’fQ<u,i> | ’.Fs<iu,i> | ’Fgu,z>) c 81’

& = (Fs T NIFG N FIFe™7) € &,

for each user u; and service s;, respectively. Here, ]—'t<”’i> refers to the statistical
features for w;. The rest of them are denoted similarly. The length of the initial

feature embedding (say, f) for each user and service is, therefore, (5 + d,, + ds + d,.).
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The initial feature embedding matrix F© is defined in Eq. 4.2.

PO () (mim)xf. 0 _ EleR ifi<n
= (pij) R o= (4.2)
&y e R/, otherwise

The contextual features are less proficient than QoS features in capturing the
intricate relationship among users and services, particularly in the context of QoS
prediction. However, relying solely on QoS features often results in lower accuracy
due to the sparse nature of the QoS log matrix. Therefore, we combine both types
of features to create the initial feature embedding. In addition to the initial feature
embedding, we incorporate spatial collaborative features obtained from the MhGCMF,
which forms the core component of SORRQP. The graph architecture in the MhGCMF
enables each user and service to integrate the neighbor information into its embedding,
resulting in richer representations that facilitate effective QoS prediction. The primary
goal of the MhGCMF is to learn the spatial features from the initial feature embedding
of the users and services, to enhance the efficiency of QoS prediction. The GCMF Unit
(GCMFU) is the central component for MhGCMF.

4.1.1.2 Architecture of GCMFU

GCMFU aggregates the neighborhood features of a node v¥ € (V; U V), k € {1,2}
from its neighbors, as modeled by the two equations shown in Fig. 4.1(a). Here,
we leverage the adjacency matrix representation of G to aggregate the neighborhood
features. To preserve the self-features of each node in the aggregation, we additionally
set the diagonal entries of the adjacency matrix to 1. The modified adjacency matrix
A e RV*N is defined in Eq. 4.3.
1,ifi = jorej ek
A= (a;) € {0,137, 0y = (4.3)
0, otherwise
where, N = n + m. We then normalize A, shown in Eq. 4.4, to avoid the scaling
discrepancy caused by the varying degrees of the nodes in G because of the sparsity of

Q and generate A. The diagonal degree matrix (D), as defined in Eq. 4.5, is used for
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the normalization. The normalization reduces the impact of the higher degree nodes
in QoS prediction.
A=D1 AD? (4.4)
N
A(i k), ifi=j
0, otherwise
The GCMFU receives A and a feature embedding matrix (say, F7) as its input. It
then performs a non-linear transformation on F7 with the help of a set of learnable

parameters (refer to Fig. 4.1(a)) and produces the updated feature embedding matrix

(say, F7*1) by incorporating the spatial information of the neighborhood nodes.

4.1.1.3 Architecture of MhGCMF

Fig. 4.1(b) summarizes the architecture of the MhGCMF. Given the normalized ad-
jacency matrix A and the initial feature embedding matrix F°, the objective of the
MhGCMF is to learn the spatial collaborative features for each user and service for
efficient QoS prediction.

In MhGCMF, F° first undergoes an initial transformation by passing through a
dense layer, resulting in the transformed feature embedding F'. Subsequently, F*
and A are directed to the multi-head GCMFU (i.e., MhGCMFU) block. MhGCMFU
comprises N number of GCMFUs followed by a 1 x 1 convolution layer. The “multi-
head” in MhGCMFU refers to the presence of multiple GCMFUs. The outputs of
these multiple GCMFUs are then concatenated channel-wise, and the resulting tensor
passes through a 1 x 1 convolutional layer. This entire process is repeated t times,
where the output of MhGCMFU is fed back into itself. The output generated by
each MhGCMFU block is once again concatenated channel-wise and then forwarded
to another 1 x 1 convolutional layer. For each 1 x 1 convolutional layer, there is a
corresponding tuple indicating (padding, stride, and number of filters), as illustrated
in Fig. 4.1 (b). The output of the final 1 x 1 convolutional layer is split row-wise to
produce the user and service embedding matrices. These matrices are subsequently

multiplied to generate the predicted QoS log matrix. We train the MhGCMF for each
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user-service pair (u;, s;) € U x S, such that ¢;; # 0 using Cauchy Loss Function [136],
as shown in Eq. 4.6.
_ ll9:5 — dis|I*
Co= Y In(1+ ) (4.6)

2
qij 70 v

where, 7 is a hyper-parameter that can be tuned externally, and ¢;; is the predicted

QoS value. The Cauchy loss function endows SORRQP with outlier resilience charac-

teristics. However, SORRQP alone cannot address the other issues, such as grey-sheep

and cold-start. In the next section, we address the issue of grey-sheep.

4.1.2 Grey-sheep Detection Block (GD)

Collaborative Filtering (CF) highly relies on the collaborative relationship between
users and services and operates on the premise that similar users and services exist
within the system. However, it is worth noting that there can be a small group of users
or services with QoS patterns that deviate from the norm, making them distinct from
the majority. These users and services are often referred to as grey-sheep, representing
an anomalous subset within the user or service community [86]. The existence of
grey-sheep users or services may occasionally lead to substantial inaccuracies in QoS
predictions.

In this context, our approach begins with addressing the task of identifying grey-
sheep Users and Services (GSU and GSS). Subsequently, we tackle the challenge of
QoS prediction for these identified GSUs and/or GSSs. The GD block within ARRQP
primarily focuses on identifying the instances of grey-sheep within the QoS data.

To capture the distinct QoS pattern exhibited by a user and service, here, we
introduce two concepts: reliability score (Rel(-)) and Grey-sheep Anomaly (GA) score
[86] for each user and service. These two scores together aid in determining whether

a particular user and service qualify as a GSU and GSS.

Definition 18 (Reliability Score). The reliability score of a user u; € U and service
s; € S, denoted by Rel(u;) and Rel(s;) , respectively, are defined as:

of —min(o})

Rel(u;) =1 — ” — (4.7)
max(cj) — min(oj)
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o7 — min(c})

Rel(sj) =1— (4.8)

s\ __ : s
max(o}) — min(a})

o and 0§ represent the standard deviation of the QIVs of u; and s;, respectively (refer

to Table 4.1). |

It may be noted from Eq. 4.7 that a user or service is said to be more reliable than
another if the standard deviation of the QIV of the former is lower than that of the
latter. We now define the GA score in Definition 19.

Definition 19 (Grey-sheep Anomaly (GA) Score). The GA score of a user u; € U

and service s; € S, denoted by Ga(u;) and G4(s;), respectively, are defined as:

Ga() = Sg&(m — it = 5| x Rellsy)) | /1S (4.9)
Ga(s)) = uﬁzuv(mij — = ] x Rel(w)) | /1] (4.10)
fi; = u%:{j Gij | — }}Z_lg{f(%) - ﬁ%(q@?) /(U] —2) (4.11)
i = ZS @ | = max(ay) = min(ay) |/ (1S = 2) (4.12)

Si be the set of services invoked by u;. U; be the set of users invoked s;. pg and 3

represent the mean of the QIVs of u; and s;, respectively. [ |

It may be noted from the above equations that the GA score of each user wu;
(service s;) is computed over its respective QIV, denoted by Q(i) (Q*(j)). For each
invocation ¢;; (# 0) made by u; (for s;), we compute the deviation with respect to
the mean of QIV of u; (s;) and the centralized mean of s; (u;). The average of these
weighted deviations, computed over the QIV of u; (s;), is referred to as the GA score
of u; (s;). The reliability score of the corresponding service is used as the weight in
this computation. Notably, if a service has a high reliability score, the corresponding

deviation carries more weight than one associated with a service with a lower reliability
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score. It may be noted that the GA score of a user only depends on the set of services
it invokes. Therefore, the GA score is not affected by the data sparsity. We now define
the Grey-sheep user (GSU) and service (GSS).

Definition 20 (Grey-sheep user (GSU)). A user u; € U is called GSU, if G(u;) is

more than a given threshold Ty. [ |

Definition 21 (Grey-sheep service (GSS)). A service s; € S is called GSS, if 9Y(s;)

is more than a given threshold 7. [ |

74 and 7 are hyper-parameters. We consider 74 = p + ¢+ 0g (15 = pi, + ¢ * 0),
where pf and o (1, and o) are the mean and standard deviation of the GA scores
of users (services), respectively. ¢ € R.g is a hyper-parameter, which can be tuned
externally.

Once the GD block identifies the GSU and GSS, the next step is to predict the QoS
values for these identified GSUs and GSSs using our next prediction block, GRRQP.

4.1.3 GRRQP Block

The GRRQP is primarily designed to provide QoS predictions for GSU and GSS (refers
to GRRQP block in Fig. 4.1(c)). The rationale behind introducing the GRRQP block
stems from the recognition that grey-sheep users and services exhibit markedly distinct
QoS patterns compared to the majority of users and services. Consequently, relying
extensively on collaborative features, as employed in SORRQP, may not be adequate
for achieving higher QoS predictions for GSU and GSS. Furthermore, the prediction
of QoS values for GSU and GSS in conjunction with other users and services may not
be advisable, given that GSU and GSS possess distinct characteristics that set them
apart from the rest. Therefore, here, we design an additional module for the QoS
prediction tailored specifically for GSU and GSS.

The GRRQP is an improvisation of SORRQP, featuring supplementary MLPs
(Multi-Layer Perceptrons) in addition to the MhGCMF'. Here, we have three MLPs de-
signed specifically for (a) Non-greysheep users and GSSs, (b) GSUs and non-greysheep
services, and (c) GSUs and GSSs. The feature vector for each MLP is constructed by

78



concatenating the user and service features. If the user w; is a non-greysheep user,
the embedding vector EY (i.e., i'™ row of E*) obtained from MhGCMF is used as its
features. However, if u; is a grey-sheep user, its feature is generated by concatenating
the following components: (a) The embedding vector EY obtained from MhGCMF,
(b) The initial feature embedding vector £} as it captures the user’s own unique char-
acteristics, (¢) The GA score ¥4(u;) as it indicates the abnormality of the user, and in
turn, shows the uniqueness of the user, and (d) The number of invocations of u;. The
service features are also generated similarly. The MLPs are trained for the user-service

pair in the respective categories for which ¢;; # 0.

4.1.4 CRRQP Block

The term cold-start pertains to a scenario in which a new user and service is introduced
into a system. This situation poses a significant challenge for QoS prediction due to
the lack of available data. The SORRQP system is ill-suited to handle the cold-start
scenario for the following reasons: (a) The similarity and statistical features in the
initial feature embedding cannot provide meaningful information for the newly added
user and service due to the absence of historical data. (b) The newly introduced user
and service forms an isolated node within the QIG, indicating no interactions among
other users and services. These isolated nodes lack the ability to capture spatial fea-
tures effectively. As a result, this limitation poses a challenge for SORRQP in making
accurate predictions. Therefore, we propose another prediction block, CRRQP, to
address the above issue. CRRQP is an enhancement over SORRQP.

In addition to MhGCMF, CRRQP is also equipped with three MLPs to predict
the QoS of the following target user-service pairs (refer to CRRQP block in Fig. 4.1
(c)). (a) Cold-start User (CSU): Here, the target user is new. However, the service has
sufficient past data. (b) Cold-start Service (CSS): In this case, the target service is new,
while the user has historical data. (c) Cold-start user and service Both (CSB): This
scenario involves both the user and service being newly introduced entities without
any historical data available for either of them.

The three MLPs are trained separately with three different sets of input features.
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The input features are constructed by concatenating the user and the service features.
If the user and service u; and s; is not a newly added, the embedding vector E}* and
E7 obtained from MhGCMEF is used as its features.

However, if a new user and service is added, its feature is generated by concatenat-
ing its contextual features with the collaborative features obtained using non-negative
matrix decomposition. While the collaborative features provide a global overview of
the QoS data and assist in the prediction process, it is crucial to acknowledge that the
newly added user and service may lack statistical data or similarity features due to the
absence of past interactions. Additionally, spatial features are unavailable for these

entities as they represent isolated nodes in the QIG without any prior interactions.

4.1.5 Outlier Detection Block

We employ an unsupervised learning algorithm based on the isolation forest (iForest)
algorithm [109] to detect the outliers from scratch. iForest algorithm explicitly iso-
lates the outliers rather than profiling the inliers, in contrast to the density-based
approaches for outlier detection. The strength of the iForest approach is its effective-
ness over different benchmarks and high scalability. It uses an ensemble of isolation
trees (iTree), whose branch grows iteratively; this way, it isolates every single data
point. Finally, in each iTree, the outliers are instances that are isolated near the root
of the tree and have comparatively short average path lengths, consecutively, inliers
are isolated to the far end of the iTree.

After identifying the outliers, we proceed to eliminate them from the dataset, with
the ratio of removed outliers denoted by A (e.g., A = 0.1 refers to 10% of the total
dataset considered as the outlier). This step is essential to evaluate the performance

of our framework without outliers.

4.1.6 Overall Architecture and Computational Complexity

Fig. 4.2 outlines overall ARRQP framework. Upon receiving a user-service pair, the it

first extracts initial features. For regular pairs (neither grey-sheep nor new), it com-
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Figure 4.2: Overall architecture ARRQP

bines statistical, similarity, contextual, and collaborative features, which are processed
by the SORRQP block for QoS prediction. For new users or services, the CRRQP
block predicts QoS using contextual and collaborative features for the new entity,
while embeddings from the SORRQP block are used for regular entities. If either
the user or service is identified as a grey-sheep by the GD block, the GRRQP block
integrates initial features, SORRQP embeddings, and the GA score to predict QoS.

The computational complexity of ARRQP arises primarily from two components:
the initial feature extraction and the QoS prediction modules. Feature extraction
involves contextual, statistical, similarity-based, and NMD features, where similarity
features (O(n*m + m?n)) and NMD (O(nmd)) contribute most significantly, here,
n and m denote the number of users and services respectively, and d is the num-
ber of latent features. Among the prediction modules, the SORRQP module incurs
the highest complexity, especially from its multi-head graph convolutional framework
(MhGCMF), dominated by O(N?fyNpt), where N = n + m is the total number of
nodes in the QoS Invocation Graph, fy is the embedding size, NNV}, is the number of
attention heads, and ¢ is the number of convolutional layers. GRRQP and CRRQP

exhibit moderate complexity O(L; fd), where L; is the number of layers in each MLP,
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f is the feature dimension, and d is the output size per layer. The anomaly detection
module (GD) maintains low linear complexity O(e), with e being the number of QoS
invocations (edges in the bipartite graph). Overall, the major factors contributing to
increased complexity are the high dimensionality of input features, pairwise similarity

computations, and graph-based multi-head convolution operations.

4.2 Experimental Results

We implemented our framework using TensorFlow 2.6.2 with Python 3.6.9. All experi-
ments were executed on the Linux-5.4.0-133-generic-x86_64-with-Ubuntu-18.04-bionic
with Intel(R) Core(TM) 19-10885H CPU @ 2.40GHz x86_64 architecture, 16 Core(s),
128 GB RAM, with the following cache L1d: 32K, L1i:32K, L2:256K, L.3:16384K.

4.2.1 Experimental Setup

4.2.1.1 Datasets

We primarily used the publicly available WSDREAM-1 [1] datasets demonstrated in
Table 2.3 in Sec. 2.3. In addition, we evaluate our framework on a new gRPC dataset

as described below.

4.2.1.2 Proposed gRPC Dataset

We constructed a small dataset in the smart transportation domain, focusing on au-
tonomous vehicles (AVs), using the gRPC framework!, a high-performance, open-
source RPC system that enables load balancing, authentication, and seamless com-
munication across devices, applications, and backend services. Inspired by Pylot [146],
which introduces a modular AV pipeline to examine the effects of QoS parameters like
latency and reliability, we identified five essential tasks for AV operation: Object
Detection, Object Tracking, Prediction, Planning, and Control.

Thttps://grpe.io/
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Table 4.2: Details of a new gRPC service dataset

Contextual Info User Service

Quantity 57 150

AS 16 1

City 27 1

Country 3 1

Region 13 1

Statistics Reliability (RE) Cost (CT) Latency (LT) Power (PW)
Range (min-max) 44.61%-99.99% 4.6000-4.6000 0.0484-151.8636 17.2100-92.7500
Mean, Median 68.38%, 63.28% 11.2214, 11.2000 3.7787, 1.1787 56.5041, 66.2100
Standard Deviation 11.26 1.9538 9.5216 20.0000

Table 4.3: Details of various hyperparameter used in experiments

Parameters RT-5 ‘ RT-10 ‘ RT-15 ‘ RT-20 ‘ TP-5 ‘ TP-10 ‘ TP-15 ‘ TP-20
e\t 2,0.1, 2
dn, ds, de 50, 50, 50
MAE 5 1 4 3 5 4 5 5
Np
RMSE 5 1 2 2 5 7 8 6
MAE 0.05 0.25 0.25 0.25 10 10 50 10
vy
RMSE 250 10 100 10 10 50 50 100

To study QoS provisions for these tasks, we implemented 150 machine learning
algorithms and deployed them as gRPC-based services. These services were hosted on
five servers at our institute, and data was collected from 57 distributed users across
27 cities in India, Taiwan, and the US. We recorded data for four QoS parameters:
(i) Reliability (RE), defined as the task accuracy achieved by services and measured
in percentage, (i) Latency (LT), measured in seconds, indicating end-to-end response
time, (iii) Cost (CT), calculated as the ratio of memory consumed during service
execution to the total available memory, and (iv) Power (PW) represents the energy
consumption measured in watts.

Table 4.2 summarizes gRPC dataset details across these parameters.

4.2.1.3 Parameter Configurations

To validate the performance of ARRQP, we used four different (training, testing) split-
ups: (5%, 95%), (10%, 90%), (15%,85%), and (20%, 80%). In this chapter, we use the
notation RT-z (TP-z) to denote the (training, testing) split up for (z%, (100 — z)%).
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In other words, for RT-z, we used 2% data of the given response time values for
training, while the rest was used for testing. Moreover, we used 20% of the training
data as the validation dataset for our experiment. We repeated each experiment 10
times and reported the average value. The dataset is randomly split into training,
testing, and validation sets in each experiment.

In all our experiments, unless specifically stated otherwise, we maintained consis-

tent usage of the parameters with values as listed in Table 4.3.

Table 4.4: Comparative study of ARRQP on WSDREAM-1 RT dataset

Anomaly Loss MAE RMSE
Addressed Methods Function 5 10 15 20 5 10 15 20
UPCC [6] - 0.7695 0.7201 0.6521 0.5921 1.6940 1.6101 1.4959 1.3993
None IPCC [7] - 0.7326 0.7125 0.6783 0.6503 1.6346 1.5439 1.4104 1.3109
WSRec (8] - 0.6794 0.6211 0.6037 0.6020 1.4884 1.4265 1.3684 1.3515
PG (%) 46.46 49.49 54.16 56.32 16.83 19.69 20.51 23.41
NMF [32] MSE 0.6182 0.6040 0.5990 0.5982 1.5746 1.5494 1.5345 1.5531
PMF [35] MSE 0.5678 0.4996 0.4720 0.4492 1.4735 1.2866 1.2163 1.1828
GeoMF [12] MSE 0.5305 0.4827 0.4495 0.4366 1.3152 1.2190 1.1742 1.1528
CNMF [147] MSE 0.5289 0.4713 0.4316 0.4136 1.3053 1.2373 1.1360 1.1161
CSMF [39] MSE 0.5286 0.4557 0.4225 0.4180 1.3473 1.2315 1.1780 1.1210
$+C LMF-PP [66] MSE 0.5285 0.4725 0.4472 0.4260 1.3410 1.2419 1.2102 1.1625
JCF [148] MSE 0.5132 0.4665 0.4504 0.4365 1.3328 1.2505 1.1854 1.1802
NDMF [47] MSE 0.4880 0.4304 0.3845 0.3665 1.3495 1.2349 1.1569 1.1294
EFMPred [149] MSE 0.4460 0.3750 0.3630 0.3480 1.3530 1.2810 1.2530 1.2360
MSDAE [83] MSE 0.4267 0.3640 0.3434 0.3275 1.2853 1.2436 1.1695 1.1283
LAFIL [81] MSE 0.3880 0.3664 0.3460 0.3268 1.2674 1.1926 1.1106 1.0923
PG (%) 6.26 13.82 19.42 22.58 2.32 3.94 2.06 8.95
DCALF [150] MSE 0.5127 0.4544 0.4346 0.4246 1.3731 1.2450 1.2001 1.1759
FHC-DQP [90] MAE 0.5100 0.4340 0.3950 0.3380 1.4000 1.3160 1.2360 1.2050
NCF [151] Huber 0.4400 0.3850 0.3720 0.3620 1.3250 1.2830 1.2530 1.2050
SPP+LLMF [64] MAE 0.4350 0.3700 0.3550 0.3360 1.3340 1.2500 1.1920 1.1740
DNM [92] MAE 0.4125 0.3726 0.3678 0.3575 1.3463 1.2673 1.2490 1.2298
MM-DNN [51] MAE 0.4102 0.3392 0.3261 0.3117 1.2165 1.0835 1.0665 1.0321
SHe+o LDCF [13] Huber 0.4020 0.3670 0.3450 0.3310 1.2770 1.2330 1.1690 1.1380
DCLG [52] Huber 0.3850 0.3460 0.3260 0.3140 1.2630 1.1850 1.1430 1.1200
FRLN [91] MAE 0.3790 0.3440 0.3220 0.3090 1.3060 1.2380 1.2010 1.1750
QOoSGNN [55] MAE 0.3770 0.345 - - 1.3350 1.2760 - -
HSA-Net [87] MAE 0.3670 0.3270 0.3070 0.2950 1.2490 1.1660 1.1260 1.0910
NCRL [59] MAE 0.3589 0.3385 - - 1.2694 1.2252 - -
PG (%) -1.34 4.06 9.86 14.24 0.89 1.75 3.40 8.85
$+GS+0+C | ARRQP Cauchy | 0.3637 | 0.3137 | 0.2767 | 0.2530 | 1.2379 | 1.1456 | 1.0877 | 0.9945

4.2.2 Performance Analysis

We now present the performance analysis of our experimental results.
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Table 4.5: Comparative study of ARRQP on WSDREAM-1 TP dataset

Anomaly Loss MAE RMSE
Addressed Methods Function 5 10 15 20 5 10 15 20
UPCC (6] - 27.5760 23.0130 | 20.6800 | 19.2940 | 63.7540 56.6210 51.9550 47.6510
None IPCC [7] - 26.8640 26.0590 25.8790 | 24.2610 65.7900 61.1320 59.1500 54.6970
WSRec (8] - 26.7330 22.6940 20.5470 | 18.9640 63.4980 56.4590 51.7890 46.9510
PG (%) 50.40 52.53 52.50 53.97 36.53 34.39 32.48 29.73
CSMF [39] MSE 28.3060 26.5850 | 25.6250 | 21.7420 | 72.7040 70.0210 68.6180 61.6790
NMF [32] MSE 25.7529 17.8411 15.8939 | 15.2516 | 65.8517 53.9896 51.7322 48.6330
GeoMF [12] MSE 24.7465 22.4728 | 17.7908 | 16.2852 | 57.7842 49.2456 45.3255 43.9545
PMF [35] MSE 19.9034 16.1755 15.0956 | 14.6694 54.0508 46.4439 43.7957 42.4855
S+C EFMPred [149] MSE 19.8460 17.4610 17.0460 | 15.8390 73.8420 65.6800 67.0930 61.8030
LRMF [77] MSE 19.1090 15.9494 14.5974 | 13.9206 58.0719 48.2718 44.0682 41.7880
LMF-PP [66] MSE 18.3091 15.9125 14.7450 | 14.1033 51.7765 46.1418 42.9927 41.4084
NAMF [152] MSE 18.0836 15.9808 | 14.6661 | 13.9386 | 52.8658 44.0788 43.0206 40.7481
NIMF [37] MSE 17.9297 16.0542 | 14.4363 | 13.7099 | 51.6573 45.9409 43.1596 41.1689
NDMF [47] MSE 16.3818 13.9317 | 12.5043 | 11.7204 | 50.9612 43.9095 42.5319 39.9431
LAFIL [81] MSE 13.9875 12.2119 11.3761 10.9294 48.5321 42.5069 40.2270 38.6575
PG (%) 14.77 11.79 14.20 20.13 16.96 12.85 13.89 14.66
DNM [92] MAE 18.4903 16.2861 15.1406 | 14.7933 63.2993 55.0821 49.3940 48.4284
DCALF [113] MSE 17.6576 15.3595 14.3936 | 13.6697 51.4123 45.9013 42.6235 41.2194
FHC-DQP [90] MAE 17.2660 14.3470 | 13.4950 | 12.6380 | 51.5200 46.6050 44.9160 42.1970
QoSGNN [55] MAE 16.2550 13.9460 - - 54.2060 47.9550 - -
MM-DNN [51] MAE 16.1658 13.3631 12.4415 | 11.7019 50.0102 42.4129 39.1015 37.2234
$+C+0O NCF [151] Huber 15.4680 13.6160 | 12.2840 | 11.8330 | 49.7030 46.3040 42.3170 41.2630
SPP+LLMF [64] MAE 15.3820 13.6540 11.9040 | 11.0890 51.5660 45.6810 41.6310 39.5340
FRLN [91] MAE 14.9400 12.5700 11.3700 | 11.0600 51.6200 44.6700 40.8700 39.6000
LDCF [13] Huber 13.8440 12.3820 11.2700 | 10.8410 47.3590 43.4820 39.8130 38.9980
NCRL [59] MAE 13.4900 11.8400 - - 46.2500 41.4500 - -
DCLG [52] Huber 12.9280 11.3040 10.4060 9.9360 43.9690 39.9600 37.6370 36.1760
PG (%) -1.97 4.70 6.20 12.15 8.34 7.30 7.97 8.80
$S+G5+0+C | ARRQP Cauchy 13.1839 | 10.7723 | 9.7604 | 8.7285 | 40.3005 | 37.0415 | 34.9693 | 32.9910

10 | ®WSRec * NRCF B IPCC & RACF M UPCC  OffDQ 8 TRQP - GRRQP M CRRQP

H SORRQP

e

2 1
Y s Table 4.6: Prediction time for different blocks
% 0.00001 l l I of ARRQP
& 0.0000001
0.000000001 I
RT-10 RT-20 Average Method | Avg. Train time (sec) | Prediction time (sec)
SORRQP 368 5.008 E7% + 4.597 E-%
- c ) ¢ A GRRQP 540 8.335 B0 + 1.639 B
igure 4.3: Comparative study of AR- CRRQP 199 1510 B9 4+ 4597 BO7

RQP on prediction time

4.2.2.1 Comparison with SOTA Methods

We compared ARRQP with 26 and 23 major state-of-the-art (SOTA) methods on RT
and TP datasets, respectively. Table 4.5 shows the performance of ARRQP on RT
and TP datasets for different training densities in terms of prediction accuracy. Here

are our observations on the performance of ARRQP:
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(i)

(i)

(iii)

(iv)

(v)

Comparison of prediction accuracy with SOTA: As observed from Table 4.4 and Ta-
ble 4.5, the prediction error started decreasing as the methods started handling more
anomalies. It is worth noting that ARRQP outperformed all the SOTA methods
reported in Table 4.4 and Table 4.5 since it addressed more variations of anomalies
compared to contemporary methods. The improvements of ARRQP over the other
methods for each case (the methods are divided based on the anomalies addressed

by them) are shown in the tables in bold.

Comparison of prediction accuracy between ARRQP and DCLG/NCRL: It may be
noted from Table 4.5, the performance of ARRQP degraded by —1.97% compared
to DCLG [52] in terms of MAE on TP-5. However, the performance of ARRQP
improved by 8.34% for the same in terms of RMSE. This shows that even though
ARRQP increased the overall errors compared to DCLG, ARRQP was able to reduce
the large prediction errors significantly. For the rest of the other cases, however,
ARRQP outperformed DCLG in terms of MAE and RMSE. A similar observation
can be made for NCRL on the RT dataset, as shown in Table 4.4.

Change of prediction accuracy with training density: As observed from Table 4.4 and
Table 4.5, the performance of ARRQP improved with the increase in the training
density. This is because, as the density increases, the number of neighbors of each
node in the QoS prediction graph increases, which allows each user and service to

have additional spatial collaborative information in the feature vector.

Training time of ARRQP: The training of ARRQP is performed in offline mode as
discussed in Section 4.1. The training time for ARRQP varied from 1.8 to 21.75
minutes, depending on the number of heads used in GCMF, which varied from 1 to

8 in our experiments.

Performance of ARRQP in terms of prediction time: Fig. 4.3 provides a compar-
ative analysis of the prediction time between ARRQP and several SOTA methods
(such as WSRec [8], NRCF [28], IPCC [7], RACF [29], UPCC [6], OffDQ [58], and

TRQP [108]), focusing on the average prediction time for one target user-service
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Figure 4.4: Comparison with SOTA methods on gRPC services dataset with four QoS
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(vi)

pair. The results indicate that our framework exhibits reasonable responsiveness
compared to other methods, as depicted in Fig. 4.3. Table 4.6 shows the training
and prediction time of SORRQP, GRRQP, and CRRQP. While the training time of
our framework is notably high, the prediction time remains quite reasonable, ren-
dering ARRQP suitable for real-time systems since training is conducted offline. It
is worth noting that the prediction time for CRRQP and GRRQP is higher than
SORRQP due to the additional processing involved. However, only a tiny fraction
of user-service pairs trigger this extra computation, with most relying on SORRQP.
Consequently, the average prediction time of ARRQP remains comparable to that

of SORRQP.

Performance of ARRQP on the new dataset: We evaluate the performance of AR-
RQP on the four QoS parameters in our dataset under varying sparsity levels ranging
from 5% to 20% in 5% increments. For comparison, we selected two classical ma-
trix factorization methods, NMF [32] and PMF [35], one outlier-resilient method,
CMF [42], and two deep learning-based methods [52,59], which demonstrated per-
formance close to ARRQP on the WSDREAM datasets. As shown in Fig.s 4.4
(a)-(d), ARRQP consistently outperformed these methods.
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Table 4.7: Performance of SORRQP after removal of outliers

Methods RT-10 RT-20 TP-10 TP-20
MAE RMSE MAE RMSE MAE RMSE MAE RMSE
LLMF [64] 0.4041 0.6120 0.4037 0.6106 16.5509 33.8889 13.1105 27.9648
DALF [153] 0.3955 0.7466 0.3439 0.6779 13.1968 27.8531 11.9619 26.0299
CAP [16] 0.3603 0.6439 0.3521 0.6640 16.4269 32.9558 16.3125 32.9334
TAP [15] 0.3385 0.5512 0.2843 0.4985 22.1419 43.4987 19.8273 40.9533
TRQP [108] 0.2540 - 0.2520 - 10.5760 - 9.5660
OffDQ [58] 0.2000 - 0.1800 - 9.1600 - 8.6700 -
CMF [42] 0.1762 0.3705 0.1524 0.3599 8.4573 24.9137 7.2501 20.8927
SORRQP 0.0930 | 0.3556 | 0.0794 | 0.2710 | 4.9652 | 18.3332 | 4.0876 | 16.6755
PG (%) 47.21 4.02 47.90 24.69 41.29 26.41 43.62 20.18

* Improvement (PG) of SORRQP over the second best method highlighted in blue

4.2.2.2 Performance of ARRQP on Addressing Anomalies

This subsection analyzes on various anomaly detection mechanisms and the perfor-

mance of ARRQP in dealing with those anomalies.

4.2.2.2.1 Impact of Outlier Detection Method. Table 4.7 shows the perfor-
mance of SORRQP after the removal of 10% outliers (i.e., A = 0.1). Here, we consider
the SOTA methods after removing 10% or more data with anomalies. As observed
from the final row of Table 4.7, SORRQP outperformed all the SOTA methods in
terms of prediction accuracy by a significant margin.

Fig. 4.5 (a) presents a comparative analysis of various outlier detection methods,
revealing that i-Forest consistently outperformed K-Means [154], Local Outlier Factor
(LOF) [155], and AutoEncoder (AE) [133] across all training densities and datasets. Its
tree-based isolation mechanism makes it both scalable and robust, enabling superior
outlier detection. In contrast, K-Means is moderately effective but sensitive to extreme
values, while LOF struggles due to its reliance on local density, missing a significant
portion of outliers. Although AE-based method effectively models complex patterns,
its reliance on reconstruction error limits its outlier detection capability. Overall, i-
Forest proved to be the most reliable method, justifying its use in uncovering the true
performance of ARRQP.

Fig.4.5 (b) shows the impact of the outlier detection algorithm used on the RT

dataset. Here, we show the performance of our framework with the removal of
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Figure 4.6: Analysis of loss functions (a) RT and (b) TP datasets

1%, 2%, 3%, 5% and 10% outliers. As observed from Fig. 4.5 (b), the performance
of ARRQP (in terms of MAE) improved as more outliers were detected and removed,

which shows the efficiency of the outlier detection algorithm.

4.2.2.2.2 Impact of Loss Function to Handle Outliers. Fig.s 4.6 (a) and (b)
show the impact of the loss functions on the performance of the ARRQP on RT and TP
datasets. The MSE is an outlier-sensitive loss function; therefore, it performed worst.
MAE, Huber loss and Cauchy loss can deal with the outliers. In our framework, we
adopt the Cauchy loss to train our model since it outperformed all other loss functions,

as evident from Fig.s 4.6 (a) and (b).

Table 4.8: Number of (GSU, GSS) for different ¢

c=1 c=2 c=3
RT TP RT TP RT TP
(35, 254) | (24, 304) | (25,150) | (7,233) | (8,101) | (4, 176)
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Table 4.9: Performance (MAE) of GRRQP over SORRQP

SORRQP GRRQP 7 (%)
Case-1 Case-2 Case-1 Case-2 Case-1 | Case-2

Dataset

RT-10 1.7507 0.9278 1.7375 0.8857 0.75 4.54
RT-20 1.4828 0.6441 1.4568 0.5962 1.75 7.44
TP-10 109.3299 | 23.7551 | 107.7793 | 23.2875 1.42 1.97
TP-20 87.4062 20.215 85.8197 19.9767 1.82 1.18

4.2.2.2.3 Impact of Grey-sheep Detection Algorithm. Fig.s 4.7 (a) and (b)

show the Grey-sheep detection capability of GRRQP on RT and TP datasets, respec-

tively. We may infer the following observations from Fig.s 4.7 (a) and (b) below:

(i)

(ii)

(iii)

For A = 0, as the value of ¢ decreased and the number of detected GSU and GSS
increased and removed, the prediction error decreased. Table 4.8 shows the number

of detected GSUs and GSSs for different values of c.

As we removed 10% of the outliers (i.e., A = 0.1) along with the GSU and GSS
for every value of ¢, the performance improvement of GRRQP was quite significant
compared to the case with removing the GSU and GSS only without removing any
outliers (i.e., A = 0). Here, we refer to the comparison between the same colored

bars in the two adjacent cases in Fig.s 4.7 (a) and (b), for example, comparing the

dark blue bars for RT-10 (A = 0.1) with RT-10 (A = 0).

For A = 0.1, the decrease in the prediction error with a decrease in the value of
c was not that significant compared to the case for A = 0. This finding suggests
that the presence of a large number of outliers might contribute to the emergence

of more grey-sheep instances.

4.2.2.2.4 Performance of GRRQP. Table 4.9 presents the comparison between
GRRQP and SORRQP to show the effectiveness of our framework in handling the
GSU and GSS. While the SORRQP only addresses sparsity and outliers issues, the
GRRQP offers explicit solutions for GSU and GSS in QoS prediction. This experiment

was divided into two cases: (i) Case-1: considering all users and GSS (U, Sg), (ii)
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Figure 4.7: Analysis of grey-sheep detection metric (a) RT and (b) TP datasets

Table 4.10: Comparison of ARRQP with SOTA on grey-sheep removal

RT-10 RT-20 TP-10 TP-20
MAE RMSE MAE RMSE MAE RMSE MAE RMSE
LRMF [77] 0.4785 1.2576 0.4340 1.1422

Methods

RAP [22] 0.4914 | 1.4346 | 04531 | 1.1631 | 21.4027 - 17.5978

HLT [156] | 0.5088 - 0.3634 - 28.5370 - 22.8296

CAP [16] 0.4997 - 0.4361 - 16.6465 - 14.2685

TAP [15] 0.5978 - - - 25.7784

ARRQP

oo 0.2343 | 1.0106 | 0.1992 | 0.9450 | 8.7754 | 32.1770 | 7.2216 | 28.7231
PG (%) 51.03 | 19.64 | 45.18 | 17.26 | 47.28 S 49.39 .
ARRQP

o 0.2079 | 0.8180 | 0.1747 | 0.7475 | 8.1668 | 27.2536 | 6.7368 | 24.4762

PG (%) 56.55 34.95 51.93 34.56 50.94 - 52.78 -
* PG of ARRQP (¢ = 2) over the second best method highlighted in blue

Case-2: considering GSU and all services (Ug,S). The improvement of GRRQP over
SORRQP for Case-1 and Case-2 are shown in the last two columns of Table 4.9.

4.2.2.2.5 Performance of ARRQP After Grey-sheep Removal. Table 4.10
demonstrates the performance of ARRQP after removing the data corresponding to
GSU and GSS for ¢ = 2. Here, we compared our framework with the SOTA methods
that attempted to detect GSU and GSS and provide the results after removing them.
As observed from Table 4.10, ARRQP outperformed all the methods with a significant

improvement margin with or without removing outliers.

Moreover, it is worth mentioning that even though SOTA methods attempted to
detect GSU and GSS, they failed to handle them. In contrast to the existing literature,
ARRQP detects GSU and GSS and effectively handles them.
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Figure 4.8: Analysis of Cold-start on (a) RT and (b) TP datasets

4.2.2.2.6 Performance of CRRQP. Cold-start scenarios occur when new users

or services are added to the system. We divided our experiment into three cases:

(i) CSU: This is the first case where the experiment was designed with a set of cold-
start users without any data in the system. A cold-start percentage (CSP) used
for the experiment determines the number of cold-start users. The experiment was

limited to cold-start users and all the services for this case.

(1) CSS: This is the second case. Here, the experiment was designed with a set of
cold-start services having no data in the system. Here, CSP also determines the
number of cold-start services. The experiment was performed on all the users and

cold-start services for this case.

(i7i) CSB: Final case combines CSU and CSS. In this case, if the value of CSP is consid-
ered as x, % of the total users and x% of the total services are designated as the
cold-start users and services. The experiment here was performed jointly on all the

users with cold-start services and cold-start users with all the services.

Here, we present the analysis of various CSP values. Fig.s 4.8 (a) and (b) show
the sensitivity of cold-start on the performance of ARRQP on RT and TP datasets,
respectively. As evident from Fig.s 4.8 (a) and (b), the performance of ARRQP
declined as the value of CSP increased. In addition to the lack of information on cold-
start users and services, the performance degradation of ARRQP was also attributed

to the increasing sparsity caused by the rising CSP value.
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datasets

Table 4.11: Comparison of CRRQP with SOTA under cold-start for CSB on RT-10.

MAE RMSE
Methods
0% 5% 10% 0% 5% 10%
GMEAN 1.0154 1.0300 1.0100 1.9678 1.9680 1.9702
USMF [38] 0.5499 0.5800 0.6100 1.4148 1.4954 1.5800

GeoMF1 [12] 0.4890 0.5200 0.5500 1.2022 1.3100 1.4000

GeoMF2 [12] 0.4610 0.5100 0.5200 1.1774 1.2900 1.3800

CRRQP 0.3137 | 0.3874 | 0.4479 | 1.1456 | 1.2435 | 1.2905
G (%) 46.95 31.64 16.09 2.77 3.73 6.93

GMEAN: uses the average QoS value to make predictions

Fig.s 4.9 (a)—(d) showcase the comparative performance of CRRQP and SORRQP
on RT-10, RT-20, TP-10, and TP-20 datasets, respectively. As evident from Fig.s
4.9(a)—(d), CRRQP consistently outperformed SORRQP, exhibiting a notable average
improvement of 18.94% and 7.04% on RT and TP datasets, respectively.

Table 4.11 illustrates the performance of CRRQP compared to SOTA methods for
CSB with CSP of 0%, 5%, and 10% on the RT-10 dataset. Table 4.11 demonstrates
the significant performance enhancement achieved by CRRQP over the existing SOTA
methods that addressed the cold-start problem.
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4.2.2.3 Ablation Study

4.2.2.3.1 Feature Ablation Study. Fig.s4.10 (a) and (b) illustrate the influence
of different features used in our framework. From Fig.s 4.10 (a) and (b), we can infer

the following.

(i) ARRQP with contextual features exhibited the worst performance. Although QoS
features had a greater impact than contextual features, ARRQP combining both
contextual and QoS features outperformed the same with only QoS features by

2.01% and 12.63% on RT and TP datasets, respectively, on average.

(i) For A = 0.1, all three models showed significant performance improve-
ments compared to the case for A = 0. The improvement percentages are
78.07%, 70.02%, 70.93% on RT, and 70.21%, 55.75%, 53.49% on TP datasets for AR-

RQP with contextual features, QoS features and combined features, respectively.

4.2.2.3.2 Model Ablation Study. We studied the individual performance of
GRRQP and CRRQP as compared to SORRQP in Table 4.9 and Fig.s 4.9 (a)—(d),
respectively. These results emphasize the importance of GRRQP handling grey-sheep
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users and services and CRRQP handling cold-start situations alongside SORRQP

handling sparsity and outliers.

4.2.2.3.3 Comparative Model Study Here, we present a comparative study
between three models: the single-head without attention model, the multi-head with-
out attention model (ARRQP), and the multi-head with attention model. Fig.s 4.10
(c) and (d) present the performance of all three models on RT and TP datasets, re-
spectively. It is evident from Fig.s 4.10 (c) and (d) that ARRQP outperformed the
multi-head with attention model [68] by an average improvement of 23.69% and 30.08%
on RT and TP datasets, respectively. Additionally, it also surpassed the single-head
without attention model by an average improvement of 1.34% and 4.74% on RT and

TP datasets, respectively. A similar trend is observed after 10% outliers removal.

4.2.2.4 Impact of Hyper-parameters

4.2.2.4.1 Impact of y. The hyper-parameter ~ is present in the Cauchy loss
function. Fig.s 4.11 (a) and (b) illustrate the performance of ARRQP with the change
in the value of v on RT and TP datasets, respectively. Among different ~ values, we
observed that v = 0.25 and 7 = 10 achieved the best performance for all training
densities on the RT and TP datasets, respectively. The same trend was followed after

removing the 10% of outliers from the datasets.

4.2.2.4.2 Impact of Number of Heads (N,). We tuned our model with differ-
ent numbers of heads. The experimental results are shown in Fig.s 4.11 (c¢) and (d)

for the RT and TP datasets, respectively. Here, we have the following observations:

(i) For RT datasets, although there is no fixed pattern, one head is sufficient to achieve
the best performance at 10% training density (TrD), while three heads performed

best at 20% TrD. Moreover, removing 10% outliers enhances the model performance.

(11) For TP datasets, the best performance is observed with four heads at 10% TrD and
five heads at 20% TrD.
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4.2.2.4.3 Impact of Number of MhGCMFU Layers (t). We analyze the
impact of the number of MhGCMFU layers (denoted as t) on ARRQP’s performance.
As shown in Fig. 4.12 (a), the lowest prediction error was achieved when ¢t = 2,
and the variation in error remained minimal for ¢ < 5. While deeper GCNs typically
suffer from the over-smoothing problem [73], ARRQP mitigated this issue through
channel-wise concatenation of outputs from each MhGCMFU layer. However, when
t exceeded 5, prediction accuracy deteriorated significantly due to increased over-

smoothing. This underscores the importance of carefully selecting ¢ to ensure robust

and credible performance of ARRQP.
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Table 4.12: Confidence Intervals

CL RT-10 RT-20 TP-10 TP-20
90% (0.3052, 0.3055) | (0.2399, 0.2402) | (10.4042, 10.4152) | (8.3365, 8.3450)
95% (0.3051, 0.3055) | (0.2398, 0.2402) | (10.4032, 10.4162) | (8.3357, 8.3458)
99% (0.3051, 0.3056) | (0.2398, 0.2402) | (10.4011, 10.4183) | (8.3341, 8.3474)
MAE 0.3053 0.2400 10.4097 8.3408

Std Dev 0.0076 0.0070 0.2672 0.2076

4.2.2.4.4 TImpact of Various Features in Initial Embedding. We analyze the
impact of various QoS and contextual feature types on the performance of ARRQP.
Building upon our earlier ablation study, which demonstrated that the combination of
QoS and contextual features yields better performance than using them individually,
we further evaluate the standalone effectiveness of statistical, collaborative (NMF-
based), similarity, and contextual features. As shown in Fig. 4.12 (b), collaborative
features contributed the most when used independently. Nevertheless, the optimal
performance of ARRQP was achieved when all feature types are combined, underscor-

ing the complementary nature of these diverse representations.

4.2.2.5 Statistical Significance Testing

To establish the reliability of ARRQP, we assess the statistical significance test via
confidence intervals (CIs) [157]. A CI essentially provides a range around a measure-
ment, indicating the precision of that measurement. Typically, CIs are computed for
various confidence levels (CL), such as 90%,95%, and 99%. A x% CL implies that
there is a (100 — x)% chance of uncertainty in the experiments of being wrong.

The insights from Table 4.12 enable us to evaluate the precision of ARRQP under
diverse conditions, facilitating well-informed decisions about its reliability. Notably,

as we move from lower to higher CL, the CI tends to become wider.

4.2.3 A Use-Case for ARRQP

This case study highlights the importance and effectiveness of ARRQP in deliver-

ing user-specific low-latency service recommendations. We expose ARRQP in smart
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transportation domain to obtain reliable AV services. Fig.s 4.13 (a)-(c), analyze 35
AV services from the gRPC dataset, illustrated in sec. 4.2.1.2, we observe that no
single service consistently offers the lowest latency across all users—for example, ser-
vice s97 is optimal for user wus, while sg is best for users wuss and wusg. Moreover, a
service optimal for one user may perform poorly for another; so7 provides us a latency
of 14.86 ms but yields a much higher 33.66 ms for us5, who instead gets just 7.03 ms
from sg. ARRQP efficiently anticipates such variations and recommends So5 for uos,
achieving a latency of 10.53 ms—close to the user’s optimal. These insights underscore
ARRQP’s ability to guide latency-aware recommendations in safety-critical scenarios

like autonomous driving.

4.3 Summary

This chapter presents an anomaly-resilient real-time QoS prediction framework (AR-
RQP), designed to achieve highly accurate QoS prediction in negligible time by ad-
dressing various challenges, including data sparsity, the presence of outliers, grey-
sheep instances, and the cold-start problem. ARRQP proposes a multi-head graph
convolution matrix factorization model to capture complex relationships and depen-
dencies among users and services. By doing so, it enhances its ability to accurately
predict QoS, even in the face of data limitations. Furthermore, ARRQP integrates
contextual information and collaborative insights, enabling a holistic understanding of
user-service interactions. Robust loss functions are employed to mitigate the impact of
outliers during model training, improving predictive accuracy. Additionally, ARRQP

introduces a sparsity-resilient method for detecting grey-sheep users or services. These

98



distinctive instances are subsequently handled separately for QoS prediction, ensuring

tailored and accurate predictions. Moreover, the cold-start problem is addressed as a

distinct challenge, emphasizing the importance of contextual features. ARRQP also

exhibited a high responsiveness and scalability, rendering it well-suited for integration

into real-time systems. This characteristic positions ARRQP as a valuable tool for

applications where timely and efficient QoS prediction is essential.

4.4 Limitations

While ARRQP advances reliable and real-time QoS prediction under noisy and anoma-

lous conditions, several limitations remain:

(i)

(i)

(iii)

(iv)

ARRQP relies on predefined anomaly detection and mitigation mechanisms. Incor-
porating more advanced, adaptive, or learning-based anomaly modeling strategies

could further enhance prediction robustness and accuracy.

ARRQP does not explicitly model temporal dependencies in QoS evolution. Devel-
oping a time-aware extension is essential for capturing dynamic user—service inter-
action patterns and improving prediction performance in evolving service environ-

ments.

ARRQP models user—service relationships using pairwise graph interactions. How-
ever, it does not explicitly capture higher-order collaborative dependencies involving
multiple users, services, and contextual factors simultaneously, which may limit its

representational capability under highly sparse conditions.

The anomaly handling and graph modeling components operate independently,
without a fully integrated credibility-aware representation learning mechanism,

which may reduce overall robustness in highly noisy environments.
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Chapter 5

Anomaly Resilient Temporal QoS
Prediction using Hypergraph

Convoluted Transformer Network

We identify three key factors causing accuracy degradation in temporal QoS predic-
tion: (a) Data Deficiency: Sparse QoS experiences, especially in cold-start scenarios,
arise from limited user-service interactions [71]. (b) Data Credibility: Dynamic envi-
ronments introduce outliers, while the grey-sheep problem complicates predictions for
atypical instances with unique traits. (¢) Data Learning: Traditional methods using
similarity features [6,7] or linear matrix decomposition [32,37] fail to capture complex
user-service relationships over time. While some approaches leverage GCNs [55, 71]
to enhance feature learning, they struggle with temporal dynamics, and models like
ARIMA [60], RNNs [18,72], and Transformers [158] enhance temporal feature learning,
they often overlook local spatial context and struggle with data anomalies, impacting

accuracy. Our previous study, TPMCF [159], employs distinct architectures to sepa-

This chapter is derived from:

e Suraj Kumar, Soumi Chattopadhyay and Chandranath Adak, ” Anomaly-Resilient Tempo-
ral QoS Prediction Using Hypergraph Convoluted Transformer Network,” in IEEE Trans-
actions on Network and Service Management, vol. 23, pp. 3556-3568, 2026, doi:
10.1109/TNSM.2026.3674650.
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rately capture spatial and temporal features but faces challenges in managing certain
data anomalies, which impacts its prediction accuracy.

Considering the abovementioned extremity, we propose an anomaly-resilient tem-
poral QoS prediction framework called Hypergraph Convoluted Transformer Network
(HCTN), an end-to-end architecture with five key components: (a) The first mod-
ule applies non-negative matrix decomposition to extract latent user and service fea-
tures, addressing data sparsity and cold-start issues, (b) The second module uses hy-
pergraph collaborative filtering to capture higher-order user-service features through
hypergraph convolution over hyperedges, further addressing sparsity, (c¢) To tackle
the grey-sheep problem, the third module emphasizes local characteristics of grey-
sheep users and services, enhancing the effectiveness of collaborative filtering, (d) The
next module refines temporal granularity by feeding updated embeddings into an en-
hanced transformer network that combines multi-head attention [130] with parallel
1D-convolutional layers and fully connected networks. This enables the model to cap-
ture fine- and coarse-grained temporal patterns, providing a rich representation of
both short-term variations and long-term trends, and (e) The final module predicts
QoS by integrating collaborative, spatial, and temporal features, with the entire model
trained end-to-end using an outlier-resilient loss function to handle anomalies. This
framework effectively addresses data sparsity, cold-start, grey-sheep, and temporal dy-
namics challenges, providing accurate QoS predictions. In summary, this chapter has

following contributions:

(i) Novelty in model architecture: We introduce the Hypergraph Convoluted
Transformer Network (HCTN) for temporal QoS prediction. HCTN combines hy-
pergraph learning for higher-order collaborative filtering with dual-channel Trans-
former networks, capturing dynamic features from fine-to-coarse-grained levels and

using multi-head attention to manage various contexts.

(i7) Handling data deficiency: We address data sparsity using higher-order collabo-
rative filtering with diverse hyperedges in second-order user-service graphs. Ad-

ditionally, non-negative matrix decomposition uncovers hidden user and service
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(iii)

(iv)

(v)

preferences, improving cold-start performance and enhancing collaborative filter-

ing features.

Tackling data credibility: To address data credibility, we apply two sparsity-
resilient unsupervised algorithms to detect outliers and grey-sheep. Outliers are
handled with a logarithmic penalty on training errors, while grey-sheep are man-
aged by prioritizing their unique patterns over global collaborative filtering features,

improving QoS prediction.

Rich data representation: In our framework, domain knowledge features, such
as latent user preferences and service characteristics, are combined with higher-
order complex spatio-temporal features to effectively capture the intricate triadic
relationships among users, services, and time, thereby enhancing overall data rep-

resentation.

Extensive experiments: We conducted comprehensive experiments using the
QoS benchmark dataset, WSDREAM-2 [127], for two different QoS parameters,
response time and throughput. These experiments highlight the superior perfor-
mance of HCTN compared to contemporary methods. Additionally, our ablation

study validates the effectiveness of each module within the proposed framework.

The remaining chapter is organized as follows: Section 5.1 details our framework.

Section 5.2 presents the experiments and comparative studies. Finally, Section 5.3

concludes this chapter.

5.1 Proposed Method

The classical temporal QoS prediction problem (Def. 5) is challenged by three funda-

mental issues: data sparsity, data credibility, and insufficient representation learning.

To address these limitations, this chapter presents an anomaly-resilient temporal QoS

prediction framework that systematically tackles six critical research questions: (i)

limited user—service interactions, (ii) cold-start scenarios, (iii) outlier contamination,
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(iv) grey-sheep behavior, and the integration of (v) domain-specific features and (vi)
higher-order structural representations.

This section introduces our proposed framework for anomaly-resilient real-time
temporal QoS prediction comprising an end-to-end Hypergraph Convoluted Trans-
former Network (HCTN) that is composed of five primary modules: (i) Global Pattern
Adaptation Module (GPAM), (ii) Hypergraph Collaborative Filtering Module (HCFM),
(i11) Grey-sheep Mitigation Module (GMM) with two sub-modules: the Grey-sheep
Detection Module (GDM), and the Local Pattern Adaptation Module (LPAM), (iv)
Temporal Granularity Extraction Module (TGEM), and (v) Comprehensive QoS Pre-
diction Module (CQPM). By leveraging the diverse features obtained from various
modules of HCTN, the overall goal of the framework is to deliver highly accurate
real-time temporal QoS predictions while effectively addressing the aforementioned
challenges. A brief overview of HCTN is presented in Fig. 5.2. We now illustrate each
module of HCTN in detail.

5.1.1 Global Pattern Adaptation Module (GPAM)

The primary purpose of the GPAM is to provide domain-specific features by preserving
the global characteristics of user-service interactions at a given time-step t. These
features contribute to generating initial feature embeddings for each user and service.
GPAM employs Non-negative Matrix Decomposition (NMD) [32] to uncover hidden

QoS invocation patterns among users and services.

(a) First-order user-service  (b) Second-order user (¢) Second-order service
interaction graph (FIG) interaction graph (SUIG)  interaction graph (SSIG)

Figure 5.1: Decomposition of QIHG: (a) FIG, (b) SUIG, and (c) SSIG
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Figure 5.2: Hypergraph Convoluted Transformer Network (HCTN) Framework

Given a QoS invocation matrix QO for n users and m services, NMD decomposes

Q' into two low-rank latent features matrices, X! and X, such that:

Q:z,xm(%j) ~ I:(X’lf)nxfl ’ (X;>waf1] (ivj)v th(Zv.]> =0 (51)

By applying NMD to each of the previous 7T time-steps, GPAM extracts fi-
dimensional features for users and services, as depicted in Fig. 5.2(c). This process
yields two feature tensors: X, with dimensions n x f; x T, and X with dimensions
m x fi x T, corresponding to users and services, respectively. These user and service
features are further combined into a user-service feature tensor Xy with dimensions
N x fi x T, where N = n + m, by row-wise concatenating each X! and X!. These

features are utilized in Section 5.1.2. Notably, GPAM produces dense feature tensors,
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which help mitigate the cold-start problem without requiring additional interventions.

5.1.2 Hypergraph Collaborative Filtering Module (HCFM)

GPAM effectively provides collaborative features that partially address the data-
sparsity problem. However, it falls short in capturing higher-order, non-linear, and
complex features of users and services that are essential for high prediction perfor-
mance. To address this, various GCN-based frameworks [55, 71,108, 159] have been
introduced in the literature, utilizing bipartite graph representations of user-service
QoS interactions. However, user-service interactions can extend beyond bipartite con-
nections, leading to multidimensional relationships represented by hyper-edges. In
this chapter, we introduce a Hypergraph Convolution Network (HCN), as presented
in Fig. 5.2(b), to exploit these connections. HCN primarily leverages graph convo-
lution over various graph representations constructed using different hyper-edges, as
shown in Fig. 5.1. Before discussing the details of this module, we first introduce the

concept of a hypergraph in the context of QoS invocation.

5.1.2.1 Hypergraph to Represent QoS Invocation

The connectivity between users and services to form a graph structure can be estab-
lished through various methods, such as by shared autonomous systems or geographical
locations. However, due to privacy concerns, we may not always have access to such
details. To address this issue, we construct a hypergraph structure based on their past
interactions recorded in the QoS invocation matrix at a given time-step t. For each

time-step t, we define the QoS invocation hypergraph in Definition 22.

Definition 22. [QoS Invocation Hypergraph (QIHG)]: Given a set of users
U and services S, QIHG at time-step t, denoted by G', is defined as G* = (V, U
V,, EY). V, represents the set of users U, and V, represents the set of services S. The
hyperedges E' extend beyond simple pairwise connections and are of two types: (i) a
hyperedge {Uf,vj,v}c‘}, indicating that both users u; and uy corresponding to vy and

vy € V, invoked service s; corresponding to v§ € V, at time-step t; and (ii) a hyperedge
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{vi,vf,vi}, indicating that both services s; and sy, corresponding to v and vj € Vq

were invoked by user u; corresponding to vy € V, at time-step t. [ |

We simplify the hypergraph G' by decomposing it into three distinct graphs (shown

in Fig. 5.1), each capturing a specific type of relationship among users and services:

5.1.2.1.1 First-order user-service Interaction Graph (FIG). The FIG, de-
noted as G¢ = (V, U V,, &}), captures direct interactions between users and services.
An edge (v}, v]) € 5} exists if the user corresponding to v} € V), invoked the service

corresponding to v; € Vs at time-step f. Q; is represented by an adjacency matrix

At € {0,1} yxn, where N =n + m.

5.1.2.1.2 Second-order User Interaction Graph (SUIG). The SUIG, de-
noted by G = (V,, &), represents the relationship between two users. An edge
(v, vj) € &, exists if the users corresponding to vj and v} both invoked at least one
common service at t, i.e., s, € S, such that Q(i,k,t) # 0 and Q(j, k,t) # 0, which
means, Jui € Vg, such that {v¥, vf v¥} e &L

5.1.2.1.3 Second-order Service Interaction Graph (SSIG). The SSIG, de-
noted by G¢ = (V,, &L, represents the relationship between two services. An edge
(vf,v5) € &L exists if the services corresponding to vf and v§ both were invoked by
at least one common user at t. This means Ju; € U such that Q(k,i,t) # 0 and

Q(k, j, t) # 0, indicating that {v}, vy, vi} € £ for some Jvy € V,.

5.1.2.2 Hypergraph Convolution Units (HCU)

We now explain the process of extracting higher-order collaborative features using hy-

t

! and Gt each representing

pergraph convolution on various graphs, including Q;,
distinct relationships. Fig. 5.2(a) provides an overview of the Hypergraph Convolu-
tional Unit (HCU) architecture. The HCU consists of three convolution units: FCU,

SUCU, and SSCU, as described below.
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5.1.2.2.1 First-order Convolution Unit (FCU). At each time-step ¢, the FCU
operates on the FIG Q}. It takes two inputs: the normalized adjacency matrix At of
g; and a pre-processed feature embedding 2" representing all users and services.
The FCU then applies graph convolution [67] function f. to these inputs to extract
nonlinear collaborative features, as outlined in the equation presented in Fig. 5.2(a).
The normalized adjacency matrix At = (DY)~ . (A + 1) - (D)% is obtained using
symmetric normalization. The diagonal degree matrix, derived from A’, and defined
as D'(i,i) = >;; A'(4,7), is used to calculate A'. Tt may be noted that using A’
helps mitigate numerical instability and sensitivity issues caused by high-degree nodes,
unlike when using A" directly. Additionally, the identity matrix (I) is added during

normalization to include self-features in the convolution process.

5.1.2.2.2 Second-order User Convolution Unit (SUCU) and Second-order
Service Convolution Unit (SSCU). At each time-step ¢, the SUCU and SSCU
operate on G and G', respectively, applying graph convolution functions f, (A%, 2%)

and f,(A!, 2!) to independently extract nonlinear collaborative features 2oy for

it1)
¢
users and ﬂifs(iﬂ

Here, A’ and A’ represent the normalized matrices that the SUCU and SSCU

) for services, as shown in the equations in Fig. 5.2(a).

receive as input. However, unlike the FCU, which uses adjacency matrices derived
from g;, we instead leverage the incidence matrix H!, which is also derived from g}.

This matrix is defined as:
H=3 " (5.2)
0, otherwise.

The derivation to compute le and /l'; is presented in Eq.s 5.3 and Eq. 5.4
Ay = (@)™ w1 (@) (m)" (D)7 (5.3)
At = (D)™ (m)" (D) He - (D) (5.4)
where, the degree matrices (DY), x, and (D), xm are derived from the adjacency
matrices A!, and A%, corresponding to G and G, respectively. These degree matrices

are computed in a similar manner to D!,
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We now introduce the Hypergraph Convolution Network (HCN), where the HCU

serves as the primary component.

5.1.2.3 Hypergraph Convolution Network (HCN)

Fig. 5.2(b) illustrates an overview of the HCN. At each time-step ¢, HCN receives
feature embeddings X, X!

u?

and X! as inputs, which are generated by the GPAM
module. These embeddings are first processed through a dense layer, yielding 2,
ZL, and 2%, which are then fed into HCU in a loop [ times.

To counteract potential information loss caused by the over-smoothing issue com-
monly encountered with multiple graph convolution layers [160], we aggregate the

outputs of each layer using the function

l
foZ) = 2o+ >, (1/(i+ 1)) 2 (5.5)

i=1
where, 2" = (2o, Z1,...,27) is a tuple of the convolution outputs of length (I + 1).

This method balances complexity and feature retention by assigning progressively

smaller weights to deeper layer outputs, preserving critical information. Finally, we

compute f,(Z°1), fu(Z}), and f,,(Z}) to generate 2;%,, 2., and 2

(1+1) (1+1)
spectively.
and 27

We then aggregate 2! through row-wise concatenation to form

(i+1) (I+1)

it,. This concatenated matrix is then combined with 2% using soft-attention [161]

to generate XY, which represents the refined, enriched collaborative features as the

output of the HCN block.

5.1.2.4 Hypergraph Collaborative Filtering

We now discuss the working of the HCFM. The HCFM leverages the HCN across
the past T time-steps. For each HCN; where 1 < t < 7T, the inputs include the
normalized matrices Af, A’ and A’ along with the feature embeddings X!, X!, and
X!. The outputs from each HCN block are concatenated channel-wise to produce the

final embedding X of size N x fo x T.
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It is worth noting that the HCFM leverages higher-order, nonlinear, and complex
collaborative features, which help alleviate data sparsity issues by utilizing the addi-
tional interactions captured through G and G!, for each ¢, where 1 < ¢ < 7. However,
during the generation of these collaborative features, crucial initial features that are
beneficial for cold-start scenarios may not be preserved. To address this, we introduce
a skip connection from the GPAM, where Aj is resized and added to A}, producing
the feature tensor ); of the same size. This skip connection mitigates the cold-start
issue and provides stability in training the HCTN. In the next section, we incorporate

the module designed to tackle the grey-sheep problem.

5.1.3 Grey-sheep Mitigation Module (GMM)

While exploring collaborative features, GPAM and HCFM assume user and service
preferences are consistent and QoS data remain reliable with time. However, a few user
or service characteristics may not be coherent with others due to their deviant pattern
of QoS invocations, referred to as Grey-sheep [86]. Finding such users (services) and
selectively fueling them with their own features obtained from their QoS profiles is
essential for robust QoS prediction. In this section, we specifically deal with the grey-
sheep instances whose presence suffers collaborative filtering methods and degrades
QoS prediction performance. This module consists of three key components: (a)
Grey-sheep Detection Module (GDM): Identifies grey-sheep users (GSU) and grey-
sheep services (GSS) within the given QoS data, (b) Local Pattern Adaptation Module
(LPAM): Extracts local features for users and services, and (c) Localized Pattern
Enhancement Module (LPEM): Injects these local features to address the specific

challenges posed by grey-sheep instances.

5.1.3.1 Grey-sheep Detection Module (GDM)

The primary objective of the GDM is to identify grey-sheep instances within the
dataset. These instances refer to GSU or GSS whose preferences deviate significantly

from the norm, resulting in lower QoS prediction performance. Inspired by the ap-
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proach in [86] for detecting atypical instances, the GDM, as shown in Fig. 5.2(c),
is specifically designed to identify these grey-sheep instances. Given the QoS invo-
cation tensor 9, wmx7 for the past 7 time-steps, the GDM employs a metric called
the Grey-sheep Discrepancy Index (GDI) to assess each user and service for potential

grey-sheep characteristics.

5.1.3.1.1 Grey-sheep Discrepancy Index (GDI). We adopt the concept intro-
duced in [86] to define the GDI. The GDI of a user u; (denoted by G*(u;)) or a service s;
(denoted by G'(s;)) is a scalar value derived by comparing the QoS invocation profile
of u; (i.e., Q(i,.)) or of s; (i.e., Q'(.,7)) against the overall QoS mean for u; (rep-
resented by p'(u;) = mean(Q'(i,.))) or s; (represented by u'(s;) = mean(Q'(.,j))).
This comparison also takes into account the individual service or user means when wu;
interacts with a specific service or when s; is invoked by a particular user.

The primary goal of introducing GDI is to determine how a user or service may
exhibit unique characteristics that deviate from the general norms of other users and
services. The GDI for a user u; (denoted as G'(u;)) or a service s; (denoted as G'(s;))
at time-step ¢ is a scalar value calculated by comparing the QoS invocation profile
of u; (ie., Q(i,.)) or s; (i.e., Q'(., 7)) with the overall QoS mean for u; (denoted as
pH(u;) = mean(Q'(i,.))) or s; (denoted as p'(s;) = mean(Q(.,7))). This comparison
incorporates individual means for each service when u; interacts with a service, or for
each user when s; is invoked by a user. The mathematical definitions of G*(u;) and
G'(s;) are provided in Eq.s 5.6 and 5.7, respectively.

% (1Q1(0) = ') = B (53)| % V()
85€S;

Gt(u;) = 5 , (5.6)

5 (19100.) = #(s5) = () x ()
Gt<3j> e |Ut| (5~7)

where, S! represents the set of services invoked by u; at time-step ¢, and L{; represents

the set of users that invoked service s; at t. The mean-centered QoS values for u; and
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s;, denoted by fif(s;) and fif(u;) respectively, are defined as follows:

J J

)y (Qt(z’,j) — max Q'(4, j) — min QWJ))

uiel/{; u; €U’ u; U

w2

J

x (@)

et
5;€S!

t . . _ . t . .
Q') - min (i) )
ST—2

ﬂt<uz) = (5.9)

Additionally, N*(u;) and N(s;) represent the normalized standard deviation for

and s; at time-step ¢, as shown in Eq 5.10.

o'(u;) — min o (uy,)

Nu;) =1 — et , (5.10)

t _ 1 t
gy )~ )

~

Ni(sj) =1~

tlo ) _ i ~t
0'(s;) — min o' (se)

5.11
max ot(sg) — min ot(sy) (5.11)
SkES SkES

where, o'(u;) = sd(Q'(i,.)) and o'(s;) = sd(Q'(., j)) represent the standard deviation
of the QoS vectors corresponding to u; and s; at time-step ¢, respectively.

A high value of N*(u;) or N(s;) generally indicates a consistent QoS invocation
pattern for u; or s; at time-step ¢. Therefore, when calculating the GDI of a user u; in
relation to its individual service invocation s;, we use N t(s;) as a weight. This weight
reflects the consistency of s; and helps to determine whether an abnormal value is
attributable to u; or s;. Similarly, the GDI for s; is calculated. A high GDI value for
u; or s; indicates a significant abnormality. Based on these GDI values, we labeled

the grey-sheep users and services.

5.1.3.1.2 Grey-sheep Labeling. We define the grey-sheep indicator tensor G,

with dimensions N x 1 x T, as follows:

,

t

1 ifi <nand G'(u;) > py, +c1 =0y,

G, 1,1) =41 if i >nand G'(s;) > p', + co » 0, (5.12)

0 otherwise

\
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where, p, and o}, represent the mean and standard deviation of the GDI values
for users, while x), and o} represent the mean and standard deviation of the GDI
values for services at time-step t. The positive constants ¢; and ¢, are two tunable
hyperparameters. This tensor is then utilized in subsequent operations to obtain
fine-tuned features for both users and services. In the next subsection, we introduce
our next module, LPAM, which extracts user- and service-specific features that are

particularly beneficial for grey-sheep instances, aiming to enhance prediction accuracy.

5.1.3.2 Local Pattern Adaptation Module (LPAM)

The objective of this module is to extract local patterns from the QoS invocation pro-
files of each user and service. For each time-step ¢ within the 7-time-steps, the LPAM
is used to obtain local features for each user u; € ¢ and service s; € S based on their
QoS profiles Q'(i, ., t) and Q'(., j,t). These local features consist of 14 basic statistical
metrics, including minimum, maximum, mean, median, standard deviation, skewness,
kurtosis, interquartile range, mean absolute deviation, median absolute deviation, root
mean square, absolute energy, entropy, and peak-to-peak difference [162]. These fea-
tures provide diverse quantitative insights into the central tendencies, variability, and
distributions of the data. We store these features in a tensor Xs with dimensions
N x14xT . In this tensor, the first n entries of the first dimension correspond to users,
while the remaining m entries correspond to services. We then leverage X5 to manage
GSU and GSU. In the next module, we will explain the process of injecting these

features into the grey-sheep instances.

5.1.3.3 Localized Pattern Enhancement Module (LPEM)

Since collaborative features alone are insufficient to fully represent the GSU and GSU,
we enhance them with profile-specific features to support representation learning and
improve QoS prediction performance. To achieve this, we concatenate the collabora-
tive features, ), with profile-specific features, X5, along the second dimension of the
tensor, resulting in ), with dimensions N x (fo+14)xT. Y, is then processed through

a fully connected layer to reshape the tensor, generating the output tensor )5 with
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dimensions N x fox T .

To obtain the embedding for grey-sheep instances, we introduce a function f,, as
described in Eq. 5.13, which takes the grey-sheep indicator tensor G and ) to filter
out features unique to grey-sheep instances from regular users and services. This
results in the embedding Z; = f,(G, Vs).

For non-greysheep users and services, indicated by G = ¥ nxixr —G), only Yy
is used, leading to the embedding 2, = f,(G,)1). Finally, Z, and 2, are combined
to form Z3, which retains the distinguishing features of both grey-sheep and non-

greysheep instances. This Z3 is subsequently used in the next module.
fo(GY)=12" [ 22| ... | 27]; ¥t=[1.T]. 2" = (G') O (5.13)

where, e is a 1 x fy sized vector of 1s, ® denotes the Hadamard product, and ||

represents channel-wise concatenation.

5.1.4 Temporal Granularity Extraction Module (TGEM)

The features obtained from the previous modules are limited in their ability to capture
the intricate temporal dynamics necessary for accurate temporal QoS prediction. To
address this, we introduce the module TGEM, designed to capture temporal features
across different scales. TGEM consists of three primary components: (a) E-block:
A transformer encoder block [130] that includes multi-head attention (M HA) mecha-
nisms to capture long-range dependencies, (b) T-block: A block dedicated to capturing
fine-grained temporal features, which is composed of two 1D convolutional layers for
localized temporal feature extraction, and (c¢) F-block: A block for extracting fine-
grained features at each individual time-step, consisting of two fully connected dense
layers. These components, as illustrated in Fig. 5.2(c), work together to capture

temporal features at varying levels of granularity.

5.1.4.1 Temporal Dependency Extractor Block (E-block)

This block is equipped with a transformer encoder [130], incorporating M H A mech-
anisms. The E-block applies multiple attention heads in parallel, followed by a fully
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connected dense layer to capture multiple contexts from the input embedding. Ad-
ditionally, it incorporates positional encoding to overcome the limitation of M HA in
preserving the sequential information of the input data. We adopt sinusoidal positional
encoding, similar to [130], to maintain temporal sequence information.

Upon receiving the input Z3 from GMM, batch normalization (BN) is applied
to re-center and re-scale the features, reducing internal covariate shift and improving
training stability and speed [163]. After calculating the temporal positional encoding
(TPE) for each user-service feature at each time-step, we add the TPE to BN (Z3) to
produce the intermediate result Z;, which is then passed to the M H A block. However,
the classical transformer encoder faces scalability challenges with high-dimensional
feature embeddings. To address this, rather than passing the combined results directly
to the M H A block, we introduce a fully connected dense layer, followed by another
batch normalization step. This reduces the dimensionality of the input features by

one-fourth, resulting in Z5 with dimension N x (fy/4) x T.

5.1.4.1.1 Multi-Head Attention (MHA). Z; contains the features for all users
and services across all 7 time-steps. For each user or service instance i (out of the
N instances), the features across the T time-steps, denoted as Z5[i], are rearranged
and concatenated row-wise to form the feature matrix F;, with dimensions 7 x (f2/4).
This matrix is then used as input for the M H A that operates in three steps as follows:
First, for each j' head, we generate three different representations of F;, namely, the
Query (Qq); = ]—"iW}[i], the Key (K,); = }}Wf[i], and the Value (V,); = EW;’M,
where ij g (for k € 1,2,3) are learnable weights. For simplicity, we refrain from
writing bias terms in this representation. In the second step, we compute the scaled-
dot product attention using (Q([f])j, (Kc[f])j, and (Va[i])j for each ;' head, as shown
in Eq. 5.14, where d; represents the dimension of the key used to scale dot-product.

(H(Ei])j accommodates self-attentive output embedding for each head j.

(D, (@), (K1), (VD)) = softmaz ((QW); - (KI),)")//de) (VD) (5.14)
We employ total N, numbers of heads in E-block. In the third and final step, the out-

put embeddings from all heads are concatenated, followed by a linear transformation
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to produce the output,

2y = MHA(QL);, (KI);, (V) = (D) || (HD)2 || - 1] (H ), ) W

(5.15)
where, W is learnable weight. Each head captures a specific temporal feature, and
their combination captures the different contexts within the input embedding. Finally,
Zﬁ[i] is reshaped and combined across all user-service instances to form Zg. After the
M H A operation, Zg is passed through a dense layer to restore its original dimensions,
N x foxT. This restored tensor is then added to Z5 using a residual connection, which
preserves the collaborative characteristics for users and services, resulting in Z; (refer
to E-block of TGEM in Fig. 5.2(c)). 27 is then passed through batch normalization,
producing Zg that is subsequently fed into the T-block and F-block. These blocks are

explained next to obtain multi-granularity features from Zs.

5.1.4.2 Fine-Grained Temporal Analyzer Block (T-block)

To capture fine-grained temporal features, we employ the T-block, which utilizes two
1D convolutional layers (ConvlD) with a dropout layer [135] between them, applied
along the temporal dimension of Zg. The first Conv1D layer, with 7 /4 filters, performs
temporal pooling, reducing the temporal dimension by a factor of four, resulting in an
output of N x fy x (7/4). This step ensures that fine-grained features are effectively
extracted. The second Conv1D layer, with T filters, restores the temporal dimension
to match that of Zg. Finally, we apply a residual connection by adding Zg to the
output, forming the final output Zr.

5.1.4.3 Time-Step Feature Refiner Block (F-block)

Parallel to the T-block, the F-block is designed to capture coarse-grained features. It
employs two fully connected dense layers applied over the feature dimension (i.e., the
second dimension of the three-dimensional tensor) of the input, with a dropout layer
placed between them. In the F-block, the input tensor Zg is reshaped, interchanging

the temporal and feature dimensions. The first dense layer applies a nonlinear trans-
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formation that reduces the feature dimension to one-fourth, while the second dense
layer restores it to its original dimension through another nonlinear transformation.
The output from the second layer is reshaped back and added to Zg via a residual
connection from the E-block, resulting in the final output embedding, Zp.

Finally, we apply soft-attention over Z; and Zp to refine the temporal dynamics,
yielding AXj3. It is important to note that while the parallel T-block and F-block enable
multi-granularity feature extraction, the E-block captures various meaningful contexts.
The output of the TGEM, A5, is then passed to the comprehensive QoS prediction

module for final prediction.

5.1.5 Comprehensive QoS Prediction Module (CQPM)

The CQPM predicts the QoS of a user—service pair at time-step 7. It fuses the feature
embeddings Z5 (from GMM) and A3 (from TGEM) via feature addition followed by
batch normalization. Mean pooling aggregates historical features across the previous
T steps, and the result is passed through two fully connected layers. The final layer
output is partitioned row-wise into user and service feature matrices, %, s, and .7, x f,.

The QoS estimate is then obtained via their inner product:

QT = Uy, - Ly, (5.16)

m

5.1.6 Training and Prediction

To address the issue of outliers, we adopt two strategies. First, we adopt the Cauchy
loss, denoted by L, as the training objective. The Cauchy loss, as shown in Eq. 5.17,
is more robust to outliers compared to standard error metrics.
= 3 tog(1+((Q76)-Q700) 1) (5.17)
Q7 (i,5)ey
where, 1) represents the set of valid entries in Q7, and « is a scale hyper-parameter.

Second, we apply the unsupervised Isolation Forest algorithm [109] to detect and
remove a fixed percentage of outliers, controlled by the hyperparameter A, highlighting
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HCTN’s performance without outlier interference. AdamW optimizer [137] is used

here to train our model.

5.1.7 Complexity Analysis

Let, n and m denote the number of users and services, respectively, and N = n+m
the total number of nodes. Let T represents the number of temporal snapshots, and
E = 2;1 e; denote the total number of observed QoS interactions across all 7 time
steps. The asymptotic computational cost of each component of HCTN is summarized

below:

e Non-negative Matriz Decomposition (NMD): Decomposing each Q' € R™*™ into
latent matrices X! e R™/1 and X!eR™ /1 costs O(nmf,) per iteration. Over Inyp

iterations and 7 time steps: O(Inup - T - nmfi).

e Hypergraph Collaborative Filtering Module (HCFM): Each snapshot employs
an HCN with one dense projection O(Nfif2) and [ hypergraph-convolution
layers, each costing O(Nf? + e fs). Summed across all 7 snapshots:

O(NTf1f2 + NTlf22 + lng).

e Grey-sheep Mitigation Module (GMM): Computing local statistical features scales
as O(E), while dense fusion across T time steps costs O(TN f2): O(E + NT f3).

e Temporal Granularity Extraction Module (TGEM): The multi-head attention (E-
block) requires O(NT?f;), and the subsequent dense transformations (T- and F-
blocks) add O(NT f2): O(NT?fy + NT f3).

e Collaborative QoS Prediction Module (CQPM): Normalization and pooling incur
O(NT f3), dense projections contribute O(N fofs + N f3f4), and final QoS recon-
struction UST adds O(nm.fy): O(NT fo + N fofs + N fafs + nmfy).

Combining the all components, the total asymptotic cost of HCTN is:

0) (IWD-T-nw1 VITNF2 + IfsE + NT2f, + NTf2 +nmf4).
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In sparse QoS settings (E « N?) and small 7, the runtime is dominated by the
hypergraph convolution term O(lf,E) and the dense transformation term O(NT f2),
ensuring linear scalability with the number of observed interactions and maintaining

efficient training and inference.

5.2 Experiments

HCTN was trained offline using TensorFlow 2.16.1 with Python 3.10.13 on an NVIDIA
GeForce RTX 4080 GPU. For performance evaluation, the model was tested on a
system equipped with an AMD Ryzen-9 7950X 16-core processor and 32 GB RAM.

5.2.1 Experimental Setup

Train-Validation-Test Split. Our method is evaluated on WSDREAM-2 [127]
dataset for two QoS parameters, RT and TP, illustrated in Sec. 2.3. The results
were reported under five training densities ¥ € {5,10,15,20,50} which are indexed
as RT-¢ and TP-v¢ Since the datasets are temporal, we retain the first 7 time-steps
exactly as they appear in the original QoS tensor to serve as the historical input se-
quence. For the final (7 + 1)™ time-step, we randomly sample 1% of the valid QoS
entries for training and use the remaining (100 — )% entries for testing; additionally,
20% of the sampled training entries are reserved for validation. This sampling pro-
cedure is repeated five times for each v, and the reported results correspond to the
average across these five independent train—test—validation splits, ensuring robustness
against randomness and varying sparsity levels.

Hyperparameter Configuration. Table 5.1 details the hyperparameters used for

Table 5.1: Hyperparameter settings of HCTN

Hyperparameter  Description Values
T Time Window {2, 4, 6, 8, 10, 12, 14}
l HCN layers {1, 2, 3, 4}
Ny, No. of heads {1, 2, 3, 4, 5}
dy, Head size {32, 64, 128, 256, 512}
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experimental analysis in the main manuscript. We aim to optimize model perfor-
mance across various configurations by systematically adjusting these hyperparame-
ters through an exhaustive grid search over the specified parameter ranges, conducted
on the validation set using a five-fold cross-validation strategy. The configuration
achieving the lowest average error in terms of MAE and RMSE was selected as the
final model setting. During hyperparameter tuning, each configuration was trained
for up to 20K epochs using an AdamW optimizer [137] with a stepwise learning
rate schedule. The learning rate was initialized at 1073 and progressively reduced to
facilitate smoother convergence and prevent premature stagnation. Early stopping

(patience = 250) was employed to avoid overfitting and ensure stable training.

5.2.2 Performance Analysis

We now present an analysis of the performance of HCTN, starting with a comparison

between HCTN and previous temporal QoS prediction methods.

5.2.2.1 Comparison with Existing Approaches

5.2.2.1.1 Performance Comparison of HCTN with Past Methods Table
5.2 displays the performance of HCTN on the RT and TP datasets across five different
training densities. HCTN significantly outperformed major previous methods in terms
of both MAE and RMSE. The overall performance improvement relative to the second-
best method, denoted as PG (%), is detailed in Table 5.2. Additionally, the results

show HCTN performance improved with increased training density.

5.2.2.1.2 Performance Comparison After Outlier Removal We compared
HCTN with all sixteen SOTA methods after removing 10% of outliers (i.e., A=10)
from the RT and TP datasets at three different training densities, as shown in Ta-
ble 5.3. HCTN consistently achieved the lowest MAE and RMSE, demonstrating its
superior predictive accuracy and robustness. This performance improvement is espe-

cially evident under challenging conditions, such as low training density, where the
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Table 5.2: Performance comparison of HCTN with previous methods

Methods Loss MAE RMSE
Function RT-5  RT-10 RT-15 RT-20  RT-50 RT-5 RT-10 RT-15 RT-20  RT-50
WSPred [17] MSE 2.5580 24990 24100  2.3000  2.1266 | 4.3626 4.2892 4.2000 41500  3.8943
TUIPCC [62] - 24088 22118 20910 19531  1.2636 | 4.8319 4.7751 4.6329 44454 3.1722
GFEN [19] MSE 2.3168 22901 22614  2.2068  1.9395 | 5.5295 5.4669 5.3925 51024 4.9139
SCATSF [14] Huber 22657 22203 21234 2.0273  1.6352 | 5.4799 5.2403 4.9461 4.9326  3.9418
NNCP [116] MSE 1.8000 17500  1.5500  1.5800  1.3000 | 3.9000 4.0500 3.7500 3.5000  2.9000
TRCF [61] - 17574  1.3319 11229 1.0132  0.8714 | 4.7187 3.9072 3.4028 3.0563  2.3592
DeepTSQP (18] MSE 17329 1.5241 14540 13137  0.9710 | 4.1902 3.8777 3.5964 31313 2.3576
PLMF [118] MSE 14338 1.3031  1.2439  1.2209  1.1533 | 2.9201 2.7817 2.7185 2.6946  2.6278
STGCN [164] MSE 1.3995  1.3088  1.2642  1.2308  1.1956 | 3.5544 3.4332 3.3461 3.3011  3.2512
RNCF [139) MSE 13386 12713  1.2069  1.1583  1.0762 | 3.1369 2.8542 2.7789 2.6038  2.6038
TaTruSR [20] - 1.3029 11195  1.0644  1.0253  0.9462 | 3.4266 2.9562 2.7738 2.6927  2.5351
CTF [42) Cauchy 1.2884  1.1753 11504  1.0947  1.0430 | 2.9253 2.7172 2.6368 2.5769  2.4797
BNLFT [99] MSE 12600  1.2400  1.2300  1.2200  1.2000 | 2.8000 2.5000 2.4800 2.4500  2.4000
GMCL [70] MAE + CL | 1.1572  1.1058  1.0748  1.0294  0.9542 | 3.3473 3.3285 3.1860 3.0952  2.9768
STGFT [165] MAE 11098 0.8812  0.7265  0.6512  0.4536 | 3.1857 2.9613 2.6520 24008 22116
TPMCF [159] Cauchy 09735  0.8132  0.7168  0.6159  0.2528 | 2.9648 2.6856 2.6191 22927  1.5832
HCTN Cauchy | 0.8453 0.6765 0.6133 0.5256 0.2237 | 2.4486  2.2336  2.1074  1.9754  1.2853
PG (%) 13.17%  16.81%  14.44%  14.66% 11.51% | 12.55%  10.66%  15.02%  13.84%  18.82%
TP-5  TP-10 TP-15 TP-20 TP-50 TP-5 TP-10 TP-15 TP-20  TP-50
TUIPCC [62] - 152048 14.9539 14.0606 13.5154  8.8786 | 44.1169  43.8122  43.7239  43.1728  33.2959
GFEN [19] MSE 13.8755 13.8538 13.7270 14.3370 129108 | 60.3329 584838  60.2614  60.1972  59.4645
SCATSF [14] Huber 13.1707 123124 11.9334  11.0718  9.2442 | 59.8496 585441  57.7450  56.4208  52.4242
TaTruSR [20] - 111396 9.0643  8.2291  7.6819  6.6458 | 52.1592  42.1581  39.7379  38.0506  33.0270
DeepTSQP [18] MSE 0.6616  8.3258  8.8682  9.3145  10.4283 | 49.4513  43.1617  41.1476  38.9401  36.3836
PLMF [118] MSE 9.2414 92217 9.1666  9.1091  9.1751 | 51.7130  51.6902  51.3862  51.1958  51.8412
TRCF [61] - 9.1978  6.4491  4.8417  4.0694  3.1343 | 47.8063  38.8540  31.0267  28.0598  20.5362
WSPred [17] MSE 82761 80131  7.8500  7.6000  6.8000 | 39.0962  38.6251  38.5000  37.6000  36.5724
TPMCF [159)] Cauchy 7.0860 57447  4.8590  4.5136  1.4232 | 40.1241  37.6999  34.7010  30.5240  20.7425
RNCF [139)] MSE 6.4916  5.6454 52319 54083  4.5919 | 32.7867  28.4236  26.8409  25.3949  22.8516
STGCN [164] MSE 55987  4.9839  5.0139 45411  3.9105 | 46.9200  44.9156  42.7702  42.5804  38.0443
GMCL [70] MAE + CL | 5.3213 44768  4.4021  4.1963  4.1603 | 36.9408  31.1152  30.2974  27.7784  26.7878
NNCP [116] MSE 51000  4.5000  4.2500  4.1000  3.7500 | 32.5000  32.5000  25.5000  24.5000  23.5000
STGFT [165] MAE 43302 4.2174  3.9836  3.7692  3.2256 | 285001  26.4642  24.7985  23.2439  22.1006
BNLFT [99] MSE 42500 41000 3.9000  3.7500  3.4000 | 24.5000  23.4000  21.5000  22.6000  19.9000
CTF [42] Cauchy 4.0279  3.6458  3.5602  3.5578  3.4856 | 32.0197  31.6197  31.2808  31.4697  28.6353
HCTN Cauchy | 3.9693 3.5486 3.3071 2.8671 0.7404 | 23.8219 21.3090 20.8300 18.8000 4.8526
PG (%) 145%  2.67%  711%  19.41%  47.98% | 2.77% 8.94% 3.12% 16.81%  75.62%
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Table 5.3: Comparative study of HCTN with A = 10

RT TP
Methods MAE RMSE MAE RMSE
10 20 50 10 20 50 10 20 50 10 20 50
WSPred [17] 2.1743 1.8934 1.8279 3.8617 3.6859 3.5229 6.8200 6.2566 5.8448 34.7757  33.3952  33.0842
TUIPCC [62] 1.8622 1.6273 1.0306 4.4744 4.1678 2.9312 6.3668 5.5349 4.0549 13.6695 11.3400 9.0899
GFEN [19] 1.7787 1.7775 1.5139 5.0724 4.9139 4.6031 3.6144 3.4130 2.3500 5.6124 5.4232 4.4911
SCATSF [14] 1.6076 1.5661 1.3333 4.8608 4.5484 3.6764 2.4281 2.1165 1.8738 4.9687 4.0603 3.6505
DeepTSQP [18] 1.1732 1.0382 0.7216 3.5343 2.8141 1.9867 2.4883 4.1765 5.3630 5.7691 7.7521 9.4549
PLMF [118] 1.1060 1.0316 0.9679 2.5411 2.4606 2.4003 2.4712 2.2602 2.3924 3.6705 3.8363 3.8347
BNLFT [99] 1.0828 1.0575 1.0475 2.6181 2.5809 2.5659 1.4241 1.3935 1.3319 4.6031 4.4685 4.4319
NNCP [116] 1.0796 1.0536 1.0521 2.6401 2.5797 2.5805 1.5079 1.4342 1.3926 4.9207 4.7019 4.5026
RNCF [139] 1.0530 0.9482 0.8874 1.9867 2.4876 2.3733 1.8907 1.4847 1.5720 5.2260 4.8451 4.8397
TRCF [61] 1.0354 0.7975 0.6995 3.6268 2.8328 2.1605 1.4895 1.0227 0.8414 4.9592 4.6396 3.9317
CTF [42] 0.9215 0.8981 0.8879 2.5865 2.5579 2.5541 1.3567 1.1945 1.0193 3.0436 2.9225 2.7989
STGCN [164] 0.8663 0.8209 0.8191 2.8327 2.7455 2.7256 1.8283 1.4947 1.1833 4.4639 3.5102 2.8747
GMCL [70] 0.8517 0.7860 0.7183 2.5405 2.4924 2.4723 1.1780 1.1545 1.1222 3.7307 3.7236 3.5349
TaTruSR [20] 0.7742 0.6991 0.6316 2.4738 2.2084 2.0554 3.0775 2.6818 2.2956 13.1061 10.3942 8.2938
STGFT [165] 0.5728 0.4298 0.3266 2.3098 1.9686 1.8577 1.4126 1.2423 1.1034 3.1192 2.8443 2.6180
TPMCF [159] 0.4973 0.3864 0.1641 2.2709 1.8885 1.3623 1.0101 0.7881 0.2210 2.9564 2.9092 1.4372
HCTN 0.4713 0.3549 0.1569 1.9017 1.6893 1.1082 0.9286 0.7204 0.2187 2.9294 2.8475 1.1385
PG (%) 5.23 8.15 4.39 16.26 10.55 18.65 8.07 8.59 1.04 0.91 2.12 20.78
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Figure 5.3: Training time comparison Figure 5.4: Inference time comparison

presence of outliers can severely distort the learning process, and removing even a

small proportion of them leads to significant gains in prediction accuracy.

5.2.2.1.3 Training Time of HCTN HCTN was compared with all reported
SOTA methods on training time, as shown in Fig. 5.3. Compared to TPMCF [159],
CTF [42], and BNLFT [99], which previously achieved the best prediction accuracy
across various cases, HCTN is faster by 1.87x, 3.04x, and 4.01x, respectively.

This demonstrates that HCTN can be retrained efficiently with minimal overhead

as training density increases, resulting in enhanced prediction performance.
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Figure 5.5: Impact of outliers on (a) D1, and (b) D2 datasets.

5.2.2.1.4 Inference Time of HCTN Real-time systems, especially those involv-
ing safety-critical applications, require swift QoS predictions. Fig. 5.4 shows that
HCTN outperformed all the reported SOTA methods in terms of inference time. The
average prediction time of HCTN was approximately 2 x 1075 seconds, a negligible
duration compared to the minimum response time of services (0.001 second), as indi-
cated in Table 2.3. This demonstrates that our method is well-suited for integration
into real-time applications.

Furthermore, while RNCF [139] exhibits a better training time compared to HCTN
by 1.10x, it falls short in inference time, which is in the range of 2.4x107* (Fig.s
5.3 and 5.4). TaTruSR [20], being a memory-based method that employs only user
similarity, also shows lower training time than HCTN. However, its inference time
remains relatively high, in the order of 3.8x107*. In contrast, HCTN significantly

outperformed both methods in terms of inference efficiency.

5.2.2.2 Performance in Under Anomalies Consideration

5.2.2.2.1 Impact of Outliers Fig.s 5.5(a) and (b) depict the performance of
HCTN in terms of MAE across varying levels of outlier removal (A = 0 to A = 10, in
2% intervals) on the test datasets corresponding to RT and TP, with varying training
densities. Key observations indicate that as A increased, more outliers were detected
and removed from the test datasets, leading to improved performance of HCTN. How-
ever, the rate of improvement gradually decreased across all cases. The initial 2%
outlier removal yielded substantial performance gains, with average MAE improve-

ments of 10.53% for the RT dataset and 34.80% for the TP dataset. In contrast, the
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Table 5.4: Performance (MAE) of HCTN with selectively using LPAM with ¢;=co=1

A=0 A=10
Datasets HCTN — GMM HCTN — GDM HCTN | HCTN — GMM HCTN — GDM HCTN
RT-10 0.7036 0.6889 0.6765 0.5055 0.4861 0.4713
RT-20 0.5364 0.5330 0.5256 0.3669 0.3617 0.3549
TP-10 3.6713 3.5765 3.5486 0.9550 0.9522 0.9286
TP-20 2.9956 2.9190 2.8671 0.7461 0.7451 0.7204

HCTN — GMM: HCTN without grey-sheep Mitigation Module;
HCTN — GDM: HCTN without grey-sheep Detection Module, fully utilizing LPAM

performance gains became less pronounced in the final 2% of outlier removal (from
8% to 10%), with only 4.65% and 14.45% average improvements in MAE for RT and
TP, respectively.

Analysis of the impact of outliers on HCTN performance showed that removing
outliers significantly improved predictions, with the largest gains observed up to 6%
removal. Beyond this point, improvements taper off, indicating diminishing returns

as the data becomes cleaner.

5.2.2.2.2 Impact of grey-sheep HCTN leverages LPAM to extract local features
for individual users and services, combining these with the global feature representa-
tions from HCFM to effectively manage grey-sheep instances. Table 5.4 shows that
HCTN benefits from including local features for grey-sheep instances as opposed to
excluding them (refer to HCTN - GMM in Table 5.4). On average, HCTN achieved a
2.93% and 3.82% improvement over HCTN-GMM on the RT and TP datasets, respec-
tively. Furthermore, applying local features to all users and services (refer to HCTN
- GDM in Table 5.4) degraded performance. HCTN showed an average improvement
of 1.59% and 1.28% over HCTN-GDM on RT and TP, respectively. Although these
improvements are modest, this is likely due to the small proportion of grey-sheep users
(9.15%) and services (11.51%) identified, as only a limited fraction benefits from the
GMM module. Nevertheless, addressing grey-sheep instances is critical for achieving
more robust predictions in challenging cases. This analysis highlights the importance
of the GMM in selectively integrating local features to enhance accuracy.

Fig.s 5.6(a) and (b) illustrate the impact of the number of grey-sheep instances
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Figure 5.6: Impact of grey-sheep on (a) RT, and (b) TP datasets.

detected by the GDM and handled by the LPEM, which enhances their feature rep-
resentation from HCFM by incorporating local patterns of users and services. As the
grey-sheep detection thresholds ¢; and ¢y decreased (here, ¢; = ¢y = ¢), the number of
identified grey-sheep instances increased, initially resulting in improved HCTN perfor-
mance. For example, when ¢ decreased from 3 to 1, HCTN achieved an average MAE
improvement of 5.56% on RT and 2.29% on TP, indicating that selectively enhancing
more atypical users/services boosts prediction accuracy. However, further lowering
the threshold beyond ¢ = 1 (e.g., ¢ = 0.2,0.1) led to performance degradation. This
was due to an excessive number of users and services being labeled as grey-sheep,
which overwhelmed the model with local patterns and diluted the benefits of collab-
orative filtering. Thus, while grey-sheep-aware enhancement improves accuracy up
to a point, over-identification of grey-sheep instances can harm performance. These
findings highlight the importance of appropriately setting the grey-sheep detection

parameters to balance global and local pattern modeling for robust prediction.

5.2.2.2.3 Impact of Cold-start To assess the impact of cold-start conditions
on HCTN, we simulate controlled cold-start scenarios by randomly selecting a fixed
percentage £ € {5,10, 15,20} of users or services and removing all their historical
QoS records. Three evaluation settings are constructed: (a) Cold-start Users (CSU),
where QoS histories for £% of users are removed; (b) Cold-start Services (CSS), where
QoS histories for £% of services are removed; and (c¢) Cold-start Both (CSB), where
QoS histories for €% of both users and services are removed. After applying the

respective cold-start mask, the model is trained using the remaining valid entries
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Figure 5.7: Performance of HCTN on cold-start with varying &.

following the same train—validation—test protocol. For each £ and each scenario, the
complete training and evaluation pipeline is repeated five times with different random
selections, and the mean performance across the five runs is reported. Fig. 5.7 shows

the results of these scenarios, and our key observations are summarized below:

(i) As ¢ increased from 0 to 20, HCTN performance declined. Further, for the same
value of £, the performance degradation was highest in the CSB scenario, followed
by CSS; with CSU showing the least decline possibly due to the impact of service

on the QoS value of a user-service pair is more prominent than that of a user.

(i1) As the training density increased, performance increased for all scenarios, CSU,
CSS, and CSB, for the same value of £. This suggests that even with cold-starts in
QoS logs, the effects can be reduced by increasing training density, supplementing
the matrix factorization to generate better latent features to handle cold-start.

This justifies the requirements of matrix factorization features.

To show the effectiveness of HCTN in addressing the cold-start problem, we com-
pare it with two prominent past methods, CTF [42] and TPMCF [159], both handle
temporal QoS prediction. CTF leverages tensor factorization to handle cold-start sit-
uations, while TPMCF uses non-negative matrix factorization to extract user/ service
features, helping to alleviate the cold-start issue.

Table 5.5 presents a comparison of the CSB scenario across various cold-start
percentages, £ = {0,5,10,15,20}%, on all datasets. On average, the performance
gains of the HCTN over TPMCF on RT and TP datasets are 8.01% and 30.01%,
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Table 5.5: Cold-start users and service comparison of HCTN with CTF and TPMCF

RT-10 RT-20 TP-10 TP-20
CTF TPMCF HCTN | CTF TPMCF HCTN| CTF TPMCF HCTN| CTF TPMCF HCTN

0 | 1.8908  0.8132  0.6765 | 1.5337  0.6159  0.5256 | 10.9274 57447  3.5486 | 8.6924  4.5136  2.8671
5 11.9283 0.8490  0.8050 | 1.6072  0.6945  0.6099 | 11.7714  7.0479  3.9443 | 9.4462 54211  3.6499
10 [ 1.9462  0.8993  0.8541 | 1.6173  0.7069  0.6221 | 12.7103  7.2463  4.6851 | 9.9722  5.5479  4.2163
15 [ 1.9538  0.9419  0.9140 | 1.6235 0.7259  0.7119 | 12.6588  7.2771  5.4062 | 10.0847  5.6973  4.4329
20 | 1.9624  0.9590  0.9397 | 1.6303  0.7708  0.7142 | 12.8640 7.3544  5.6886 | 10.4121  5.9460  4.8293

respectively, which shows the effectiveness of HCTN over TPMCEF. The performance
gain of HCTN with respect to CTF is even higher, highlighting the benefits of utilizing
higher-order features. This performance boost in HCTN is due to its effective feature

utilization in cold-start situations and its ability to model non-linear features.

5.2.2.3 Ablation Study

5.2.2.3.1 Impact of Different Modules in HCTN This analysis justifies the
necessity of each module within HCTN by highlighting their contributions to overall
performance, measured by MAE, across various A values on the RT and TP datasets.
As shown in Table 5.6, including HCFM (i.e., HCTN — TGEM) rather than excluding
it (i.e., HCTN — HCFM — TGEM) resulted in an average improvement of 2.51% on
RT and 6.11% on TP. Similarly, adding TGEM (i.e., HCTN — HCFM) rather than
ablating it (i.e., HCTN — HCFM — TGEM) led to a 1.23% and 2.22% improvement
on RT and TP, respectively. Combining both TGEM and HCFM (i.e., HTCN) yielded
even better results, with an average improvement of 1.59% on RT and 5.44% on TP
over the HCTN — TGEM setup. Furthermore, HCTN showed a notable improvement
of 3.73% on RT and 8.43% on TP over HCTN — HCFM, highlighting the importance
of the HCFM and TGEM modules in optimizing performance.

5.2.2.3.2 Feature Ablation Study: Impact of Higher-order Graphs Fea-
tures This analysis highlights the significance of integrating higher-order collabora-
tive features extracted from hypergraphs. HCFM is designed to extract features from
FIG, as well as from SUIG and SSIG. FIG captures features from heterogeneous nodes,

while SUIG and SSIG focus on homogeneous user-user and service-service node inter-
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Table 5.6: Module ablation study for HCTN (MAE)

Datasets | Modules A
0 2 4 6 8 10
HCTN — HCFM — TGEM | 0.7075 0.6335 0.5896 0.5511 0.5223  0.5027
HCTN — TGEM 0.6995 0.623  0.5803 0.5424 0.5129  0.4925
R0 HCTN — HCFM 0.7058 0.6299 0.5882 0.5507  0.521  0.5008
HCTN 0.6765 0.6093 0.5670 0.5298  0.5008  0.4713
HCTN — HCFM — TGEM | 0.5559 0.4924 0.4577 0.4267 0.4029 0.3866
HCTN — TGEM 0.5343  0.4892 0.4536  0.4221 0.3981  0.3814
RI-=20 HCTN — HCFM 0.5436  0.4798 0.4437 0.4114 0.3869  0.3698
HCTN 0.5256  0.473  0.4373 0.4054 0.3811  0.3549
HCTN — HCFM — TGEM | 4.1140 2.3369 1.6610 1.3194 1.1099 0.9642
HCTN — TGEM 3.8710 2.3314 1.6557 1.3169 1.1018  0.9550
110 HCTN — HCFM 3.9846 2.3325 1.6372 1.3002 1.0904 0.9474
HCTN 3.5486  2.2463 1.6144 1.2820 1.0720 0.9286
HCTN — HCFM — TGEM | 3.0876 1.7567 1.3180 1.0327 0.8655 0.7562
TP-20 HCTN — TGEM 2.8926 1.7051 1.2810 1.0289 0.8565 0.7476
HCTN — HCFM 3.0475 1.7269 1.2865 1.0461 0.8514  0.7446
HCTN 2.8671 1.6767 1.2422 0.9876 0.8288 0.7204

actions, respectively. Fig. 5.8 illustrates that combining features from FIG, SUIG,
and SSIG yielded superior performance compared to using FIG alone. The combined
features resulted in an average improvement of 6.99% on the RT dataset and 19.06%
on the TP dataset over the features extracted from FIG alone. Additionally, the com-
bined features outperformed those extracted from SUIG and SSIG by an average of
1.28% on RT and 17.88% on TP, highlighting the enhanced value of complex feature
integration enabled by the introduction of QIHG.

5.2.2.3.3 Feature Ablation Study: Impact of Multi-granularity Tempo-

ral Features This analysis demonstrates the value of integrating multi-granularity

1.6 | | | | 75 | | | |

FCU Ir SUCU+SSCU [ 1] FCU Is SUCU+SSCU
FCU+SUCU+SSCU

FCU+SUCU+SSCU

(a) (b)

Figure 5.8: Impact of hypergraph on (a) RT, and (b) TP datasets.
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Figure 5.9: Impact of various blocks in TGEM on (a) RT, and (b) TP datasets.

temporal features using TGEM, which includes the E, T, and Fblock. The T block
specializes in capturing fine-grained temporal features, while the F block focuses on
coarse-grained features. Fig. 5.9 illustrates that combining both fine-grained and
coarse-grained features yielded better performance on the RT and TP datasets com-
pared to using each feature type individually. The combined features from the E + T
+ F blocks provided an average improvement of 6.58% on the RT dataset and 8.17%
on the TP dataset over the features extracted by the E block alone. Similarly, E + T
+ F blocks resulted in a 5.52% and 5.63% improvement on the RT and TP datasets,
respectively, compared to the E + T block setup. Furthermore, E + T + F blocks
outperformed the E + F block combination by 4.53% on RT and 4.02% on TP, under-
scoring the more significant impact of incorporating more comprehensive and diverse

feature sets.

5.2.2.4 Impact of Hyper-parameters

This section highlights the impact of different hyperparameters used in HCTN.

5.2.2.4.1 Impact of Time Window We explore the optimal number of time
sequences needed for high QoS prediction performance. Fig.s 5.10(a)-(b) show the
experiments by varying the time window (7) from 2 to 12 with a step size of 2 for
all datasets. The performance improves as 7 increases for both datasets. At rela-
tively lower 7, performance deteriorates, which is due to not incorporating adequate
temporal features essentially required for the high prediction performance. Further,

incorporating more time slices enhances QoS prediction up to a certain 7. Specifically,
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Figure 5.10: Impact of number of time-windows (7) on (a) RT, and (b) TP datasets.

for the RT-10 and RT-20 datasets, we achieved the highest prediction performance for
7 =10 and 7 = 8, respectively. Similarly, for TP datasets, a common 7 = 10 achieve
the competitive performance.

This experiment highlights that while a sufficient number of time slices is crucial
for improving model performance by offering more time information, excessively large

T can negatively impact the model.

5.2.2.4.2 Impact of HCN Layers This experiment shows the utilization of
higher-order features obtained using hypergraph collaborative filtering. Fig.s 5.11(a)-
(b) illustrate the impact of the number of HCN layers (1) by varying from 1 to 5. We
achieved competitive performance for [ = 2 and [ = 3 for RT and TP, respectively.
However, for higher [, performance deteriorates since, with increased hypergraph con-
volution layer, the node features propagation may aggregated to give indistinguishable

node embedding.

1 - : - 5 - : -
- RT-10 (A = 0) = RT-20 (A =0) ~ TP-10 (A = 0) = TP-20 (A = 0)
g O8] R 24 |
o, o oo o o > °
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0.4 1 | 1 \ gLt 1 | 1 |
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(a) No. of HCN Layers (1) (b) No. of HCN Layers (1)

Figure 5.11: Impact of no. of HCN layers (1) on (a) D1, and (b) D2 datasets.

5.2.2.4.3 Impact of Number of Heads and Head Size in MHA To optimize

the parameters in multi-head attention (MHA), we investigate the sufficient require-
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Figure 5.12: (a)-(b) Impact of no. of heads, and (c)-(d) head size

ments of the number of heads (N},) and head size (d) affecting model performance.

Our key observations are as follows.

(i)

(ii)

Utilizing multiple heads in MHA enables the capture of multi-dimensional informa-
tion from the features. This experiment intends to find the optimal number of heads
that balance prediction performance with the number of learnable parameters, since
an increment in the number of heads also increases the learnable parameters. Fig.s
5.12(a)-(b) display the impact of N}, for all datasets. We achieved the best perfor-
mance for N, = 3 and N, = 6 for RT-10 and RT-20, respectively. However, N, = 1
for TP-10, and N, = 3 for TP-20 worked better.

The head size (dj) refers to the dimensionality of each attention head in MHA.
Specifically, it controls the size of features each attention head incorporates. For a
fixed input features dimension, a smaller dj captures finer details, while larger heads
capture broader information. To assess the head size, we vary dj in powers of 2,
ranging from 2° to 2%, Fig.s 5.12(c)-(d) show the performance with different d}, for

all datasets. We achieved optimal performance for d,=27=128 across all datasets.

130



5.2.2.5 Memory and Computational Efficiency

This section presents a detailed complexity analysis of HCTN regarding model size
and computational efficiency. We first quantify the implementation-level complexity
by reporting the total number of trainable parameters and estimating the floating-
point operations (FLOPs) required per forward pass. We then complement these
practical measurements with an asymptotic analysis of each major module to charac-

terize HC'TN’s theoretical computational behavior.

Together, these results provide a comprehensive assessment of HCTN’s resource
requirements and demonstrate its suitability for deployment under diverse hardware

and memory constraints.

Table 5.7 summarizes the computational complexity of HCTN in comparison with
two strong QoS prediction baselines, CTF [42] and TPMCF [159], by reporting both
the number of trainable parameters and the floating-point operations (FLOPSs) re-
quired per forward pass. The results indicate that HCTN achieved an effective balance

between representational capacity and computational efficiency.

Specifically, HCTN contains 551.56K parameters, an 8.6x reduction relative to
TPMCF, while requiring only 27.95 GFLOPs, which is 4.5x lower than TPMCF’s com-
putational cost. While CTF attained the smallest model size and the lowest FLOPs,
its prediction accuracy on the WSDREAM QoS benchmark remained noticeably lower
than that of HCTN. This suggests that CTF’s highly compact design, although com-
putationally attractive, may limit its ability to capture the richer spatio-temporal and
collaborative patterns required for accurate QoS estimation. In contrast, HCTN offers
a more favorable accuracy—efficiency trade-off: it delivers substantially improved pre-

diction performance with only a modest increase in computation. Overall, the results

Table 5.7: Model parameter counts and FLOPs

Method Params (K) FLOPs (G)
CTF [42] 0.7059 1.8403
TPMCEF [159] 4765.3880 126.6281
HCTN 551.5640 27.9539
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Table 5.8: Statistical analysis using confidence intervals

CL RT-10 RT-20 TP-10 TP-20
90% (0.6812, 0.6904)  (0.5214, 0.5296)  (3.5424, 3.5548)  (2.8166, 2.9176)
95% (0.6804, 0.6913)  (0.5206, 0.5304)  (3.5412, 3.5560)  (2.8069, 2.9273)
99% (0.6786, 0.6930)  (0.5191, 0.5320)  (3.5389, 3.5584)  (2.7880, 2.9462)

Mean 0.6765 0.5256 3.5486 2.8671

Std. Dev. 0.0219 0.0207 0.1891 0.1592

demonstrate that HCTN remains computationally lightweight while providing strong
predictive capability, making it suitable for large-scale, time-aware QoS prediction

scenarios where both accuracy and deployability are essential.

5.2.2.6 Statistical Analysis

Table 5.8 shows the statistical analysis of HCTN across all datasets, using three differ-
ent confidence limits (CL): 90%, 95%, and 99%. For example, a CL of 90% indicates
that the given samples of QoS values are 90% likely to contain the population’s true
mean. The confidence interval analysis shows that as the CL increases, the range of
the interval broadens, indicating greater certainty about capturing the true mean of
QoS values, but with a wider range. This reflects a trade-off between precision and

confidence in the performance estimates of HCTN.

Table 5.9: HCTN Inference time on different machines

Inference Time (second)

Processor Configuration Core RAM

(mean + stdev)
10" Gen Intel® Core™ i7-10700@4.80 GHz 16 7.53 GB 2.58¢-5 + 1.19¢-6
13" Gen Intel® Core™ i5-1335U@4.60 GHz 12 15.30 GB 1.67e-5 £+ 1.66e-6
AMD Ryzen-9 7950X@5.70 GHz 16 32.00 GB 2.12e-6 + 6.24e-8
13" Gen Intel® Core™ i9-13900H@5.40 GHz | 20 30.98 GB 2.01e-5 % 2.30e-6
12" Gen Intel®) Core™ i7-12700@4.90 GHz 20 62.49 GB 1.06e-5 £ 1.64e-7
122 Gen Intel®) Core™ i7-12700@4.90 GHz 20 | 125.49 GB 1.10e-5 + 1.35e-7
274 Tntel@®) Xeon Gold 6226R CPUQ@3.90GHz | 32 | 188.35 GB 2.43e-5 + 1.05e-7
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5.2.3 Model Deployability

We analyze the deployability of HCTN by measuring its inference latency across a
diverse set of hardware configurations, ranging from mid-tier consumer CPUs to high-
end workstation processors. As shown in Table 5.9, HCTN consistently achieved low
inference times, with mean latency ranging from 2.12x107% second to 2.58 x107° sec-
ond across all machines. These results demonstrate that HCTN introduces negligible
computational overhead and delivers real-time predictions without requiring GPU ac-
celeration. The low variance in latency further indicates stable execution behavior
across different memory capacities and core counts. Overall, the study confirms that
HCTN is an efficient, lightweight, and easily deployable in practical QoS-aware service
platforms under resource-constrained environments.

In summary, HCTN demonstrates superior performance compared to previous
methods, with significant improvements in MAE and RMSE across various datasets
and training densities. It also excels in handling outliers, provides efficient train-
ing and prediction times, and benefits from advanced feature integration, including
higher-order graph features and multi-granularity temporal features. A more detailed
experimental analysis, including the impact of cold-start and the influence of various
hyperparameters on the performance of HCTN, is presented in Appendices F and G,

respectively.

5.3 Summary

This chapter introduces HCTN, a Hypergraph Convoluted Transformer Network, for
anomaly-resilient real-time temporal QoS prediction. To address data deficiency,
HCTN combines non-negative matrix decomposition with hypergraph-based collab-
orative filtering for richer, higher-order features. It handles data credibility by using
a robust loss and a grey-sheep-aware time-sensitive strategy. For effective represen-
tation learning, HCTN integrates domain-specific and deep hypergraph-transformer-
based features. The model outperformed existing methods in accuracy, with negligible

inference latency, making it apt for real-time systems. In the future, we will explore
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energy-efficient ML service selection for sustainable deployment.

5.4 Limitations

HCTN presents an advanced time-aware QoS prediction framework that improves ro-
bustness against sparsity, anomalies, and dynamic interaction patterns by learning
credibility-aware and higher-order collaborative representations. However, several in-

cremental challenges remain:

(i) Although HCTN leverages hypergraph convolution to capture higher-order relation-
ships, it does not fully exploit hierarchical structural dependencies inherent in QoS
data, such as nested relationships arising from geographical regions, network topol-
ogy, and service-level groupings. Consequently, certain structural correlations may

not be optimally represented.

(11) HCTN focuses on single-attribute QoS prediction and does not support joint model-
ing of multiple QoS parameters. This limits its ability to capture interdependencies
among QoS attributes and increases computational overhead when separate models

are required for each QoS parameter.
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Chapter 6

Sparsely-gated Hierarchical
Adaptive Routing for joint
Prediction of QoS

Existing methods in the literature rely on a single metric for QoS prediction. More
recent methods adopt multi-task approaches to simultaneously predict multiple QoS
parameters. However, these models suffer from the task-dominance problem during
learning due to differences in the numerical ranges of QoS parameters, leading to neg-
ative transfer. Furthermore, relying on Euclidean representation learning, it captures
limited hierarchical dependencies, which constrain the effectiveness of joint QoS mod-
eling under sparse and noisy conditions. Despite these advances, existing methods still
overlook implicit hierarchical dependencies and shared contextual correlations across
QoS parameters. Moreover, task-balancing strategies used in works such as [123,125]
often exhibit numerical instability and oscillatory convergence, resulting in suboptimal
multi-task performance. To address these limitations, we propose a unified framework

for joint QoS prediction, called SHARP-QoS, which allows adaptive multi-task rep-

This chapter is derived from:

e Suraj Kumar, Arvind Kumar, Soumi Chattopadhyay, “SHARP-QoS: Sparsely-gated Hi-
erarchical Adaptive Routing for Joint Prediction of QoS”, IEEE Transactions on Services

Computing. https://arxiv.org/pdf/2512.17262. (Under Review)
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resentation learning by leveraging contextual data and complementary QoS signals.
In this chapter, we introduce Sparsely-gated Hierarchical Adaptive Routing for joint
Prediction of QoS (SHARP-QoS), which integrates non-negative MF-based QoS fea-
tures with contextual information derived from AS and region, ensuring domain-aware
and privacy-preserving initial representations. To capture the implicit hierarchical fea-
tures across both QoS and contextual domains, we employ hyperbolic convolutional
networks. Leveraging subnetwork-level routing, the framework enables adaptive fea-
ture sharing for QoS and contextual features, followed by a gated fusion module that
dynamically selects between hierarchical QoS representations and shared features. To
ensure reliable joint learning, we incorporate a robust loss function and an EMA-
based loss-balancing strategy to mitigate negative transfer. Collectively, the proposed
framework substantially enhances joint QoS prediction performance while remaining
scalable, sparsity-tolerant, and resilient to noise.

More specifically, SHARP-QoS framework comprises three key components: (i)
We introduce a Hierarchical Feature Extraction Block (HFEB) to capture implicit
hierarchical dependencies across QoS and contextual features, enabling richer repre-
sentations while preserving user and service privacy. (ii) Inspired by Sub-Network
Routing (SNR) [166], a dual feature exchange mechanism is designed to share across
both QoS- and contextual-features, while maintaining computational efficiency, unlike
previous approaches. Additionally, a gated feature fusion module is employed to se-
lectively integrate relevant representations from shared and structure-aware features.
(iii) The Exponential Moving Average (EMA) is introduced to smooth short-term
fluctuations in training due to loss scale, ensuring robust optimization for joint QoS

prediction. The key contributions of this chapter are summarized below:

(i) Novel Solution Architecture: We propose a data-driven joint QoS prediction
framework that leverages implicit hierarchical features from both QoS and con-
text data. A feature-sharing and fusion layer is introduced that enables effective
parameter sharing through QoS and contextual features, and dynamically selects
task-specific features among structural and shared representations, resulting in en-

hanced QoS prediction performance.
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(i) Handling Negative Transfer: We introduce an EMA-based loss balancing strat-
egy that reduces short-term oscillation and resolves inter-attribute conflicts across
multiple QoS tasks, mitigating the negative transfer problem caused by numeri-
cal range discrepancies among QoS parameters, leading to faster convergence and

improved generalization across tasks.

(i7i) Extensive experiments: We conducted comprehensive evaluation of SHARP-QoS
on three datasets: WSDREAM-1 [1], Reliability [123], and a gRPC dataset [167],
covering two, three, and four QoS parameters, respectively. To ensure the reliability
of our results, we include ablation studies, hyperparameter analysis, impact of out-
liers and cold-start, and statistical significance tests, demonstrating the effectiveness

of our method.

The rest of this chapter is organized as follows. Section 6.1 presents a preliminary
background on Hyperbolic geometry. Section 6.2 present proposed solution. The

experiments are analyzed in Section 6.3. Finally, Section 6.4 concludes this chapter.

6.1 Preliminaries

Hyperbolic geometry has emerged as a powerful tool for modeling hierarchical and
scale-free structures due to its constant negative curvature and exponential expan-
sion [168]. In contrast to Euclidean space (zero curvature), hyperbolic space repre-
sents hierarchies and heavy-tailed degree distributions with lower distortion [169]. We
adopt the Poincaré ball model to perform graph convolution in hyperbolic space, as it
provides a conformal manifold representation and supports Riemannian optimization.

Following [168,169], we summarize the key definitions used in this work.

6.1.1 Poincaré Ball Model
The d-dimensional Poincaré ball with curvature ¢>0 is
B — {xeR? | cfx|? < 1},
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equipped with the conformal metric
= >\29E7 )\x = 2/(1 - C”XH2)>

and gg denotes the standard Euclidean inner product. The conformal factor Ay con-
trols geometric distortion and is central to defining exponential and logarithmic maps.
We use a learnable curvature, parameterized as ¢ = softplus(r.) + €, with trainable
r. and a small ¢ > 0, ensuring that the curvature remains strictly positive during

training.

6.1.2 Hyperbolic Operations at the Origin

All computations are performed in the tangent space at the origin < 0 > for numerical

stability [168].

(i) Ezxponential and logarithmic map: The exponential map projects the tangent vector
v onto the hyperbolic manifold, while the logarithmic map performs the inverse

operation by lifting hyperbolic points to the Euclidean space.

ech<0>( ) tanh(\/»HU”)\[H H
(6.1)

log®.o. (x) = }artanhwx) o

(i) Mébius addition (®.): This defines the gyrovector structure supporting hyperbolic

vector operations.

(L +2cCz, y) + clly[*)z + (1 — )y
1+ 2z, y) + [z]?[y[?

(11i) Mébius matriz—vector multiplication (®.): This enables linear transformations in
hyperbolic space.
W®c T = ech<0>(W 10gc<0> ([E)) (63)

(iv) Wrapped activation (0®): This applies nonlinear function (o) while keeping outputs

on the manifold.

0% (&) = exps (0 (l0g%gs (2))). (6.4)
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Figure 6.1: SHARP-QoS: Overall framework.

6.2 Methodology

Following the classical multi-QoS prediction formulation defined in Definition 7,
SHARP-QoS aims to address the following research questions: (i) how to effectively
learn hierarchical representations of QoS and contextual entities that capture struc-
tural and latent dependencies, (ii) how to enable adaptive and controlled feature shar-
ing across multiple QoS parameters while preserving task-specific characteristics, (iii)
how to jointly leverage QoS interactions and contextual information to learn enriched
multi-context representations, and (iv) how to achieve stable and balanced joint QoS
prediction while mitigating negative transfer across QoS parameters. To address these
challenges, SHARP-QoS introduces a unified framework that integrates hyperbolic
graph-based hierarchical representation learning, adaptive subnetwork routing-based
feature sharing and fusion, and EMA-balanced joint optimization for accurate and

reliable multi-QoS prediction.

Fig. 6.1 illustrates the SHARP-QoS framework, comprising four key stages: (i)
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Preprocessing, which constructs the QoS and context graphs and generates initial
node features via matrix factorization and one-hot encoding; (ii) Hierarchical Fea-
ture Extraction Block (HFEB), learning QoS and context specific representations us-
ing hyperbolic graph convolution; (iii) Feature Sharing and Fusion Block (FSFB),
which adaptively fuses QoS-based and contextual features across QoS parameters us-
ing a subnetwork-routing strategy and gated fusion; (iv) Joint QoS Prediction Module
(JQPM), to achieve joint QoS prediction via a feed-forward network (FFN), and ma-
trix product, while training under EMA-based loss balancing to mitigate negative
transfer.

Note that all hyperbolic computations follow the Poincaré ball formulation in
Sec. 6.1, whereas feature sharing, fusion, and QoS prediction operate in Euclidean

space.

6.2.1 Preprocessing

We first build the propagation graphs and initialize node features from the QoS ma-

trices and context attributes.

6.2.1.1 QoS- and Context-Graph Construction

Learning on graphs can substantially improve QoS prediction; however, prior methods
either relied on fully connected structures or used QoS/context graphs [55] with noisy
or uninformative connections, limiting representation learning. To address this, our

framework employs both QoS-invocation graphs and context graphs, defined as follows.

Definition 23 (QoS Invocation Graph (GP)). Given a QoS matriz Q°, pe {1,...,P},
the invocation graph GP = {V,EP} is a bipartite graph, where an edge (u;,s;) € EP

exists iff ij > 0, indicating that user u; imvoked service s;.

Definition 24 (Context Graphs (G",G%)). For each context attribute i € {r,a}, we
define G' = (V,E"), where edges connect entities sharing the same region (r) or AS

(a) attribute.

140



The graph G captures collaborative QoS usage patterns, while G" encodes coarse
geographical proximity, and G captures fine-grained infrastructural priors (e.g., rout-
ing and peering). Although G" may subsume many connections in G, the two provide
complementary geographic and network-structural perspectives. Empirically, combin-
ing {G?, G", G*} enhances representation learning while preserving user—service privacy,
as only global contextual attributes are used (excluding sensitive information such as
IP, GPS coordinates, or provider identity).

We represent each graph using its adjacency matrix A°, i € {r,a, {1,...,P}}, pro-
ducing P+2 matrices of size N x N, where N = n + m. Directly using these matrices
in GCNs [67] may cause numerical instability due to high-degree nodes and missing

self-information. Thus, we adopt symmetrically normalized adjacency matrices:
Al = (DY V2. (A 4+ T) - (D)2, Di, = ZAé'k’ (6.5)
k
where D' is the degree matrix and Z adds self-loops to preserve node self-features.

6.2.1.2 Initial Features Extraction

We derive initial node features using the sparse QoS matrices and the contextual

attributes (RG, AS).

(i) QoS-based features: To obtain QoS features for each user and service node, we apply
nonnegative matrix factorization [32] to each QoS parameter p, as shown in Eq. 6.6,
yielding two low-rank matrices: the user feature matrix P € R"*% and the service

feature matrix F? € R™*%,

].'P

u?

FP«— QF suchthat JF?.(FP)T ~ QP (6.6)
(ii) Context-based features: To generate contextual embeddings for each user and service
node, we employ one-hot encoding on RG and AS categories. Since one-hot vectors
scale linearly with the number of categories and thus become high-dimensional, we

use four autoencoders (AE) [133] with an identical feature dimension dy to obtain
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compact representations. This produces four contextual feature matrices: user fea-
tures F7, F¢ € R™% and service features F7, F¢ € R™*% corresponding to RG

and AS contexts.

We then form the combined node feature matrix for each sourcei € {r,a,{1,...,P}}

by concatenating the user and service features row-wise, yielding F? € RV*¢4,

6.2.2 Hierarchical Feature Extraction Block (HFEB)

Previous approaches [55,117,122] employing graph convolution or attention networks
(GCN/GAT) aggregate information from neighboring nodes in Euclidean space to
extract higher-order features for QoS prediction. However, Euclidean aggregation
fails to capture the inherent hierarchical structure present in QoS and contextual
data, leading to high distortion and suboptimal representations. To address this lim-
itation, we adopt the hyperbolic formulations described in Sec. 6.1, enabling graph
representation learning in the Poincaré ball B%¢, where feature transformations and
nonlinearities are realized via Mobius operations. Empirically, this yields more expres-
sive representations by exploiting the underlying hierarchical structure, outperforming
prior Euclidean approaches.

Specifically, we propose a dual hierarchical feature extraction mechanism, which is

separately employed on the QoS and context graphs, as detailed subsequently.

6.2.2.1 Hyperbolic Graph Convolution Network (HyGCN)

Following [168,169] (summarized in Sec. 6.1), we adopt a Hyperbolic Graph Convo-
lution Network (HyGCN) to extract hierarchical features from the context graphs G
and G°.

Given an initial feature matrix ¢ and normalized adjacency A’ where i € {r,a},
HyGCN employs hyperbolic convolution (HyConv) unit that comprises two core op-
erations, as depicted in Fig. 6.1 (c). Before using HyConv operations, we project the
initial features to the hyperbolic manifold, X} = exp®,. (F*). Following this, it first

applies hyperbolic graph convolution, executing Euclidean message passing [67] in the
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tangent space. Secondly, a hyperbolic nonlinear transformation is performed through
Mobius linear mapping and wrapped activation with ReLU. The process is defined in

Eq. 6.8.
X =o% (eXpC<0> (Az logo- (X]) WIZI) De exp6<0>(b11)) (6.7)

X(il+1) = o® (exp0<0> (10gc<0>(Xli) lez) De ech<0>(b12)) : (6.8)

where, W}, € R¥>? and W, € R?? are learnable weights, with corresponding biases
bi € R* and by € R%. We then return to Euclidean space via Vi = log® . (X)) € RV*4,

HyGCN stack L HyConv layers whose outputs are concatenated column-wise, and
then a nonlinear transformation layer is applied with learnable weight matrix Wi €
RAH+Dxd with an activation function oy, as shown in Eq. 6.9, to obtain the higher-
order hierarchical features. Note that this operation is performed entirely in Euclidean

space.
V' =01 (llo V) - Wi (6.9)
We independently employ HyGCN over G" and G%, yielding hierarchical contextual

features )" € RV*4 and Y* e RV*4. Adding Y = )" + Y provides the aggregated

region and network-aware, structural contextual features, which we used in Sec. 6.2.3.

6.2.2.2 Hyperbolic Hypergraph Convolution Network (HHGCN)

Adopting HyGCN directly for QoS-based graphs GP for each QoS parameter p, may
result in suboptimal QoS-based hierarchical features due to weak structural informa-
tion owing to its sparse or noisy QoS interactions. We therefore augment the bi-partite
structural signals using user- and service-based hypergraphs. The user-based hyper-

graph GP? is defined as follows:

Definition 25 (User Hypergraph (GP)). Given a QoS invocation graph GP, we de-
rive user (service) hypergraph defined as GE = {VF EF} where V¥ € U and EF =

{e1,ea,...,en} are user set and hyperedge set, respectively.

The service-based hypergraph G? is obtained in a similar manner. Notably, G?

and G” are constructed via a second-hop traversal on G with incidence matrix H?.
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Consequently, we obtain the normalized adjacency matrices A? € R™*" and AP € R™*™

for each graphs G2 and G?, respectively, as shown in Eqs. 6.10 and 6.11.
Ap = (Do) (D2) 7 (HP) T (DR) T, (6.10)
AL = () (1) (D) W (D) (6.11)

Here, D? and D? are degree matrices obtained using the A? and A? via hypergraphs
GP and G?, respectively.

We employ Hyperbolic Hypergraph Convolution Network (HHGCN), shown in
Fig. 6.1 (d), leveraging the HyConv formulations (see Eq. 6.8-6.9) to each QoS
graphs/hypergraphs GP, G2 and GP independently, and resulting outputs are then
bring to Euclidean space producing Y/, Y, and Y%, respectively. Y? and Y%, are
first concatenated in a row-wise manner, whose output is then concatenated column-
wise with V. The final consolidated features are obtained by employing a non-linear

I+1)xd

transformation with learnable weights WY e R2%( and an activation function oy,

as shown in Eq. 6.12.
V' =or(llie OF I [Yos YoI) - W5) (6.12)

The resulting output P € RV*? encodes QoS-based hierarchical features for p-th QoS

parameter, which is utilized in the next section.

6.2.3 Feature Sharing and Fusion Block (FSFB)

This section presents our approach to controlled feature sharing based on representa-
tions learned via HyGCN and HHGCN for joint QoS prediction. Since feature sharing
is an algorithmic design choice rather than geometric modeling, all operations in this
stage are performed in Euclidean space.

Existing joint QoS prediction methods [92,117,121-123, 125] suffer from limited
flexibility in parameter sharing or computational overhead. Hard parameter sharing
forces all tasks to share early layers, often causing negative transfer, while soft parame-
ter sharing relies on task-specific parameters with similarity regularization, increasing

model complexity and limiting scalability. To address these issues, inspired by [166],
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we introduce a subnetwork routing strategy that enables adaptive, task-specific feature

sharing through selective routing over shared subnetworks.

6.2.3.1 Subnetwork Routing (SNR) Mechanism

In our proposed SHARP-QoS framework, QoS and context features are shared in dis-
tinct ways. We first explain the Sub-Network Routing Mechanism (SNR) [166] for
contextual features ) € RV*? obtained via HyGCNs (Sec. 6.2.2.1). We dynami-
cally select and aggregate a sparse subset of transformed features conditioned on the
target task. To achieve this, SNR router first process )J"* through K, parallel blocks
{¢p()}i2,, each comprise layer normalization (LN), non-linear transformation with

ReLU activation (Dense), as shown in Eq. 6.13.

& (V™) = Densey(LN(Y™)),  ¢p(V™) e RM* (6.13)

where d, is the output dimension. We further employ a QoS parameter specific linear

transformation with W}, helping to enhance the task specificity, as shown in Eq. 6.14.
RO = (V™) W, (6.14)

where WP € R%>*% is learned independently. To enable adaptive feature sharing for
each QoS parameter, we maintain learnable coding variables {CZ}§:1 per block, con-
trolling the connection. Specifically, we draw each ¢ from a Bernoulli distribution
., owing to its discrete nature, it does not allow efficient gradient-based learning.
To address this issue, we leverage hard concrete distribution [170], where each cod-
ing variable ¢} parameterized by a learnable logit loga}, sampled using a uniform

distribution u ~ U(0, 1).

. U2((10gu — log(lT— u) + log az)) | (6.15)
s=s(y—p)+ 0, (6.16)
c = clip(s,0,1). (6.17)

where, o, is an activation function, § < 0, > 1 define the stretching interval, and 7

controls the smoothness. Subsequently, we obtain the QoS parameter-specific features
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by using a sparsely weighted aggregation using the coding variable cf, as illustrates

in Eq. 6.18.

1 &,
V= DA, (6.18)
Y19 kD

where the normalization term helps prevent scale collapse when only a small number of
blocks are activated, allowing fractional routing in training. During inference, we fol-
low the hard selection where stochastic coding variables are replaced by deterministic

binary activations by thresholding (9),
¢ = I[oa(log af) > 4] (6.19)

yielding interpretable and task-specialized contextual features.

6.2.3.2 Cross-SNR Routing Mechanism

Since QoS parameters stem from common underlying network conditions, we argue
that they either depend on or influence each other. However, at the same time, they
may not have trended all the time. Previous studies have undermined these challenges
and avoided sharing QoS-based features. Addressing this issue, we introduced cross-
subnetwork routing (Cross-SNR) strategy to obtain the task-specialized QoS features,
exploiting the shareable component within the QoS-based features for other QoS pa-
rameters. Cross-SNR ©(-) employs the same formulations, as in Eqs. 6.13-6.18 with
K, number of blocks, on QoS features pool {J?}}_; derived using HHGCNs (Eq. 6.12).
For each target QoS parameter p, we construct a shared representation by excluding its
own feature and summing the remaining P — 1 task-specialized QoS features outputs,
as shown in Eq. 6.20.

L=, o) (6.20)

Je{l, . PI\{p}

We further obtain the combined shared features VP

= VP 4+ VP by summing
task-specialized contextual and QoS features, yielding multi-context shared features,

enriched in the network, geographical, and QoS dynamics.
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6.2.3.3 Gated-feature Fusion Module

This module introduces the adaptive strategy to combine the shared task-specific rep-
resentations V2. € RV*4 with the structure-aware QoS features J» € RV*¢ (computed
in Eq. 6.12, Fig. 6.1 (e)). Specifically, we introduce a gated feature fusion mechanism,
which learn a gating weight WW! with an activation function oy producing the resulting
gates gP for each QoS parameter p, as shown in Eq. 6.21. The gates g” enable the
model to adaptively balance structural and multi-context shared information, illus-

trated in Eq. 6.22, where © represents the element-wise multiplication. The resulting

feature Z? is then forwarded for the downstream QoS prediction task.

g’ = oo ([VP[|VE] - WVE) (6.21)
Zp:gp®yp+(1_gp>®y§cs (622)

6.2.4 Joint QoS Prediction Module (JQPM)

To enable the joint learning, we obtain task-specific feed-forward networks FFNP(-)
for each QoS parameter p, which comprises two dense layers with ReLLU and Linear
activation, respectively. Subsequently, the resulting features Z? is split into QoS
parameter specific user feature matrix Z? and service feature matrix Z?. We employ
the matrix multiplication on Z? and Z?, providing the predicted QoS matrix Or. This
formulation is illustrates in Eqs. 6.23-6.25.

ZP = FFN?(27), (6.23)
ZP 2P = ZP (6.24)
or=zr-(zn)' (6.25)

6.2.4.1 Objective Function and Loss Scale Balancing

Owing to network instability, QoS data may contain outliers; therefore, we train
our model using a robust loss function, Mean Absolute Error (MAE), illustrated in

Eq. 6.26.
1 .
rr = P QP
TrD)] 2 19—

(i.j)eTrD

(6.26)
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where TrD denotes the training density, ensuring only observed QoS values contribute
to the loss calculation.

We argue that the combined loss 25:1 L? is prone to being dominated by a few
QoS parameters that yield larger error magnitudes, which might lead to negative
transfer across tasks. This problem can be attributed to the numerical ranges of
QoS parameters (see Table 2.3). Recent studies PMT [123] and WAMTL [125] em-
ployed heteroscedastic uncertainty weighting (HUW) and Dynamic Weight Averaging
(DWA), respectively, to rescale task losses. However, they tend to suffer from instabil-
ity during the early training stages and exhibit slow adaptation to QoS dynamics. To
address this issue, we introduce an EMA-based loss scaling strategy that moderates
task contributions while suppressing short-term fluctuations.

Specifically, at i-th training iteration, we estimate the smoothed loss ﬁf using
a smoothing coefficient § € [0,1), controlling the moving average momentum. The
normalized QoS parameter specific weights w? are then computed by inverting the
smoothed losses, as shown in Eq. 6.27. Here, Eg = 1 and € is a small constant for
numerical stability.

(LP +€)?
S (L7 +e)7

LY=BLY | +(1=B)LY, wP = (6.27)

The resulting joint loss is expressed as Lgya = ZP wP LP. We further introduce a

p=1
Ly-based regularization term, encouraging the sparsity in the routing block selection.
The final joint objective function is illustrated in Eq. 6.28, utilizes to train our model.
Note that the regularization coefficient \ controls the trade-off between QoS-specific

prediction accuracy and the sparsity across feature routing networks.
£ﬁnal — ﬁEMA + )\ (ﬁgn?" + £6TOSS-8’I7/I") (6,28)

Overall, our framework ensures that EMA-based balancing demonstrates smooth
QoS dynamics, stable, and adaptive weighting. Further, combining with the sparse
routing regularizer achieves effective feature sharing across QoS parameters, leading
to balanced multi-task optimization, with improved QoS prediction performance. The

complexity analysis of SHARP-QoS is illustrated in Appendix A of supp. file.

148



6.3 Experimental Results

We implement our framework using TensorFlow 2.19.0 with Python 3.12.7. All exper-
iments were conducted on an Ubuntu 24.04.2 LTS (Linux kernel 5.15.0-139-generic,
x86_64) equipped with a 12th Gen Intel(R) Core(TM) i7-12700 CPU @ 1.42 GHz and
130 GiB RAM.

6.3.1 Experimental Setup

We employ three real-world web service datasets to evaluate SHARP-QoS:
WSDREAM-1 [1], Reliability dataset [123], and a gRPC dataset, which is introduced
in Chapter 4. These datasets enable evaluation under two-, three-, and four-attribute
QoS prediction settings, respectively.

To simulate realistic sparse dataset scenarios, we randomly sample and remove a
fixed percentage TrD € {5,10,15,20}% of the QoS records from each dataset, where
TrD represents training density. The remaining TeD = (100 — TrD)% is used for

performance evaluation. To ensure statistical reliability, we conducted multiple runs

Table 6.1: Parameters configuration.

Attributes Value
NMF/Autoencoder dy1/d2 dimension 128

No. of layers (L) 2
HyGCN/HHGCN W/, or Wj,, & Wi dimension 128 x 128, & 256 x 128

Activation function (o1) ReLU

No. of Blocks (K1/K2) 4
SNR/ Cross-SNR WY dimension 64 x 128

Activation function & threshold (o2) sigmoid, 0.5

WY dimension 32 x 256
Gated Fusion

Activation function (o2) sigmoid

Wi, Wa dimension 128 x 128, 128 x 64
FFN

Activation function ReLU, Linear

EMA coefficient (3) 0.99
Objective Function

Regularization coefficient (\) 1x107°

No. of Epoch, Patience 10000, 400
Training Parameters | Optimizer AdamW

Learning rate, Decay rate 1x1073, 1x 104
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Table 6.2: Performance comparison with joint QoS prediction methods on

WSDREAM-1 dataset

QoS MAE RMSE
Parameter Method 5 10 15 20 5 10 15 20

JQSP [117] 0.5079 0.4406 0.4154 0.4072 1.9491 1.4445 1.3496 1.3181
WAMTL [125] 0.4652 0.4097 0.3844 0.3663 1.3607 1.2800 1.2345 1.2017

RT DNM [92] 0.4121 0.3621 0.3471 0.3214 1.3866 1.2670 1.2216 1.2070
MGEN [121] 0.4115 0.3423 0.3289 0.3181 1.3579 1.2602 1.2189 1.1950
SHARP-QoS 0.3668 0.3243 0.3099 0.2930 1.3116 1.2450 1.1979 1.1516
PG(%) 10.86 5.25 5.78 7.89 3.41 1.21 1.72 3.63
JQSP [117] 21.9919 17.9796 16.8000 14.3989 79.5323 54.0659 49.8281 49.0998
WAMTL [125] 18.8521 15.3414 14.5306 13.7570 54.5032 46.7399 43.5842 41.5083

- DNM [92] 17.2980 14.0650 14.5436 14.1170 58.1629 50.3930 49.8868 46.9100
MGEN [121] 15.4529 13.0833 12.6516 12.3941 50.7213 43.3581 43.2147 42.1618
SHARP-QoS | 13.2402 | 11.4814 | 10.8035 | 10.4069 | 47.0426 | 41.7156 | 39.7392 | 38.7746
PG(%) 14.32 12.24 14.61 16.03 7.25 3.79 8.04 6.59

of model training and reported the average results.

Unless specified otherwise, we use the hyperparameters listed in Table 6.1.

6.3.2 Performance Analysis
6.3.2.1 Comparison with past methods

Among all available joint QoS prediction baselines, we evaluated SHARP-QoS against
[92,117,121,125] via error metrics (MAE, RMSE) and computational efficiency. Com-
parison with PMT [123], and HTG [122] is discarded as they require topology-level
AS-links data, which is publicly unavailable. To further strengthen our analysis, we

compare with five single-parameter QoS prediction methods.

(i) Comparison with multi-task methods on error metrics: Table 6.2, Table 6.3, and
Table 6.4 report a comprehensive comparison of SHARP-QoS against state-of-the-
art (SOTA) joint QoS prediction baselines on four training densities (5% — 20%,
step size 5%) across two, three, and four QoS parameters, respectively. While prior
methods demonstrate inconsistent behavior across settings, our approach delivers
uniformly superior performance, achieving average improvements of 19.47% in MAE
and 19.32% in RMSE over second-best models across all datasets. We observed

that performance gains become even more pronounced as the number of tasks in-
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Table 6.3: Performance comparison with joint QoS prediction methods on the Relia-

bility dataset

QoS MAE RMSE

Method
Parameter 5 10 15 20 5 10 15 20

DNM [92] 1.1098 1.0413 1.0332 1.0016 2.4307 2.1130 2.0288 2.0040
JQSP [117] 0.7688 0.5053 0.4495 0.4650 1.6266 1.3327 1.0606 1.1111

RT MGEN [121] 0.6627 0.4216 0.3794 0.3639 1.4639 1.1895 1.0862 1.0790
WAMTL [125] 0.6562 0.4771 0.4423 0.4093 1.2595 1.2268 1.1525 1.1269
SHARP-QoS 0.4496 0.3945 0.3099 0.2871 1.1652 1.1015 1.0263 1.0029
PG(%) 31.48 6.43 18.32 21.10 7.49 7.40 3.23 7.05
JQSP [117] 54.2766 46.9502 50.9577 27.0942 253.2556 | 218.3714 | 112.5865 92.1144
DNM [92] 43.2913 33.4560 35.6610 34.6610 | 116.1662 | 109.6389 | 106.0478 | 102.7562

- WAMTL [125] 33.6497 27.6057 23.2590 18.9285 132.5707 | 129.2284 | 126.6743 | 111.6510
MGEN [121] 24.5219 18.1270 15.0493 14.9293 137.2764 | 107.0232 99.8948 78.2624
SHARP-QoS | 24.4732 | 17.7958 14.4464 | 11.4730 | 88.3392 | 71.9799 | 72.4821 | 43.4623
PG(%) 0.20 1.83 4.01 23.15 23.95 32.74 27.44 44.47
WAMTL [125] 0.2805 0.0941 0.0907 0.0699 0.3528 0.1383 0.1148 0.1094
MGEN [121] 0.0484 0.0395 0.0164 0.0158 0.1926 0.1830 0.0972 0.0964

RE JQSP [117] 0.0429 0.0348 0.0181 0.0116 0.0776 0.0662 0.0455 0.0426
DNM [92] 0.0112 0.0109 0.0101 0.0091 0.0572 0.0547 0.0484 0.0459
SHARP-QoS 0.0100 0.0072 0.0062 0.0060 0.0344 0.0339 0.0326 0.0299
PG (%) 10.71 33.94 38.61 34.07 39.86 38.03 28.35 29.81

creases. Specifically, our method surpasses existing approaches on WSDREAM-1 by
10.87% (MAE) and 4.46% (RMSE), on Reliability dataset by 18.65% (MAE)
and 24.15% (RMSE), and on gRPC-4T by 28.88% (MAE) and 26.34% (RMSE).
These results strongly highlight the scalability and generalization strength of our
framework under multi-task expansion. Against MoE-based architectures such as
MGEN [121] and WAMTL [125], our method secures substantial gains of 40.77%
(MAE) and 40.99% (RMSE). We attribute this advantage to the stability of our
design, in contrast to the load imbalance and expert collapse commonly observed
in MoE-based training. JQSP, despite its graph-attention foundation, suffers from
severe performance degradation, 47.66% in MAE and 35.91% in RMSE, due to its
sensitivity to outliers. Likewise, DNM [92], though architecturally intricate, falls
behind our method by 38.69% (MAE) and 29.43% (RMSE), reflecting its inability

to mitigate negative transfer effectively.

Collectively, these results affirm the superiority of SHARP-QoS, demonstrating
strong resilience to outliers, effective suppression of negative transfer, and consistent

hierarchical feature extraction across all datasets.
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Table 6.4: Performance comparison with joint QoS prediction methods on gRPC

dataset
QoS MAE RMSE
Parameter Method 5 10 15 20 5 10 15 20

WAMTL [125] 0.0475 0.0360 | 0.0290 0.0240 0.0688 0.0498 0.0423 0.0325
JQSP [117] 0.0879 0.0753 | 0.0654 0.0626 0.1545 0.1329 0.1226 0.1139

RE DNM [92] 0.0505 0.0345 | 0.0328 0.0310 0.0663 0.0495 0.0476 0.0449
MGEN [121] 0.0422 0.0287 | 0.0253 0.0233 0.0706 0.0564 0.0440 0.0413
SHARP-QoS | 0.0295 | 0.0200 | 0.0160 | 0.0123 | 0.0443 | 0.0475 | 0.0416 | 0.0286
PG(%) 30.09 30.31 36.76 47.21 33.18 4.04 5.45 30.75
WAMTL [125] 1.1504 0.9515 | 0.7851 0.6334 1.4946 1.2406 1.0152 1.0023
MGEN [121] 1.5543 1.1733 | 0.8303 0.7219 2.2099 1.5409 1.1259 0.9951

or DNM [92] 1.1464 0.8296 | 0.6902 0.6659 1.5566 1.1257 0.9239 0.8922
JQSP [117] 1.0381 0.8232 | 0.7807 0.7852 1.3539 1.0784 1.0124 0.9981
SHARP-QoS | 0.8836 | 0.7060 | 0.6008 | 0.5618 | 1.2044 | 0.9976 | 0.8452 | 0.8020
PG(%) 14.88 14.24 12.95 15.63 11.04 7.49 8.52 10.11
JQSP [117] 4.8826 3.9492 | 3.6310 3.3331 9.4759 7.7057 7.5593 7.4431
DNM [92] 4.3804 42163 | 3.4580 3.4164 9.2961 8.3004 7.9792 7.9022
MGEN [121] 2.6290 2.0706 | 2.0523 2.0584 9.0301 8.6840 8.4091 5.6198

LT WAMTL [125] | 25137 | 3.5620 | 3.4255 3.6652 7.7507 10.4098 10.418 10.7406
SHARP-QoS | 1.1910 | 0.8909 | 0.8241 | 0.7896 | 1.9780 | 1.7863 | 1.5810 | 1.5799
PG(%) 52.62 56.97 59.85 61.64 74.48 76.82 79.09 71.89
WAMTL [125] | 12.8474 | 9.2137 | 8.4201 7.3705 17.8271 | 16.3605 | 14.3976 | 12.9835
JQSP [117] 13.8065 | 10.5663 | 10.0520 | 9.7656 | 17.7371 | 13.9167 | 13.2140 | 12.6584

oW MGEN [121] 12.4266 | 8.0331 | 6.2375 5.6198 | 19.7486 | 14.4056 | 12.0813 | 11.1539
DNM [92] 12.2556 | 9.0397 8.5686 8.2758 17.3730 | 14.3611 | 12.5894 | 12.1153
SHARP-QoS | 11.3154 | 7.2178 | 6.2153 | 5.0122 | 16.8738 | 13.6852 | 12.0119 | 10.7687
PG (%) 7.67 10.15 0.36 10.81 2.87 1.66 0.57 3.45

(i) Comparison with multi-task methods on computational complexity: To evaluate com-
putational efficiency, we compare our framework across four metrics: trainable pa-
rameters (Params), floating-point operations (FLOPs), training time, and inference
time, as shown in Table 6.5. While our model exhibits a slightly higher train-
ing time, it maintains moderate Params and FLOPs, and is the fastest among all
baselines during inference. Importantly, training is performed offline; that is, the
extended training time does not impact runtime service invocation or latency during
deployment. Relative to WAMTL [125], which has the smallest parameter footprint
(1.78x fewer than ours), our method delivers substantial gains with 5.83x lower
FLOPs and an outstanding 1000x speedup in inference. Likewise, compared to
JQSP [117], which reports the lowest FLOPs (ours being only 1.48x higher), our

framework achieves 1.55x faster inference while also requiring 1.25x fewer param-
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Table 6.5: Comparison on computational efficiency

Method Params (M) | FLOPs (G) | Train Time (sec.) | Inference Time (sec.)
MGEN [121] 1.79 4774.56 3847.25 8.10 x 105
WAMTL [125] 0.91 777.61 3901.07 1.35 x 1075
DNM [92] 2.44 211.8 2851.27 2.16 x 106
JQSP [117] 2.02 90.12 2532.52 6.14 x 108
SHARP-QoS 1.62 133.4 5516.00 3.97 x 108

Table 6.6: Performance comparison with single-task methods on WSDREAM-1 [1].

RT TP

Method MAE RMSE MAE RMSE

10 20 10 20 10 20 10 20
PMF [35] 0.4996 0.4492 1.2866 1.1828 16.1755 14.6694 46.4439 42.4855
CMF [42] 0.4511 0.3767 1.5012 1.3633 23.2347 18.8050 83.5279 76.5277
DCALF [113] 0.4544 0.4246 1.2450 1.1759 15.3595 13.6697 45.9013 41.2194
1ImQoS [57] 0.3600 0.3270 1.2240 1.1590 12.0220 10.7600 42.9470 38.3650
QOoSGNN [55] 0.3450 - 1.2760 - 13.9460 - 47.9550 -
SHARP-QoS | 0.3243 | 0.2930 | 1.2450 | 1.1516 | 11.4814 | 10.4069 | 41.7156 | 38.7746
PG(%) 5.22 9.65 -1.72 0.64 4.50 3.28 2.87 -1.07

eters. Notably, despite lower compute, our approach consistently achieves better

predictive accuracy across all datasets.

These results confirm that SHARP-QoS offers an advantageous trade-off between
computational cost and performance, delivering high accuracy, reduced runtime
overhead, and strong scalability, making it highly suitable for latency-critical and

real-time QoS prediction systems.

(11i) Comparison with single-task methods: Table 6.6 presents the comparison of SHARP-
QoS with five recent single-task methods on the WSDREAM-1. Our method consis-
tently achieves the lowest MAE across all methods, demonstrating higher average
prediction accuracy. However, in certain cases (RT-10, TP-20), our model achieves
slightly higher RMSE, underperforms compared to the underlined method. This

may be attributed to their dedicated optimization for individual QoS parameters.

Despite this, our approach provides a more nuanced solution by jointly optimizing
multiple QoS parameters within a unified framework. This balance is highly rele-
vant in real deployment scenarios, where service selection depends on multiple QoS

properties rather than isolated metrics.
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Figure 6.2: Impact of outliers on WSDREAM-2T dataset (a) RT (MAE), (b) RT
(RMSE), (¢) TP (MAE), and (d) TP (RMSE).

6.3.2.2 Outlier Sensitivity Analysis

Outliers have a substantial impact on QoS prediction performance [42]. We explicitly
handle outliers during both training and inference. Empirical inspection shows that
the WSDREAM-1 dataset contains a considerable number of anomalous QoS values.
Thus, during training, we adopt the L; (MAE) loss, which is inherently more robust
to outliers than the Ly (MSE) loss. Furthermore, to quantify the influence of outliers
during inference, we identify a fixed percentage of outliers using the i-Forest [109]

and evaluate model performance after removing them.

Fig. 6.2 reports the results when eliminating 2%-10% of outliers (in increments
of 2%) across all four training densities (5, 10, 15, 20). Performance consistently
improves as larger proportions of outliers are removed, with gains saturating around
the 8%—-10% range. At 10% removal, SHARP-QoS achieves an average improvement

of 81.84% compared to the setting where outliers are not addressed.
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Table 6.7: Impact of Cold-start on WSDREAM-1 on RT and TP dataset.

Training QoS Type | MAE RMSE
Density Parameter | CSP — 0 5 10 20 0 5 10 20
CB 0.3908 0.4304 0.5007 1.4103 1.5700 1.6888
RT Cs 0.3243 0.3582 0.3783 0.4371 1.2450 1.3330 1.4521 1.5392
CcuU 0.3666 0.3835 0.4000 1.3432 1.4223 1.4402
10 CB 14.7406 | 18.6156 | 27.7954 51.1179 | 56.5571 | 77.0098
TP Cs 11.4814 | 15.8290 | 16.2723 | 19.0722 | 41.7156 | 53.2600 | 54.8492 | 62.8405
CU 12.7160 | 12.9015 | 14.7178 46.1673 | 46.9849 | 51.3352
CB 0.3588 0.4073 0.4588 1.3151 1.4440 1.5427
RT Cs 0.2930 0.3288 0.3515 0.4067 1.1516 1.2559 1.3253 1.4634
CcuU 0.3399 0.3482 0.3658 1.2768 1.2966 1.3368
2 CB 13.6560 | 17.0083 | 19.9448 49.6500 | 54.9375 | 62.6531
TP CS 10.4069 | 13.4201 | 14.4766 | 21.9069 | 38.7746 | 48.8123 | 49.5523 | 64.9157
CU 11.9470 | 12.6056 | 13.1524 43.0584 | 45.5650 | 46.2888

6.3.2.3 Cold-start Sensitivity Analysis

Cold-start represents new users or services that lack historical QoS records. QoS
prediction methods that rely mainly on QoS-specific features often struggle in such
situations. SHARP-QoS incorporates public contextual attributes, including AS and
region information, to deal with this.

To assess the sensitivity of our model to cold-start cases, we create three scenarios
by randomly selecting a fixed percentage (CSP) of users and services and removing
all their corresponding invocation entries from the QoS matrices: (i) Cold-start User
(CU): A fixed CSP of users is selected, and all their QoS entries are removed, (7i)
Cold-start Service (CS): A fixed CSP of services is selected, and all their QoS entries
are removed, and (%ii) Cold-start Both (CB): A fixed CSP of both users and services
is selected, and all their corresponding entries are removed. All other data remain
unchanged.

Table 6.7 presents the model performance under two training densities (10, 20) for

WSDREAM-1 (RT, TP) dataset. The main observations are as follows:

(i) As CSP increases (0-20, with a step-size of 5), performance declines for both RT

and TP due to the reduction in available training data.
(i1) For a fixed CSP, higher training density leads to better performance.

(i4i) Under the same CSP, the CB scenario shows the largest performance drop because
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Figure 6.3: Impact of HHGCN module on WSDREAM-1 (a) RT, (b) TP dataset.

more entries are removed compared to CU and CS.

These results show that SHARP-QoS demonstrates reasonable robustness in han-

dling cold-start cases.

6.3.2.4 Model Ablation Study

This section analyzes the contribution of two key components of SHARP-QoS: (i) the
hierarchical feature extraction via HHGCN, and (7i) the EMA-based loss scaling,.

6.3.2.4.1 Impact of Hierarchical Feature Extraction Block Fig. 6.3 demon-
strates that the proposed hyperbolic-hypergraph convolution (HHGCN) consis-
tently outperforms the other three variants: standard Euclidean graph convolution
(GCN), Euclidean hypergraph convolution (HGCN), and hyperbolic graph convolu-
tion (HyGCN). On the WSDREAM-1 (RT) dataset, HHGCN achieves improvements
of 3.00% (MAE) and 3.07% (RMSE) over GCN, and 2.46% (MAE) and 2.44% (RMSE)
over HGCN. Moreover, incorporating user/service hyper-edges yields additional gains
over HyGCN (1.59% MAE and 1.79% RMSE). A more pronounced improvement is
observed on the TP dataset: HHGCN surpasses GCN by 7.89% (MAE) and 8.47%
(RMSE), HGCN by 6.64% (MAE) and 8.47% (RMSE), and HyGCN by 6.28% (MAE)
and 5.96% (RMSE).

These results demonstrate that HHGCN effectively captures hierarchical structure
for QoS data and exploits hyper-edge relations to strengthen representation learning.
Note that, HyGCN ablations for AS and RG graphs are omitted, as HyGCN was

directly adopted based on empirical validation.
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Figure 6.4: Impact of EMA-based loss balancing on WSDREAM-1 (a) RT, and (b)
TP dataset.

Table 6.8: Performance across single- and multi-task learning on WSDREAM-1.

MAE RMSE
Framework Task
5 10 15 20 5 10 15 20
Single-Task RT 0.4490 0.3684 0.3478 0.3311 1.4366 1.3343 1.3199 1.2843
SHARP-QoS 0.3668 | 0.3243 | 0.3099 | 0.2930 | 1.3116 | 1.2450 | 1.1979 | 1.1516
Relative Gain (%) 18.31 11.96 10.90 11.51 8.70 6.69 9.24 10.33

Single-Task p 14.0499 | 11.8974 | 11.7706 | 11.0872 | 50.3999 | 42.6373 | 41.9440 | 39.5894
SHARP-QoS 13.2402 | 11.4814 | 10.8035 | 10.4069 | 47.0426 | 41.7156 | 39.7392 | 38.7746

Relative Gain (%) 5.76 3.50 8.22 6.14 6.66 2.16 5.26 2.06

6.3.2.4.2 Impact of EMA-Based Loss Scaling Fig. 6.4 compares different loss-
balancing strategies, including homoscedastic uncertainty weighting (HUW) [123], dy-
namic weight averaging (DWA) [125], equal weighting (EqW), and proposed EMA-
based approach. On WSDREAM-1 (RT, TP), our method outperforms HUW by
6.78% (MAE) and 3.50% (RMSE), and DWA by 6.60% (MAE) and 3.91% (RMSE).
Moreover, our approach further offers an additional 6.62% MAE and 3.86% RMSE
improvement compared to EqW on both QoS parameters.

This shows that the EMA-based strategy adapts quickly to task fluctuations, sta-
bilizes task weighting, thereby mitigating negative transfer, and ensures balanced op-

timization, making it a more reliable loss-balancing strategy for joint QoS prediction.

6.3.2.4.3 Single-task vs Multi-task Performance To analyze the impact of
learning multiple QoS parameters simultaneously and assess the effect of negative

transfer in SHARP-QoS, we perform an additional experiment comparing single-task
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Table 6.9: Module Ablation on WSDREAM-1 RT and TP dataset.

RT TP
Module MAE RMSE MAE RMSE
10 20 10 20 10 20 10 20

- HHGCNs - Cross-SNR | 0.6229 0.6049 2.1301 1.9588 31.5699 31.2864 96.6124 96.1364
- SNR - Cross-SNR 0.5275 0.5139 1.8966 1.8783 28.8214 25.6720 83.9696 76.4003
- HHGCNs - SNR 0.3309 0.3258 1.2664 1.1987 12.7072 18.8945 47.6640 62.3913
- SNR 0.3442 0.3154 1.2777 1.2237 15.0648 14.0172 52.2302 48.9402
- HHGCNs 0.3395 0.3187 1.2728 1.2221 17.5674 16.6736 58.8570 57.0896
- Cross-SNR 0.3345 0.3031 1.2638 1.1987 13.1844 12.0310 48.9919 43.9704
Ours 0.3243 0.2930 | 1.2450 1.1516 | 11.4814 10.4069 | 41.7156 38.7746

and multi-task learning performance. Asshown in Table 6.8, SHARP-QoS consistently
outperforms its single-task counterpart across both QoS parameters (RT and TP)
under multiple training densities in terms of both MAE and RMSE. The observed
relative improvements indicate that the proposed multi-task framework, benefits from
positive cross-task knowledge sharing rather than suffering from negative transfer.
Collectively, these analyses demonstrate that SHARP-QoS maintains stable and
effective multi-task learning behavior while mitigating harmful task interference across

multiple QoS objectives.

6.3.2.5 Module Ablation Study

Table 6.9 presents the module-wise ablation on the WSDREAM-1 dataset (RT, TP).
A clear performance decline is observed across all ablated variants, reinforcing the
necessity of each component. The full framework, comprising shared representations
and structural features, consistently delivers the best performance. Removing the
Cross-SNR module results in a noticeable drop in average accuracy (2.70% on RT,
12.34% on TP), indicating that different QoS parameters exhibit informative patterns
that benefit one another. Eliminating either the HHGCNs or SNR blocks also de-
grades performance, showing that these components supply complementary signals,
QoS features via HHGCNs capture fine-grained service behavior, while contextual
cues using SNR alleviate the sparsity and cold-start problem. The highest degra-
dation occurs when two modules are removed (HHGCNs+SNR, SNR+Cross-SNR or
HHGCNs+Cross-SNR), where removing HHGCNs+SNR yields smaller average drops
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Table 6.10: Impact of different graphs on WSDREAM-1 RT and TP dataset

RT TP
Model MAE RMSE MAE RMSE
10 20 10 20 10 20 10 20
QoS 0.3318 | 0.3108 | 1.2598 | 1.2105 | 12.7465 | 11.7712 | 48.0036 | 42.3711
QoS + AS 0.3299 | 0.3035 | 1.2605 | 1.1898 | 12.1578 | 11.7534 | 45.5000 | 42.9646

QoS + RG 0.3290 | 0.3000 | 1.2592 | 1.1885 | 12.0947 | 11.4153 | 43.0615 | 41.9777
Single Graph | 0.3262 | 0.3003 | 1.2516 | 1.1852 | 11.8777 | 11.3378 | 43.3086 | 41.3478

Ours 0.3243 | 0.2930 | 1.2450 | 1.1516 | 11.4814 | 10.4069 | 41.7156 | 38.7746

(4.17% RT and 25.27% TP).
These results highlight that all three modules contribute substantially to perfor-

mance, and their joint integration achieves the most accurate joint QoS prediction.

6.3.2.6 Impact of Context Graphs

Table 6.10 evaluates the contribution of complementary contextual signals derived
from AS and RG graphs. When HHGCNs are applied only to the QoS invocation
graphs, the average performance drops by 3.51% in RT and 10.78% in TP relative
to the full model performance, indicating that only QoS-based structural features
are insufficient alone to achieve the best performance. Introducing either the AS or
RG context graph improves performance, with the RG graph providing a stronger
gain. This is likely due to the RG graph containing approximately 4.37 x more edges,
thereby offering richer collaborative cues. Furthermore, collapsing all edges into a
single merged graph (a unified adjacency matrix) results in inferior performance com-
pared to our design, which processes the QoS, AS, and RG graphs separately using
HHGCN and HyGCN modules. The merged graph combines heterogeneous struc-
tural signals into a single message-passing process, potentially amplifying noise and
weakening fine-grained feature propagation.

In contrast, treating the context graphs independently exploits their complemen-
tary roles: the RG graph captures coarse geographical proximity, while the AS graph
encodes fine-grained routing and peering relationships. This isolated yet complemen-

tary modeling yields the optimal performance.
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Table 6.11: Confidence Intervals on WSDREAM-1.

Conf. level RT-10 RT-20 TP-10 TP-20
90% (0.2856, 0.3629) | (0.2699, 0.3293) | (10.9175, 11.9258) | (9.9840, 10.9102)
95% (0.2782, 0.3703) | (0.2643, 0.3350) | (10.8210, 12.0224) | (9.8954, 10.9988)
99% (0.2638, 0.3847) | (0.2531, 0.3461) | (10.6322, 12.2112) | (9.7219, 11.1722)

MAE#+Std 0.3243+0.1773 0.2996+0.1362 11.421742.3139 10.44714£2.1253

Conf.: Confidence, Std: Standard deviation

6.3.2.7 Statistical Significance Analysis

To ensure the reliability of SHARP-QoS, we perform a statistical significance analysis
[171]. Specifically, we partition the test prediction errors into G = 50 equally sized,
non-overlapping groups and compute the MAE of each group independently. Using
these group-wise errors, we estimate the empirical mean m and standard deviation s.
We then compute the two-sided confidence intervals (CI) using Eq. 6.29 for confidence
levels a € {90%,95%,99%} with their corresponding z-scores z,, and present the
results in Table 6.11.

CL = |m 5 m+zai] (6.20)

VG VG

Hypothesis Validation: We assess stability by verifying whether the observed MAE
falls within the confidence bounds Hy : MAE, € Cl,. If satisfied, Hy is accepted,
indicating reliable performance; otherwise, if rejected, suggesting potential instability.
As shown in Table 6.11, the observed MAE values (last row) for both RT and TP
consistently fall within the computed confidence intervals across all confidence levels.
Moreover, the confidence intervals narrow with increasing data density, indicating

lower variance and improved reliability, thereby demonstrating that the prediction

behavior across subgroups is statistically sound.

6.4 Summary

This chapter presents a unified framework for joint QoS prediction called SHARP-
QoS that leverages hierarchical features via hyperbolic convolution networks, adap-

tive multi-context routing using QoS and contextual features, and an EMA-based
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loss balancing strategy. This enables higher-order, complex features while allowing
for flexible feature sharing across QoS parameters, and effectively mitigating negative
transfer and enhancing graph representation learning. Experimental results show that
our method achieves superior prediction accuracy and inference latency compared to
existing approaches. Future work will explore real-time service environments, deploy-
ment on resource-constrained devices, and integration of online measurement signals

for dynamic graph updates.

6.5 Limitation

SHARP-QoS presents a joint multi-QoS prediction framework that improves robust-
ness by mitigating negative transfer via EMA-based loss scale balancing. It further
enhances representation learning by exploiting hierarchical structure dependencies in-
herent in QoS interactions and contextual attributes (e.g., geographical regions and

network topology). Despite these advancements, several challenges remain:

(i) SHARP-QoS is primarily designed for static QoS modeling and does not explicitly
incorporate temporal dynamics. As QoS behavior evolves over time due to changing
network conditions and service workloads, extending SHARP-QoS to a time-aware
framework remains an important direction for improving prediction accuracy in

dynamic environments.

(77) Although SHARP-QoS improves hierarchical representation learning, it does not
explicitly model trustworthiness or credibility of users and services. In particu-
lar, grey-sheep users or services with atypical invocation patterns are not handled

separately, which may affect prediction reliability under anomalous conditions.

Addressing these limitations by integrating temporal modeling, and anomaly-
resilient hierarchical representations forms an important direction for future research

toward developing more reliable and adaptive multi-QoS prediction frameworks.
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Chapter 7

Conclusion & Future Directions

7.1 Summary of Contributions

This thesis addressed the problem of reliable Quality of Service (QoS) prediction in dy-
namic service-oriented computing environments, where accurate estimation of service
performance is essential for dependable recommendation, service selection, orchestra-
tion, and autonomous decision-making. Real-world QoS prediction remains funda-
mentally challenging due to extreme sparsity, temporal variability, anomalous obser-
vations, grey-sheep behavior, cold-start conditions, and the growing need to jointly
model multiple interdependent QoS attributes. Although prior studies have explored
these issues individually, existing solutions often treat them as isolated problems, re-
sulting in fragmented frameworks with limited robustness and scalability. Motivated
by these limitations, this thesis investigated how reliable QoS prediction can be pro-
gressively improved through integrated learning frameworks that jointly consider rep-
resentation learning, structural dependencies, temporal evolution, anomaly resilience,
and multi-task optimization.

A key insight emerging from this thesis is that QoS prediction cannot be effectively
addressed through isolated modeling assumptions. Instead, reliable prediction requires
progressively richer representations of user—service interactions together with mecha-
nisms that explicitly account for temporal dynamics, credibility of observations, and

interdependencies among multiple QoS objectives. The four frameworks developed in
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this thesis collectively reflect this conceptual progression.

The initial framework, TPMCF, originated from the observation that conventional
collaborative filtering and matrix factorization approaches are fundamentally limited
by their static nature. Real-world QoS behavior evolves continuously over time due
to changing workloads, network conditions, and user mobility. This led to the in-
sight that QoS prediction is inherently a spatio-temporal learning problem rather
than a purely relational estimation problem. By integrating graph convolutional ma-
trix factorization with transformer-based temporal modeling, TPMCF demonstrated
the importance of jointly capturing collaborative structural dependencies and tempo-
ral evolution patterns. More importantly, this framework established that expressive
representation learning forms the foundation for reliable QoS estimation in dynamic

service ecosystems.

However, improved representation learning alone proved insufficient for depend-
able prediction in realistic environments. During the development of ARRQP, it
became evident that real-world QoS observations are frequently corrupted by noisy
measurements, unstable service behavior, outliers, and irregular invocation patterns
associated with grey-sheep users or services. These irregularities destabilize collabo-
rative learning and significantly degrade predictive consistency. This led to a second
major insight of the thesis: robustness and credibility-awareness are not secondary en-
hancements but central requirements for practical QoS prediction systems. ARRQP
therefore extended the earlier spatio-temporal learning perspective toward anomaly-
resilient prediction through multi-head graph convolution modeling, residual learning,
and credibility-aware optimization. The framework demonstrated that predictive ac-
curacy and robustness must be addressed jointly, particularly in sparse and noisy

service environments.

As the research progressed further, another limitation became apparent. Although
graph-based approaches improve relational learning, conventional pairwise interaction
modeling remains insufficient for representing the complex collaborative dependencies
present in service ecosystems. User behavior, service characteristics, and temporal

contexts interact simultaneously in ways that cannot be fully captured through sim-

163



ple graph structures. This realization motivated the development of HCTN and intro-
duced a third major insight of the thesis: reliable QoS prediction requires higher-order
relational modeling. By integrating hypergraph learning with dual-channel trans-
former architectures, HCTN moved beyond pairwise connectivity toward unified mod-
eling of triadic and higher-order interactions among users, services, and temporal con-
texts. More significantly, HCTN unified representation learning, temporal dynamics,
sparsity mitigation, and credibility-aware learning within a single coherent architec-
ture. This framework demonstrated that the various challenges of QoS prediction are

deeply interconnected rather than independent optimization objectives.

The final stage of the thesis further expanded the scope of QoS prediction from
single-attribute estimation toward holistic multi-QoS learning. FEarlier frameworks
primarily focused on predicting individual QoS parameters such as response time or
throughput independently. However, practical service-oriented environments rarely
evaluate services using a single performance criterion. Real-world service selection
depends simultaneously on multiple interdependent QoS attributes, often exhibiting
heterogeneous scales and conflicting optimization objectives. This motivated the de-
velopment of SHARP-QoS and led to another important insight: multi-QoS predic-
tion is fundamentally different from isolated single-task estimation because it requires
balancing shared collaborative knowledge with task-specific discriminative learning.
Through sparsely-gated hierarchical adaptive routing, hierarchical feature sharing,
and EMA-based loss balancing, SHARP-QoS demonstrated how multi-task architec-
tures can effectively capture inter-QoS relationships while mitigating negative transfer.
This progression transformed the overall perspective of the thesis from isolated QoS

estimation toward integrated service intelligence modeling.

Taken together, the progression across the four frameworks reveals several broader
principles regarding dependable QoS prediction. First, expressive representation learn-
ing is essential for overcoming sparsity and improving generalization in large-scale
service environments. Second, anomaly resilience and credibility-aware learning are
inseparable from predictive reliability in practical deployments. Third, higher-order

collaborative dependencies provide substantially richer information than conventional
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pairwise interaction modeling. Fourth, temporal dynamics are intrinsic characteristics
of QoS behavior and must be incorporated directly into the learning process. Finally,
joint QoS prediction requires carefully balanced architectures capable of simultane-
ously leveraging shared knowledge and preserving task-specific behavior.

Beyond methodological advancements, the thesis also reflects the evolving role
of QoS prediction within modern intelligent infrastructures. As service-oriented
ecosystems increasingly support edge computing, Internet of Things environments,
autonomous systems, and distributed Al applications, reliable QoS estimation be-
comes closely tied to system responsiveness, operational stability, and dependable au-
tonomous decision-making. In such environments, QoS prediction is no longer merely
a recommendation problem but an enabling component for adaptive and trustwor-
thy service orchestration. The frameworks developed in this thesis contribute toward
this broader objective by providing scalable, robust, and temporally-aware learning
architectures suitable for dynamic real-world deployment scenarios.

In summary, this thesis advances the state-of-the-art in QoS prediction through a
coherent progression of frameworks that collectively address representation learning,
sparsity mitigation, anomaly resilience, higher-order relational modeling, temporal dy-
namics, and joint multi-QoS optimization. Rather than viewing these challenges in-
dependently, the thesis demonstrates that reliable QoS prediction emerges from their
unified treatment within integrated learning architectures. The proposed frameworks
therefore, establish a principled foundation for next-generation QoS prediction sys-
tems capable of supporting dependable, adaptive, and intelligent service ecosystems

in increasingly dynamic and large-scale computing environments.

7.2 Future Research Directions

While this thesis advances QoS prediction through progressively more robust, expres-
sive, and unified learning frameworks, several important research directions remain
open for further investigation. The proposed frameworks, namely TPMCF, ARRQP,
HCTN, and SHARP-QoS, collectively address temporal dynamics, anomaly resilience,
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higher-order representation learning, and joint multi-QoS optimization. However, the
increasing complexity of modern distributed service ecosystems introduces additional
challenges related to scalability, deployment realism, orchestration intelligence, con-

tinual adaptation, fairness, and privacy preservation.

7.2.1 Unified Reliability-Aware Spatio-Temporal Multi-QoS

Learning

Although the proposed frameworks progressively address temporal modeling, anomaly
resilience, higher-order interaction learning, and multi-QoS prediction, these capabili-
ties are still developed through sequential architectural evolution. A promising future
direction is the development of fully unified end-to-end learning frameworks capable
of jointly modeling temporal evolution, structural dependencies, reliability estimation,
anomaly resilience, and multi-QoS optimization within a single coherent architecture.

Such frameworks may integrate dynamic credibility estimation, adaptive anomaly-
aware feature weighting, hypergraph representation learning, and hyperbolic geometric
embeddings to better capture the complex interactions among users, services, contexts,
and temporal conditions. Developing such unified learning systems would further
improve robustness, scalability, and generalization in highly dynamic service-oriented

environments.

7.2.2 Continual Learning in Dynamic QoS-aware Ecosystems

Real-world service ecosystems continuously evolve due to changing workloads, ser-
vice updates, network fluctuations, user mobility, and emerging application demands.
Most existing QoS prediction approaches, including the frameworks proposed in this
thesis, primarily operate under offline or periodically retrained learning settings. Con-
sequently, model adaptation under continuously evolving distributions remains an im-
portant open challenge.

Future research may investigate continual and online QoS prediction frameworks

capable of incrementally adapting to new users, services, and interaction patterns with-
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out catastrophic forgetting. Meta-learning, streaming graph neural networks, adaptive
transformers, and memory-augmented learning strategies may provide promising di-
rections for enabling efficient and stable lifelong QoS learning in large-scale dynamic

environments.

7.2.3 Large-Scale Real-World Deployment and Dataset De-

velopment

The experimental evaluation conducted in this thesis demonstrates the effectiveness
of the proposed frameworks across benchmark datasets and real-world QoS scenarios.
However, widely used benchmark datasets such as WSDREAM were collected un-
der earlier service-oriented architectures and may not fully capture the complexity of
modern cloud-native, edge-native, and microservice-based computing environments.

Future work will therefore focus on developing and releasing large-scale QoS
datasets derived from contemporary distributed systems, including gRPC-based mi-
croservice ecosystems, edge-cloud infrastructures, intelligent transportation systems,
and autonomous service platforms. Such datasets are expected to capture richer con-
textual dependencies, dynamic service orchestration behavior, fine-grained temporal
variability, distributed resource contention, and realistic anomaly patterns observed
in modern service deployments.

Extensive validation on such contemporary large-scale environments will further
strengthen the generalizability and practical applicability of the proposed QoS predic-

tion frameworks.

7.2.4 QoS-aware Service Selection and Autonomous Service

Orchestration

The QoS prediction frameworks proposed in this thesis primarily focus on accurate
estimation of service performance characteristics. However, QoS prediction represents
only one foundational component within broader service management and orches-

tration pipelines. Practical deployment of intelligent service ecosystems additionally
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requires mechanisms for service selection, adaptive composition, resource allocation,
runtime monitoring, and decision optimization.

Future research may therefore extend the proposed frameworks toward fully in-
tegrated QoS-aware orchestration systems that combine predictive modeling with re-
inforcement learning, multi-objective optimization, scheduling policies, and adaptive
resource management strategies. Such systems could dynamically select and compose
services based on predicted QoS behavior while continuously adapting to changing
network conditions and workload variations.

These extensions would be particularly valuable in latency-sensitive and safety-
critical applications such as autonomous vehicles, smart transportation systems, edge
intelligence platforms, and distributed Al services, where reliable and adaptive service

orchestration is essential for operational efficiency and system stability.

7.2.5 Fairness-Aware, Bias-Resilient, and Privacy-Preserving

QoS Prediction

While the proposed frameworks explicitly address sparsity, grey-sheep behavior, and
anomalous QoS observations to improve predictive robustness, broader concerns re-
lated to fairness, bias mitigation, and privacy preservation remain important future
research directions. In large-scale collaborative environments, minority interaction
patterns, cold-start users, or sparsely represented services may be systematically un-
derrepresented during model optimization, potentially introducing unintended predic-
tion bias.

Future work may investigate fairness-aware QoS learning frameworks capable of en-
suring equitable predictive performance across heterogeneous user and service groups
while preserving robustness and scalability. In parallel, privacy-preserving QoS pre-
diction methods based on federated learning, distributed optimization, differential
privacy, and secure collaborative learning may enable reliable QoS modeling without
directly exposing sensitive user interaction data.

Incorporating explainable learning mechanisms and interpretable reliability esti-
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mation into QoS prediction frameworks also represents an important direction for
improving transparency, trustworthiness, and deployment readiness in safety-critical

and autonomous service ecosystems.

7.3 Final Remarks

This thesis advances the field of QoS prediction through the development of a coher-
ent sequence of learning frameworks that progressively address the major challenges
of modern service-oriented computing environments, including temporal dynamics,
sparsity, anomaly resilience, higher-order interaction modeling, and joint multi-QoS
learning. Rather than treating these challenges independently, the thesis demonstrates
that reliable QoS prediction emerges from their unified treatment within expressive
and robust learning architectures.

The progression from TPMCF to ARRQP, HCTN, and SHARP-QoS reflects an
evolving understanding of QoS prediction as a fundamentally structured, temporal,
credibility-aware, and multi-objective learning problem. The proposed frameworks
collectively establish the importance of integrating representation learning, anomaly
resilience, higher-order collaborative modeling, and adaptive multi-task optimization
for dependable QoS estimation in dynamic large-scale service ecosystems.

Beyond improving predictive accuracy, this thesis highlights the broader role of QoS
prediction within intelligent distributed systems. As cloud-native infrastructures, edge
computing platforms, autonomous systems, and Al-driven service ecosystems continue
to evolve, reliable QoS prediction increasingly becomes a critical enabling component
for adaptive orchestration, trustworthy automation, and dependable service manage-
ment.

The methodologies and insights developed in this thesis therefore provide not only
robust solutions for QoS prediction, but also a foundational basis for future research
in intelligent service orchestration, adaptive distributed computing, trustworthy Al-

driven infrastructure management, and large-scale autonomous service ecosystems.
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