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Abstract

A novel machine learning framework is proposed in this thesis to en-

able network function deployment on the programmable data plane. Using

a modular and unified approach, the framework finds a minimum set of

reusable primitives able to support a wide class of ML models. This work

is motivated by the growing demand for intelligent and programmable net-

works by fusing the machine learning capabilities directly into the network

data plane. However, the present network infrastructure lacks hardware

architecture and a framework to allow effective development and deploy-

ment of ML-based network functions on the hardware. To address this

gap, we proposed a modular hardware framework that uses basic building

blocks to construct a developed ML model on the hardware. These basic

building blocks are known as primitives. In this work, we have illustrated

the working of our framework for an ANN and Tree-based model, which

are used to build and deploy a network function over the data plane. Fur-

thermore, to reduce computational overhead, the framework incorporates

different model approximation strategies. These approximations help to

maintain a balance between accuracy and performance, ensuring feasibil-

ity in high-speed, resource-constrained network environments. Addition-

ally, the framework is built to be scalable and programmable, such that a

myriad of ML architectures can be supported as the framework evolves.

This approach not only enhances real-time packet processing capabilities

but also opens various new directions for intelligent in-network decision-

making and autonomous network management. Overall, this work lays a

foundational step toward enabling scalable, ML-driven, real-time process-

ing in next-generation programmable network devices.
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Chapter 1

Introduction

Software-Defined Networking (SDN) reshapes network design by decoupling the

control and data planes and centralising decision-making [5]. A logically central con-

troller keeps a global view of a network that includes topology, traffic, and policy. The

controller uses this information in programming switches through southbound APIs

such as OpenFlow [11]. This separation accelerates the rollout of new algorithms and

policies without touching existing hardware. While control-plane logic is easily up-

dated in software, the data plane long remained fixed-function, offering little room

for innovation. The Protocol-Independent Switch Architecture (PISA)[1] and the P4

language[2] changed this landscape by enabling operators to program packet parsing

and processing on specialised hardware—such as FPGAs and Barefoot Tofino ASICs,

bringing true programmability to the data plane.

Machine-learning techniques are now woven into nearly every domain, and SDN’s

control plane is no exception. Researchers have already applied ML to a wide range

of controller-side tasks—for example, deep-reinforcement-learning agents that steer

traffic to balance load and minimise latency [15], supervised classifiers that detect

intrusions and volumetric DDoS attacks in real time [7], graph-neural-network models

that predict link failures and trigger proactive rerouting [4], and time-series forecasters

that anticipate traffic surges and adjust resource allocations accordingly [9]. These suc-

cesses highlight the power of software-based intelligence. However, machine-learning

deployments inside the data plane remain rare and narrowly focused. The few existing
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efforts concentrate almost exclusively on two tasks, like heavy flow prediction, which

flags elephant flows so that they can be metered or routed early [23], and anomaly

or attack detection, the P4-based adversarial-traffic filter [16]. Both systems imple-

ment decision-tree classifiers in customised hardware pipelines; inference reduces to a

handful of table look-ups, eliminating the need for real-time arithmetic and allowing

line-rate execution without general-purpose compute. As a result, today’s in-switch

ML solutions are very task-specific and representative of the wider ML toolkit.

To embed true intelligence in the network, the existing infrastructure must evolve

to automate decision-making, fault tolerance, intrusion prevention, and even hardware

reconfiguration. Our analysis reveals a critical gap: current SDN/P4 architectures lack

a unified, programmable ML framework that spans both the control and data planes.

This work takes a first step toward bridging this gap. The contribution on this work

are as following:

• A ML framework to deploy network function in data plane. We intro-

duce a novel SDN-compatible programmable framework that allows operators

to deploy machine-learning functions in the network and data plane without

changing the underlying hardware. This framework works on the basic building

blocks, which can be arranged to built a developed model. These building blocks

are known as primitives.

• Primitive identification, definition and database. We identify and for-

mally define the minimal set of primitives required to build ML models. We

illustrate the process by building artificial neural network (ANN) and decision-

tree-based models within programmable pipelines.

• Optimisation Further, a simulation toolchain benchmarks each primitive and

explores approximation knobs. This process helps in obtaining resource-efficient

configurations that meet line-rate and latency constraints.

To the best of our knowledge, this work is the first attempt to provide a unified

platform for deploying machine-learning models across both the control plane and the

2



data planes. This thesis presents the framework’s preliminary design and validates its

feasibility. Although the framework cannot yet host every possible ML architecture,

it is expressly built to evolve. By gradually integrating new computational primitives,

the platform will support an expanding range of applications.
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Chapter 2

Literature Survey

This chapter surveys the body of work that motivates the primitive–based machine-

learning (ML) framework proposed in this thesis. We begin with foundational enablers,

then review ML on the SDN controller and in the data plane, and finally discuss related

advances in in-network computation and model compression.

2.1 Foundation

2.1.1 SDN

Software-Defined Networking (SDN) decouples the control and data planes, trans-

forming switches to fast packet forwarders while moving all decision logic to a logically

central controller. The controller provides a unified, programmable view of network

topology, performance metrics, and policy enforcement, and offers sophisticated north-

bound APIs tailored for applications like traffic engineering, security orchestration,

and telemetry analytics. South-bound protocols—most prominently OpenFlow [11]

and the vendor-neutral P4Runtime—translate these intents into match-action rules

installed on every switch. This architecture accelerates feature roll-outs, enables

network-wide optimisation, and lowers operational cost through automated policy

enforcement. Its logical centrality also provides the data breadth needed to power

machine-learning driven control decisions.
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Figure 2.1: Standard SDN architecture [12].

2.1.2 Data-Plane Programmability

While SDN enabled flexible control-plane logic, traditional data planes remained

fixed-function with limiting innovation. The emergence of the Protocol-Independent

Switch Architecture (PISA) and the P4 language changed this paradigm by allow-

ing the data plane itself to be programmed. P4 defines packet processing via pro-

grammable blocks—parsers, match–action tables, and deparsers—that can be mapped

to both software (e.g., BMv2) and hardware (e.g., Tofino, NetFPGA) targets. Pro-

grammability empowers tailored packet-forwarding logic, built-in network telemetry,

and flexible pipelines that remain agnostic to specific protocols. Importantly, it

opens the door to deploying domain-specific logic—including machine learning in-

ference—directly within the forwarding path, under strict resource and latency con-

straints.

2.1.3 Machine-Learning Programmability Over SDN

Researchers have investigated the integration of machine learning (ML) throughout

the SDN stack, uses the enhanced flexibility of the control plane and the adaptability

of the programmable data plane. Initial works were concentrated on intelligence at the

controller level, where comprehensive visibility and latency limitations facilitate intri-

cate models for functions such as traffic forecasting, intrusion detection, and Quality
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Figure 2.2: PISA architecture overview [6].

of Service enforcement. Recent advancements in P4-enabled hardware have facilitated

lightweight machine learning inference directly within the data plane, but constrained

by stringent memory and processor limitations. This growth necessitates hardware-

aware, modular machine learning abstractions. This thesis presents a framework that

further this trajectory by incorporating primitive-based machine learning components

applicable in both domains.

2.2 Machine Learning in the Control Plane

Extensive efforts have been made to apply artificial intelligence and machine learn-

ing techniques to traffic classification, routing, anomaly detection and policy based

shaping within the network control plane.

EfficientTE [15] tackles WAN traffic engineering by pairing a Graph Neural Net-

work, which learns spatial traffic patterns, with a Deep-RL agent that continuously

selects low-congestion routes. This closed loop adapts in seconds to traffic bursts or

link failures and, in published WAN traces, trims average end-to-end latency by about

30% . The work illustrates how an SDN controller can replace static LP heuristics

with learning-driven, near-real-time optimisation.
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RouteNet [17] RouteNet introduces a graph-neural-network (GNN) approach to

network modelling that captures how topology, routing policy, and traffic load jointly

shape performance. By treating the network as a graph and passing messages be-

tween links and flows, the model learns to predict per-source/destination delay distri-

butions—including mean delay, jitter—and packet-loss probabilities, all at a fraction

of the cost of packet-level simulation. Crucially, its GNN architecture lets it generalise

to unseen topologies, routing schemes, and traffic intensities: in tests, its worst-case

mean-relative error remained below 16%. These accurate, low-overhead KPI estimates

enable practical “what-if” analyses for tasks such as routing optimisation and capacity

planning in self-driving SDN environments.

DL-IDS-SDN [10] addresses the single-controller vulnerability of Software-Defined

Networks by incorporating a multi-stage, deep-learning intrusion-detection pipeline

directly within the control plane. A Deep Convolutional GAN (DCGAN) improves

minority attack classes, addressing the substantial data imbalance that negatively

impacts classifier recall. Thereafter, a lightweight CenterNet module extracts spatial-

temporal flow patterns from enhanced datasets. The features are employed by a

ResNet-152V2 backbone, with its weights fine-tuned via the Slime Mold Algorithm

(SMA) to improve convergence and reduce overfitting. The model is subsequently

trained and assessed utilizing InSDN and Edge-IoT traces, continuously exceeding

baseline CNN and LSTM IDS by substantial margins. Upon detecting malicious

traffic, an integrated defense module enforces OpenFlow rules that either terminate

or restricts the offending flows, restoring normal communication within milliseconds.

Extensive studies confirm the system’s robustness, enhancing detection accuracy and

rapid remediation across many attack scenarios, including DDoS, spoofing, and API

exploitation.

DeepSTN-QoS [24] focuses on anticipatory QoS in SDN by forecasting near-term

(5–10 min) traffic loads instead of reacting after congestion appears. It combines

3-D convolutions, which capture how bursts ripple across adjacent links, with gated

recurrent units that track short-term temporal trends. The model’s per-link load

predictions feed a lightweight optimiser in the controller that pre-emptively adjusts
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queue weights and meters. Tested on a three-month ISP trace, DeepSTN-QoS cut

prediction error to ă 4% of link capacity and, when closed-looped, reduced peak-time

packet loss by 40% while boosting throughput by 18%. In short, it turns QoS from a

reactive to a proactive control-plane function.

2.3 Machine Learning in the Data Plane

This subsection highlights the works done towards the application of AI/ML model

in network data plane.

pHeavy [23] introduces a decision-tree-based system for detecting heavy flows

(a.k.a. elephant flows) directly in the data plane. By translating the trained deci-

sion tree into P4 match–action rules, the design executes entirely at line rate on both

BMv2 and Tofino platforms. The system achieves over 97% detection accuracy while

using less than 1% of chip memory. This work demonstrates the feasibility of deploy-

ing ML-based classifiers in programmable switches and shows that decision-tree logic

can be restructured to comply with the stateless and deterministic execution model

of PISA targets. It also emphasizes accuracy-resource trade-offs for on-chip inference

in network measurement tasks.

P4-NIDS [3] presents a lightweight intrusion detection system that implements the

decision tree algorithm as a chain of match–action stages within a P4 program. Each

internal node of the decision tree corresponds to a table that evaluates one feature, ef-

fectively enabling feature-wise flow classification in hardware. This pipeline is tailored

to maintain microsecond-level latency, making it suitable for real-time threat detec-

tion directly within the data plan. This work already being tested on multiple public

intrusion datasets, the implementation shows competitive detection rates compared to

software-based systems, while remaining deployable on production P4 switches. This

work underscores the potential of deterministic tree traversal for in-network security.

Wang et al. [22] presents a packet-classification scheme that embeds an en-

tire random-forest ensemble directly within the match–action pipeline of a P4-

programmable hardware switch. Their design translates each decision tree into a
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sequence of table look-ups, enabling more than 100 trees to operate concurrently with-

out exceeding pipeline depth. Prototype measurements on a 100 Gbps Tofino switch

confirm wire-speed throughput and deterministic per-packet latency. The authors also

supply closed-form expressions for the exact number of match–action rules required,

providing clear sizing guidelines for future deployments. This work demonstrates that

sophisticated machine-learning classifiers can be realised in the data plane without

sacrificing line-rate performance.

These works collectively demonstrate that decision-tree-based machine learning

models can be implemented in data plane hardware within stringent latency and

memory limitations. Nevertheless, each solution is intricately linked to a particu-

lar task and tree configuration. The reusability and extensibility across models are

constrained, highlighting the necessity for a more modular and portable abstraction

layer for machine learning in the data plane. This thesis presents a framework that

fulfills this requirement by breaking down intricate models into hardware-compatible

primitives that are applicable across various tasks and platforms.

2.4 In-Network Computation for Distributed ML

SwitchML [18] pioneers in-network acceleration for distributed machine learning

by offloading the All-Reduce operation–commonly used for synchronising gradients in

data-parallel training, into programmable switches. Rather than sending raw gradi-

ents between nodes, SwitchML performs integer-based aggregation directly in the dat-

aplane, significantly reducing the volume of inter-server communication. This yields

up to a 5× speedup in training convergence time, without modifying the ML model

or training loop.

Building on SwitchML’s insight, Q-Switch—realised by Li et al. as THC [8]—adds

two key refinements: (i) non-uniform gradient quantisation to shrink packet sizes even

further, and (ii) an error-feedback accumulator that injects the quantisation residue

back into subsequent updates. These mechanisms let the switch operate on 4-bit or 8-

bit integers while preserving the convergence behaviour of 32-bit training. Evaluations
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on ResNet-50 show that THC achieves similar accuracy to full-precision baselines

yet consumes markedly less bandwidth; combined with in-switch aggregation, this

translates into an additional 1.4ˆ reduction in time-to-accuracy on a 100Gbps Tofino

switch..

2.5 Model Compression and Approximation

Deploying machine learning models on hardware-constrained platforms such as

ASICs, FPGAs, or programmable switches necessitates aggressive model compression

without sacrificing critical performance. Three classes of techniques are particularly

effective for this purpose:

Structured pruning removes entire neurons, filters, or channels rather than indi-

vidual weights. This not only reduces memory usage but also retains regular compu-

tation patterns that are friendly to SIMD and pipelined hardware architectures (e.g.,

RL-Pruner [21]).

Quantisation compresses model parameters by converting floating-point data to

low-bitwidth integers (e.g., 4-bit or 8-bit), hence diminishing memory bandwidth and

facilitating the utilization of integer-only arithmetic pipelines.

Low-rank factorization and sparsity breakdown extensive weight matrices into

smaller components or eliminate superfluous values, hence diminishing the requisite

multiplications and utilization of DSP units [19].

These methods form the foundation of the optimization stage in the proposed

primitive-based ML framework, ensuring feasibility under strict performance, memory,

and latency constraints.
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2.6 Summary

The integration of Software-Defined Networking (SDN) with programmable data

planes via P4 has revolutionized packet processing from fixed rule sets to entirely flex-

ible pipelines. Although machine learning in the control plane has advanced–utilizing

global state and reduced latency constraints for functions such as traffic engineering,

anomaly detection, and QoS optimization, machine learning in data-plane is still lim-

ited to manually designed, task-specific classifiers. Nonetheless, the efficacy of systems

such as SwitchML and Q-Switch demonstrates that even limited arithmetic capabil-

ities in switches may produce significant machine learning acceleration. Moreover,

advancements in model compression methods, such as pruning and quantization, il-

lustrate that intricate models may be tailored for hardware-constrained settings. This

thesis advances these developments by presenting a modular, primitive-based machine

learning framework that is both portable and resource-efficient across software-defined

networking controller and data-plane systems.
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Chapter 3

Proposed Method

In this section, we present our proposed framework. This framework can be divided

into:

• A Software Framework

• A Hardware Framework.

3.1 ML Framework For Programmable Data Plane

3.1.1 Software Framework

Figure 3.1: Proposed machine learning framework overview.
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The software framework interfaces with the control plane through REST APIs and

executes a machine learning (ML) application, as seen in Fig. 3.1, that employes

libraries such as PyTorch and sklearn for ML model training and development. Sub-

sequent to the generation of the ML model, the trained model is transmitted to the

Mapping Engine for higher-level abstraction and mapping. The Mapping Engine con-

sists of four components: the Software Primitive (SP) database, which manages the

foundational elements employed in machine learning models; the Software Primitive

Mapper, which integrates and maps these elements into the overall model; the Hard-

ware Primitive (HP) database, which stores the hardware equivalents of the software

elements; and the Hardware Primitive Mapper, which converts the software model to

the hardware and generates configuration specifications for deployment. The compre-

hensive solution ensures efficient model development and conversion between software

and hardware components.

3.1.2 Hardware Framework

Figure 3.2: High-level design on programmable data plane.

The hardware framework employs network programmability to execute machine

learning (ML) inference models on hardware. The modular hardware primitives (HPs)

are designed for reprogramming, that enables us adapte with various ML models or
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network functions. The hardware framework interfaces with the software framework

through the SDN controller, acquire information on hardware primitive mappings and

other details to implement the inference model on the data plane. Here the main aim

of the framework is to synchronize the HP model with the pipeline stages of the data

plane, such that it can utilize a PISA-like pipelined architecture that includes several

stages at both the ingress and egress, as depicted in Fig. 3.2. The hardware primitive

blocks are situated at various pipeline stages, and their arrangement either in cascade

or parallel is determined by the software and hardware mappers to implement the ML

model.

3.2 Design Methodology

To acquire a better grasp of our method, we start by investigating the system using

two different machine learning architectures: Artificial Neural Networks (ANNs) and

tree-based models. We describe the production of primitives, the fundamental building

blocks of our framework, for each design. Then, we will explore model improvement

and mapping methodologies to guarantee effective deployment and execution.

3.2.1 Artificial Neural Network (ANN) Model

In this section, we examine the construction of primitives for architectures based

on artificial neural networks (ANN). We concentrate on the decomposition of neuron

operations into hardware-compatible components, subsequently addressing method-

ologies for their efficient optimization and mapping.

3.2.1.1 Primitive Construction

Artificial neural networks (ANNs) are the building blocks of nearly all machine

learning models, including Graph Neural Networks, Convolutional Neural Networks,

and simple regression models. In this section, we will show how our framework works

by building the ANN-based inference model.
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As a foundational step, we begin by identifying and defining primitives for the

ANNs. Fig. 3.3a illustrates a basic ANN model, from which two key primitives can

be easily recognized: 1) Primitive for Neurons and 2) Primitive for the activation

functions. Such that we can see mapped MLP as shown in fig. 3.3b

(a) Multilayer perceptron
architecture

(b) Compatible hardware-aware mapping of multiLayer
perceptron architecture

Figure 3.3: Illustration of MLP baseline and hardware-level mapping strategy

Primitive for Neuron Computation on neuron can be expressed using the fol-

lowing formula:
Neuron Output “

n
ÿ

i“1

pIi ¨ Wiq ` Bias

where Ii are the input features, Wi are the weights, n is the number of features, and

Bias is a constant parameter. The neuron output computation has two important

operations: 1) Floating point multiplications– required to multiply input features with

their respective weights and, 2) Floating point additions–to add all the multiplications

and Bias. Every multiplication requires two registers for operands and one register

for the result. Therefore, primitive complexity is dependent on the number of ALU

operations and the primitive size n. We need to carefully choose the value of n. Since

multiplications can be done in parallel but the addition of n ` 1 operands will take

rlog2pn ` 1qs number of steps, considering a two-input ALU.

Primitive for Activation Function Activation function is applied at the output

of each neuron to introduce non-linearity in the model. The ReLU and Sigmoid

are the most commonly used activation functions. Since activation functions can be

expensive over hardware in terms of resources and time to compute. Therefore, we
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adopt approximations to simplify their execution. For the sigmoid, primitive is created

by using a lookup table for x P r´50, 50s, where precomputed value are stored in the

table. For example, σp5q « 0.993 can be directly fetched from the table instead of

computing it through a mathematical function, and values beyond this range r´50, 50s

are clipped to 0 or 1. ReLU primitive is implemented via a simple condition check:

if the most significant bit (MSB) of x is 1, indicating a negative value, the output is

0; otherwise, x is returned e.g., ReLUp´3q “ 0, ReLUp4q “ 4. The softmax primitive

involves exponentials and division; therefore, a two-level table approach is used. For

example, to compute softmaxpz1q where z “ r3.2, 2.0, 0.1s, precomputed values of ezi

from a coarse-grained table (e.g., e3 « 20.09) are fine-tuned using a secondary table

for precision (e.g., e0.2), reducing runtime complexity while maintaining accuracy.

3.2.1.2 Model Optimization and Mapping

The multistage transformation shown in Fig. 3.4 represents a systematic process

for converting a trained neural network into a hardware-optimized model. The entire

pipeline is divided into three key stages:

Figure 3.4: Multistage model transformation

Pruning Stage: The pruning stage serves as the initial step in simplifying the trained

MLmodel by eliminating redundant or less impactful components. The overall pruning

workflow is summarized in Algorithm 1, and consists of the following three steps:

i) Disaggregation of Neurons: The trained model Morig is decomposed to extract

each neuron nl
j from the layer l P t1, . . . , Lu along with its weight W l

j , bias blj,
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and activation alj. Each neuron is stored as a tuple pl, j,W l
j , b

l
j, a

l
jq in a global

set N for fine-grained and layer-agnostic analysis.

Algorithm 1 Pruning of Neurons

Require: Morig, λ1, λ2, ρ
Ensure: Mpruned

1: N Ð H

2: for l “ 1 to L do
3: for j “ 1 to Nl do
4: N Ð N Y tpl, j,W l

j , b
l
j, a

l
jqu

5: end for
6: end for
7: for all pl, j,W, b, aq P N do
8: ϕl,j Ð λ1 ¨ }W }2 ` λ2 ¨ Varpaq

9: end for
10: Sort N by ϕl,j ascending
11: N 1 Ð top p1 ´ ρq ¨ |N | neurons by score
12: for l “ 1 to L do
13: if tpl1, j,W, b, aq P N 1 | l1 “ lu “ H then
14: Reinsert argmaxj ϕl,j from layer l into N 1

15: end if
16: end for
17: Mpruned Ð AssemblepN 1q

18: return Mpruned

ii) Identification of Neurons: Once the set N of neurons is prepared, each neuron

is evaluated using a scoring function that captures its significance in the model.

The importance score ϕl,j for neuron nl
j is computed as:

ϕl,j “ λ1 ¨ }W l
j}2 ` λ2 ¨ Varpaljq

where }W l
j}2 is the ℓ2 norm of the weight vector and Varpaljq is the variance of the

neuron’s activation output. The coefficients λ1, λ2 P R are hyperparameters that

control the balance between structural and functional contributions. Neurons

with low ϕl,j scores indicate minimal impact on the overall result and are thus

marked as candidates for pruning. However, to preserve essential information,
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we ensure that at least one neuron from each layer l is retained, i.e.,

@ l P t1, . . . , Lu, Dnl
j P N 1

Ă N

where N 1 denotes the set of selected neurons after pruning.

iii) Segregation of Neurons: Based on the computed scores, the bottom ρ ¨ |N | neu-

rons (for pruning ratio ρ P r0, 1s) are removed, and the remaining neurons form

the pruned set N 1. The selected neurons are then grouped back layer-wise to

reconstruct the simplified model Mpruned, preserving the original structure as

Mpruned “ AssemblepN 1
q

Primitive Mapping Stage: The primitive mapping stage is tasked with identify-

ing a collection of software-based primitives and arranging them in a combination

of cascade and parallel configuration to reproduce the same behavior of the original

trimmed model. Each primitive relates to a fundamental operation, such as a neu-

ron computation module and an activation function module. The execution of these

primitives incorporates particular optimization strategies and various approximations

to guarantee compatibility with hardware-constrained environments.

I) Optimization Consideration: Floating-point multiplication and accumulation are

processes that need substantial resources. To reduce these expenses, we shift

inputs, weights, and biases left by k bits before any computation, therefore

scaling them by 2k and enabling the use of accelerated integer arithmetic. A

right shift of k bits restores the original scale while preserving precision after the

majority of processing.

ii) Approximation for Activation Function: The activation primitive reuses

the same approximation strategy introduced earlier in the Primitive Construc-

tion subsection (see Section 3.2.1.1).

Evaluation Stage: After the primitive–optimization step, it has generated a
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diverse set of reduced model. In the evaluation stage, we benchmark each model

from the reduced model set against two orthogonal objectives: inference quality and

hardware feasibility.

Algorithm 2 Model selection based on score and hardware constraints

Require:
1: M “ tM1, . . . ,Mnu {candidate models}
2: Sth {minimum acceptable score}
3: α, β, γ {relative HW cost weights}

Ensure:
4: M˚ {selected model (or None)}
5: Mf Ð H

6: for all Mi P M do
7: Si Ð ScorepMiq

8: Ri Ð t#Regi,#Muli,#Addiu

9: if Si ě Sth then
10: Mf Ð Mf Y tMiu

11: end if
12: end for
13: if Mf “ H then
14: return None
15: end if
16: Compute cost and select:
17: M˚ Ð arg min

MiPMf

`

α#Regi ` β#Muli ` γ#Addi

˘

18: return M˚

Note: The weights α, β, and γ can be extracted from synthesis reports (area, critical

path, power) or set manually to meet design priorities.

Inference quality is captured by a scalar score Si (e.g., accuracy, F1, or AUROC),

whereas hardware feasibility is measured by the triple Ri “ t#Regi,#Muli,#Addiu

reporting the number of registers, multipliers, and adders required once the primitive

candidate is mapped to the target pipeline. Designers specify a minimum acceptable

score Sth together with the relative cost weights α, β, and γ that reflect technology-

specific trade offs such as area, power, or latency. Algorithm 2 implements a greedy

selector that discards any model failing the score threshold, then chooses the least-

cost configuration among the remaining, feasible set. Because hardware budgets are

often dominated by the resource constraints (e.g., DSP slices on an FPGA or ALU

tiles on an ASIC), the linear cost formulation Ci “ α#Regi ` β#Muli ` γ#Addi
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offers both transparency and tunability: increasing β immediately biases the selector

toward multiplier-sparse designs, while reducing γ encourages deeper adder trees when

timing slack is available. The procedure terminates in Opnq time and returns None

if no candidate satisfies the quality floor, prompting the optimiser to relax pruning

aggressiveness or retrain with higher precision.

3.2.2 Tree-Based Model

In this section, we examine the structural decomposition of decision tree models

into hardware-friendly primitives. We propose a table-based mapping strategy that

flattens the hierarchical tree structure into a linear, state-based lookup mechanism,

enabling efficient execution within the constraints of programmable data plane stages.

3.2.2.1 Primitive Construction

Unlike the logical abstraction of Artificial Neural Networks (ANNs), traditional

decision trees rely on sequential conditional checks. Existing in-network deployments,

such as P4-NIDS, typically implement these trees as a fixed chain of match-action

stages where each internal node corresponds to a specific hardware table. This archi-

tecture creates a linear dependency between tree depth and hardware stages, making

the system rigid and difficult to scale without exceeding the physical pipeline limits

of the switch.

To overcome these constraints, we move away from complex nested control flows

and instead adopt a modular state-machine approach. We define three core hardware-

compatible primitives that encapsulate the decision logic required at each node, allow-

ing us to represent the tree as a structured Mapped State Table (MST) as illustrated in

Fig. 3.5b. This approach flattens the hierarchical tree into a linear lookup mechanism

that decouples the model’s logical depth from the physical hardware stages.

• Primitive 1: Conditional Branch Tuple (CBT). This primitive encodes

the fundamental branching logic of a tree node. It is represented as a tuple

T “ pF, θ, Snextq, where F represents the feature field to be examined (e.g.,
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packet size), θ is the threshold value for the comparison, and Snext is the index

of the next state if the condition evaluates to false. For example, in Fig. 3.5b, the

entry pA ą 9, 2q indicates that if the condition A ą 9 is false (i.e., A ď 9), the

execution flow transitions to State 2. Multiple CBTs can exist within a single

row to represent sibling nodes or parallel checks.

• Primitive 2: Default Transition Pointer (DTP). Tree structures often

require a fallback path when specific branching criteria are met (or in this inverse

logic, when the ”false” conditions are not triggered). The DTP, denoted as δ,

serves as the unconditional next-hop index. In the context of our table mapping

(Column 5 in Fig. 3.5b), this primitive dictates the flow of execution when all

preceding Conditional Branch Tuples in the current state evaluate to true. This

ensures a deterministic path through the decision logic, preventing pipeline stalls.

• Primitive 3: Leaf Class Label (LCL). This primitive represents the terminal

state of the decision process. When a lookup points to a leaf node (e.g., Rows 5

and 6 in Fig. 3.5b), the standard branching logic is replaced by the LCL (denoted

as X or Y). This value serves as the final classification result for the packet,

triggering the associated action (e.g., allow, drop, or reroute) and concluding

the inference pipeline.

(a) Original Decision Tree
Structure

(b) Mapped State Table (MST)
Representation

Figure 3.5: Transformation of a Decision Tree into a Table-Based Primitive Represen-
tation.

21



Derived from the decision tree structure, we utilize multiple instances of three

primitives: Conditional Branch Tuples (CBT), Default Transition Pointers (DTP),

and Leaf Class Labels (LCL). These primitives offer flexibility in deployment and can

be rearranged across the pipeline stages of the programmable data plane to optimize

execution. A concrete representation of this mapping, where specific logical rows are

assigned to hardware stages, is provided in Fig. 3.5b.

3.2.2.2 Primitive Mapping

The conversion from the raw table representation to an executable P4 pipeline

involves the interaction between these three defined primitives. Rather than executing

a deep chain of dependencies, our framework flattens the tree into a ”Match-Action”

paradigm compatible with RMT (Reconfigurable Match Tables) architectures.

State-Space Flattening and Lookup Logic: Each row in the Mapped State

Table corresponds to a distinct logical state in the decision process. The execution

logic proceeds as follows:

1. State Indexing: The system utilizes a metadata state variable to index the

table. This variable tracks the current position in the decision tree, ensuring the

pipeline fetches the correct row of primitives for the active node.

2. Tuple Evaluation: The system evaluates the Conditional Branch Tuples

(CBT) in priority order. For a given state, the hardware compares feature

values against stored thresholds. The first condition to evaluate as false triggers

an immediate update to the state metadata using the index defined in Snext.

3. Default Transition: If all CBT conditions evaluate to true, the system utilizes

the Default Transition Pointer (DTP) to determine the next state index, ensuring

logical continuity.

Leaf Node Resolution: When the lookup process retrieves a row corresponding

to a terminal state (as seen in Rows 5 and 6 of Fig. 3.5b), the branching logic is

superseded by the Leaf Class Label (LCL). This label provides the final classification
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result. By encoding the tree using these three specific primitives, we decouple the

depth of the tree from the hardware pipeline stages. This allows for circular or folded

pipeline execution if necessary, and significantly reduces the TCAM (Ternary Content-

Addressable Memory) usage compared to expanding the tree.

3.3 Summary

The proposed optimization and mapping technique provides a singular approach

for utilizing both artificial neural networks (ANNs) and decision trees within pro-

grammable data plane environments. We employ structural pruning, hardware-aware

primitive generation, and approximation methods to reduce the arithmetic complexity

of artificial neural network models while maintaining inference quality. In the decision

trees, we employed logical minimization and staged decomposition to demonstrate our

classification logic using a minimal amount of Boolean expressions that operate within

the constraints of the hardware pipeline. Our methodology ensures compatibility with

resource-constrained targets such as PISA-based architectures and FPGA platforms

by transforming both model types into lightweight, modular primitives and system-

atically distributing their functionality throughout pipeline stages. This enhances the

efficiency and comprehensibility of ML inference at line rate, while also facilitating the

development of more complex models such as ensembles, hybrid pipelines, and model

composition strategies for future applications.

23



Chapter 4

Experiments and Results

4.1 Experimental Setup

The experiments were executed on a workstation powered by an Intel Core i7–

12700 processor (25 hardware threads) and 8gb of RAM. The software stack comprised

Ubuntu 20.04, Python 3.9, and a suite of libraries: Flask for the REST endpoint,

joblib together with parallel pipelines, pickle and base64 for model serialisation,

requests for client–server exchange, and scikit--learn plus PyTorch for machine–

learning routines, supplemented by standard preprocessing utilities.

The evaluation workflow begins with local training of model, which serves as the

baseline model. The user then issues a POST request to the Flask server, specifying the

desired primitive–block size n specifically for MLP. Upon receipt, the server, partitions

the model into size–n primitives and creates multiple variants by applying different

pruning ratios. Each variant is benchmarked for inference accuracy and for hardware

cost—namely, the number of registers, multipliers, and adders derived from the map-

ping toolchain. A greedy selector rejects any design whose accuracy falls below the

user-defined threshold and chooses the least-cost configuration among the surviving

candidates. Finally, the selected primitive graph is serialised, encoded, and returned

to the client for deployment, thereby delivering a resource-aware model that satisfies

both performance and hardware constraints in a single round-trip.
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4.2 Dataset & Model Setup

Our experiments are conducted using three widely adopted intrusion detection

datasets: UNSW-NB15 [13], TON IoT [14], and NSL-KDD [20]. These datasets pro-

vide a diverse range of network traffic patterns and attack categories, making them

suitable for evaluating ML-based classification models in network environments. To

capture complex relationships in the data, we employ two types of models: a Multi-

layer Perceptron (MLP) and a Decision Tree.

The MLP architecture is composed of four completely connected layers, each with

a decreasing neuron count of 64, 32, 16, and 8, respectively. Each concealed layer

implements the ReLU activation function to introduce non-linearity, while the final

layer implements a softmax activation for multiclass classification. After that, we

run this trained MLP model through our pruning and primitive mapping pipeline to

optimize it for hardware.

We also train a Decision Tree classifier on the same datasets to determine how well

our methods work for logic minimization and pipeline mapping. The tree structure is

taken out, turned into Boolean expressions, and improved for staged P4 deployment.

These two types of models show that our suggested framework can function with both

arithmetic-heavy and logic-based inference paradigms.

4.3 Performance Evaluation

We begin by evaluating various performance metrics for both of the designed mod-

els. First, we analyze the ANN-based model, followed by the Tree-based model.

4.3.1 Results on ANN-based model

This subsection presents the performance evaluation of the optimized ANN-based

model. We assess its behavior in terms of accuracy retention, inference latency, and

hardware-aware complexity after applying pruning and primitive mapping techniques.

The results highlight the trade-offs between model simplicity and inference quality.
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4.3.1.1 Primitive Resource Utilization

For the model deployment, we considered each neuron-primitive block (N-PB) with

six neurons and eight input features. This configuration of the primitive is selected

based on our optimization, where we found that data communication overhead and

resource wastage reduce with increasing configuration size. Also, we consider ten

pipeline stages of the PISA architecture, where we introduced ten neuron primitives

in each stage. We used Alveo U55c compute card to implement our framework. The

native PISA design consumes 54.67% of the available LUTs. Introduction of 100

neuron primitives among 10 stages takes an additional 17% of the LUTs.

4.3.1.2 Pruning and Optimisation Trade-offs
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Figure 4.1: Relationship between pruning and model efficiency

Pruning eliminates redundant neurons to meet stringent hardware constraints;

however, excessive pruning can significantly degrade model accuracy. As shown in

Fig. 4.1a, removing more than approximately 30% of weights leads to a sharp decline

in test performance. Thus, we restrict pruning to a maximum of 30%, ensuring a bal-

anced trade-off. Furthermore, complementary optimisations—such as floating-point

to fixed-point conversion and activation function simplification—further reduce com-

putational cost while introducing less than 1̃% additional accuracy loss, making the

overall approach highly suitable for embedded deployment scenarios.
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4.3.1.3 Resources

It determines the number of registers, multipliers, and adders required to map this

model in the hardware pipeline. As shown in Fig. 4.1b, the resource usage decreases

as a function of the pruning fraction. This is because pruning removes neurons, which

directly reduces the number of operations required for the model. Consequently, fewer

resources, such as registers, multipliers, and adders, are needed to execute the pruned

model, leading to lower resource consumption.
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Figure 4.2: Relationship between latency and resource with feature size and neuron

Relationship between input feature size and latency: The size of the input

feature vector directly affects the latency of neuron computation. While multiplica-

tions for each feature-weight pair can be executed in parallel, the subsequent accu-

mulation (addition) of these products introduces a sequential bottleneck. Specifically,

the addition of n ` 1 operands requires rlog2pn ` 1qs steps when using a two-input

ALU. Thus, as the number of input features increases, the latency of the primitive

also increases logarithmically, as shown in Fig. 4.2a. This relationship underscores the

importance of constraining feature width when designing latency-sensitive primitives.

Relationship between primitive size and hardware cost: Fig. 4.2b compares

the normalized hardware resource consumption of multi-neuron primitives (e.g., N2,

N3) to that of a single-neuron primitive (N1), across varying feature sizes. Interest-

ingly, while larger primitives encapsulate more neurons, they exhibit reduced overall
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resource consumption per neuron. This is primarily due to the elimination of redun-

dant registers and reuse of shared compute logic across neurons. However, designing

larger primitives may increase mapping complexity and reduce placement flexibility.

Therefore, selecting an optimal primitive size involves a trade-off between resource

efficiency and structural modularity.

4.3.2 Results on Tree-based model

We focus on decision trees within our tree-based learning approach due to their

interpretability and distinct suitability for tabular mapping. After training the model,

the decision logic is extracted and mapped into our proposed primitives (CBT, DTP,

LCL). For training, we convert the multi-class problem into a binary classification

task by labeling all benign traffic as class 0 and grouping all other traffic categories

under class 1. Thus, class 1 represents the full spectrum of attack types or anomalous

behaviors. The following evaluation compares the performance of our primitive-based

hardware mapping against a standard non-primitive tree implementation across mul-

tiple datasets (D0–D5) of CICIDS-17.

4.3.2.1 Model Fidelity and Accuracy

Figure 4.3: Accuracy comparison between the baseline model and the primitive-based
mapping.

A primary concern when migrating logical models to hardware primitives is the
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potential loss of fidelity. Figure 4.3 depicts the test accuracy across datasets D0

through D5. The results demonstrate that our mapping strategy is strictly lossless.

The “With Primitives” implementation achieves identical accuracy (near 100%) to the

baseline “Without Primitives” software model. This confirms that flattening the tree

into Conditional Branch Tuples and utilizing the Default Transition Pointer does not

compromise the decision boundaries or the classification capability of the system.

4.3.2.2 Computational Efficiency (Cycles)

Figure 4.4: Processing cycles required for inference.

In high-speed data planes, processing latency must be low and predictable. Fig-

ure 4.4 compares the computational cost defined in processing cycles. The baseline

implementation (Blue) exhibits high variance and significant cost, peaking at 500

cycles for dataset D4. This behavior is typical of standard pointer-chasing tree al-

gorithms, where depth varies per packet. In contrast, our primitive-based approach

(Red) demonstrates an extremely low and flat profile, consistently requiring fewer

than 25 cycles. This deterministic behavior is a direct result of the pipelined stage

mapping, ensuring that inference completes within the strict time budget of line-rate

packet processing.
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Figure 4.5: Comparison of memory index jumps during decision path traversal.

4.3.2.3 Structural Complexity (Index Jumps)

To evaluate the efficiency of memory access and state transitions, we analyze the

“Index Jumps” required to reach a leaf node. As shown in Figure 4.5, the standard

implementation without primitives requires a high number of jumps (e.g., over 40 for

D0 and D4), necessitating frequent non-sequential memory accesses that can stall the

pipeline. Conversely, the primitive-based model significantly reduces this overhead

to negligible levels (typically 1–2 jumps). By utilizing the Conditional Branch Tuple

(CBT) logic, multiple checks are performed in parallel within a single stage, and the

Default Transition Pointer (DTP) streamlines the flow, resulting in a highly optimized

memory access pattern suitable for TCAM/SRAM architectures.
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Chapter 5

Conclusions and Future Scope

This thesis presents a consistent and efficient framework for putting machine learn-

ing inference directly into programmable data planes. It focuses on two basic model

types: multilayer perceptrons (MLPs) and decision trees. It shows how each can

be turned into lightweight, hardware-compatible primitives that follow the rules of

modern switches, like register width, ALU count, and stage depth.

The framework for MLPs starts with organizing pruning to get rid of neurons

and connections that don’t have much of an effect, which makes the model much less

complex. The pruned network is then broken down into a number of smaller arithmetic

primitives, each of which is made only to run quickly on a match-action pipeline. To

keep a balance between model fidelity and implementation practicalities, approximate

computation techniques are only used when necessary.

In contrast, decision trees are naturally rule-based and are turned into sequences

of conditional rules from the root to the leaf. In order to provide fewer and more

compact rules, appropriate for TCAM or exact match tables on the data plane, each

path is optimized using Boolean minimisation and literal reduction.

The results of our simulation reveal that both types of models can be used in

programmable switches with the defined set of primitives. These primitives work

well with diverse datasets and model sizes while keeping throughput and line-rate

processing guarantees.

In the future, the framework can be improved to deal with more complex model
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types, like tree ensembles or other MLP-based methods. In the future, improvements

could potentially make it possible to change the configuration based on traffic patterns.

Testing on real hardware platforms like NetFPGA or Tofino-2 would also help confirm

latency and power performance.

In conclusion, this work shows that programmable switches can easily run reduced

versions of MLP and decision tree models. The suggested primitive-based method

introduces a way to embed ML in the dataplane for models to work at high speed

with efficient use of resources.
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