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ABSTRACT

In the past few decades, wireless communication technologies have witnessed the
rapid development of mobile devices and their involvement in various aspects of our
day-to-day life. This evolution eventually demands the high-speed transmission and
seamless connectivity anytime at anyplace. In this context, satellite-based commu-
nication systems have become popular by rendering a terrestrial experience with
broadband access to mobile users. Indeed, the integration of satellite and terres-
trial networks has been envisioned to realize the desirable traits. Recently, hybrid
satellite-terrestrial networks (HSTNs) have received tremendous research attention
owing to their advantage of providing high-speed connectivity to portable and mobile
devices. The performance of HSTNs can be further improved by exploiting coopera-
tive communication technology which may extend the satellite coverage, especially in
remote areas. Hence, it is viable to incorporate cooperative techniques into HSTNs
to improve the overall system performance and reliability. To meet this, terrestrial
cooperative techniques have been unified with the HSTNs, thereby, formed relay-
assisted HSTNs, referred to as hybrid satellite-terrestrial relay networks (HSTRN).
Despite the various advantages, HSTNs are associated with different practical issues
such as outdated channel state information (CSI), co-channel interference (CCI),
security attacks, etc. In this thesis, we aim to comprehensively analyze the perfor-
mance of HSTNs over generalized fading channels to address the design objectives
of the future wireless networks.

Firstly, we discuss statistical characterization of the land mobile satellite (LMS)
channel model and analyze the performance of LMS systems using the physical layer
security (PLS) technique. We investigate the performance of an interference-limited
single-user LMS system in the presence of an eavesdropper. For the performance
assessment, we derive an accurate expression of secrecy outage probability (SOP)
by considering multiple CCI signals over Nakagami-m fading at the user destination
node. We also conduct asymptotic secrecy outage analysis to reveal more insights
and extract diversity order of the considered LMS system. We further investigate
the performance of a single-user LMS system with an eavesdropper by employing
an unmanned aerial vehicle-based friendly jammer. Here, we derive analytical and
asymptotic SOP expressions and depict the impact of jammer along with various

key parameters on performance of the considered LMS system.



Then, we consider an amplify-and-forward (AF) relay assisted multi-user HSTRN
by employing a multi-antenna satellite. In this system design, we investigate the im-
pact of outdated CSI and CCI under uncorrelated and correlated shadowed-Rician
fading channels of satellite links. Herein, we employ opportunistic user scheduling
of multiple users with outdated CSI over Nakagami-m fading channels of pertinent
links and consider CCI at the relay. For the performance assessment of this sys-
tem, we first derive novel and accurate analytical expressions of outage probability.
We also perform asymptotic analysis to investigate the diversity order of the con-
sidered system. We further derive ergodic capacity expressions by making use of
the moment generating function transform. Thereafter, we derive tight closed-form
analytical and asymptotic expressions of the average symbol error probability for
the considered system. The derived analytical expressions provide efficient tools
to characterize the impact of CCI, outdated CSI, and antenna correlation on the
system performance of HSTRNs. Our analysis for this system leads to various inter-
esting insights into achievable performance gains. We illustrate that the considered
systems can achieve full diversity as long as the interference power level remains
low, otherwise the performance remarkably deteriorates. In addition, we depict that
the advantage of multi-user diversity cannot be realized when the CSI is outdated.
Moreover, we highlight the advantages of a multi-antenna satellite and reveal that
the achievable diversity gain of the considered HSTRN is not affected by correlation

in satellite antennas.

Next, we turn our focus on the secrecy performance analysis of HSTRNs. By
adopting shadowed-Rician fading for satellite links and Nakagami-m fading for ter-
restrial links, we investigate the PLS performance of different HSTRN configura-
tions with single eavesdropper and multiple eavesdroppers scenarios. With a single-
eavesdropper scenario, we explore the configurations of multi-user HSTRNs and
multi-relay HSTRNs. We examine the performance of multi-user HSTRNs in the
presence of a single eavesdropper. Herein, by employing opportunistic scheduling
of terrestrial users, we derive the analytical SOP expression. For the multi-relay
HSTRNs, we propose optimal and partial relay selection schemes and derive novel
closed-form SOP expressions. Based on our results, we herein manifest that the op-
timal relay selection scheme outperforms partial relay selection scheme. Further, we

investigate the PLS performance in HSTRNs with multiple eavesdroppers scenario.
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Specifically, we consider an AF relay based single-relay single-user HSTRN with
independent and non-identically distributed multiple colluding eavesdroppers. For
the secrecy performance assessment of this system, we derive the SOP and ergodic
secrecy capacity (ESC) expressions. We next analyze a more generalized multi-
user multi-relay HSTRN configuration with multiple eavesdroppers. For this overall
setup, we conduct a comprehensive PLS analysis for two different wiretapping sce-
narios, i.e., non-colluding and colluding eavesdroppers under AF and decode-and-
forward relaying protocols. Herein, we present opportunistic user-relay selection
criteria and then derive accurate analytical and asymptotic expressions of the SOP
to reveal useful insights. We also obtain the ESC expressions under AF relaying pro-
tocol for both the wiretapping scenarios. Our results enlighten that the achievable
diversity order remains unaffected by the number of eavesdroppers and scenarios of
wiretapping.

Above all, the theoretical findings in thesis address various technical design as-
pects of HSTNs and eventually provide useful guidelines for their possible applica-

tions in the future wireless networks.
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CHAPTER 1

INTRODUCTION

Wireless communications have experienced tremendous growth in the number of
mobile users and applications in the past few years. The wide popularization of mo-
bile users makes wireless communication to become an important part of our daily
life. The future wireless communication networks are expected to provide service
coverage to a large number of mobile users. However, currently, there are still a
lot of users who exist without mobile service coverage, especially in less developed
remote areas. With rapidly increasing number of mobile applications, we have been
witnessing the revolutionary growth in mobile data traffic, which is presumed to
enhance 1000-fold in the next 20 years. Such continually rising data traffic even-
tually puts more and more pressure to the wireless networks. Thereby, in addition
to the issue of coverage, next-generation communication systems also require to
guarantee the service continuity. It has become clear that extensive signal cover-
age and high-speed connectivity are turning out to be desirable traits for wireless
systems in the forthcoming years. Nonetheless, existing wireless networks may not
always achieve these service requisition due to their limited potentials. In order to
cope with this deficiency, wireless networks must evolve either within themselves
or through the deployment of completely modern networks suited to the required
service provisions. To this end, satellite communication systems have earned sig-
nificant consideration due to its advantage of providing wide radio coverage. As
such, one satellite may cover an area of thousands of kilometers in radius and effi-
ciently provide signal coverage with lower cost. Whereas, the terrestrial networks
can provide high-speed data service at low cost. Therefore, satellite and terrestrial
communication networks can be integrated to harness the advantages of both the
systems. Such hybrid networks have been identified as an efficient solution to com-

pete with the high-data rate and wide coverage requirements. There is increasing
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interest and involvement in third-generation partnership project (3GPP) working
group, from the satellite communication industry, for an integrated satellite and
terrestrial network infrastructure in the context of fifth-generation (5G). In essence,
the newest 3GPP Releases under 5G development provide a promising opportunity
to integrate space components with terrestrial networks. Thereby, the coexistence
and cooperation between satellite and terrestrial communication networks would be

a great deal for the 5G and beyond 5G (B5G) wireless communications.
1.1 Integration of Satellite and Terrestrial

Networks

The growing demand of high-fidelity services anytime at any-place can only be satis-
fied by integration of networks, specifically integration of satellite and terrestrial net-
works. To accomplish this, satellite systems have been well integrated with the ter-
restrial networks, thus, form a new architecture named as hybrid satellite-terrestrial
network (HSTN). A HSTN has been incorporated in Digital Video Broadcasting
(DVB) system which provides Satellite services to Handheld devices (SH) by mak-
ing use of a geostationary satellite operating at S (2/4 GHz) band, leading to a high
performance new generation standard, known as DVB-SH [I]. However, the opera-
tional frequency band may vary, depending upon the different service requirements
and various application scenarios (like personal mobile communication, navigation,
military emergency, etc). Recently, the 3GPP group is now standardizing use of
non-terrestrial networks (NTN)[] i.e. satellite and others, including unmanned aerial
vehicles, such that multiple access networks can be used to support 5G networks [2].
In this regard, the adoption of HSTNs arises as a necessary step in the evolution
of 5G systems. Moreover, the land mobile satellite (LMS) system, an elementary
HSTN, has earned many consideration owing to its capability of providing unicast
and multicast services over a wide range of coverage area [3]. In LMS systems,
satellite broadcasts signals to serve terrestrial mobile users over a wide area and
the quality-of-service (QoS) provided by such systems firmly depends on the line-
of-sight (LOS) links between the satellite and terrestrial users [4]. However, it is
not always possible for mobile users, in satellite communication, to receive signals

from satellite directly. This may happen due to long distance communication and

!Beyond satellites, NTN refer to networks, or segments of networks, using an airborne or space-
borne vehicle to embark a transmission equipment relay node or base station.
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masking effect caused by intense shadowing and various obstacles. This limitation
may become more severe when the user terminal is in motion. In order to implement
a reliable communication, an intermediate node is needed to assist the transmission
of signals. Thereby, researchers have envisaged a relay-assisted HSTN, which ba-
sically implants terrestrial relay cooperation into satellite mobile communications
[5], [6]. This new architecture is termed as hybrid satellite-terrestrial relay network
(HSTRN) [7]. Such HSTRNs have potential to provide broadcast/multicast services
and seamless connectivity to portable and mobile users. They can enhance indoor
coverage and retain service reliability, especially in the areas where users do not

have LOS communication like shopping malls, tunnels, etc.

1.2 Basics of Cooperative Relaying

The time varying nature of wireless channels poses many technical challenges in the
design of wireless systems. A wireless medium is a complex mix of physical phenom-
ena including channel impairments, multipath propagation, path loss, shadowing,
noise, etc. These all above-said impairments are collectively counted on as fading.
Radio signal propagation in a wireless channel typically suffers from fading resulting
degradation in the quality of radio signal. Thereby, fading is the foremost problem
encountered in wireless communication design process.

The exploitation of cooperative diversity [8] has been regarded as an effective so-
lution to mitigate the effect of fading in wireless systems. This can be accomplished
by spatially located devices, known as relays, which allow the signals to reach at the
receiver via multiple paths. Since the signal propagation over each path experiences
independent statistical changes, the possibility to go all the paths into deep fade
decreases drastically.

In cooperative communication, independent paths between transmitter and re-
ceiver are generated via introducing a relay channel which was initially studied in
[9] from an information theoretic perspective. Afterward, based on the processing
of the signal received, various cooperative relaying protocols have been proposed
[10], [TT]. These relaying protocols are broadly classified into two categories, viz.,

amplify-and-forward (AF) and decode-and-forward (DF) relaying protocols.

AF Relaying: Relay, operating in AF mode, simply receives signal from the source

and transmits an amplified version of it to the receiver destination. Here, amplifica-
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tion of the received signal is done basically to combat the fading. The amplification
factor is defined based on the channel gain between source and relay. On the basis
of this amplification factor, AF protocol is further divided into two categories, i.e.,
fixed-gain AF and variable-gain AF.

In fixed-gain AF, relay fixes the amplification factor over a given time period to
a certain value. This amplification factor is typically an inverse function of the av-
erage channel gain between source and relay which depends on long-term statistics
of the channel or network.

Besides, variable-gain AF relaying protocol differs from the case of fixed gain
amplification. Under variable-gain AF, the amplification factor is adjusted to in-
stantaneous changes in the channel and network. The amplification factor, herein,
is an inverse function of the instantaneous channel gain between source and relay

unlike to fixed-gain AF.

DF Relaying: In DF mode, relay decodes the received signal, re-encodes it and
transmit this to the destination. Thereby, this relaying is also known as regenerative
relaying. While doing this, noise at the relay could be surpassed unlike to AF relay-
ing. However, in DF, there is a possibility of false decoding at relay which results

in an error propagation. In such case, decoding at the relay becomes meaningless.

Both the aforementioned relaying protocols have been widely adopted in various
cooperative systems to improve the signal coverage and reliability of communica-
tion. In addition to cooperative strategy, the performance of a cooperative system
is often influenced by network configuration. A multi-relay configuration has been
greatly emphasized to improve the performance of cooperative networks, where the

best relay is selected to forward information toward the destination.

Opportunistic Relay Selection in Multi-Relay Networks: Opportunistic re-
lay selection was introduced by Bletsas et al. in [104], [I12] for both AF and DF
protocols, in which the best relay node is selected to forward the information. Vari-
ous studies demonstrated that cooperative diversity benefits may be exploited even
when a single opportunistic relay assists the transmission between source and des-

tination.



1.3 Issues and Challenges in Hybrid Satellite-

Terrestrial Networks

HSTNs are involved with several issues and challenges due to their heterogeneous
nature of communication. The terrestrial nodes, in the HSTNs, inevitably encounter
with a co-channel interference (CCI) environment due to the highly aggressive fre-
quency reuse. It may stem from other licensed users of the same spectrum or from
other frequency channels injecting energy into the channel of interest [12]. The CCI
significantly deteriorates the system performance. In fact, it causes a more severe
performance degradation than thermal noise [13].

Moreover, multi-user HSTNs have become promising architecture for future wire-
less systems. In such networks, an inherent multi-user diversity can be harnessed
with opportunistic user selection to realize performance gains. In fact, the channel
state information (CSI) plays an important role to attain the achievable performance
gain in multi-user networks. The CSI should be acquired perfectly to facilitate the
multi-user selection process. However, in practice, the CSI may get outdated due to
various reasons such as user mobility, high feedback latency associated with satellite
communication, etc.

In addition, the channel and propagation characteristics of satellite links are
different from the terrestrial links, thereby, potential exploitation of multiple an-
tennas at the satellite is of primary concern. The main difference lies in the LOS
characterization of satellite channels and the lack of scatterers around the satellite.
This may result into a strong LOS and a high channel correlation due to insufficient
antenna separation and sparse scattering environment at the transmitting satellite.
Therefore, the achievable multi-antenna gains may not always be attained.

Apart from above discussed practical issues in HSTNs, there is an another ma-
jor challenge i.e., security problems that require an equal attention. Interception
of information is a critical problem in HSTNs. It is worth-noting that the inherent
broadcasting nature of wireless communication always keeps an open invitation for
intercepting, and thereby, HSTNs are more exposed to the attacks of adversaries.
Security problems in such networks have been rapidly increasing over the years and
posing a challenge of attaining a secure communication.

Therefore, with such issues and challenges, the performance investigations of

HSTNs are in prime need to reveal their true potentials.
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1.4 Wireless Channel Characteristics

This section presents some technical background required for this thesis. Specifically,
we discuss the generalized fading models to characterize the satellite and terrestrial
channels. We also elucidate the fundamental measures to analyze the performance

of wireless systems over pertinent fading channels.
1.4.1 Fading Distributions for Satellite and Terrestrial Chan-

nels

Radio signal propagation through wireless channel experiences various fading effects
such as path-loss with distance, multi-path propagation, shadowing from obstacles,
etc. The precise mathematical description of these fading effects is quite intricate in
practice. However, considerable efforts have been devoted to characterize these fad-
ing effects and thus, a range of statistical models have been evolved in the literature
[14], [15]. These statistical models depend on the particular propagation scenario
and the underlying channel environment. In the following, we discuss the statistical

models to characterize the terrestrial and satellite channels.

Rayleigh Fading: The Rayleigh fading distribution is generally used to model
multipath fading with no LOS path. The probability density function (PDF) f(a)

for Rayleigh distributed signal envelope is given by

fla) = 2ﬁaexp (—%2) for a > 0, (1.1)

where 2 is the average power.

Nakagami-m Fading: Nakagami-m fading distribution is often used to model
propagation paths consisting of one strong direct LOS component and many ran-
dom scattered components. The Nakagami-m distribution is a more generalized
fading distribution which characterizes a variety of fading scenarios and comprises
the Rayleigh distribution as a special case. Thereby, the Nakagami-m fading is
well-suited for the modeling of terrestrial channels. It is also appropriate to model
interference from multiple sources. The PDF of the received signal envelope for

Nakagami-m fading is given by

2

fla) = 2 (g)mazm_lexp <—%) for a > 0, (1.2)



where m is the fading severity parameter. Interestingly, with m = 1, (1.2)) reduces
to Rayleigh fading. Note that when m = oo, there is no fading since as m increases

the severity of fading decreases.

Shadowed-Rician Fading: Under this model, the amplitudes of the LOS and
scattered components respectively follow Nakagami-m and Rayleigh distributions.
The shadowed-Rician channel model accurately describes the satellite communica-
tion channel and also agrees quite well with mobile-satellite environments [16]. The

PDF of the fading amplitude is given by

fla) = % <%) exp(—%) Fi <m; 1; WQJFQ)) for a > 0,
(1.3)
where €2 and 20 represent the average power of LOS and multipath components,
respectively, and m is a parameter that describes the severity of shadowing. Herein,
1F1(+; -5 +) is the confluent hypergeometric function of the first kind [59] eq. 9.210.1].
Throughout this thesis, we have adopted shadowed-Rician fading model for satel-

lite channels and Nakagami-m fading distribution for the terrestrial channels.

1.4.2 System Performance Measures

Here, we briefly introduce the key performance measures of wireless systems that
we have explored in this thesis.

Instantaneous Signal-to-Noise Ratio

The most basic and well understood performance metric in communication system

is signal-to-noise ratio (SNR). The instantaneous SNR, denoted by A, is defined as

Power of signal component at receiver

(1.4)

~ Power of noise component at receiver -
However, when a communication system subjects to fading impairments, average
SNR turns to be an appropriate metric for the performance investigation, which can
be obtained by averaging the instantaneous SNR.
Outage Probability
Outage probability (OP) is an important performance criterion which is defined
as the probability of the event when output SNR falls below a certain predefined
threshold ~4,. In simple mathematical terms, if fy(z) denotes the PDF of SNR A,
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then OP is given by

Yth
7)out == PI‘[A < ’Vth] = fA(.’L‘)d.T, (15>
0

which, eventually, is the cumulative distribution function (CDF) of SNR A.
Ergodic Capacity

Ergodic capacity (EC) is another standard performance metric which is basically an
average of instantaneous capacity of a communication system operating over fading

channels. Mathematically, it is given by

Cpc = /00 Blogy(1 + A) fa(z)dz, (1.6)
0

where B is the received signal bandwidth.

Average Symbol Error Probability

An another performance criterion is average symbol error probability (SEP) which
is the average of the conditional SEP over the fading statistics. The evaluation of
average SEP is, undoubtedly, considered as the most difficult one among all other
metrics. The reason behind this lies in the fact that the conditional SEP is, in
general, a nonlinear function of the instantaneous SNR and thus entails modula-

tion/detection scheme to be employed by the system.

In this sequence, the key measures to evaluate the secrecy performance of a wire-
less system are defined as secrecy rate, ergodic secrecy capacity, and secrecy outage

probability, which will be introduced briefly in the Section [2.2] of Chapter

1.5 Motivation and Objectives

In this section, we present the motivation and objectives behind the research work

in this thesis.

1.5.1 Motivation

Extensive signal coverage and high-speed connectivity are the important design ob-
jectives for the 5G and B5G wireless communication systems [17]. Recently, HSTNs
have earned great applause while achieving these objectives to a certain extent. How-
ever, in satellite communication systems, masking effect becomes a major problem
which eventually limits their communication reliability. As a consequence, enhanc-

ing the performance of such systems becomes critical and challenging, especially in
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dense and remote areas. Many efforts have been devoted in the existing literature
towards the performance improvements of HSTNs. Among others, integration of
cooperative relaying techniques has been shown to dramatically improve the perfor-
mance of HSTNs [5]. A relay assisted HSTN, known as HSTRN, has emerged as
a promising candidate to provide broad signal coverage and seamless connectivity
to portable and mobile users, especially in the remote regions where LOS commu-
nication is not feasible [6]. Such HSTRNs have been extensively studied in the
literature [18]-[26].

Despite of various contributions, the current literature on HSTRN still lacking
on several fronts. Majority of existing works have concentrated on a single-user
HSTRN scenario. In contrast, a multi-user relay network is a promising architecture
for future mobile communications, wherein a relay can assist the communication
between a source and multiple destinations/users [27]. The multi-user architecture
has been incorporated in a number of standards like IEEE 802.11s and IEEE 802.16;j
[28]. Few works [29], [30] have considered the multi-user configuration in HSTRN
assuming perfect CSI to facilitate the user selection process. However, in practice,
the CSI acquired at the time of user selection may differ from the CSI at time of
transmission. This may occur due to various reasons such as feedback delay, user
mobility, etc. In fact, this outdated CSI significantly affect the diversity performance
of HSTRNs which has been ignored in the literature. In addition, HSTRN is more
likely to suffer from CCI due to the dense frequency reuse. This may derive from
the other licensed users operating at the same spectrum or from other frequency
channels injecting energy into the channel of interest [12]. The CCI can severely
hinder the performance of a multi-user HSTRN which has also been overlooked
in the literature. It would be highly interesting to study the impact of outdated
CSI and CCI over multi-user HSTRN architecture for the practical design in future

communication.

Moreover, a multi-antenna satellite is greatly emphasized to improve the per-
formance of satellite-terrestrial systems. However, the radio signal propagation in
satellite links differs from terrestrial links due to the LOS characterization of satel-
lite channels and lack of scatterers around the satellite. Indeed, a strong LOS and
sparse scattering environment at the satellite may result into a high channel corre-

lation which limits the achievable antenna gains and deteriorates the system per-
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formance. Although, authors in [31] have explored the correlated satellite channels,
nevertheless, it is important to analyze the impact of correlated satellite antennas

on the performance of multi-user HSTRNs under various realistic scenarios.

On the other front, security issues have attracted much more attention com-
pared to other issues in the past. Resulting from the openness of wireless medium,
wireless systems are more susceptible to security threats for a variety of devices con-
nected everywhere with different capabilities. The information signal propagating
in the wireless medium is not only received by the authorized user but also available
to the adjacent illegal user. Therefore, security and privacy concerns in wireless
communication networks have been the focus of continuous attention. Typically,
there are two types of techniques to ensure the security of wireless networks i.e.,
upper-layer encryption (also known as cryptographic) technique and physical layer
security (PLS) technique. In the upper-layer encryption technique, information sig-
nal is encrypted via encryption algorithms and a secret key such that the original
signal can not be deciphered at eavesdroppers. However, the computational cost for
either encryption or decryption is usually very high and rely upon the hardness of
their underlying mathematical problems. Moreover, secret key generation depends
on a trusted key management center, which may not be always feasible in wireless
networks. Thereby, cryptographic schemes through upper-layer are not necessarily
reliable. As a complementary solution, the concept of PLS is to harness the random-
ness and time-varying feature of wireless channels to defend against eavesdroppers
in wireless transmissions. The PLS technique does also not require the secret key
generation and complex cryptographic calculations. These undeniable advantages
pave the way to PLS applicability in the development of wireless communication
networks. Hence, research on transmission security would undoubtedly be of theo-
retical and practical interest, especially relevant to the aforementioned key technique
for 5G communications.

Meanwhile, security problems are critical concern in HSTNs which is considered
as a challenging design objective for future communication systems. Note that due
to the broadcasting nature of wireless channels, HSTNs are more vulnerable to the
security attacks. Security problems in such networks have been rapidly increasing
over the years and posing a challenge of attaining a secure communication. Thereby,

the HSTN security has been drawn more and more attention. Recently, information-
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theoretic approach based physical layer security (PLS) emerges as a promising tech-
nique to ensure overall security in wireless communications. Unlike conventional
cryptographic method, PLS technique basically exploits the physical characteris-
tics of wireless fading channels and provides confidentiality for radio transmissions.
Traditionally, security in satellite communication systems has been ensured by cryp-
tography techniques at upper layers [32], [33]. Some works in the literature have
studied the PLS of satellite-based communication systems [43]-[49] and [98]-[101].
However, the PLS performance analysis in hybrid satellite-terrestrial systems is still
infancy and becomes an open area for research, especially in regard to rich network

functionality in the 5G era.

1.5.2 Objectives

The above mentioned research gaps have motivated this thesis to achieve the fol-

lowing objectives:

e To characterize the performance of the LMS systems with CCI and friendly

jammer.

e To analyze the performance of multi-user HSTRNs with outdated CSI, CCI,

and antenna correlation.

e To study the secrecy performance in HSTRNs with a single-eavesdropper sce-

nario.

e To investigate the secrecy performance in HSTRNs with multiple eavesdrop-

pers scenario.

With aforementioned objectives, this thesis presents the comprehensive performance
analysis of HSTNs over generalized fading channels. We address various technical as-
pects of HSTNs through exhaustive mathematical analysis and highlight important

guidelines towards the design of future wireless networks.

1.6 Thesis Outline and Contributions

In this thesis, we comprehensively analyze the performance of HSTNs by adopting
shadowed-Rician fading for the satellite channels and Nakagami-m fading for the
terrestrial channels. The shadowed-Rician channel model accurately characterizes

the LMS channel and has proved as an efficient tool for the performance analysis
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[16]. Moreover, Nakagami-m fading distribution is versatile through its parameter
m, it can model signal fading conditions that range from severe to moderate, to
light fading or no fading. Thereby, the Nakagami-m fading is considered to be
appropriate for the modeling of terrestrial channels. Throughout this thesis, we
adopt these aforementioned fading models for the performance analysis. Besides
the current chapter, which gives a general introduction about the background of the
work, discusses various technical aspects involved in this thesis work, research ob-
jectives and their motivation, the contributions from other chapters are summarized

as follows:

e In Chapter Eﬂ, we discuss the LMS systems and describe the statistical prop-
erties of the shadowed-Rician fading model for satellite channels. Herein, we
explore the performance of LMS systems under different shadowing scenarios
of satellite links. We first investigate the secrecy performance of a LMS sys-
tem, where a satellite transmits information signal to an interference-limited
legitimate user in the presence of an eavesdropper. For the performance assess-
ment, we derive an accurate expression of secrecy OP (SOP) by considering
multiple CCI signals over Nakagami-m fading at the user destination node.
To gain more insights, we examine asymptotic behavior of the SOP expression
at high SNR regime and illustrate that system can attain a unity diversity or-
der even under the influence of multiple interferers. Then, we investigate the
secrecy performance of a LMS system with a legitimate user and an eavesdrop-
per by employing an unmanned aerial vehicle (UAV)-based friendly jammer.
For the considered system, we derive analytical and asymptotic expressions
of the SOP under pertinent heterogeneous channels for the satellite links and
the air-to-ground jamming links. We validate the theoretical results through
Monte-Carlo simulations. Our results demonstrate that while the satellite

channel conditions have severe impact on the LMS system performance, the

2The contributions of this chapter are presented in the following papers:

1. V. Bankey, P. K. Upadhyay, and D. B. da Costa, “Physical layer security of interference-
limited land mobile satellite communication systems,” in Proc. International Conference on
Advanced Communication Technologies and Networking (CommNet), Morocco, Apr. 2018.

2. V. Bankey and P. K. Upadhyay, “Improving secrecy performance of land mobile satel-
lite systems via a UAV friendly jammer,” in Proc. IEEE Consumer Communications and
Networking Workshop (CCNC Workshop): Unmanned Aerial Vehicle (UAV’20) Communi-
cations and Networks, Las Vegas, United States, Jan. 2020.
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UAV jammer can notably improve the secrecy performance.

e In Chapter , we investigate the performance of a multi-user HSTRN by em-
ploying opportunistic user scheduling with outdated CSI and CCI. The overall
transmission in the considered HSTRN takes place using an AF relaying proto-
col in two phases. Herein, we derive novel expressions for OP, EC, and average
SEP of the proposed HSTRN. We further examine achievable diversity order
for this system. Importantly, we conduct performance analysis of the con-
sidered system by taking both uncorrelated and correlated shadowed-Rician
fading channels into account. We obtain the EC expressions for fixed-gain
AF and variable-gain AF relaying. Our derived analytical expressions provide
efficient tools to characterize the impact of CCI, outdated CSI, and antenna
correlation on the system performance of HSTRNs. Our results illustrate that
the antenna correlation at the satellite does not affect the overall system di-
versity order. We also depict the impact of outdated CSI and CCI on the
performance of HSTRNs. Finally, we validate our theoretical developments

using Monte-Carlo simulations.

e In Chapter @, we investigate the secrecy performance of a multi-user HSTRN
in the presence of a single eavesdropper. For this system, by employing oppor-
tunistic scheduling of terrestrial users, we derive analytical expression of the
SOP. We further obtain the asymptotic SOP expression at high SNR regime.
Based on the asymptotic secrecy outage behavior, we illustrate practical in-

sights on the achievable diversity order of the system. Numerical and simula-

3The contributions of this chapter are presented in the following papers:

1. V. Bankey and P. K. Upadhyay, “Ergodic capacity of multiuser hybrid satellite-terrestrial
fixed-gain AF relay networks with CCI and outdated CSI,” IEEE Transactions on Vehicular
Technology, vol. 67, no. 5, pp. 4666-4671, Jan. 2018.

2. V. Bankey, P. K. Upadhyay, D. B. da Costa, P. S. Bithas, A. G. Kanatas, and U. S. Dias,
“Performance analysis of multi-antenna multiuser hybrid satellite-terrestrial relay systems
for mobile services delivery,” IEEFE Access, vol. 6, no. 1, pp. 24729-24745, Apr. 2018.

3. V. Bankey and P. K. Upadhyay, “Average symbol error probability of interference-limited
multiuser hybrid satellite-terrestrial relay networks with outdated channel state informa-
tion,” in Proc. IEEE Region 10 International Conference (TENCON), Kochi, Kerala, India,
Oct. 2019.

4The contributions of this chapter are presented in the following papers:

1. V. Bankey and P. K. Upadhyay, “Physical layer secrecy performance analysis of multi-user
hybrid satellite-terrestrial relay networks,” CSI Transactions on ICT, vol. 6, no. 2, pp.
187-193, Jun. 2018.
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tion results are provided to vindicate our analysis and to show the impact of
various key channel/system parameters on system secrecy performance. We
also demonstrate that how an eavesdropper can severely degrade the system

secrecy performance.

e In Chapter @, we examine the secrecy performance of a multi-relay HSTRN
with a single eavesdropper, where a satellite communicates with a terrestrial
destination via multiple relays in the presence an eavesdropper. Particularly,
we present AF based optimal and partial relay selection schemes, and derive
the SOP expressions by considering pertinent fading channels for the satel-
lite and terrestrial links. We further perform the asymptotic secrecy outage
analysis at high SNR regime to highlight the achievable diversity gain under
both optimal and partial relay selection schemes. We show that the optimal
relay selection scheme outperforms the partial relay selection scheme. In ad-
dition, our results reveal that an increase in the number of terrestrial relays

plays an important role in improving the secrecy performance of the considered

HSTRN.

e In Chapter we investigate the performance a single-user single-relay HSTRN
in the presence of multiple eavesdroppers. We conduct secrecy performance
analysis by considering independent and non-identically distributed (i.ni.d.)
colluding eavesdroppers over Nakagami-m fading. For the performance assess-
ment of this network, we derive the SOP and ergodic secrecy capacity (ESC)
expressions by considering multiple antennas at the satellite. We further per-
form the asymptotic analysis of SOP at high SNR regime and reveal the system
achievable diversity order. We illustrate that the system becomes less secure
when a large number of eavesdroppers succeed in attacking. Moreover, we

depict that system secrecy performance can be notably improved by deploying

5The contributions of this chapter are presented in the following papers:

1. V. Bankey and P. K. Upadhyay, “Secrecy outage analysis of hybrid satellite-terrestrial relay
networks with opportunistic relaying schemes,” in Proc. IEEE 85th Vehicular Technology
Conference (VT'C), Sydney, Australia, Jun. 2017.

5The contributions of this chapter are presented in the following papers:

1. V. Bankey and P. K. Upadhyay, “Physical layer security of hybrid satellite-terrestrial relay
networks with multiple colluding eavesdroppers over non-identically distributed Nakagami-m
fading channels,” IET Communications, vol. 13, no. 14, pp. 2115-2123, Aug. 2019.
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multiple antennas at the satellite.

e In Chapter m, we examine the secrecy performance of a multi-user multi-
relay HSTRN in the presence of independent and identically distributed (i.i.d.)
multiple eavesdroppers. For multiple eavesdroppers, we consider two specific
scenarios of eavesdropping, i.e., colluding and non-colluding. We conduct a
comprehensive secrecy performance analysis for both eavesdropping scenarios
under AF and DF relaying protocols. We present opportunistic user-relay
selection criteria and derive accurate expressions of the SOP by adopting per-
tinent fading channels for the satellite and terrestrial links. We also obtain
asymptotic SOP expressions to determine the main channel/system parame-
ters that regulate the secrecy performance at high SNR regime. In addition,
we study the ESC performance of the considered system with a single AF
relay. Our results elucidate that system diversity gain remains unaffected by

the method of relaying protocol and type of eavesdropping.

Finally, in Chapter [§, we draw the conclusions from the work in this thesis and

provide the possible future directions.

"The contributions of this chapter are presented in the following papers:

1. V. Bankey and P. K. Upadhyay, “Physical layer security of multiuser multirelay hybrid
satellite-terrestrial relay networks,” IFEE Transactions on Vehicular Technology, vol. 68,
no. 3, pp. 2488-2501, Mar. 2019.

2. V. Bankey and P. K. Upadhyay, “Ergodic secrecy capacity analysis of multiuser hybrid
satellite-terrestrial relay networks with multiple eavesdroppers,” in Proc. IEEFE International
Conference on Communications Workshops (ICC Workshops): Wireless Physical Layer Se-
curity, Shanghai, China, May 2019.
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CHAPTER 2

LAND MOBILE SATELLITE SYSTEMS WITH
CO-CHANNEL INTERFERENCE AND JAMMING

The aim of next generation wireless communication systems comprises a large
number of connected devices, data transfer speed with the range of Gigabits per
second, lower latencies, increased reliability, and improved coverage. Mobile satel-
lite systems have drawn extensive interest in modern technology, since they offer
mobile communication services to many users in different environments over a wide
area. In this regard, land mobile satellite (LMS) systems have acquired significant
research interest over past few years owing to their exclusive competences such as
broad coverage, navigation, high-speed data transmission and inherent multicast-
ing /broadcasting capabilities [I6]. The LMS system is basically a satellite-based
communication system that assists terrestrial mobile users. In such system, satel-
lite broadcasts signals to serve terrestrial mobile users over a wide area with low
cost. Consequently, LMS systems can offer more advantages to remote lands, ocean,
and aeronautical services. In addition, LMS systems can efficiently provide various
telecommunication and multimedia services to mobile devices in remote terrains that
are not well served by existing terrestrial networks. Thereby, LMS systems have be-
come vitally crucial in the present generation of wireless communications. In the
recent years, substantial efforts have been made towards the performance analysis of
LMS systems [34]-[40]. However, the implementation of such systems still encoun-
ters some limitations regarding connectivity, stability, and security, resulting into
unreliable communication. The QoS provided by such LMS systems firmly depends
on the broadcasting channel between the satellite and the mobile user. In fact, due
to inherent broadcasting nature of satellite channel, LMS systems are more vulner-
able to suffer from eavesdropper’s attacks, such as wiretapping. Therefore, security

in LMS systems are becoming a more critical issue [41]. Surprisingly, very limited
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attention has been paid towards the security concern in such systems. Traditionally,
security in satellite communication systems has been ensured by cryptography at
upper layers [33]. However, cryptographic techniques, implemented at the upper-
layers of the protocol stack, require high storage and computational capabilities for
the encryption and decryption of the secret codes [32]. To combat and comple-
ment cryptographic schemes, physical layer security (PLS) technique raises out as
a popular and promising scheme to improve the secrecy performance by leveraging
the physical properties of radio channels at the waveform level. The idea of PLS
has initially been proposed by Wyner [42], which exploits the characteristics of fad-
ing channels to improve the security performance. Basically, PLS depends on an
information-theoretic metric defined as secrecy rate or secrecy capacity. Under this
context, few recent works have analyzed the PLS of satellite networks [43]-[46], and
these are briefly discussed next.

In [43], authors have introduced PLS technique in satellite communication, where
individual secrecy rate constraint was used as key metric to ensure the security.
Later in [44], the secrecy performance of satellite communication networks has been
analyzed for different cases of shadowed-Rician fading channel. Furthermore, PLS
of satellite communication systems has been investigated in [45] and [46] under rain
fading channel model. Specifically, the authors in [45] have examined the secrecy
performance for satellite networks under rain attenuated environment conditions.
While in [46], it was demonstrated that the security could be achieved in multi-
beam satellite systems through transmit beamforming optimization under rain fad-
ing channel. Although the above-mentioned literature laid a significant research for
secrecy of satellite networks, very few works have investigated the secrecy perfor-
mance of LMS systems [47]-[49]. To be specific, in [47], the probability of secrecy
outage and positive secrecy capacity have been obtained for LMS communication
systems. Likewise in [48], authors have investigated the average secrecy capacity
of LMS systems by considering multi-antenna terrestrial nodes. The work of [4§]
was then further extended by employing spot beam transmission at satellite in [49].
However, the impact of multiple terrestrial interferers on secrecy performance of
LMS systems has not been investigated in the literature so far. In fact, a terrestrial
user may exist in the intensive environment which causes CCI and thus affect com-

munication system’s performance adversely [50]. The terrestrial destination may
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get affected by CCI from other sets of users and/or earth stations existing nearby.
Hence, it is important to analyze the impact of co-channel interferers on LMS sys-
tems for their potential deployment in 5G or B5G wireless networks.

Moreover, secrecy performance can be further improved by employing coopera-
tive jamming techniques where jammer is utilized to disturb the eavesdropper by
emitting the artificial noise and to prevent it from wiretapping the information of
legitimate node [51]. The authors in [52]-[54] have analyzed the secrecy performance
using friendly jammer. In [52], authors have employed friendly jammer to improve
the secrecy performance of a multi-user wireless network. A cooperative jamming
relay has been introduced to degrade the reception at eavesdropper in [53]. Further,
the authors in [54] have optimized the secrecy rate in a wireless network using full-
duplex jamming receivers. Although the above-said works have analyzed the PLS
performance incorporating friendly jamming, however, they are only limited to the
terrestrial communication scenarios. The PLS performance analysis of LMS systems
with cooperative jamming has not been studied so far. Note that the jammer, by
sending an artificial noise signal, can confuse the eavesdropper and thereby enhance
the secrecy performance.

Motivated by the above, in this chapter, we explore the PLS performance in
LMS systems. We first study the secrecy performance of an interference-limited
LMS system in the presence of a single eavesdropper, where the terrestrial user is
inflicted by CCI. In the sequel, we investigate the impact of jamming on the secrecy
performance of LMS systems. For the performance assessment, we derive analytical
and asymptotic SOP expressions and highlight the important insights. We iden-
tify the key channel/system parameters influencing the secrecy performance of LMS
systems through numerical and simulation results. Prior to continuing further, we
present the statistical characteristics of the shadowed-Rician model that we have

utilized, in this thesis, to model the LMS channels.

2.1 Shadowed-Rician Model for LMS Channels

The fluctuations of the radio signal envelope in a narrow-band LMS channel are
generally associate with two types of fading, i.e., LOS shadowed fading and multi-
path fading [55]. The shadowed-Rician model (also known as shadowed Rice model)
originally proposed by Loo [56] where he assumed that the amplitude of the LOS

component is a log-normal random variable and multipath component is a Rice ran-
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dom variable. However, the application of the log-normal distribution results into
complex expressions for the key channel statistics [57]. Moreover, the analytic ma-
nipulation of such expressions becomes quite difficult since they cannot be resolved
in terms of known mathematical functions. Therefore, the average bit-error rate
performance evaluation or interference calculation become more intricate even for a
single-channel.

Besides, it is found that the gamma distribution, as an alternative to the log-
normal distribution, can lead in simpler statistical models with the same perfor-
mance under various practical scenarios [57]. Thereby, Loo’s model was further
modified by Abdi [I6] who has proposed a new simple shadowed-Rician model in
which the power of the LOS component is assumed to be a Gamma random vari-
able. This new shadowed-Rician channel model, defined by Abdi [16], describes ac-
curately the LMS communication channel, where a random LOS component follows
Nakagami-m distribution with 0 < m < oo, while the multipath component follows
the Rician fading. It is widely adopted in literature [18], [58] for the performance
analysis of hybrid satellite-terrestrial systems since it offers less computational bur-
den as compared to other models like Loo’s model.

Let hg,. be the fading amplitude of a shadowed-Rician channel between the satel-
lite s and the terrestrial node 7. Then, the pdf of f,_ 2 can be derived as [16]

fino2(x) = ae PR (mg; 1;0z), x>0, (2.1)

(2bms /(2bms+Qs))™
2 ) 5

Q
ds= :
o (26(2bm, + Q,))

the average power of LOS and multipath components, respectively, m, is the fading

where a =

with Q, and 2b be

severity parameter. For analytical tractability, we consider only the integer values
of the fading severity parameter of the satellite link [58]. Thus, the hypergeometric
function can be represented via Kummer’s transform [60] as

—b

. (a—b)lx
Fi(a;byx) =e Z a—b—n‘n'(b) : (2.2)

where (+),, is the Pochhammer symbol [59, p. xliii]. Thereby, for integer mg, we can
simplify 1F} (m,; 1;02) in (2.1)) using (2.2) to represent the PDF f,  2(z) as

ms—1

finap(2) = a Z C(r)are (B0 (2.3)

where ((k) = (=1)%(1 — my) 0"/ (K!)2.
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The PDF f;,, 2(z) will be used for the performance analysis in this thesis. Now,
before delving into the secrecy performance analysis of the considered LMS systems,
we briefly discuss the fundamentals of the PLS and key measures to estimate the

level of the secrecy.

2.2 Basics of Physical Layer Security

To ensure the security is wireless communication systems, a new approach has re-
cently attracted increasing attention known as PLS technique. The PLS has come
out as a key technique to guarantee reliability and trustworthiness for future gen-
eration wireless communication systems. The fundamental conception of PLS is
to exploit inherent physical characteristics of the wireless channel, such as fading,

interference, and noise, to realize key-less secure transmission [61].

Main channel

e Eavesdropper ~  ------- > Wiretap channel

Figure 2.1: Basic three-node wiretap model.

In PLS framework, the three-node system is considered as a basic network, as
shown in Fig. 2.1, which comprises a transmitting source, a legitimate destination,
and an eavesdropper where the source wishes to transmit secret information to le-
gitimate destination without being intercepted by eavesdropper. The idea of the
information-theoretic based security in such system was first suggested by Shannon
[62], who demonstrated that the perfect information-theoretic secrecy can only be
achieved when eavesdropper does not attain any information about the transmitted
message from the received signal. This line of work was further explored by Wyner
[42], who introduced wiretap channel and established the possibility of creating
highly secure communication links. Wyner showed that when the wiretap channel
begins to be degraded than the main channel, it becomes easily possible for source
and destination to exchange perfectly secure messages, while the eavesdropper can

get nothing about this from its perceptions. Later, Csiszar and Korner [63] gener-
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alized Wyner’s approach to the transmission of secret information over broadcast
channels. To estimate the level of the secrecy in any wireless system using the PLS

technique, there are three major secrecy metrics which are discussed as follows:

Secrecy Rate/Capacity

Secrecy rate is a core measure in PLS to evaluate the level of secrecy against eaves-
dropping attacks. A rate at which perfectly secure transmission can be accomplished
from the source to desired destination is known as secrecy rate, and the maximal
achievable secrecy rate is named as the secrecy capacity. Secrecy capacity is the
maximum achievable level of secrecy rate below which a reliable and secure trans-
mission can be guaranteed. In terms of the mathematical definition, the secrecy
capacity is defined as the non-negative difference between the channel capacity of
main channel and that of wiretap channel [51]. It is generally expected that the
main channel has a larger SNR than the wiretap channel, thereby, the secrecy ca-
pacity would be considered as a positive value. Let, C'p and Cg denote the channel
capacity of main and wiretap channels, respectively, then, the secrecy capacity can

be expressed as
CYsec = [CD - OEP_a (24)

where [z]* £ max(x,0).

Ergodic Secrecy Capacity (ESC)

The secrecy capacity is determined for the fixed channel, neglecting the fading na-
ture of wireless channel. In fact, the wireless channels are time-varying in nature.
Thus, to examine the time-varying feature of these channels, one of the key mea-
sures to quantify the capability of average secure transmission is the ESC [64]. It
evaluates the average secrecy rate over a sufficiently large number of varying states

of wireless fading channels under different delay-tolerant applications [65].

Secrecy Outage Probability (SOP)

In PLS analysis, SOP is an another important metric. The SOP is defined as the
probability of an event when the achievable secrecy rate is less than a required
threshold secrecy rate [61]. The SOP can be derived using the statistical character-

istics of the fading channels of pertinent wireless system.
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2.3 Secrecy Performance Analysis of a LMS Sys-
tem with CCI

In this section, we investigate the secrecy performance of a LMS system, where a
satellite transmits signal to a legitimate user in the presence of an eavesdropper at
the ground. Herein, we consider that CCI signals are present at the user destination
node. By leveraging the statistics of underlying shadowed-Rician fading channels for
satellite links and Nakagami-m fading for interfering terrestrial links, we derive an
accurate expression for SOP of the considered LMS system. To gain more insights,
we derive an asymptotic expression for SOP at high SNR regime. We manifest
analytically that the CCI significantly affects the performance gain of the system.
Moreover, we provide numerical and simulation results to validate our analytical

hypothesis.

2.3.1 System and Channel Model Descriptions

N

S g
h se, h sd
& Ho !
E <71;/[‘ 1,

D

Figure 2.2: System model of an interference-limited LMS system.

We consider a downlink LMS system consisting of a satellite source S, a des-
tination D, and an eavesdropper E as shown in Fig. 2.2l All nodes are equipped
with a single-antenna. The destination node is inflicted by M interferers {I;},.
The S — D link and S — F link are referred to as main link and the wiretap link,
respectively. Herein, we consider that both links experience the independent but
non-identically distributed (i.ni.d.) shadowed-Rician fading and they are inflicted
by additive white Gaussian noise (AWGN) with zero mean and variance o7, for
j € {d,e}. Throughout this chapter, we use subscript s for source node S, and

subscripts d and e for receiving nodes D and E, respectively.
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Satellite S transmits its signal z, satisfying E[|z4|?] =1, to destination D, where
E[] represents the expectation operator. The received signal at D can be thus

given by

M
Yd = \/Fshsda:s + Z \/thzxz + Ng, (25)
=1

where P, is the transmit power at source S, hgy is the channel coefficient for S — D
link, and nyg represents AWGN at destination D. Herein, P; is the power of the
interferer I;, h; is the channel coefficient between ¢th interferer and D, and x; is the
transmitted signal (with unit energy) from ith interferer.

Meanwhile, eavesdropper E tries to overhear the transmitted signal from S.

Thus, the received signal at E can be written as

Ye = vV Pshsexs + N, (26)

where h,, is the channel coefficient between S and E, and n, is the AWGN variable
at F.

From and , the instantaneous signal-to-interference-plus-noise ratio
(SINR) at destination D and SNR at eavesdropper E can be given, respectively, as

Vsd
YD = 1 (2-7)

and YE = pe|hse’2 £ Vses (28>

M . )
where Yoa = palhaal®, vr = 3255, milhil®, with pg = 75, pe = 7%, and 1 = 74 As such,

we can define instantaneous capacity of the main channel (for destination) and of
the wiretap channel (for eavesdropper) by Cp = log,(1+7p) and Cg = logy(1+7g),
respectively. As the CSI of eavesdropper’s channel is available with satellite [48], it
can transmit confidential signals at a rate of Cy. to ensure perfect secrecy of the
considered LMS system.

As the satellite links follow independent shadowed-Rician fading distribution,
the PDF of the squared amplitude of the channel coefficient hg; between satellite
S and corresponding terrestrial node (i.e., destination D and eavesdropper FE), for
j € {d, e}, can be given by following as

mj—l

Fing(x) = 0 > G(r)are e, (2.9)
k=0
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where o = (2bjm;;/(2bjm;+€;))™ /2b;, B; = 1/2bj, and &; = €;/(2b;(2b;m; + 1)),
and (k) = (=1)*(1—m;),.05/(x!)?. The PDF of v5q = pa|hsa|® can be thus derived,

by simply applying the transformation of variable, as

mdfl
K —Bs, T
f"fsd(x) = ad Z Cd(ﬁ_i)_l xﬁe Béd Y (210)
0 (pa)
where 5, = Ba the PDF of v,. can be given as
me—1
\ Ce r r, — T
Fula) = a0 3o e, 211)
r=0 ¢

where (s, =

2.10) with the aid of [59, eq. 3.351.2],

we can obtain the CDF of 7,4 as

mg—1

Fiy(2) =1-aq Z Cd ) Z ﬁ&d e, (2.12)

Now, we present the statistical characterization of terrestrial CCI links. As
mentioned earlier, the interferer-destination links are assumed to undergo Nakagami-
m fading. The derivation of exact PDF of ~; is very complicated since it involves
the sum of i.ni.d. Gamma random variables. Therefore, we use a highly accurate
approximation method as proposed in [66] and [67], by which the PDF of 4, can be

given effectively to that of a single Gamma random variable as

mroomg-1

o~ () e 213)
where the parameters m; and (); are calculated from moment-based estimators.
Hereby, we define & = Zf‘il |h;|?>. We assume no power control is used i.e., P, = Py
or n; = nr, for i = 1,..., M. Then, we have Q; = n/E[®] with E[®] = 3™ ©; and
m; = %. For this, the exact moments of ® can be obtained in terms of the

individual moments of the summands as

n na -2
=D 3D SEED ST RNCE
n1=0n9=0 ny—1=0
< I [|h1|2(n—n1)] E [|h2|2(n1—n2)} ...E [|hM|2(nA171)] , (2‘14)
where
T(mi+2) ()\®
Enhim:w () (2.15)
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2.3.2 Secrecy Outage Performance Analysis

In this section, we first derive the SOP expression of the considered LMS system
and then examine the achievable diversity order through asymptotic behavior of the

SOP expression.

SOP Analysis

The secrecy outage event is said to occur when the secrecy capacity falls below a
predefined secrecy rate Rs. Thus, the SOP of the considered LMS system can be

formulated as
Psec = Pr[Cec < Rs]. (2.16)

On inserting Cye. from (2.4) into (2.16]), Psec can be further represented as

1
Poec = Pr [ D <Yl (2.17)
1+e
where 7, = 2%+, Thus, we can write SOP as
Piee = / F (xys + s — 1) frp (2)da. (2.18)
0

To solve the integral in (2.18]), we first require CDF of vyp. Under the interference-

limited scenario, vp can be simplified to vp >~ %, and hence, F), (z) can be given as

Py (x) = / " Fy(x9) fyy (0)dy. (2.19)

On invoking (2.12) and (2.13) into (2.19), we can calculate F,, (z) with the help of
[59, eq. 3.351.3], which is given as

= (pa)tt o~
o (" Do tma) ()T (2.20)
Q[ F(m[) % Q[ ’ '

Finally, by substituting (2.20) and (2.11)) into (2.18)), performing the simplification
using the identity of Meijer’s G-function [59, eq. 9.3] as

1 1—Fk
(1+ax)—’f=m(;}j ax aE (2.21)
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and then solving the integration with the aid of [59, eq. 7.813.1], we obtain SOP as
given as

md mr _q _1)]7—11
—1- LS e (B 7O =D

q=0

<55 ( )+ @> —(p-l-ml)a mezl C@(T) ﬂg(q+r+1)
d QI € e

r+1
—0 (pe)t

ﬁéd’)/s _(q+T)71_(p+mI>
Ba. (B (s = 1) + 52 0

1,2
X Gy

(2.22)

Asymptotic Analysis

To examine the diversity order of system, we perform an asymptotic analysis of
SOP at high SNR regime (i.e., assuming p; — 00). Thus, to evaluate (2.18]), we

require the asymptotic expression of F,, (z). For this, first we apply Maclaurin

series expansion as e * ~ 1 — z in (2.10) and use only initial term since higher

z—0

order terms tend to zero. Consequently, the PDF in (2.10]) at high SNR follows

frual@) = FYRl o(x), (2.23)

and the corresponding CDF can be obtained by integrating ([2.23)) as

F,,(x) ~ “'a. (2.24)
Pd

Further, invoking (2.24]) and ( into (2.19), F,,(z) can be evaluated as
0T (QI) C(m;+1)

pa \mr) T(mg)

Now, inserting ([2.25)) and (2.11)) into , and using [90], eq. (24)], the asymptotic

expression for SOP can be obtained as

F, ()~ (2.25)

me—1
e r —(r
Poec = _ZQI (% — 1) + %0e (Cg—rzl(r + )16, (2.26)
r=0 €

Remarks: Our asymptotic analysis of SOP reveals that the system attains a
diversity order of unity. Importantly, the diversity order is not influenced by the

fading severity parameters of satellite links and the co-channel interferers.

2.3.3 Numerical and Simulation Results
In this section, we perform numerical investigations to highlight the secrecy perfor-

mance of the considered LMS system. For this, we assume that the S — D and
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Table 2.1: Estimated Parameters for Interfering Signals involved in ([2.13|)

No. of interferers 2 3 4 5
my 2.9697 | 5.4340 | 8.4317 | 11.9136
Q; 3.5 6 9.2 12.7

S — F links follow shadowed-Rician fading and may experience heavy shadowing
(HS) with parameters (m;, b;, ;) = (1,0.063,0.0007) and average shadowing (AS)
with parameters (m;, b;, ;) = (5,0.251,0.279) [58].

Moreover, the channel parameters of interference links are assigned as {m;}>_; =
{1,2,2.5,3,3.5} and {Q;}2_, = {1,2.5,2.5,3.2,3.5}. For each set of multiple interfer-
ing signals, the required parameters in are computed and illustrated in Table
2.1} To show the impact of interferers on the secrecy performance, we consider M
number of interferers at destination node. We fix the interference power n; = 1
dB throughout our analysis. Monte-Carlo simulation results are also provided to

validate our theoretical analysis.

10° = g T T T T T
S—D : HS
S—E : AS
>
X
b= S—D : AS -
< 10lp 5—E: HS S=D:HS 4
g S—E : HS g
o
=
[al)
)
%D S—D : AS
= S—E : AS
o
>
O
8 10-2 - -
[}
(5
98]
Analytical Heavy Shadowing (HS):
I Asvmptotic || (7 i 2)=(1,0.063,0.0007)
"""""" Symptouce Average Shadowing (AS):
o Simulation (mj,b;,9Q;)=(5,0.251,0.279)
10_3 T T T T T 1
o] 5 10 15 20 25 30 35 40

pa (dB)

Figure 2.3: SOP performance versus p, for different shadowing scenarios.

Fig. shows the SOP curves of considered system for different shadowing sce-

narios of main (i.e., S — D) and wiretap (i.e., S — FE) links. Analytical and

asymptotic curves are plotted using (2.22)) and ([2.26)), respectively, and they are
found to be well aligned at high SNR. Herein, we plot the SOP curves for four pos-

sible different cases with two shadowing scenarios (i.e., AS and HS). For this, we set
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secrecy rate Ry = 0.5, p. = 2 dB, and number of interferers M = 2. Specifically,
we can observe that system gives better performance for the case when S — D
link experiences AS and S — F link experiences HS. On the other hand, system
SOP performance goes worsen when S — D and S — FE links undergo HS and AS,
respectively. Moreover, it is apparent from slopes of the curves that system attains
diversity order of one. More importantly, it is found that the diversity order remains
unaffected from fading severity parameters of the satellite channels.

Fig. illustrates the impact of multiple interferers on system’s SOP perfor-
mance. Herein, we set Ry = 0.5, p. = 2 dB, and we also consider that both the
links (i.e., S — D and S — E) undergo HS. One can observe that the SOP perfor-
mance of the considered LMS system improves with decreasing number of interferers
at destination. For example, better secrecy performance can be realized with less
number of interferers at destination as clear from the curves for M = 1 as compared
to M = 5. However, the system diversity order remains unaffected from the number

of co-channel interferers.

10°
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Simulation

i

S
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T

Secrecy Outage Probability
5

S—D : HS (mq, b, 2a)=(1, 0.063, 0.0007)
S—E : HS (m., be, 2.)=(1,0.063,0.0007)
1 1 1 1 1 1

0 5 10 15 20 25 30 35 40
Pd (dB)

Figure 2.4: Impact of different number of interferers on SOP performance.
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2.4 Secrecy Performance Analysis of a LMS Sys-
tem with a UAV-based Friendly Jammer

LMS systems and unmanned aerial vehicles (UAVs) are the key enablers for broad-
band wireless networks to serve terrestrial mobile users over a broad area with low
cost. As such UAVs are gaining a lot of research attraction due to their low cost,
high-speed, wireless coverage, and flexible deployment above the ground [68]. UAV
has also been deployed as a mobile relay to provide cooperative communication in
satellite networks [69]. The integration of the UAV with satellite communications
can lead to promising solutions for broadcasting, surveillance, rescue, and naviga-
tion [70].

In this section, we investigate the secrecy performance of a LMS system by em-
ploying a UAV-based friendly jammer in the presence of an eavesdropper. Herein, we
derive the SOP of the considered LMS system under the pertinent heterogeneous
channels for the satellite links and the air-to-ground jammer. We further derive
an asymptotic SOP expression to gain more insights into the system performance.
We reveal the impact of UAV position and other key parameters on the secrecy

performance of LMS systems.

2.4.1 System and Channel Model Descriptions

As shown in Fig. [2.5] we consider a downlink LMS system where a satellite source S
communicates with a legitimate terrestrial destination D, while an eavesdropper F
on the ground attempts to overhear the communication between them. To improve
the security performance, we assume that a UAV-based jammer (UAV-J) is employed
above the ground, which sends a jamming signal to prevent the eavesdropper from
intercepting the confidential information. Note that, hereafter in this chapter, we use
subscript u to represent UAV-J. We have adopted shadowed-Rician fading model for
the satellite links as discussed in Section[2.1 Further, we assume a three-dimensional
(3D) Cartesian coordinate system to represent air-to-ground environment where the
horizontal coordinates of the terrestrial node j for j € {d, e} are (x;,y;), in meter,
and UAV-J is located at (Rcosp, Rsinp, H), with R being the horizontal distance
from origin to UAV-J and ¢ representing the angle of the circle of UAV location

with respect to x axis. Herein, it is assumed that both terrestrial nodes are fixed and
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Figure 2.5: System model of a LMS system with a UAV-based friendly jammer.

their locations are knownﬂ to the UAV-J. Moreover, it is assumed that the UAV-J
will hover horizontally at a ﬁxedﬂ altitude H, in meter, above the ground. Note that
we consider air-to-ground channel model as proposed in [73], whereby the path loss
between the UAV-J and ground user j is defined, for LOS and non-LOS (NLOS)

links, as

duj|¥sLoS ) for LOS link
Ej (.1', y) _ | ]l LOS (227)
|duj|% snvos, for NLOS link,

where a; is the path loss exponent over the UAV-J to ground node j link, |d,;| is the
distance between the UAV-J and ground node 7, and ¢ o5 and ¢nxros are the atten-
uation coefficients for the LOS and NLOS links, respectively. In this sequence, the
probability of LOS connection mainly depends on the environment such as height
and density of buildings, the location of the UAV-J and the users, and the eleva-
tion angle between them. Assuming ¢ and w being the environmental dependent
constants and ¢; as the elevation angle between ground node j and UAV-J, the

probability of LOS connection is given as [73]

1
LOS __
Pj T 1+ e =O-v) (2.28)

Tt is noteworthy that UAV can trace the location of any terrestrial ground node, specifically,
of eavesdropper, with the aid of the optical camera and synthetic aperture radar mounted on the
UAV [71].

2In practice, the value of H can be assigned as a minimum required altitude to avoid building or
terrain for safely flying. In addition, the fixed altitude also reduces the required energy consumption
in aircraft vertical adjustment [72].
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where 0; = 8 gin~! (). Thus, based on (2.28), the probability of NLOS connec-

T duj

tion is written as PJNLOS =1- ijos_

Now, based on (2.27) and ([2.28]), the average path loss can be defined as

L;(z,y) = Py%du;|“sros + Pr-%|du;]“ envos. (2.29)
Thereby, the average interference from UAV-J to ground node j can be expressed as
Il ==—"— (2.30)

where Pj is the transmit power at UAV-J.

Let hyq and hg, represent the channel coefficients of the satellite to destination
and satellite to eavesdropper channels, and o2 and o2 be the AWGN powers at D
and FE, respectively. During the communication, the satellite S transmits its unit
energy signal x, to destination D with transmit power P, meanwhile eavesdropper
E tries to wiretap the same signal. Thus, the instantaneous SINRs at destination

D and eavesdropper E can be given, respectively, as

Vsd

T'r = 2.31
P 1 + Yud ( )
and
Vse
e = 2.32
S T (2:32)
where vsq = palhsal?, Vse = pe|hse|® with pg = % and p. = L are transmit SNRs.
d e

uj

Herein, v,; = {7—2 represents the interference-to-noise ratio for ground node j, for
J
j € {d, e}. The aforementioned formulation of the SINRs will help in understanding

the subsequent discussion.

2.4.2 Secrecy Outage Performance Analysis

In this section, we investigate the secrecy performance of the considered LMS system
in terms of the SOP. To delve into SOP analysis, we first write the instantaneous

capacity of the main and wiretap channels, respectively, as
Cp =logy(1+Tp) (2.33)
and

32



Using (2.33)) and into -, one can obtain the secrecy capacity Cge. of the
considered LMS system. Now, using (2.4) the SOP of the considered LMS system

can be expressed as

1+Tp
_p 2.
Pac = Pr |12 < (2.35)
We can hence write Py as
Pre — / Fro (a9 + 9 — D) f (2)da (2.36)
0

Now, to solve the integral in (2.36]), we require CDF Fr,(-) and PDF fr_(-). Using
([2.31)), Fr,(x) can be given as

Frp (@ / fr.aloz)d (2.37)

where 90 = 1 + 7,4. Further, invoking (2.10)) into (2.37) and solving the involved
integral using [59, eq. 3.351.1], we obtain Fr,(z) as

mg—1

Frp(z) =1—aq Z Cd (pa)tt Z Qpﬁéd () ppe e, (2.38)

Then, the fr,(z) can be calculated using (2.11)) as fr,(z) = 9f,..(Vz) where 9 =

1 + Yue, and given as

me—1
frp(z) = Jae Z 9= Celr ;rﬂw e~ (WBsc)w, (2.39)

Finally, on invoking (12.38)) and (2.39) into (2.36)), and performing the solution with
the aid of [59] eq. 3.351.3], we get the SOP Py as

mg—1
Pae = 1 dz Calr ~+1Z i ”Zcqu 1y

Me—

7~+1 +r)'e‘9ﬁ5d (3a—1) gr+1 (Bs, 075 + U5s.)” (qtr+1) (2.40)
r=0

To obtain further insights, we analyse the asymptotic behaviour of the SOP

expression at high SNR regime (i.e., assuming p; — 00). Thus, we first calculate the

asymptotic expression of Fr,(z) at high SNR, after inserting ({2.23)) into (2.37)), as

F, (v) ~ o—x. (2.41)
Pd
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Now, on invoking ([2.41)) and ([2.11)) into (2.36)), and solving the integration with the
help of [59, eq. 3.351.3], the asymptotic expression for SOP can be evaluated as

me—1
P;e(; ~ Q% Z Ce(r)ae (q + T>!19T+1 (19666)_(T+1)

X (3(r + D! (@85) ™ = (3 — 1)r) (2.42)

From ([2.42)), it can be observed that the considered system achieves a diversity
order of unity. It is worth noting that the achievable diversity order is independent

of fading severity parameter of the satellite link.

2.4.3 Numerical and Simulation Results

We perform the numerical investigations to examine the impact of different UAV-
J’s locations and shadowing scenarios of the satellite links on SOP performance of
the considered system. For this, we consider two scenarios of shadowing, namely,
average shadowing (AS) and heavy shadowing (HS) for the main and wiretap links,
whose channel parameters are kept same as given in Section [2.3.3] Without loss of
generality, we consider suburban environment with ¢ = 4.88, w = 0.43, ¢,0s = 0.1
dB, and ¢n.os = 21 dB, and fix the altitude of the UAV-J H = 100 meters and
path loss exponent a; = 2 for j € {d,e}. In addition, we consider the horizontal
coordinates of D and E are fixed as (—L,0) and (L, 0), respectively, with L = 100 in
meters. Monte-Carlo simulation results are also provided to justify our theoretical
analysis.

In Fig. [2.6] we plot the SOP curves versus py for different values of ¢. Here,
we consider both main and wiretap links undergo HS of shadowed-Rician fading.
We set R = 100 meters, p. = 10 dB, P; = 40 dB, and Rs; = 0.1. Recall that the
¢ and R collectively define the location of the UAV-J. Accordingly, when ¢ = 0°,
UAV-J is located near to the eavesdropper. Besides, for ¢ = 180°, UAV-J flies
near to the destination. From Fig. 2.6, it can be found that the system achieves
better SOP performance for ¢ = 0° (i.e., when UAV-J is near to eavesdropper F)
as compared to for p = 180" (i.e., when UAV-J is near to destination D). This is
owing to the fact that when UAV-J is located near to eavesdropper, it can more
effectively seize the eavesdropper from intercepting the satellite information. These
observation indicates that the secrecy level of a LMS system can be enhanced by

deploying UAV-J near to eavesdropper location.
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Figure 2.6: SOP of the considered system for different values of (.
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Figure 2.7: SOP for different shadowing scenarios.

Fig. depicts the SOP performance of the considered system with different
shadowing scenarios of the satellite links for R, € {0.2,2}. Herein, we keep ¢ = 45,
pe = 0 dB, P; =40 dB, and R = 100 meters. We can see from the SOP curves that
system achieves best performance when S — D link experiences AS and S — F link

experiences HS, whereas, for vice-versa case i.e., S — D and S — FE links undergo
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HS and AS, respectively, system SOP performance goes worsen. We also observe,
from Fig. 2.7] that the SOP increases with an increasing R, which indicates that

the system can attain improved secrecy performance with small target secrecy rate.

2.5 Summary

In this chapter, we investigated the secrecy performance of LMS systems with a
single terrestrial eavesdropper. First, we evaluated the secrecy performance of a
LMS system in the presence of CCI at terrestrial user. We derived accurate and
asymptotic SOP expressions for the considered system. We characterized the sys-
tem diversity order and deduced that it remains unaffected by the fading severity
parameters of satellite links and the number of co-channel interferers. Further, we
investigated the secrecy performance of a LMS system using a UAV-based friendly
jammer in the presence of an eavesdropper on the ground. For this configuration, we
derived the exact and asymptotic SOP expressions over pertinent channels of the
satellite-ground and the UAV-ground links. Our results demonstrated that while
the satellite channel conditions and interference have severe impact on the LMS sys-
tems performance, the UAV jammer can notably improve the secrecy performance.
Finally, we provided numerical results to vindicate the analytical derivations and
to enlightened the impact of various key parameters on secrecy performance of the

considered LMS systems.
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CHAPTER 3

LMULTI—USER HYBRID SATELLITE-TERRESTRIAL
RELAY NETWORKS WITH OUTDATED CHANNEL
STATE INFORMATION AND CO-CHANNEL
INTERFERENCE

In the previous chapter, we analyzed the LMS systems where the satellite directly
communicates with the terrestrial users. However, the LOS links between satellite
and terrestrial users are blocked due to severe shadowing and heavy obstacles [6].
This unavailability of LOS link is known as the masking effect. The end-to-end com-
munication requires a consistent network that can overcome the problem of masking
effect and can provide uninterrupted connectivity in remote areas while minimizing
the deployment cost. To meet this challenge, researchers have envisioned the terres-
trial cooperation with satellite communication systems. To realize this, the satellite
networks have integrated well with existing terrestrial networks, introducing a new
architecture defined as HSTRN [3], [7]. Recently, HSTRNs have received consid-
erable attention due to its several advantages in variety of applications such as
navigation, disaster relief, military, and defense [5].

While many works have analyzed the performance of HSTRN using AF [18]-
[23] and DF relaying [24]-[26], they have focussed on a single-user scenario. It is
worthwhile to notice that the future generation of communication requires to han-
dle and serve a vast number of ground users, thus, studying a multi-user scenario is
critically important. Multi-user relay network is a more challenging configuration,
mainly due to the involved heterogenous channels’ complexity and increased dynam-
ics. In a multi-user relay network, the relay assists the communication between a
source and multiple destinations/users [27]. The HSTRN has also been extended to
a multi-user scenario [29], [30] since the futuristic 5G mobile systems need to provide

high throughput services to a large number of terrestrial users. Specifically, in [29],
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a multi-user HSTRN has been studied with opportunistic user scheduling to exploit
multi-user diversity. In [30], a multi-user multi-relay architecture for HSTRN has
been explored. However, these works have assumed the knowledge of perfect chan-
nel state information (CSI) to facilitate the user selection process. In practice, the
CSI for user selection may be outdated due to various reasons such as feedback de-
lay, mobility, etc. In addition, with dense frequency reuse in wireless networks, the
HSTRN is susceptible to CCI, which is inevitable in practical scenarios. Although
few works [21]-[23], [26] have considered the impact of CCI on the performance of
HSTRN, they are limited to the single-user scenarios.

On another front, significant research attention has been directed towards deploy-
ing multiple-input multiple-output (MIMO) technology with satellite communica-
tion systems to achieve performance gains with multiple antennas [74]-[76]. Indeed,
the channel and propagation characteristics of satellite links are different from the
terrestrial links and thereby potential MIMO exploitation in satellite communication
is of primary concern. Basically, sparse scattering environment and insufficient an-
tenna separation at the transmitting satellite leads to a strong LOS and high channel
correlation. As such, the multipath fading effects over the spatial dimension may
get subsided and the potential benefits of MIMO could not be fully exploited in
such scenario. With this view point, few recent works have considered correlated
fading channels over satellite links, and exploited beamforming [77], [31] and space-
time coding [38], respectively, in dual-hop and single-hop LMS systems. Besides
these, majority of the works on MIMO satellite communications (e.g., see [78]-[80]
and references therein) have adopted i.i.d. assumptions for the pertaining multiple
channels. In fact, the theoretical studies on such topics have recently begun with a
main focus on determining the system performance limits. Moreover, in the most
recent literature [81]-[83], it has been emphasized that the satellite communication
system must be integrated with the terrestrial network to fulfil the requirements
of 5G wireless network. Thereby, it is important to evaluate the performance of
multi-user HSTRNs with MIMO configuration in realistic operating conditions.

Motivated by the above, in this chapter, we study a more generalized HSTRN
architecturd!] by configuring with multiple terrestrial users, multiple co-channel inter-

ferers at the AF relay, and multiple antennas at the satellite and users/destinations.

!This corresponds to a downlink multi-user HSTRN, where a source satellite communicates
with multiple users with the assistance of a single-antenna relay at the ground.
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Specifically, we employ maximal-ratio transmission (MRT) and maximal-ratio com-
bining (MRC) based transmit and receive beamforming at the satellite and land mo-
bile users respectively. Considering mobility of land users, we employ user scheduling
with outdated CSI over Nakagami-m fading channels of pertinent links. Moreover,
by adopting both i.i.d. and correlated shadowed-Rician fading channels for satellite
linksﬂ we conduct a comprehensive performance analysis of the proposed HSTRN in
terms of OP, EC and average SEP. Such investigation is important to understand the
achievable performance of HSTRN for its potential deployment in futuristic wireless
systems. The major contributions of this chapter can be summarized as follows:
e We study a multi-user HSTRN employing AF relaying in the presence of CCI
and opportunistic scheduling of terrestrial users in the presence of outdated
CSI, under shadowed-Rician faded satellite links and Nakagami-m faded ter-

restrial links.

e By considering both i.i.d. and correlated shadowed-Rician fading scenarios
at satellite, we derive accurate expressions of OP and EC for the proposed
HSTRN over generalized hybrid channels. Moreover, we derive average SEP

expressions under i.i.d. shadowed-Rician fading scenarios.

e We further deduce asymptotic OP and average SEP expressions in the high
SNR regime to evaluate the diversity performance of the considered HSTRN
and illustrate that the achievable diversity order would not get affected with
antenna correlation at the satellite. Our numerical and simulation results

highlight the impact of various key parameters on the system performance of

HSTRNS.

The rest of this chapter is organized as follows. In Section (3.1, we describe
system and channel model for a multi-antenna multi-user HSTRN. We carry out
the performance analysis of proposed HSTRN in Section [3.2] Section [3.3] presents
the numerical and simulation results, and finally, the summary of the chapter is

presented in Section [3.4]

2Herein, we assume perfect CSI acquisition with negligible Doppler spread over the satellite-
relay links by considering a satellite and a fixed location of the terrestrial relay. In fact, the CSI
acquisition would be difficult for the satellite links due to high latency and fast variation. Although
such problems of channel estimation and associated imperfection have been studied in [I9] for a
basic HSTRN, the research in this domain is in still infancy and is a topic for future investigation.
Nevertheless, our presented results in this chapter will serve as a benchmark of system performance
for the multi-antenna multiuser HSTRN.
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3.1 System and Channel Model Descriptions

As shown in Fig. we consider a multi-antenna multi-user HSTRN wherein
a satellite source S communicates with N terrestrial destinations {D,})_; via a
terrestrial AF relay R. The satellite S and all destinations D,, are equipped with
N; and Ny antennas, respectively, while the relay R is equipped with a single-
antenna. Further, we consider that the relay node is inflicted by M co-channel
interferers {;}, and each user is inflicted by the AWGN. This is a commonly
adopted scenario with respect to frequency division relaying systems [24], [26], [84]
wherein the relay and user nodes experience different interference patternsﬂ. Due to
shadowing effects, the direct links between the satellite and the terrestrial users are
not available. These direct links could be masked in certain scenarios such as heavy
shadowing, obstacles in the environment, users moving to tunnels, indoor users, etc.

We denote hy, as the N, x 1 shadowed-Rician channel vector between N, antennas

R hT‘dN t DN

Figure 3.1: HSTRN model with MIMO configuration.

at S and the single antenna at R. Likewise, h,4, represents the Ny x 1 Nakagami-
m channel vector between the single antenna at R and the N; antennas at nth
destination D,,. Whereas, h;,. denotes the channel coefficient of the link between ith
interferer and relay. We assume that the fading coefficients {h;, }*, are independent
and non-identically distributed (i.ni.d.) Nakagami-m random variables (RVs) with

corresponding severity parameters {m.;}, and average powers {Q;},.

3This could be possible when the AF relay lies close to other earth stations and/or other
relays and/or clusters of non-targeted land users, while it cannot support advanced interference
management techniques. As such, the relay in our proposed system model may encounter with a
CCI environment.
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The overall communication takes place in two temporal phases by employing
opportunistic scheduling of terrestrial users. In the first phase, satellite S beamforms
its unit energy signal x4 to the relay R. The received signal at R can be expressed

as
M
Yr = \/Fshjrgrwsrxs + Z V Pcihirxi + ng, (31)
=1

where P, is the transmit power at S, w,, is the Ny x 1 transmit weight vector, P,;
is the transmit power of the ith interferer, x; is the unit energy signal of the ith

interferer, and n, ~ CN(0,0?) is AWGN at relay R. The transmit beamforming

hg,
e[|

Note that this requires CSI for the satellite-relay links only and hence may offer a

vector wg, € CN+*1 is chosen according to the principle of MRT [85] as w,, =

low implementation complexityﬂ
During the second phase, the relay R first amplifies the received signal y,. by
a gain factor G and then forwards it to the selected destination D,. Hence, the

received signal at D,, after MRC is expressed as

Yd,, = g V Prwldnhrdnyr + Widnndna (32)

where P, is the transmit power at R, w,4, is the N; x 1 receive weight vector, and

ng, ~ CN(0,0%I) is the Ny x 1 AWGN vector. According to the MRC principle

: : . h
[85], the receive beamforming vector is chosen as w,q4, = ———. Thus, based on

- ||h7‘dn||F
(3.2), the end-to-end SINR can be obtained as

YsrVrd,
fyrdn (fyc + 1) + #7

Ysd,, = (33)

where vy = 0| [hor [[F, Yra, = 10l [ya, |7y e = Zi\; Neil hir|*, with ng = L5, = L5

[

and 7, = %. For variable-gain relaying, the gain G in (3.3)) can be determined as

1
7" \/ Pblwo P + S, Palhi|? + 0% 34
wherein it is assumed that the amplification process is performed by a simple nor-
malization of the total received power at the relay without applying any interference
mitigation technique, as widely adopted in similar studies [23], [27], [80]. Thus, the

instantaneous end-to-end SINR, for variable-gain AF relaying, at the nth destination

4This is in contrast to other beamforming schemes which may require CSI of overall links to
attain a better performance. It would however be very difficult for the satellite to acquire the CSI
of interfering links as well as that of multi-antenna multi-user links over the second hop in practice.
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is given by

YsrVrdy,
Vsr + (’Vrdn + 1) ('70 + 1)

To harness the multi-user diversity inherent in the considered network, an op-

(3.5)

VSdn =

portunistic scheduling of D,, is employed, wherein the transmissions are scheduled
based on the channel quality of multiple destinations with the relay. For this, the
relay first selects the destination with the strongest R-D,, link, and then feeds back
the index of the selected user to the satellite S. As such, the instantaneous SNR. of

the relay-user link is formulated by

T = IS e (3

In realistic scenarios, where the channel changes rapidly enough, the CSI obtained
by the relay could be outdated [86]. Thereby, a delay exists between the user
selection phase and the data transmission phase. Hence, the actual end-to-end

SINR associated with the scheduled user can be given by

_ Vsra/rd
Vsr + (%‘d + 1) (’Vc + 1),

where 7,4 is the delayed version of 7,.4. Let 7,4 be the delayed version of 7,4,

Vsd (37)

and is given by 7.4 = mH}NlenH%, where }Nlrdn is the delayed version of h,4 . The
correlation coefficient between 7,4, and 7,4, can be given by p.q = JZ (27 f,7) [87]
with Jo(+) being the zeroth-order Bessel function of the first kind [59, eq. 8.411], f,
is the Doppler frequency, and 7 is the time delay.

Now, we discuss the channel model and statistical characteristics of the satellite
and terrestrial links. Considering uncorrelated shadowed-Rician fading model, the
PDF of the squared amplitude of the channel coefficient hY between satellite’s 1th
antenna and the relay R is given by [16]

f\hﬁQP@) = ae P B (mg; 1;0z), x> 0. (3.8)

Considering hg, with i.i.d. enteries, we can simplify (3.8 for integer-valued severity
parameters, using ([2.2)), as

ms—1

Fpop(@) = a ) ((r)ate P07, (3.9)

k=0

The PDF of ~,. can be derived, by following the procedure given in [58, App. A]
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and making a transformation of variates using (3.9)), as

ms—1 ms—l
Frolw) =Y - Z P le e, (3.10)
Z1 =0 lN =0

where Z(N,) = o™ T2, i) TIY By iy + tign + 1), A = 3N i + N,

Bs = %, and B(.,.) is the Beta function [59, eq. 8.384.1]. After integrating (3.10)
using the fact [59) eq. 3.351.2], the corresponding CDF can be obtained as

ms—1 ms—1 — A—
Eo@)=1- 3 o 3 S I gt gy
LA (o)A &= pl | |
i1=0 in,=0 V157 p=0 7

Next, we discuss the statistical characteristics of the satellite channel under cor-
related shadowed-Rician fading. Let us define A, as N, x N, positive definite matrix
with constituent elements as correlation coefficients of the LOS components of the
shadowed-Rician fading links, we can model the channel vector hy, = AS% h, + h,,,
where the LOS component h,, constitutes i.i.d. Nakagami-m RVs and the scattering
component h,, comprises the i.i.d. complex Gaussian RVs [16], [31], and AS% is the
matrix square root of Ag. As such, by following the procedure as given in [60, Th.2],
the PDF and CDF of ~,,. can be derived, respectively, as

msNs+k—N,

fro (@ CZ Ok Z T, pNett1= ()7 (3.12)
=0
and
msNs+k—Ng Ng+4— 1 _(Ns_i_g_p)
['(Ng + ¢)
—1—<zgk DY [+ (n_) wve (B,

_ (3.13)

m l
_T1Ns (2 € 2p \MsNs+k _ (=1D)Y(Ns—msNs—k), A
where ¢ = Hi:l (/\) » Ok = [ap) s (2b+A) » Whe= st D (N +0) 26(2b+X)) 7

o = % — W/I;/\V A = min{\;,i = 1,..., Ny}, \; are the eigenvalues of matrix

I:N{S = (%Z) R, ¢ =1, and

m k+1 [ Ns A J
_ s -2 . k=0,1,2,...
€k+1 ]{—{—1; [;( )\l) ]6k+1 7 5 Ly 4y

Considering the terrestrial links with a cluster of {D,,}2 ;| users, the pertinent

channels follow i.i.d. Nakagami-m fadinéﬂ with fading severity my and average power

®As in various works [27], [80], we follow i.i.d. assumption for terrestrial users to keep the
system performance analysis tractable. Such scenario may however be realized in practice when
the terrestrial users are clustered relatively close together (location-based clustering).
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Q4. As such, the PDF and CDF of channel gain +,4, are given, respectively, by

maNd | myNy—1
md d €T diVd _ mgzx
) = - ————¢ Qqnr 3.14
P = (o) (3.14)
and
mqx
F =—7 Ny, —— 3.15
Trdn (l‘) F(mde) (md ds anr) 3 ( )

where T(-,-) and T'(-) represent, respectively, the lower incomplete and the complete

gamma functions [59 eq. 8.350].

Lemma 1. The PDF of 7,q can be given by

N—-1 (_1)j J(maNa—1) !
3 _ N-1 j I
fra(x) = NZCJ' T (malNy) Z Wi Zci
=0 1=0 =0
mde—i-i =
X ( de ) Eiju am NI e (3.16)
dTlr
L(mgNg+)pt (1—prqg)t =t i(1—p, Qgnr . i
where &; ;= F(md]Efd—T—z')‘[ij(l)i);i,i)—i-f]’i?ﬂvd*l“’ Xj = % and the coefficients wy,
for 0 <1< j(mgNg — 1), can be calculated recursively (with e, = ) as Wl = (g0),

y . ¥ . N l . .
W{ - .](61)7 w;(mde—l) = (gmde—l)]; wlj = ﬁ gzl[gj -+ g]sgwlj_g f07” 2 < l <

mgNg — 1, and wlj = L mde*l[gj — 1+ g]egwl{g for mgNg <1 < j(mgNg—1).

T lgg Lug=1

Proof. By applying order statistics, the PDF of 7,4 can be represented as

f%d(x) = N[F%dn (z)]N_lf%dn (z), = >0. (3.17)

On invoking the CDF F, , () with series form of Y(-,-) [59, eq. 8.352.1] and the
respective PDF into (3.17)), and then applying binomial and multinomial expansions
[59, eq. 0.314], we get

N-1 . j(mgNg—1) mgNg+l1 )
o (=1) mg \ Ngtl—1,— e
fr,(@)=NY CN ' —— wi gmatatt=le™ mag
ea(2) j;o 7 T(maNa) ; Qany :

(3.18)

Since 7,4 and 7,4 are correlated Gamma-distributed RVs, the PDF of 7,4 can be

obtained as

f,a() = / " Foanal9) a0y, (3.19)

where f5 +..(%|y) is the conditional PDF of 7,4, conditioned on 7,4. It can be given
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by [85]

mgNg—1
2

S ()
_ T =
f’Yrd|'Yrd( v) (1— pra) (anr Pray
mlongrte) (M (3.20)
< | |

X e_(l—Prd)anrIm No—1
diVd 1
— prd)anr

where Z,(+) is the vth order modified Bessel function of the first kind [59, eq. 8.406.1].

On substituting ([3.20]) and (3.18]) into (3.19)), and simplifying using the approach in
[87], we obtain (3.16)). |

Now, differently from f, (z) and f5 ,(x), the derivation of exact PDF of ~,
is rather intractable since it involves the sum of ini.d. Gamma RVs and hence
needs to perform a multifold convolution, becoming cumbersome even for small
number of interferers. Therefore, as in [66] and [88], we resort to a highly accurate
approximation approach [67] by which the PDF of 7, can be represented effectively
to that of a single Gamma RV as

m[ mr xm[—l _?;711.
~ [ — 3.21
Feo =~ (1) e (3.21)

where the parameters m; and 2; are calculated from moment-based estimators. For

this, we define & = Zi‘il |hir|? and, without loss of generality, we assume no power

control is used i.e., P, = P. or ng =n. = %. Then, from [66] and [88], we have

Q=1 with Q. =E[®] = Zf‘il Q. and m;= %. Herein, the exact moments

of ® can be obtained in terms of the individual moments of the summands as

n ni M —2
E@"]=) > -~ D, Gty G
n1=0n9=0 ny—1=0
< Uhlr|2(nfn1)] E [|h2r‘2(n1fn2)} ...E |:|hM7"2(n1\/171)i| ’ (3.22)
where
E{lhi|"] = T (mer) (m_) . (3.23)

3.2 Performance Analysis

In this section, we conduct the performance analysis of the considered network by de-
riving expressions of OP and EC under both uncorrelated and correlated shadowed-

Rician fading, and average SEP under uncorrelated shadowed-Rician fading.
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3.2.1 OP Analysis

The OP is defined as the probability that the instantaneous end-to-end SINR 7,4

falls below a certain threshold . It can be mathematically represented as

Pour = Pr h/sd < ’yth] = F’st (’yth)' (324)

We now evaluate OP in (3.24) under uncorrelated and correlated shadowed-Rician
fading cases. First, we derive OP under uncorrelated shadowed-Rician fading case

in the following theorem.

With Uncorrelated Shadowed-Rician Fading

Theorem 1. The closed-form expression of CDF F,_,(x), under uncorrelated shadowed-

Rician fading, can be given as

ms—1 A 1 F(A N— j(mde 1) l
j I
Pam=1-ny 5 | Z oD D) -
i1=0 ~ 8 o P = L(ma d) = =
1= iNg p= =0 =0
my \ Nt x mallati=l Abpt¥s 14vs9
d e Xy P maNa+i—1g-Atpt=5" 1+ =
() e R e R

« gmaetitp=1=(30) 1 (ﬂ)mlF(1+p+m1+u—q)r(p+m1)q9 Jeermtd
F(m[) Q[

Bgaie) Bsx(1+ z)
X € ¥ 0 W_ L (pmi)+v—ql, d(v—q+1) (ij , (3.25)
where U, 1 = Psx + % and Wy (+) is the Whittaker function [59, eq. 9.222].
Proof. See Appendix 3.A. [

Now, by substituting into , the OP for HSTRN can be computed di-
rectly at o = .

Theorem [I]| presents an analytical expression for the precise OP evaluation of the
considered HSTRN, and it allows for the complicated hybrid channel scenario in the
presence of outdated CSI and CCI with arbitrary number of antennas, number of

interferers, and number of users over entire SNR regime.

Achievable Diversity Order
Although the analytical OP expression using (3.25)) is quite useful and provide sev-
eral insights from numerical plots, it is too complex to predict diversity order for

the proposed HSTRN. Therefore, we need to obtain an equivalent OP expression
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in asymptotically large SNR regime that helps in identifying the joint impact of
outdated CSI, CCI, system configuration, and channel fading parameters on the
achievable diversity order. For this, in the high SNR regime, we assume 7, n, — 00
with the ratio Z—T held constant. Consequently, we derive the asymptotic CDF of
~sa under two scenarios, namely outdated CSI (p,q < 1) and perfect CSI (p,q = 1),

under the influence of CCI as

oMo QN TN, +my) Uy (x), if pog < 1
Fy (@) ~ Nl (—) T ‘ : (3.26)

s+\Tls mr <m1> \Ifg(x), lf Prd = 1

where Wy (x) and Wy(z) are given, respectively, as
mgNg
N-1 . mq mgNg
—1) <Qd> x
Ui(r) = NS et . 3.27
W) =N Y Ny G = o 7 i 320
1 max malNaN

and v = . 3.28
! 2{2) [[(maNa + 1)V (Qdm) (3.28)
Proof. See Appendix 3.B. [ |

Now, plugging (3.26]) into (3.24) and evaluating at x = 4, an asymptotic OP

expression can be obtained. Thereby, one can examine the achievable diversity order
for the considered HSTRN under the following cases.

Case-1: For perfect CSI (p,q = 1) and low level of CCI (1. < 7;), the achiev-
able diversity order (defined by the smallest negative exponent of n, or n,) is
min(Ng, mgNgN).

Case-2: For outdated CSI (p,q < 1) and low level of CCI (7. < ny), the achiev-
able diversity order is min(Ng, mygNy).

Case-3: For a high level of CCI i.e., when 7, increases in the same level as 7
while maintaining the ratio % a finite constant, the diversity order reduces to zero
regardless of the perfect or outdated CSI cases.

Remarks: The advantage of a multi-antenna satellite is clearly highlighted by
the achievable diversity order of the considered HSTRN. Specifically, with a low
level of CCI and perfect CSI condition, the system can exploit multi-user diversity
when the number of antennas at satellite is sufficiently high, otherwise the system
performance is bottlenecked by the satellite-relay link whose fading parameter my
does not contribute to the diversity order. Hence, the deployment of multiple an-

tennas at the satellite is important to realize the achievable performance gain. In
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addition, when the CSI is outdated, the advantage of multi-user diversity cannot be

realized.

With Correlated Shadowed-Rician Fading

Now, we present the analytical OP expression for the considered HSTRN over cor-
related shadowed-Rician fading channels by deriving the pertaining CDF of 7,4 in

the following theorem.

Theorem 2. The expression of CDF F.,_ ,(x), under correlated shadowed-Rician

fading, is given as

msNs+k—Ns Ns+6— 1 N —i—ﬁ (_1)j j(maNg—1)
N-1 j
F —1—CNE o > Wkt E E C; T(maly) >
(=0 §=0 1=0

mde—i-z 1

m mde—i-z —NS— ng 1+V7q
l D mgNg+i—1 [ ¥
XZC <anT> &ijl e XJ ZC Z Cratd (ns) X; 3

i=0

1 m
(1+x)f£ mde+z+p1( )F(m[) (?;—II) FA+p+mr+v—q) T (p+my)

wc(1+<c)
mi)tv—q) 3 pr(l + )
(19/ ) 12(p+mp)+v—q| 210X Y L12(p+my)+v—q),t (v— q+1)< 2 By >7 (3.29)
J

where ¥}, ; = ;‘f:c + G- and other parameters are the same as defined previously.

Proof. See Appendix 3.C. |
Thus, invoking (3.29) in (3.24]) and evaluating at x = -, yield the desired OP

for correlated shadowed-Rician fading case.

Achievable Diversity Order
To examine the diversity order of HSTRN under correlated shadowed-Rician fading
channels, we first obtain the CDF F, ,(x) at high SNR as
= ea™T(Ny +my) 2p O\ "Nt
Frul®) = €2 oy, — i)™ <2b+ A)

1 (Q]> s \Ijl(x)a if Prd < 1
X ——(— ) +
F(ml) mr \112($)’ if Prd = 1

, (3.30)

where Wy (x) and Wy(x) are same as defined previously.
Proof. See Appendix 3.D. [ |
From , we can deduce that the achievable diversity order of HSTRN under
correlated shadowed-Rician fading is min( Ny, mgNgN) for p,.q = 1 and min(Ng, mgNy)
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for p,.q < 1. This is same as obtained for the case of uncorrelated shadowed-Rician
fading.

Remarks: The system diversity order of proposed HSTRN is not affected by
correlation in satellite antennas as clear from . It is important to note that due
to a strong LOS and sparse scattering environment, the channel correlation would
exist at the transmitting satellite. However, since the diversity order does not get
affected, the deployment of multiple antennas at satellite in HSTRN is greatly mo-

tivated for futuristic wireless system design.

3.2.2 Average SEP Analysis

In this subsection, we evaluate the average SEP performance of the considered sys-
tem. As such the SEP evaluation requires an additional integration which makes
it more complex even for a single-channel. For analytical tractability, we herein
consider a single-antenna at user destination node (i.e., Ny = 1) and derive the an-
alytical and asymptotic average SEP expressions for uncorrelated shadowed-Rician
fading case. Since the correlation of satellite antennas would affect average SEP
performance similar to OP performance, moreover, the diversity order does not get
affected from antenna correlation. Therefore, we have focused only on uncorrelated
shadowed-Rician fading case. For typical modulation formats, the average SEP can

be expressed as

P, =ab,, [Q («/267&1)} , (3.31)

where Q(-) represents the Gaussian-@) function, and a and b are the modulation-
specific constants, e.g., a = 1 and b = 1 for binary phase-shift keying (BPSK); a = 2
and b = sin? (ﬁ) for M-ary phase-shift keying (when M > 4). Further, we can

statistically simplify (3.31)) as
f / e E,(v)dx. (3.32)

Theorem 3. The closed-form expression of average SEP, under uncorrelated shadowed-
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Rician fading, can be obtained as

ms—1 ms 1 — A-1 p m; N—1
a E(N) T(A) o —(ap) mp\" N-1
P-t- f > s ey (m) e

A
i1=0 iNg —0 Ns p=0 q=0 3=0
Ja Y y ma \" " T(q + my) . mg‘:‘l T(mg + 1)
: Qarlr T(mp) 0 & K
—(q+mi) k+p+5
1 i m m 2
(% - (md+z k) ("1 I
" ( +p+2) % o 0
X\If{k—l— +1k+ +1 (q+ 1) o (b+6+1>} (3.33)
- — m , :
p p 5 q 1= 9155 B X
Proof. See Appendix 3.E. |

Achievable Diversity Order
To reveal more insights, we perform asymptotic analysis of the average SEP expres-
sion at high SNR regime and obtain the asymptotic expression under two cases, viz.,

pra<1 (i.e., outdated CSI) and p,q=1 (1 e., perfect CSI), a

p ot \f o Dla+m) (m\™
N 775 =0 q F(m;) Q]

1) po(Ne+) | Uy, if pra <1

XF(NS+—
1?2, lfprd:l

5 : (3.34)

where 1), and 1y are given, respectively, as

N1 ( 1 b=(mats) mg \
P = N- \/726 (md+ 5) (1 = pra) + 1™ (anr) (3.35)

and
_a [bT (mdN + l) p—(maN+3) mg \ ™
Y= 5\/; [F(m;-f— DN (anr> ' (3.36)

Remarks: As can be observed from (3.34), under low level of CCI, system

attains a diversity order of min(Ng, mg) for outdated CSI and min(Ng, mgaN) for
perfect CSI. In addition, it is shown, through numerical and simulation results in
Section that for a high CCI level i.e., when 7, increases in the same propor-
tion as 1 and keeping the ratio nn_ a finite constant, the diversity order reduces to
zero. Interestingly, it is realized that the achievable diversity order remains unaf-
fected by the fading parameter m, of the satellite link and the number of co-channel

interferers M.

Next, we analyze the EC of the considered system with variable-gain and fixed-
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gain AF relay. As such the fixed-gain relays, that benefits from the knowledge of the
first hop’s average channel gain in contrast to the instantaneous channel information,
shown to have comparable performance with variable gain relays which make them

attractive from a practical standpoint [89].

3.2.3 EC Analysis

In this section, we determine analytical expressions of EC for the considered HSTRN
under variable-gain AF relaying and fixed-gain AF relaying protocols. The EC
(in bits/s/Hz) is defined as the statistical expectation of the instantaneous mutual
information between the source and destination. For end-to-end SINR 7,4, it is

mathematically expressed as
— 1
C = 5 B llogy(1+ )], (337

where the factor 1/2 accounts for two-phase transmissions from S to D,,. We now
proceed to derive closed-form expressions of EC for variable-gain AF relaying and
fixed-gain AF relaying protocols under both uncorrelated and correlated shadowed-

Rician fading cases.

Under Variable-Gain AF Relaying

On inserting the SINR 7,4 from (3.7)) into (3.37)), one can readily represent
— 1 L+ 7e) (1 + 75
C:§E[log2(( + Yse) +”>)}, (3.38)

1 + Vsc + %rd

— Vsr

c

where v, is defined under the dominance of interference over noise. The direct
computation of EC in (3.38]) is cumbersome. Alternatively, we adopt the moment

generating function (MGF)-based approach, as in [90], to evaluate EC as

al 1 > —sAA 1 > —si A -
C i | M- s [ ML M (s (339
where
Moo= [P @)]d (3.40)
0
and M5, (s) :/ e f5 ,(x)dx. (3.40b)
0

—~

Herein, M, (s) and M5 _,(s) respectively denote the complementary MGF trans-
form and the MGF of v, and 7,4. Based on (3.39), we now derive closed-form

expressions of EC for variable-gain AF relaying under uncorrelated and correlated
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shadowed-Rician fading cases.

Theorem 4. The EC in for variable-gain AF relaying under uncorrelated

shadowed-Rician fading can be given as
C=C,—Cy, (3.41)

where Cy and Cy are respectively given as

ms—1 msl Al

Ci= 21n2Z Z ZF(A (r%)p

|
11= =0 ZNS_O p= p

1 1+p,1
X G 22| L P (3.42)
L(my) 57| Qs 1+p,p+my

and
ms—1 ms—1 — A-1
62 = N . Z :(Ns) F(A) 65—(1\—13) 1 <&>p
2In2 = ing=0 0 =0 p! L(mg) \my
N-1 . J(maNg—1) ! Nt
—1)3 . my aNg
x CN_I(— wy Cf ( ) &gl
2 e 4 50 an)
maNa+i ~1,1,1,2,1 o =11 —mgNg —i
<G G oy 5 : (3.43)
where Ggg[] is the Meijer’s G-function [59, eq. 8.2.1.1] and G1 1111]201[2 1][] is the

generalized Meijer’s G-function of two-variables [91)].

Proof. See Appendix 3.F. [ ]

Note that the Meijer’s G-function can be readily evaluated using built-in func-
tion in Mathematica, while the generalized Meijer’s G-function can be proficiently
evaluated using approach as presented in [92] Table II]. As such, the derived ex-
pression in Theorem [ is quite useful for precise EC performance evaluation of the
considered HSTRN in the generic scenario with arbitrary number of antennas, users,
and co-channel interferers.

The EC under correlated shadowed-Rician fading is presented in the following

theorem.

Theorem 5. The EC in for wvariable-gain AF relaying under correlated

shadowed-Rician fading can be given as

C =Cy — Cp, (3.44)
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where Cyy and C.y are respectively given by

msNg+k—Ng Ns+L— 1 N +€ ( )—(Nﬁ-f—p)

<_ o0
21n2kzzog’“ 2 w“z

ol —

(=0 s
L (& me a| el (3.45)
['(mp) \m 221 » )
I I ns |1 +p,p+my
and
oo msNs+k—Ng Ns+0— 1 —(N;-i—é—p)
(N —|—€
Coz = 21n229’“ ZZ_; ot Z p! (n)
p N—1 . j(mgNg—1) mgNg+i
_1)3 ( mq >
cN-1 !
X w C;
o () 59 iy % 432 (s
s | _p1:1 —myNy — 1
mgNg+i ~1,1,1,2,1 Q b L diVa
ngle ¢ d+G 1,[1:1),0,[2:1] e . (346)
X;j |——:;mr+p,1+p;0
Proof. See Appendix 3.G. [ |

It is worth mentioning that although the derived expression in Theorem [5 con-
tains infinite series and Meijer’s G-function, it can be evaluated efficiently through
Mathematica by taking the finite number of terms to achieve the required accuracy,

as illustrated numerically in Section [3.3]

Under Fixed-Gain AF Relaying

For fixed-gain AF relaying, the gain factor is calculated as

1
FG — : , (3.47)
E[P|h] w|? ]+E[Z P62|h27”‘ ] + o2

thereby, the SINR, for fixed-gain AF relaying, can be obtained as

FG VsrVrd, (348)

/Ys n )
¢ Yrd, (70 + 1) +U

where U £ W = Elvs] + E[y.] + 1. Consequently, the actual end-to-end SINR

associated with the scheduled user is given by

IYsr%rd
sd — = . 3.49
Jad Yrd (Ye +1) +U ( )

On using the SINR from ([3.49)) into (3.37)), we have

a2l 1 Vsr:?rd
C = Eiln{1+ = . 3.50
2In2 {n< +%d(%+1)+u>] (3:50)
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Under interference-limited scenario [27], we can simplify (3.50) by assuming the

dominance of CCI over noise (i.e., 7. + 1 =~ 7.) to express

. 1 Yrd " :
oo L gl (Lt L (Ysr =+ Ve)
2In2 1 + Vrd%

U'Yl T C’Y27 (351>

where C, = 555 E[In(l + )lieqiop 1 = Z(Vsr + Ye), 72 = Z7e with Z £ %
Since 7, and 7, are statistically dependent, the evaluation of is not very
straightforward. To proceed, we first condition on Z = z to compute the conditional
expectation in and then uncondition it by averaging over PDF of Z. Thus,

we can write

0= /OO |?71‘Z _672\2] fZ(Z)dz7 (352)

where C., 1z = 55 E[In(1 + 71|2)]ieq12y- Further, as in [93], C, |z can be given by

2ln2

means of MGF transform as

— 1 e S
sz = 5o /0 . (1 — ./\/lw(S]Z)) ds. (3.53)

The conditional MGF transform of v, involving the sum of RVs can be determined
as M,, (s|Z) = M, (28|Z) M, (zs|Z), where the fact M,x(s) = Mx(as) has also
been applied. Similarly, we have M., (s|Z) = M, (zs|Z). Making use of these
MGFs in along with the key transformation

M, (25|2) = 1 = zs / e (1= B, () da, (3.54)
0
we can rewrite | as
S / / (2512)(1 = Mo (252)) f(2)dsdz, (3.55)

which, after some manipulation, can be expressed as

=0 / / e M., (25| Z2) M, (25| 2) 2(2)dsdz, (3.56)
2In2 Jy J

where ./\/l%r (28]Z) & [T e (1 - F,, (x))dz is the conditional complementary
MGF transform.

Now, we proceed to determine various quantities in to evaluate EC for
fixed-gain AF relaying under uncorrelated and correlated shadowed-Rician fading

scenarios in the sequel.

Theorem 6. The expression of EC for fived-gain AF relaying under uncorrelated
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shadowed-Rician fading can be given as

N KA A EW) ST (8) RS vy (1)
€= ilZO Z_ p'T(my) ;Cj ['(maNy)

Ny+i ;
J mqlNg 15“ u2(mde+z)+1
LI ma Nt

Xij

G21111 ﬁ —mgNg —1,0;1 + p;my (3.57)
2,[1:1],0,[1:1] Z(&) 00 : :
Xj \me s Uy
Proof. See Appendix 3.H. [ |

Further, we follow the similar steps as in previous case by replacing the CDF in
(3.11) with (3.13]) to obtain the desired EC expression for fixed-gain AF relaying

under correlated shadowed-Rician fading case as

msNs+k—N, Ns+L0— 1 N +£ —(Ns+£+1) N—-1
O T CN—l
Mz S = X e (F) g

=0 7=0
. j(mgNg—1) l mqNg+i mgNg+i)+1
1)/ U 2(mgNg+i)+
S ) wlZCl<md) T e
F(mde) o mgNg—+i+
U Ns N . .
o« G2LLLL Xi (?) —malNg —1,0;1 4+ pymy (3.58)
2110011 4, [ . '
u (m_) —:0;0

Remarks: It can be observed from (3.58) that EC relies on the parameters &,
0k, and @y, ¢, reflecting that the system’s EC is directly governed by the number NN,

of source antennas.

3.3 Numerical and Simulation Results

To evaluate the performance of the considered HSTRN and to assess the useful-
ness of our derived analytical and asymptotic expressions, we perform numerical
investigations and validate the theoretical results through Monte-Carlo simulations
in this section. We set Q; = 1, 34, = 0 dB, 1. = 1 dB (unless stated otherwise),
and ns = 1, as transmit SNR. The shadowed-Rician fading parameters for satellite
(S — R) link are considered as (ms, b, 25 = 1,0.063,0.0007) under heavy shadowing
and (my, b, Qs = 5,0.251,0.279) in average shadowing scenario [58]. In addition, the
parameters of interference channels have been set as {m.;}%_; = {1,2,2.5,3,3.5,3.5}
and {Q.}¢, = {1,2.5,2.5,3.2,3.5,4}. For each set of interfering signals, the pa-
rameters calculated for respective analytical curves are depicted in Table [3.1]
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Table 3.1: Estimated Parameters for Interfering Signals involved in (3.21])

M 2 3 4 5 6
my | 2.9697 | 5.4340 | 8.4317 | 11.9136 | 15.4
Q 3.5 6 9.2 12.7 16.7

3.3.1 Investigation with Uncorrelated Shadowed-
Rician Fading
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Figure 3.2: OP curves under various diversity parameters.

Fig.|3.2  plots the OP curves versus SNR for the considered HSTRN over uncorre-
lated shadowed-Rician faded satellite links and Nakagami-m faded terrestrial links.
In particular, we obtain the OP curves with various parameters (g, mg, N, N;) un-
der both average and heavy shadowing scenarios by setting p,q = 0.8 and number
of interferes M = 3. The analytical and asymptotic OP curves are plotted using
the derived expressions in (3.25) and , respectively, which are clearly found
to be aligned and corroborated with the simulation results. From Fig. |3.2] one can
also observe that system’s OP curves justify the diversity order of min(Ng, mqNy) as
long as the interference power level remains low as compared to transmit power (i.e.,
n. < ns). For instance, the diversity order of 3 can be realized through the slopes
of the OP curves when (Ng, mg, N, Ny) being (3,3,2,1) as compared with (2,1, 3, 3)
for diversity order of 2. Accordingly, system’s OP performance improves when these

diversity parameters increase. Moreover, we can see that the system outage perfor-
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mance becomes better in average fading condition as compared to heavy shadowing
scenario, as expected. Indeed, a relative shift in the OP curves can be seen which

is due to the system coding gain influenced by system/channel parameters.

Analytical (ms, b, 2,=1,0.063,0.0007
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Simulation
)
=
e
[4¥]
o)
o
=
[aW
)
% ) 1
g 10_4, (Ns‘vNaNd)
o (4v4a 1) 1
10°}F
Prd = 1 ( 3
10_6 I I I tv_-l I

0 5 10 15 20 25 30 35 40
Average SNR 7, (dB)

Figure 3.3: Impact of multiple users on OP performance.

Fig. [3.3] illustrates the impact of multi-user diversity on the system outage per-
formance under both perfect and outdated CSI condition. Herein, we set the fading
severity parameter my = 1 and number of interferers M = 2. We can clearly see
from this figure that, for a given set of parameters (N, N, Ny) = (3,2, 1), the system
exploits multi-user diversity of order 2 in case of perfect CSI (p,q = 1) while system
attains a diversity order of 1 for outdated CSI (p,q = 0.6) case. The various curves
confirm the achievable diversity order of min(Ny, myNyN) in perfect CSI case and
min( Ny, mqNy) in outdated CSI case wherein the multi-user diversity cannot be real-
ized. As such, when N; < myNyN, the system performance is dominated by satellite
links and hence a notable performance difference appears under heavy and average
fading scenarios. Otherwise, if Ny > mgNyN, the system performance is limited by
terrestrial links, and hence the curves for both heavy and average fading scenarios
are merging at high SNR e.g., see the respective curves for (Ng, N, N;) = (3,2,1).

Fig. depicts the effect of different interferers and interference power on the
outage performance of considered HSTRN. Herein, we plot the OP curves for M = 1
and M = 6 with a set of interference power 7. = (1, 10) dB under both average and
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Figure 3.4: Impact of interferers on OP performance.

heavy shadowed-Rician fading cases. For this, we set Ny = 2, N = 2, my = 1,
Ny = 3, and p,q = 0.4. It can be observed from Fig. that, as the number
of interferes or interference power increases, the OP performance of the system
degrades as revealed clearly by set of curves (M, n.) = (1,1dB), (1,10dB), (6,1dB),
(6,10dB). Moreover, the analytical and asymptotic curves corresponding to the OP
evaluation for finite number of interferers are found to be very accurate to exact

simulation results and they are closely aligned in the high SNR regime.

Fig. [3.5 shows the OP curves for the considered HSTRN under high interfer-
ence power levels, where we set M =1, N = 3, myg = 2, and Ny=1. Herein, we
consider high interference power 7, such that 7. varies proportionally with 7, while
maintaining Z— as a constant ratio of 25 dB. It is observed that the high interference
power level brings zero diversity floor to the system performance. Note that for
both p.q = 1 (perfect CSI) and p,q < 1 (outdated CSI) cases, the system holds zero
diversity gain under high interference power level. Further, one can see that the out-
dated CSI (p,q=0.8) degrades the system OP performance. It is worth noting that
when CSI is outdated (p,q < 1) for a fixed number of interferes M, the system OP
performance deteriorates owing to the affect on coding gain. Nevertheless, increase
in the number of source antennas from Ny=1 to N,=2 brings improvement in the

system outage performance. The agreement between the analytical and asymptotic
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behaviour is noticeable which is confirmed by simulation, and graphically no visible

difference can be found at high SNR.
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Figure 3.5: Effect of high interference power levels.
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Figure 3.6: Average SEP curves for the considered HSTRN under various sys-
tem/channel parameters.

Fig. illustrates the average SEP performance of the considered HSTRN

against transmit SNR for various diversity parameters (i.,e., N, mg, N, pqq). It is
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evident from the figure that the slope of the curves justify the system achievable
diversity order of min(N,, m,) for outdated CSI and min(Ns, mg/N) for perfect CSI
cases. For instance, one can realize the achievable diversity orders of 1 and 2 for
the curves being (1,2,2,0.7) and (2,2,2,0.7) for outdated CSI. Besides, a diversity
order of 3 can be clearly observed from the curves with the parameters (3,2,2,1).
Moreover, note that, with an increase in the satellite antennas, the average SEP
performance significantly improves which illuminates the importance of a multi-
antenna satellite in the proposed network. In addition, we found that the system
SEP performance becomes superior in average shadowing scenario as compared to
heavy shadowing scenario, however, achievable diversity order remains same in both

the scenarios.
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Figure 3.7: Impact of multiple users and high interference power levels on average
SEP performance.

Fig. shows the impact of the number of users and high interference power
level on the average SEP performance with Ny = 2, my = 1. It is apparently
seen, from the curves being (2,0.8,1 dB) and (3,0.8,1 dB), that the system average
SEP performance improves with an increasing number of users. However, system
experiences better performance under perfect CSI against outdated CSI condition
with the same number of terrestrial users which can be realized by comparing the

respective curves with the parameters (2,1,1 dB) and (2,0.8,1 dB). In addition,
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we plot the average SEP curves under high interference power level by varying 7.
proportionally with 7, while maintaining % as a constant with 30 dB, and noticed
that the system achievable diversity order reduces to zero under high interference

power level, regardless of the outdated or perfect CSI condition of terrestrial users.
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Figure 3.8: Impact of interferers on average SEP performance.

In Fig. 3.8 we have demonstrated the impact of the number of interferers and
interference power on the average SEP performance by setting Ny = 3, myg = 2,
N =2, and p,.q = 0.5. It can be manifestly observed that the system average SEP
performance deteriorates as the number of interferes or interference power increases.
It is worth noting that the number of interferers does not affect the system achievable
diversity order.

In Fig. , curves highlight the impact of number of users/destinations with mul-
tiple antennas on the EC performance for variable-gain AF relaying. Specifically,
the EC curves are drawn for the four different sets of parameters (N, Ny, prq) under
the setting Ny, = 2, my = 1, and M = 1. As can be readily observed, the expected
result that the EC of the considered system improves when an increase in number of
destinations and /or number of antennas at destinations, vindicating the advantages
of using multiple destinations with multiple antennas. For example, system con-
figuration with parameters (N, Ny, prq)=(1,4,1) and (4,1, 1) can obtain a capacity

enhancement compared with (1,1,1). However, it is worth pointing that increasing
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Figure 3.9: Impact of users/destinations with multiple antennas on the system EC
performance under variable-gain AF relaying protocol.

number of destinations N shows marginal improvement in the system EC under the
outdated CSI case (i.e., p,q = 0.3), whereas significant enhancement can be realized
in EC performance by increasing the number of destinations N and/or destination
antennas Ny in case of perfect CSI (i.e., p,¢ = 1). Hence, as expected system EC
performance improves when CSI becomes perfect. Moreover, it is important to ob-
serve that system achieves high EC in average fading as compared to heavy fading
scenario for the satellite channels. As we can see, for all the cases in this figure, the

analytical and corresponding simulation results show perfect agreement.

In Fig. [3.10, we plot the EC curves for different source antenna configurations
under the influence of interferers M and different levels of Z— for heavy fading sce-
narios of satellite links. EC curves are drawn for under variable-gain AF relaying
protocol. For this, we have considered N =1, N; = 2, and my = 2. It can be clearly
observed that EC performance of the considered HSTRN improves with an increase
in the number N, of source antennas. However, diminution in EC is obvious when
the number M of interferers or/and interference power level increases. As apparent
from the curves, for small number of interferers and low interference power level 7,
i.e., (M,ns/n.)=(1,20dB), the system attains high EC as compared to large number
of interferers and high interference power level i.e., (M, ns/n.)=(2,10dB). Also, one
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Figure 3.10: Impact of satellite antennas on EC under different interferers and
interference levels under variable-gain AF relaying protocol.

can observe that the system’s EC saturates at high SNR owing to the dominat-
ing effect of CCI on the system performance. Moreover, it is apparent from the
curves that system achieves enhanced EC for perfect CSI (p.q = 1) over outdated
CSI (pra = 0.2) case. As seen can be seen from the figure that analytical results
perfectly match with the simulation results.

Fig. depicts the EC curves of considered HSTRN with different sets of
parameters Ny and (N, p,q) under i.i.d. shadowed-Rician fading links for fixed-gain
AF relaying protocol. The analytical curves are drawn using for both average
and heavy shadowing scenarios of satellite links. Herein, we set my = 1, N; = 1,
n. = 1 dB, and M = 1. We can observe that increasing number of users N has
marginal impact on the EC performance in the case of outdated CSI (p,q = 0.6,0.2),
while the EC is notably improved by increasing N under the perfect CSI (p,.q = 1)
case. However, this performance improvement becomes limited when N increases
to a certain extent, as evident by comparing the curves for (N, p,q) = (5,1) and
(10,1). This is due to bottleneck effect of the satellite link. Thereby, we can see a
significant EC performance improvement with the increase of number of antennas
N, at satellite. Moreover, one can readily observe that the proposed HSTRN attains
higher EC under average shadowing as compared to heavy shadowing condition of

the satellite channels.
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Figure 3.12: Impact of interferers and interference power on EC performance under

fixed-gain AF relaying protocol.

In Fig. [3.12] we study the impact of interferers and interference power levels

on EC performance of HSTRN with i.i.d.

shadowed-Rician fading satellite links

for fixed-gain AF relaying protocol. With setting p.q = 1, mgq = 2, Ny = 1, and

Ng = 2 in Fig. [3.12(a), we can readily observe that system attains higher EC for
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lower interference power level and/or lesser number of interferers. For instance, the
EC value computed for (M,n.) = (2,1 dB) is 2.78 bits/s/Hz as compared to 1.37
bits/s/Hz for (5,5 dB) with N =1 at 30 dB SNR. Moreover, when M = 2 (or 5),
we see that increasing the number of users N has a marginal impact on the EC
performance. Further, in Fig. [3.12((b), we plot the EC curves by considering the
case when 7). varies proportionally with ny such that the ratio % remains fixed at
15 dB. Herein, we set mg = 1, M = 3, and N = 2. As such, we see that the EC
curves become saturated in high SNR regime. This is due to the dominating effect
of CCI on the EC performance. However, increasing the number of antennas at the

satellite provides further EC performance enhancement.

3.3.2 Investigation with Correlated Shadowed-

Rician Fading
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Figure 3.13: OP over correlated shadowed-Rician fading.

In Fig. [3.13] we study and verify the simulated and analytical OP of HSTRN
for the exponentially correlated shadowed-Rician fading channels of satellite links.
Curves are plotted for both average and heavy shadowed-Rician fading scenarios.
Elements of pertaining correlation matrix are generated as Ay = [p;, ], p,q¢ =

1,2,..., Ny, where correlation coefficient p; , between the pth and gth antennas of

[p—q|

source is given as p;,, = p; . Herein, the plots are obtained for OP by setting

N =2, M = 3, p.qg = 0.6, and p; = 0.8. In this figure, all the analytical curves
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Table 3.2: Number of Terms for Infinite Series Calculation

No. of terms| 5 15 25 35 38 40
Eq. (3.29) 10.5018(0.1671(0.0638]0.0320{0.0257]0.0257
Eq. (3.30) 10.0215[0.0358(0.0402|0.0415|0.0419/0.0419
Eq. (3.44)7| 0.83 [ 1.70 | 2.42 | 2.63 | 2.64 | 2.64

are obtained by truncating the infinite series at 40th term in and .
We provide Table to reflect the number of terms required for attaining suffi-
cient accuracyﬁ. The simulated results corroborate the analytical results. It can be
observed further that system attains the same diversity order as obtained in uncor-
related shadowed-Rician fading case. Thereby, one can clearly see that correlation
doesn’t affect the system diversity order. Moreover, the performance improvement

can be observed when the number of antennas at either source or at destinations

increases.

T T T T T T T
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Figure 3.14: EC over correlated shadowed-Rician fading under variable-gain AF
relaying protocol.

The EC performance is depicted in Fig. over correlated satellite channels
for both average and heavy shadowed-Rician fading scenarios under variable-gain

AF relaying protocol. To obtain the analytical EC curves, we use first 40 terms

6In  Table we have performed computation of M‘) and m by set-
ting (Ng, N, M, mq, Ng,Ne, pra, pi) = (2,2,3,2,3,1dB,0.6,0.8) and of (3.44) by setting
(Ns, N, M, mg, Ng, N, pra, pi) = (2,4,1,1,1,1dB, 0.3,0.5) with the aid of Table at 25 dB SNR
under heavy shadowed-Rician fading.
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Table 3.3: Number of Terms for Infinite Series Calculation

Number of Terms

5

10

15

20

23

25

0.987

1.769

2.618

3.538

3.554

3.554

Eq.(3.58) (in bits/s/Hz)

for infinite series calculation at each SNR value in (3.44). Herein, the EC curves
are drawn for different sets of parameters as adopted for Fig. and by fixing
correlation coefficient p; = 0.5. Good agreement between simulated and analytical
curves is evident. On comparing the curves in Fig. and Fig. [3.14] one can
infer that owing to correlated fading, the EC of the proposed HSTRN deteriorates.
For instance, with a given set of parameters (N, Ny, pr.q) = (1,4,1) under heavy
shadowing at 40 dB SNR, one can see that the EC of the system over correlated
fading channels is 5.36 bits/s/Hz as illustrated in Fig. 3.14] whereas EC achieved

by system for uncorrelated fading case is 5.56 bits/s/Hz as clear from Fig.
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Figure 3.15: EC performance of HSTRN under correlated shadowed-Rician fading
scenarios for fixed-gain AF relaying protocol.

In Fig. 3.15, EC performance of HSTRN is examined under exponentially cor-
related shadowed-Rician fading channels of satellite links for fixed-gain AF relaying
protocol. For comparison purposes, we analyze the achievable EC under the same
sets of system/channel parameters as adopted in Fig. along with p;, = 0.8. We

obtain the EC curves by using first 25 terms of infinite seriesm as involved in analyt-

7 Table shows the convergence of infinite series. Herein, we have computed EC using ([3.58))
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ical expression . It can be observed clearly that the EC performance degrades
under the influence of correlated shadowed-Rician fading channels. However, even
under correlated satellite channels, a significant improvement in EC performance
can be realized when the number of antennas N, at satellite increases from 1 to
3. Note that the curves drawn using truncated analytical expression in show

excellent agreement with simulation results.

3.4 Summary

In this chapter, we conducted a comprehensive performance analysis of a multi-
user AF-based HSTRN by deploying multiple antennas at satellite under shadowed-
Rician fading for satellite links and Nakagami-m fading for terrestrial links. Herein,
for complexity-aware HSTRN design in real operating conditions, we considered op-
portunistic scheduling of users with outdated CSI and CCI signals at relay. We
derived accurate and generalized expressions for OP and EC measures of the con-
sidered HSTRN by taking both uncorrelated and correlated shadowed-Rician fading
channels into account. We also derived the closed-form yet accurate average SEP
expression under uncorrelated shadowed-Rician fading channels. By further deriv-
ing the asymptotic OP and average SEP expressions, we deduced the achievable
diversity orders of the considered system. We substantiated that the system diver-
sity order is greatly influenced by number of antennas, users and level of CSI and
CCI, but independent of the correlation and fading parameter of the LOS in multi-
antenna satellite links. Our results identified various key system /channel parameters

and provided useful insights for deployment of HSTRN in futuristic wireless systems.

Appendix 3.A: Proof of Theorem

The CDF F,_,(z) can be written using as

Fy () = Priva < 2]

— Pr JorJrd <z|. (3.59)

Vsr + (/;}//T‘d + 1) (Pyc + 1)

for a set of parameters as Ny =3, N=5 Ng=1M=1,myg=1,Q;=1,n.=1dB, p.q = 0.6,
and p; = 0.8 at 30 dB SNR under heavy shadowing scenario. It is clear from the table that the
first 25 terms are substantial in order to achieve good settlement of infinite series.
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Under the interference limited scenario [84], the CDF F, ,(z) in (3.59) can be sim-

plified and expressed in terms of expectation over 7. as

¥ / r, (#) o)), (3.60)

which can be simplified further and given as
F’st ($) =1- E’yc [(I)($a 7c)]7 (3.61)

where ®(x,7.) is defined by an integral as

o) = [ 1=k, (FEED) | e (3.62)

z—XT

On invoking the CDF of 7, from (3.11)) and the PDF of 5,4 from (3.16)) into (3.62)),
and simplifying subsequently with the help of [59, eqs. 1.111, 3.471.9], we obtain

the result as given as

ms—1 ms—1 — A 1F(A) N—-1 (_1>j J(mgNg—1) ‘
EEAEEID DD = S e D S
11=0 iNg=0 5 p=0 P j=0 F(mde> =0
m mqNg+i L P mgNg+i—1 '
() et Ty e
q=0 v=0

" 66—A+p+7” SHX].LSH(l +w)”+§+1xmde+i+p7(7”+§“)

v—g+1 1
X AP e K,y (2 Poz(l T ) ; x>%> , (3.63)

J

where IC,(+) is the modified Bessel function of the second kind and order v [59] eq.
8.432.6]. Now, by performing the expectation of (3.63)) over 7. using the PDF from

s
B, [®(z, )] = / (2, %) ey oo (), (3.64)

with the aid of [59] eq. 6.641.3], and finally, by substituting the obtained result in

(3.61)), one can reach ((3.25)).

Appendix 3.B: Derivation of (3.26))

In the high SNR regime, the end-to-end SINR in (3.7)) can be represented as g4 >~
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min (7 %d), and hence the CDF F, ,(x) is written as

Ye

F, (z) ~Pr [min (ﬁ,%d) <. (3.65)

c

— Osr

= and exploiting the independence among the involved

By defining the ratio 7,

RVs in (3.65)), we can express F,, ,(z) as
Fra(@) =1 =[1=F ()] [l = F5,,(z)]. (3.66)

To proceed further, we need to evaluate the asymptotic behavior for the CDFs
F’Ysc(x) and Fﬁrd (l‘)
First, for n, — 0o, we can apply the Maclaurin series expansion of the exponential

function in (3.10) to approximate the PDF of v, as

N,

«Q _
P @) = o™ (367

and the corresponding CDF follows asymptotic behavior as

alNs
By (x) ~ Wﬂ?
Then, using (3.68) and PDF from (3.21)), one can calculate the asymptotic behavior

of F,  (x) as

Ne, (3.68)

F, () = / B (@ y)f )y (3.69)
_ alvgh Qr N D(Ny + my)
~ N (m) D(my) (3.70)

And, to obtain asymptotic behavior of Fx  (~y), we first simplify the PDF in (3.16)

Yrd

for n, — oo and then integrate the result. Thereby, the asymptotic behavior of the

corresponding CDF can be deduced for p,q < 1 as

S (1)
Fo ()~ Ny CcN-1—— : . 3.71
%d(x) ; J F(mde) U(l _ Prd) + 1]mde (UT)mde ( )

For p,q=1, the asymptotic behavior of F3 _,(v) can be obtained straightforwardly as

1 myx maNaN
Fx ~ . 72
’Yrd<x> [F(mde + 1)]]\[ (anr> (3 7 )

Now, after inserting (3.70])-(3.72]) in (3.66)), one can obtain (3.26]).
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Appendix 3.C: Proof of Theorem

To evaluate the CDF F, ,(x) under correlated shadowed-Rician fading case, we
follow the same procedure as in Appendix 3.A. On invoking the CDF from (3.13)) in
(3.62) along with PDF f5  (x) from (3.16), we get ®(z,~.) for correlated shadowed-

Rician fading case as

00 msNs+k—Ng Ns+4— 1 N +€ —(Ns+0—p)
‘I)(%%):QNCZQk Z Wkt Z (77)

k=0 /=0
N-1 . j(mgNg—1) mqNg+i
cN-1 <_1)‘7 j Cl mq ad DD
X J T N W % [9) Siyjyl e
=0 (maNa) 5 i=0 d'lr
mgNg+i—1 -
% § Cp 1—|—l’ )x’}’c § Clrlnde—i-z—ll,mde—l—‘rz—Ve_Xj
v=0
v—q+1
2

x (%(1 + x)x%xj) Kyoyis (2\/ ns‘;u + x)x%) . (3.73)

In the sequence, we calculate E, [®(z,7.)] by performing the expectation of ([3.73))
using the PDF from ({3.21]) along with the fact [59, eq. 6.641.3]. On substituting
the so obtained result in (3.61)), the closed-form CDF F,_,(z) in (3.29) is achieved.

Appendix 3.D: Derivation of (3.30))

The asymptotic expression of F,  (z) can be evaluated similarly as in Appendix
3.B. To proceed, we need to evaluate the asymptotic behavior for the CDF F._(z)

over correlated shadowed-Rician fading channels. For this, we simplify the PDF in

(13.12) for ny — oo as
T (2
Fror (i CZ o e (3.74)

S

and the corresponding CDF follows asymptotic behavior as

Fy,, () ~ ¢ Z %N, = 1) (3.75)
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Then, using (3.75) and PDF from (3.21)), one can calculate the asymptotic behavior
of F,, (x) in (3.69) for correlated fading case as

P (e)~ ¢ > epe 26 \" N DN+ my) 0\
7S L )N (N, — Dl \ 20+ A T(mr)  \m;

(3.76)

And, for 7, — oo, we use asymptotic behavior of F3 ,(vin) as provided in (3.71)) and

(3.72). Finally, after plugging (3.76)), (3.71]), and (3.72) into (3.66]), we obtain the
result in (3.30)).

Appendix 3.E: Derivation of (3.33)

To solve (3.32)), we first require the expression of F,_,(z). However, one can re-
alize that the exact calculation for CDF of 744, using (3.7)), is very complicated.
Therefore, for analytical tractability, end-to-end SINR in (3.7]) can be approximated

and upper bounded as [95]

’ysrc’)/rd

sd 2 ————— < Min (Vspe, Vr 3.77
You 2 (Ysres Vrd) » (3.77)
where V4., = 7254:1' Now, using (3.77)), the closed-form expression for the CDF
F, ,(z) can be written as

F,.,(2) = Prfmin (Yare, Fra) < 7], (3.78)

which can be statistically expressed as

Fyy(@) = P (2) + 15, (2) = By, (2) B, (7). (3.79)

To further proceed, we first evaluate F.,__(x) as
Fy. () = / Fy (aly + 1)) (0)dy. (3.80)
0

On invoking (3.11]) and ( into , and solving the integral using the fact
[59, eq. 3.351.3], we obtain F%Tc(x) as

ms—1 ms—l A 1

P I
_ B,~ ()
Frule) =1 3 - 2_0 w2 (5)
21 iNg p=0
T(q+my) _— my —(g+mr)
_ r — .81
X T 0my) aPe T+ 9, (3.81)



And, after integrating (3.16)) using [59, eqs. 3.351.2], we can obtain Fy ,(x) as

N-1 N (_1>j jma—-1) 1 lmd+z'—1 my mg+i
F =1—-N Al S J ;
’Y'rd(a:) ZC] F(md) Z wl Zcz Z (anr)

=0 =0 k=0

fi,j,l xr'e Xi. (382)

Finally, by substituting (3.81]) and (3.82) into (3.79)), the closed-form expression of
CDF F,_,(x) can be obtained as

ms—1 ms—1 — A-1 p m

S T L ™
Fo@)=1-N3Y > A ol By Cily
=0  in,=0 15 p=0 " q=0 1

— ; j(ma—1) 1 mg+i
Dlg+m) S wf(-1p (ge)
X ——— C: C;

Ty 20 Timy) 2 2C

.

md+i—1

F(md + Z) my —(g+mg)
<D G (ﬂsx + L - (3.83)
k=0 X

Now, after inserting (3.83)) into (3.32)), and performing the solution with the use
of [59, eq. 9.211.4], the closed-form expression of average SEP can be obtained as

given in .
Appendix 3.F: Proof of Theorem

Under the hypotheses of Theorem , (' can be written as

_ 1>~
C = 21n2/0 e ‘M., (s)ds. (3.84)

To evaluate complementary MGF transform of ~,. in (3.84]), first we require the

CDF of 7,.. On invoking the CDF from (3.11]) and the PDF from (3.21)) into (3.69)),

and after performing the required integration, the CDF F,_(x) can be derived as

me—1 me—1 A-1
- “~ Z(N) T(A) A
ERERIE SRR Di=-10) SR PRC
i1=0  in,=0 5 p=0
W Lo tmy) (m\™ Byt + =1 R (3.85)
— | = x T+ — : :
F(ml) Q[ o Q[
Then, on inserting the expression from (3.85]) into (3.40al), we have
ms—1 ms—1 — Afl
_ s s 1—\ A o
T = [T 3 30 EE S e
31=0 iNg=0 S p=0 p:
L tma) (N (T R (3.86)
— | = T+ — x. .
F(m[) Q[ 0 Q[
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To compute the integral in (3.86)), we make use of the identities of Meijer’s G-function
as [96, egs. (10) and (11)]

1 1—7/
(1+ax) = =—Gll|ax
(ﬂ) 1,1 0
and e = Gé:? br| | . (3.87)
0

Thereby, solving the integral in (3.86) using (3.87) and [90, eq. (21)], and after
simplifying with [59] eq. 9.31.2], we get

ms—1 ms—1 — NS

M= 3 2

— LK), 1
Z F(mI)

A |
i1=0 ing=0 s p=0 p:
—p mr
x <@> s g2l o’ ! . (3.88)
& B 11+ p,p+my

On inserting the above result in (3.84)), and then solving the involved integral using
[59, eq. 7.813.1], we get the expression of C as given in (3.42).

Further, to evaluate C in (3.39)), we need to solve the component C which can

be written as

2 =

55 | MM (o) (3.89)

We proceed by first evaluating the MGF transform of 4,4 from (3.40b|) using the
PDF from (3.16)) as

N-1 ( 1)j Jj(maNg—1)
_ N-1 — l
Mﬁrd(8>—NJZOC] m Z wlZC
5@] deNd—H 1— mde —1
v G| X 8 : (3.90)
() ’
dllr

Finally, by substituting the results from - and - in - and performing
the integration with the aid of [97, eq. 2.6.2], the expression as given in can
be obtained.

Appendix 3.G: Proof of Theorem

EC for the correlated shadowed-Rician fading case can be evaluated by using the

similar steps as in Appendix 3.F. Under the hypotheses of Theorem |5, C,; and C,;
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represent the first and second integral terms in (3.39)), which are equivalent to C;
in and C, in , respectively. Thereby, to evaluate C,;, we require the
complementary MGF transform of 7,., which can be calculated by invoking CDF
F,. (z) in ) for correlated fading case. For this, we first obtain the CDF of

Yse, Dy using and - in - as

msNs+k—Nj Ng+0— 1 —(Ns+4—p)
(N, +€ I'(p +myp
CRCRED WD ST s =

(=0 s

m (p-l—mI)
mr\ e mr
— — ) 91
X(QI> x ( x—l—QI> (3.91)

Now, substituting (3.91) in ( and solving involved integral with the aid of
l} [96], eq. (21)], and [59 eq.9.31.2], M%C(s) can be obtained as

msNs+k—Nj Ng+£— 1 —(Ns+£—p)
Mo Cng D T Z N.M (n)

=0

p mr
X 1 & 57(P+1)G2’1 S i ! . (3'92)
C(my) \m e

Then, invoking (3.92)) in - 3.84)), C'y1 can be solved and thus given as in . And, in
the similar way, plugging (3.92) and (3.90 - in ( - one can get O, as given in ([3.46)).

Appendix 3.H: Proof of Theorem [6]

Using the above CDF, we can readily obtain the conditional complementary MGF

transform ./\/lw (z8|7) as

ms—1 ms—1 — -1 —p—1
: . T(AT(p+1) ( zs) P
(28]2) = 1+ — : (3.93)
M, IR I DI (A
We can represent (3.93) in a more general form, using the fact (3.87)), as
ms—1 ms—1 — A-1
- - I'(A CA- zs|—p
D DEED Dl D DL Ch R ch] o I P
=0 in,=0 = P Bs| 0

Next, we determine the MGF M., (zs|Z) as
M., (25|7) :/ e > f, (x)dx. (3.95)
0

On solving (3.95)) using the PDF of ~, from (3.21) and subsequently applying the
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identity in (3.87)), we attain

1 Q\ |1 -
M%(zs|Z):—IG}j 28 <—I> e (3.96)

Plugging (3.96)) and (3.94)) into (3.56)), we get

. ms—1 ms—1 — A 1 F(A) A1 1
¢= 21n2 Z Z (ns)A Z p! (8s) I'(myp)
11=0 iNg=0
o0 o0 — Q\|1—m
X / z / _SGH zs|\P G11lzs (—I) " ds fz(z)dz. (3.97)
0 0 ﬁ(s 0 ' mp 0

In (3.97)), the inner integral can be solved as [97], eq. 2.6.2]

o0 — Q\|1—m
[Teen| S en e ()]
0 1 Bs| o ’ myp 0

= 0;1+p;my
_ GhLLLL Ps (3.98)
R ¥ (%,) —;0;0

Next, the PDF f;(2) can be derived, using simple transformation fz(z) = U f5,,(Uz)
and the fact [96], eq. 11], as

f2(2) Z/{NZCN L CD7 (mgf ’ w Zc’( )WNW
['(maNg) : Qany

7=0

x & ju(Uz)m NG ol “z\= (3.99)
X0
Now, pulling together (3.98)) and ( into (| , and after solving the required
integral with the aid of [94, eq. 4.1], we obtain the desired EC expression as given
in (3.57)).
To calculate I/ in 1) one can find E[y,] = ZZ'I:1 i€ and E[v,,] using [59
eq. 3.351.3] as

Blwl = [ o, (oo

ms—1 ms—1 —
=) - Z —(A+1) (3.100)
11=0 ing=0
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CHAPTER 4

LMULTI—USER HYBRID SATELLITE-TERRESTRIAL
RELAY NETWORKS WITH A SINGLE EAVESDROPPER

In recent years, HSTRNs have been extensively studied by employing AF- or
DF-based relay cooperation in order to improve system performance (e.g., see [1§]-
[26], [29], [30], [80]-[83] and references therein). However, the transmission security
aspects are hardly examined for the HSTRNs. The information security is one of
the major problem in the HSTRNs. In fact, due to the broadcasting nature of wire-
less channels, HSTRNs are more prone to security assaults. Hence, security and
privacy concerns in such communication networks are challenging issues. Therefore,
investigation of secrecy performance of HSTRNSs is also important.

In this chapter, we investigate the secrecy performance of an AF-based multi-user
HSTRN in the presence of a single eavesdropper. We resort to the PLS technique for
analyzing secrecy performance of the considered HSTRN. With the PLS technique,
very limited works have investigated the secrecy performance of the HSTRN [9§]-
[T01]. The authors in [98] and [99] have proposed a secure design with the deploy-
ment of a multi-antenna relay, where MRC and transmit zero-forcing beamforming
based schemes were utilized to exhort the security issues in HSTRNs. Moreover,
authors in [100] and [I0I] have examined the PLS of a cognitive satellite-terrestrial
network by considering underlay spectrum sharing technique. However, these afore-
mentioned works are limited to a single-user scenario. To our best knowledge, the
secrecy performance analysis of an HSTRN with a single-eavesdropper configuration
has not been addressed so far. In fact, the deployment of multiple users makes the

proposed configuration more favorable for practical applications.

In light of the above discussion, we conduct secrecy performance analysis of an
AF-based multi-user HSTRN in the presence of a single eavesdropper. By employing

opportunistic scheduling of terrestrial users, we derive accurate and asymptotic SOP
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expressions under pertinent fading channels for satellite and terrestrial links. The
asymptotic SOP expression helps us in examining the achievable diversity order of
the considered HSTRN. We also consider the round-robin scheduling for comparison
purpose. The SOP expression under round-robin scheduling scheme are derived
over the pertinent fading channels. The main focus of this chapter is to analyze a
multi-user HSTRN and to highlight the impact of key parameters on the secrecy
performance and achievable diversity order of such system.

The remainder of this chapter is organized as follows. In Section [.1], we describe
the system and channel models. Further, we perform secrecy performance analysis
in Section[£.2] Section presents the numerical and simulation results, and finally,

the summary of this chapter is given in Section [4.4]

4.1 System and Channel Model Descriptions

Figure 4.1: System model for a multi-user HSTRN with a single eavesdropper.

As shown in Fig. 4.1 we consider a downlink HSTRN consisting of a satellite
source S, an AF relay R, N destinations {D,}Y_, and an eavesdropper E. All
nodes are equipped with a single-antenna. The LOS links between S and {D, }_,
as well as between S and E are not available owing to the masking effect. There-
fore, S communicates with {D,}»_| via a terrestrial AF relay R in the presence
of eavesdropper E. The satellite link (i.e., S — R link) is assumed to undergo
shadowed-Rician fading while terrestrial links (i.e., R — D, and R — E links) ex-
perience Nakagami-m fading. All the receiving nodes are inflicted by AWGN with

zero mean and variance o?. Herein, the S —+ R — D,, and S — R — FE links are
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referred to as the main and the wiretap links, respectively.

The overall communication takes place in two time phases by employing an
opportunistic user scheduling scheme. In the first phase, satellite source S transmits
its signal xs (with unit energy) to the relay R. Thus, the received signal at R can

be given by

Ysr = V Pihgxg + Ny, (41)

where P; is the transmit power at S, h,. is the channel coefficient between S and
R, and n, is the AWGN at R.

In the second phase, the relay R first amplifies the received signal y,, using a
gain factor G and then forwards it to the selected destination D,,. Meanwhile, the
eavesdropper tries to overhear the signal transmitted from relay. Therefore, the

signals received at destination D,, and eavesdropper E can be given, respectively, as

Yrd, = \/Frh/rdnG Ysr + N, (42&)

and Yre = \/ﬁrhreGysr + N, (42b)

where P, is the transmit power at relay R, h,q, and h,. denote the respective channel
coefficients for R — D,, and R — F links, while ng, and n. represent the AWGN
variables at the respective nodes.

Based on and , the instantaneous received SNRs at D,, and F can

be obtained, respectively, as

Y, = —Lrtrdn (4.32)
Vrd, T G2sz
and  yp = %T—%el, (4.3b)
Tre T G252
where Ysr = ns’hsrP? Vrd, = nr‘thnP? and Yre = nT‘hTQP with Ns = % and T = %'

For variable gain relaying, the gain factor G in (4.3a)) and (4.3b)) can be determined as

/ 1
=, — 4.4
¢ Ps|hsr|2+0'2’ ( )

and thus, (4.3al) and (4.3b]) can be simplified, respectively, as

VsrVrd
S L LA (— 4.5a
YD, Yor Vo, 1 ( )
787’71"6
and - 4.5b
T e e 1 (4.50)
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Now, we illustrate the statistical characterization for fading channels of each
hop. As the satellite link (i.e., S— R) follows independent shadowed-Rician fading
distribution, the PDF of 74, can be derived, using ([2.3)) and making a transformation

of variates, as

ms—1
fmwﬁmﬂé@ﬁ%m= (146)
and by integrating ([4.6]), the CDF of v, can be obtained as
N R A
angvw§;mmﬂiﬁﬁﬁ“”ﬂew. (4.7)
K= p=

For terrestrial links, the channel coefficients k.4, and h,. undergo Nakagami-m dis-
tribution with fading severity my, and m., and average power €23 and (2., respec-

tively. As such, the PDF and CDF of channel gain .4, are given, respectively, by

My mdy, xmd” 1 _%x
T) = = e %n 4.8a
Pl = (B ) (1.80)
1 my )
and E r)=—=——-="mg,,—x|, 4.8b
) = s T (a2 (48b)

where g4, = 1,y . Similarly, the PDF and CDF of channel gain ~,. are given,

respectively, as

Me _me—1
Me x"e me
= — e e 4.9a
f'Y're( ) <Q3> F(me> ( )
1 m
and F, ()= T (me, —x ), 4.9b
'Yre( ) F(me> Qe ) ( )

where 0. = 1,{).

4.2 Multi-User Scheduling and SOP Analysis

In this section, by employing opportunistic user scheduling, we first derive the SOP
expression of the considered HSTRN and then analyze the asymptotic behavior of
the SOP expression at high SNR regime. Further, we obtain the analytical and

asymptotic SOP expressions under round-robin scheduling scheme as a benchmark.

4.2.1 Opportunistic Scheduling

To harness the multi-user diversity in the considered network, we utilize the oppor-

tunistic scheduling scheme, where the relay select the best user based on the highest
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instantaneous SNR of R — D, links as

Vrd = 12}&){}\[ Vrd,, - (4.10)

Hence, the actual SNR with the scheduled user can be written as

YsrVrd

= 4.11
75r+77“d+1 ( )

YD

As such, we can define instantaneous capacity of the main link and of the wiretap
link by Cp = 1logy(1 + vp) and Cr = 3logy(1 + ), respectively. Thereby, the
achievable secrecy capacity of the considered HSTRN is given as

Csec - [OD - CE]+
1 1 *
= |3 logy(1 +vp) — 2 logo(1+e)| - (4.12)
Now, we proceed to obtain the SOP expression. The secrecy outage event is said to

occur when the transmitter sends data at a rate R, higher than the secrecy capacity

Csec. Hence, the SOP for considered HSTRN is formulated as
Psec = Pr[Csec < Ry, (4.13)

which can be expressed using (4.12)) as

1
7)sec =Pr |: + D < /78:| ) (414)
L +e
where v, = 22%s. On performing some appropriate approximation, (4.14)) can be
given as
Prce ~ Pr {V—D < %1 , (4.15)
VE
where we have used the approximation ?LT:; R~ 5, which is widely adopted in literature

[102], [103] and shown to have negligible effect in broad SNR region. Further, on
invoking the SNR expressions from (4.5b)) and (4.11)) into (4.15) and doing some

manipulations for large transmit power, we obtain

YsrVrd
YsVsr + (’Ys — 1)'7rd

- / " R, (2)dz, (4.16)

Psec%Pr|: <’Yre
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where the last expression results after defining 7 & —2dd___ To proceed
'YS'YST+(’YS_1)'Y7‘d

further, we require the CDF Fj(z) which can be derived as

Fee)=1- [ (1-m, (ORI g ki @

xz

To solve (4.17)), we require the PDF of 7,4. After applying order statistics, f, ,(z)

can be given as

Fra(@) = N (B, ()" fo (@), (4.18)

On invoking (4.8b)) with series exploration of Y(-,-) [59, eq. 8.352.1], the corre-
sponding PDF from (4.8a)) into (4.18)), and then applying binomial [59] eq. 1.111]

and multinomial [59, eq. 0.314] expansions, we obtain f,, ,(z) as

man 71 g M, + a,
= xS S () s (o

—~  ['(ma,) Od,
(4.19)

where the coefficients le , for 0 < 1 < jg(mg, — 1), can be calculated recursively

: !
(with & = ) as wj = (g0)’, wi = J(e1); W;(md 1) = (Emg,—1)'s W] = ﬁ =110 —

l+q]5qwl] for 2 <1 <my, —1, and w/ = lio fofl[q‘y—l—kq]sqwl{q for my, <1<
J(mg, —1).

Now, using and (| into we can obtain Fz(z) with the help of
[59, eq. 3.471.9], and then substltutlng the resultant of (4 along with into
(4.16]), and then solving the integration with the use of [59, eq. 7.813.1], we obtain
SOP which is given as

ms—1 k N—13(ma,—1) t+1

— N-1 t+l )p’%'g( ) —(H+1—p)wj <_1)]
Prec =1 N Z ZZ Z ZC C !(ns)nJrl Bé lp(mdn)

k=0 p=0 3=0 =0 q=

Ma, mgq, +l 2\/— Ma, —(pu+l+v)
(Q) 2V >(Qe) (mawmws—l)?le))

_ Fp+l4+v)l(p+1—v)
t+l—q v
X (Vg 4B8s5vs(vs — 1
()" it = ) SRS
1 —2\/65%75 D)oy +1)
X o Fy ,u+l+v;v+2,u+l+§ = . (4.20)
<I>+2\/6ws s = D0+ 1)

where t = p+mg, —1,v=q—p+1, u=t+m.+1, ® = 55(%—1)+md" (74 1)y + e,
and oFy(+,+;+; ) is the hypergeometric function of second kind [59, eq. 9.111].
To shed more light onto the considered HSTRN secrecy performance, we analyze

the asymptotic behaviour of the SOP expression in the high SNR regime. For this,
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Z can be simplified as Z ~ min(v7Ysr, (75 — 1)70¢) and the CDF Fz(x) can be

approximated by neglecting the higher order term as

Fy(r) ~ F,, ((s — D) + F,, (%2). (4.21)

To proceed, we require asymptotic expressions for F, (z) and F, ,(x). At high
SNR regime, we assume 7, — oo and apply the Maclaurin series expansion of the

exponential function in (4.6) to approximate the PDF f. (x) as

frar (@) = —, (4.22)

«
Ts

and hence, by integrating (4.22)), the asymptotic behaviour of F, () can be given

as
F, (1)~ "z (4.23)
Ms
Likewise, one can derive
xman md man
F ~ n . 4.24
)= e () 20

Now, invoking (4.23)) and (4.24) into (4.21)), and substituting the obtained result
into (4.16) along with (4.9a)), and then solving the involved integral using [59, eq.

3.351.3], we can obtain the asymptotic SOP expression as

sec = ,ys n ’
"ls [T(ma, + 1Y T(me) \ ea,

which clearly reflects the achievable diversity order of min(1,mg, V).

Remarks: Our asymptotic analysis of SOP reveals that the considered HSTRN
attains a diversity order of min(1, mg4, V). Importantly, the diversity order is mainly
bottlenecked by the satellite link, whereby it remains unaffected by the fading sever-

ity parameter of satellite link.

4.2.2 Round-Robin Scheduling

In order to prove the superiority of the opportunistic scheduling, we herein present
the SOP performance of considered multi-user HSTRN under round-robin scheduling
scheme for comparison. Round-robin scheduling scheme guarantees fair scheduling
to all users. The closed-form SOP expression under round-robin scheduling scheme

are derived over the pertinent fading channels. Given that user D, is selected, the
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SOP for n-th user can be expressed as
Psec,n =Pr [Csec,n < Rs] ) (426>

where Ceecn, = [% logy(14+vp,,) — %logQ(l + ’yE)]+. Substituting Cgec,, into (4.26])
yields

1+p
Pseen = Pr | ——= < |, 4.27
=P [T (427
which is further approximated and simplified as
Psec,n ~ Pr [Zn < ’Yre]
— [ Pt (1.2
0

£ YsrVrdn
VsYsr+(s—=1)Vrdy,

Fy(z)=1— /OOO (1 ~F,, (Z(% - 1);“' i Z'VS))) Fou (4 270)de. (4.29)

By invoking (4.7) and (| into ( , and applying [59, eq. 3.471.9], we can
obtain Fyz (z), and then substltutlng the resultant of (4.29) along with (4.9a]) into

(4.28), and then performing solution with the fact [59 eq. 7.813.1], we obtain Psec.r

where Z,, To solve further, Fz (z) can be obtained as

as

ms—1 K m
- - 1 pli'(( ) 1 m dn
i (k+1-p) dn
secn_l_az Cq [ H—l—l ﬁ& T\

2Vm (Q—) (1) (4Bl — 1)) LB O = 0)

X
[(me.) P(u+3)
—(ptv)
m m
X (65(78 - 1) + — + 2\//8(578(78 - 1) dn)
Qe an
L Bl — 1) Dy e — 2\/6575 Yo — 1)
X oFy u+v;v+§;u+§; —
Bs(vs — 1) + o + “g; + 2\/65% P — 1)

(4.30)

The SOP for the round-robin scheduling scheme is given, by the mean of N users’

secrecy outage probabilities, as
| N
Psfégund Hobin — N Z sec,n » (431)

where Py, is given by (4.30)).

Moreover, the asymptotic SOP under round-robin scheduling scheme can be
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derived as

Poo,Round—Robin ~ O{(*}/s B ]‘>Q€ (mdn + Me — 1)' (mdn>mdn fymdn (%) n .

sec,n - s P(mdn -+ 1)P(me> Od,,

(4.32)

From (4.32), one can clearly observe that system achieves a diversity order of

min(1, mg,) under round-robin scheduling scheme.

4.3 Numerical and Simulation Results

In this section, we present numerical and simulation results to confirm the validity of
the proposed theoretical studies and examine the impact of various system/channel
parameters on the secrecy performance of the considered system. For this, we set
ns = 1, as transmit SNR. The shadowed-Rician fading parameters for S — R link
are adopted as (ms, b, Qs = 1,0.063,0.0007) under heavy shadowing and (mg, b, 2, =
5,0.251,0.279) under average shadowing scenarios [58]. For validation of theoretical

analysis we carried out Monte-Carlo simulations.

mS) b’ QS
(1,0.063,0.0007)

=
O\
w
T

Secrecy Outage Probability
e
o

—+— N = 3 Round-Robin Scheduling
— © — N = 8 Round-Robin Scheduling
——0— N = 3 Opportunistic Scheduling

— v — N = 8 Opportunistic Scheduling
------ Asymptotic
B Simulation

Il Il

10"

0 5 10 15 20 25 30 35 40
Average SNR 7, (dB)

Figure 4.2: SOP versus 7, under round-robin scheduling and opportunistic schedul-
ing schemes with different number of users N.

In Fig. 4.2 we draw the SOP curves under round-robin scheduling and oppor-
tunistic scheduling schemes for different number of terrestrial users under average

and heavy shadowing scenarios of shadowed-Rician fading. Herein, we set Ry = 0.4,
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mg, = 1, me = 2, and g, = 2 dB. It can be observed in the Fig. that when
the number of users increases from N = 3 to N = 8, the SOP of the conventional
round-robin scheduling remains unchanged. By contrast, the secrecy performance
under opportunistic scheduling scheme corresponding to N = 8 is notably better
than that corresponding to N = 3. This further confirms the security performance
advantage of the opportunistic scheduling over the round-robin scheduling scheme.

Observing the superiority of opportunistic scheduling scheme over round-robin
scheduling scheme, we now discuss the numerical and simulation results based on

opportunistic scheduling scheme in subsequent figures.

Fr < =

Secrecy Outage Probability
5

=
]
)

(my, b, Q,=1,0.063,0.0007)
— — — (my, b, 2,=5,0.251,0.279)
----------- Asymptotic
@ Simulation

0 5 10 15 20 25 30 35 40
Average SNR 7, (dB)

10

Figure 4.3: SOP versus 7, for different number of terrestrial users under opportunis-
tic scheduling scheme.

Fig. depicts the SOP performance of the considered HSTRN versus 7, for
various number of terrestrial users under average and heavy shadowing scenarios of
shadowed-Rician fading channel. By fixing Ry = 0.5, my, = 1, m, = 1, and g, = 2
dB, SOP curves are drawn using . In addition, we also drawn the asymptotic
SOP curves using (for the same configuration), which agree very well with
the exact ones in the high SNR region. We can see from this figure that secrecy
performance of the system improves with an increase in the number of terrestrial
users. However, owing to the bottleneck effect of the satellite link, this performance
improvement becomes limited when N increases to a certain extent, as reflected by

comparing the curves for N = 2 and N = 10. It is important to note that the
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Figure 4.4: SOP versus 7, with different R under opportunistic scheduling scheme.
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Figure 4.5: SOP versus 7, with different g, under opportunistic scheduling scheme.

system attains the diversity order of min(1,mg, N) i.e., unity, which can be seen
by the slope of the curves. Moreover, it can be realized that the system performs
better under average shadowed-Rician fading as compared to heavy shadowed-Rician
fading scenario.

In Fig. we illustrate the SOP performance versus 7y with different values of

secrecy rate Ry by assuming mgy, = 1, m. = 2, 9. = 2 dB, and N = 1. The curves
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are plotted under average and heavy shadowed scenarios of S — R link. As can
be expected, the SOP of the considered HSTRN degrades with an increase in the
secrecy rate Rs. Importantly, this increase in the Ry does not affect the achievable
diversity order of the system.

Fig. illustrates the SOP of the system for different values of g.. As shown
in the figure, curves are drawn for two different values of g. (i.e., 2 dB and 8 dB)
under average and heavy shadowing scenarios of shadowed-Rician fading channels
by keeping N = 2, my, = 2, me = 1, and Ry = 0.5. One can clearly observe that
the SOP of the considered HSTRN increases as the o, increases which indicates the

detrimental impact of a more powerful eavesdropper.

4.4 Summary

In this chapter, we have investigated the secrecy performance of a downlink multi-
user HSTRN using AF relaying and opportunistic user scheduling. We also consid-
ered the conventional round-robin scheduling scheme for comparison. By following
shadowed-Rician fading for satellite link and Nakagami-m fading for terrestrial links,
we derived accurate and asymptotic SOP expressions for the considered system un-
der both the scheduling schemes. Numerical results showed that the opportunistic
user scheduling outperforms the round-robin scheduling in terms of SOP perfor-
mance. For opportunistic scheduling scheme, we obtained the system achievable
diversity order and revealed that it depends on the fading severity parameter of the
relay-destinations links and number of terrestrial users while remains unaffected by
the fading severity parameter of satellite link. We highlighted the impact of various
key system/channel parameters on the secrecy performance of the considered sys-
tem. Our results revealed that the increase of the number of terrestrial users plays

an important role in improving the secrecy performance of the considered HSTRN.
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CHAPTER b

LMULT [-RELAY HYBRID SATELLITE-TERRESTRIAL
RELAY NETWORKS WITH A SINGLE EAVESDROPPER

In the previous chapter, a single-relay assisted HSTRNs have been studied in
the context of PLS. Recently, the multi-relay systems have been widely explored
(e.g. [51], [T05] and references cited therein) to improve the performance of secure
communications, where the best relay is selected to forward information toward
the destination. The fundamental idea behind the multi-relay cooperation is to
introduce additional channels between the source and destination using intermedi-
ate nodes. In fact, these relay cooperation can enhance spatial diversity without
increasing the number of antennas and can provide extended coverage [104]. Al-
though, several studies have been carried out towards the performance analysis of
HSTRNSs, however, the secrecy performance of an HSTRN with multiple relays has
overlooked in the literature. Since the relay selection schemes have been proved as
an efficient technique to improve system performance and reliability [51], it is impor-
tant to investigate the relay selection schemes and their performance for HSTRNs
in view of PLS towards 5G and future networks.

In this chapter, we consider an AF-based multi-relay HSTRN, where a satel-
lite communicates with a terrestrial destination via multiple relays in the presence
of a single eavesdropper. Herein, we present optimal and partial relay selection
schemes that opportunistically select a single-relay based on the CSI requirements
of the main and eavesdropper links. The optimal scheme depends on both main and
wiretapper links, while the partial scheme relies only on the legitimate terrestrial
links. Adopting shadowed-Rician fading for satellite links and Nakagami-m fading
for terrestrial links, we derive the closed-form SOP expressions for both selection
schemes. The underlying selection strategies are designed to minimize the SOP of

the considered HSTRN. We further simplify these expressions at asymptotic high
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SNR regime to reveal useful insights on achievable diversity gains.

5.1 System and Channel Model Descriptions

As depicted in Fig. [5.1], we consider an HSTRN consisting of one satellite source .S,
multiple terrestrial relays Ry (k = 1, ..., K), a destination D, and an eavesdropper E.
Herein, the LOS links between S and D as well as between S and E are considered
to be unavailable owing to the masking effect. Therefore, the data transmission
from the satellite S to the destination D can take place via Ry relays only, with the
possible wiretap from an eavesdropper E at the ground. Each node is assumed to be
equipped with a single-antenna. The S-R;, links follow the shadowed-Rician fading
while the Ry—D and Ri—FE links are assumed to undergo Nakagami-m fading. We
also assume that all the links are inflicted by AWGN with zero mean and variance

Ny. The overall communication takes place in two time phases by employing an

Figure 5.1: System model of a multi-relay HSTRN with a single eavesdropper.

AF-based opportunistic relay selection scheme. We will discuss the appropriate
selection strategies in subsequent section. In the first phase, satellite source .S sends
its signal x4, having unit energy, to the relay R;. The received signal at Ry can be

thus given by

Ysr), = V Pshsrk-rs + Nsry s (51)

where P; is the transmit power at S, hy,, is the channel coefficient between S and

Ry, and n,, is the AWGN at Rj. During the second phase, the relay R forwards
an amplified version of y,,, using a gain factor G = ,/ ﬁ, where P, is the
S Srk
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transmit power at relay Rj. Therefore, the signals received at destination D and

eavesdropper E can be given, respectively, as

Yrid = hrkdgysrk + Nyd (52)

and

y’l“ke = h’?“kegys’l’k + nrke, (53)

where h,, 4 and h, . represent the respective channel coefficients for R;—D and
Ry, —FE links, while n,, 4 and n,, . denote the AWGN variables at the respective nodes.
From the above equations, we can deduce the instantaneous received SNRs at D and

E respectively, as

Ysry, Vrid

Apr = ) 5.4
Dk Vsry, + Yrid + 1 ( )
and
/YST‘ 77’ e
Apy = — ; (5.5)
’YST']C + ’Vrke + ]-
where vy, = n3|h’37'k‘27 Yrid = nrlhrdea and Y. = nr‘hrkeP with n, = % and

Ny = %. Thus, with AF relaying transmission using Ry, the instantaneous capacity
of the main channel (for destination) and of the wiretap channel (for eavesdropper)
are given, respectively, by Cp = %logz(l + Apy) and Cgy = %logQ(l + Ap).
Consequently, the secrecy capacity is given by the difference between the capacity

of the main channel and the wiretap channel i.e.,
Csec,k = [CD,k - CE,k]Jr' (56)

Considering shadowed-Rician fading model for the satellite links, the PDF of

Ysr, =1s|Psr, |* can be given, using (2.3)) and making a transformation of variates, as

)
Frp (@) =a ) 2mate e, (5.7)
; (ms)"*

The CDF F,, (x) can be obtained, by integrating the PDF in (5.7)) with the use of
[59, eq. 3.351.2], as

ms—1 K
c C(K“) Re a—(s+1- —psx
P, (@)=1-a) > By e, (5.8)

For terrestrial links, the channel coefficient h,., ;, for j € {d, e}, follows Nakagami-

m distribution with fading severity m; and average power );. As such, the PDF
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and CDF of channel gain +,,; are given, respectively, by

(x)=[— e Y 5.9

Foe) = () fs (5.9)
1 .

and erk]' (I’) = m’r (m], %Z‘) s (510)
J J

where g; = 1,£);.

5.2 Opportunistic Relay Selection and
Secrecy Outage Analysis

For the HSTRN as described previously, the secrecy outage event is said to occur
when the secrecy capacity falls below a predefined secrecy rate Rs. Hence, the SOP
for considered HSTRN with k-th relay is formulated as

Psec,k: =Pr [Osec,k’ < RS] 5 (511)
which can be expressed using (5.6) as

(5.12)

1+A
Psec,k =Pr |: * Dk ‘| )

1+ Apy =
where 7, = 22%s. Now, we study the opportunistic relay selection schemes to mini-
mize the SOP of the considered HSTRN. Hereby, we first discuss the optimal selec-
tion scheme under the assumption that the CSI of all the main and eavesdropper
links are available. Then, we consider a partial selection scheme that relies only on
the knowledge of the CSI of relay-destination links and not on relay-eavesdropper
links. In the sequel, we derive the closed-form SOP expressions for both optimal

and partial selection schemes over heterogeneous channels.

5.2.1 Optimal Relay Selection

The optimal relay selection strategy to minimize the SOP in (5.12)) can be formu-
lated as
% 1 =+ ADJg
K= arg, max, (m - (5.13)
Based on (5.13]), we apply order statistics over K relays to represent the SOP of the
considered HSTRN with selected relay Ry« as

K

P:olisz* = H [Psec,k] . (514)

k=1
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However, on inserting (5.4) and (| into -, one can realize that the exact
evaluation of Pgec ; in is very tedious. Therefore, we first approximate ([5.12)) as

A
Psec,k ~ Pr [ Dk < 75:| ) (515)
Ap g
where we have used the approximation % ~ +, which is widely adopted in liter-

ature [102], [I03] and shown to have negligible effect in high SNR region. Further,
on invoking the SNR expressions from ([5.4) and (5.5 into (5.15)) and doing some

manipulations for large transmit power, we obtain

Vsry Vrid
Psec,k ~ Pr |: < Vrpe
75’737”;@ + (75 - 1)’Vrkd g
= / Fz,.(2) . (2)dz, (5.16)
0
Vsr Vrpd

where the last expression results after defining 7, =

. To proceed
YsVsry, JF(’Ys*l)’Yrkd p

further, we require the CDF Fy, (z) which can be derived as

Fa=1- [ (1-p,, (I ) ek ot 517

T

Now, using the CDF F,_ (-) from 1} and the PDF f%kd(-) from 1} into
(5.17)), performing simplifications with [59, eqs. 1.111, 3.471.9], and then using the

result to further solve to obtain the closed-form expression for POptk as

sec

s(,)gk*:[ ZF (mq) (%) ZCt ti f)(@a)

x (453) (o +208) e ;j’)i(i‘)‘ .

X oF; +U0+ = U+ = = ,
2 1(,“ ke 2 a 2 77[)(% +2\/_

where » 7 =3t ;YCNH Dm0 0P (B5) )t = pbmg—1, v = g—p+1,

p!

p=1t+me+ 1, 5 = Bn_sa/Ys(’ys - )%7 w('ys,r) = n;s(% - 1) + %(7’ + 1)’75 + rg:, and

(5.18)

oF1(+,+;+;+) is the hypergeometric function of second kind [59] eq. 9.111].

To attain more insights, we pursue an asymptotic analysis of SOP at high SNR
(ns — oo) and high main-to-eavesdropper ratio (MER) with o4 > 0.. Herein, we
apply e? =~ 1—zin and Y (a, z) = = in (5.10) and use the simplified results

to solve ([5.16)) subsequently to obtain an asymptotic SOP expression as

S [a(%—l)ge L _Llmatme) - (@)md ma (%)_mdr, (5.19)

seck” Ms T(mg + 1)T(m.) \ o4 5\ o

which clearly reflects the diversity order of K min(1,my).

93



5.2.2 Partial Relay Selection

As stated before, the optimal relay selection scheme in requires the CSI knowl-
edge of the relay-eavesdropper links and therefore its practical implementation is
jeopardized. The proposed partial relay selection technique incorporates the best
instantaneous SNR towards the destination. So, to devise a partial selection scheme
that can depend only on the CSI of relay-destination links, we can write the selected

relay Ry« as

* . .2
k* = arg kirllaXK Vred (5.20)

Then, the SOP of the considered HSTRN with selected relay Ry« for partial selection

scheme can be evaluated as

14 Ap g
e = Pr | = <l 5.21
Prceper = b1 {1 ¥ Ap e 7} (5.21)
which can be further simplified as in (5.16)) to
Peesr ® Pr[Ze < el
= / Fz, (2) e (2)d2, (5.22)
0

Vsrpx Vrpxd
VsVsrpx +('Ys_1)'7rk*d ’

involved in the relay selection, we can derive the CDF of Z« as in (5.17) by using
the CDF F,,, , (-) from (5.8) and the PDF f, () as

Since the satellite and eavesdropper links are not

where Z,« =

/T;d/ mg+l
<_1)J mq ¢ m 1 —2d 1z
Froal®) = D el (G0 ) @ttt (5.23)
{2,1}

where Y21, = K ZJK;OI crt Sama=1) and the coefficients w! is defined similarly
as in (4.19). Then, on inserting the result along with PDF of ~, .. from (5.9) into
(5.22), and after performing the integration, we obtain a closed-form expression of

par
738607 o+ s

ms Mg _1)] my mg+l t+l - Qﬁ m me
Pt = 1= 30 St (M) e G ST ()
{wp} {2} L(ma) \ ea q=0 ['(me) \ oe
[e( 1) 00\ T(p+1+0)l(p+1—-v)
2 1
X (w(ws,y) +24/€( + )) ( o ) N %)
1 1 Y —2vE0+ 1)
><2F1(,u+l—|—v;v+—;,u+l+_; 5 ' (5.24)
2 2 Pl +2vE0 +1)
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Moreover, the asymptotic SOP for partial selection scheme can be derived as

5_1 e F K e mak e —mak

Pl =~
ek s [F(mq + 15T (me) Ce

From the above expression, one can readily observe that the system experiences a

diversity order of min(1, myK) only for partial selection scheme.

5.3 Numerical and Simulation Results

In this section, we perform numerical investigations for the aforementioned secrecy
analysis and validate our derived results through Monte-Carlo simulations. The
simulation results are obtained with 10° channel realizations. Herein, we compare
the SOP performance as a function of p; = 7, between the optimal relay selection
scheme and partial relay selection scheme. For numerical investigation, we set mg =
1, m. = 3, and adopt the shadowed-Rician fading parameters for the satellite-relay

links under the heavy shadowing scenario (my, b, 2, = 1,0.063,0.0007).

Secrecy Outage Probability

Optimal selection
104 ¢ : :
————— Partial selection
----------- Asymptotic
=] Simulation

1 1 1 A
0 5 10 15 20 25 30 35
04 (in dB)

Figure 5.2: SOP versus g, for different number of relays.

In Fig. [5.2, we plot the SOP curves for the considered HSTRN with various
number of relays, where the average SNR is set to 9. = 2 dB and the target secrecy

rate Rs = 0.1 bps/Hz. The analytical and asymptotic curves are drawn using ({5.18))
and (5.19)) for optimal scheme, and ([5.24]) and ([5.25)) for partial scheme, respectively,

which are clearly found to be aligned and corroborated with the simulation results.
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One can readily observe that the optimal selection scheme outperforms the partial
selection scheme. It is apparent that for partial selection scheme, the secrecy outage
diversity order is not affected by number of relays, as indicated by the parallel slopes
of the asymptotes. However, the secrecy outage diversity order for optimal selection

scheme depends on the number of relays K.
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Figure 5.3: SOP versus g, for different R.
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Figure 5.4: SOP versus g, for different p..
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Both relay selection schemes are compared in terms of SOP by fixing o, = 2 dB,
K =2, and varying g, in steps of 5 dB for different target secrecy rates in Fig. |5.3|
Specifically, we can observe that system gives better performance at small value of
Rs. As can be expected, the secrecy outage performance of the system degrades
with an increase of target secrecy rate.

Fig. depicts the probability of secrecy outage versus o4 of multi-relay HSTRN
for different eavesdropper’s average SNR .. As shown in the figure, with the in-
crease of the p., the SOP decreases, which reflects the detrimental effects of a more

egregious eavesdropper.

5.4 Summary

In this chapter, we evaluated the secrecy outage performance of a multi-relay HSTRN
employing optimal and partial relay selection schemes in the presence of an eaves-
dropper. Specifically, we designed optimal and partial relay selection schemes based
on the CSI requirements of the main and wiretapper links. Then, we derived the
closed-form and asymptotic SOP expressions for the considered HSTRN. Our re-
sults illustrated that the optimal selection scheme outperforms the partial selection
scheme. Moreover, our results revealed that an increase in the number of terres-

trial relays plays an important role in improving the secrecy performance of the

considered HSTRN.
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CHAPTER 6

SINGLE-USER SINGLE-RELAY HYBRID
SATELLITE-TERRESTRIAL RELAY NETWORKS WITH
MULTIPLE EAVESDROPPERS

In the previous chapters, secrecy analysis was limited to a single-eavesdropper
scenario. However, in practice, it is highly probable that a large number of ma-
licious nodes try to attack the legitimate transmission. These eavesdroppers may
be collude together and work collaboratively or scattered randomly to increase the
chance of wiretapping. As discussed previously, considerable attention has been
paid towards the secrecy performance investigation of HSTRNs, but, most of them
were mainly concentrated on a single-eavesdropper scenario. Recently, PLS per-
formance in HSTRNs with multiple eavesdroppers has been investigated in [99]
and [108], where authors have considered independent and identically distributed
(ii.d.) Rayleigh fading for terrestrial nodes. To the extent of the our knowledge,
investigation of PLS performance of an HSTRN with multiple independent and
non-identically distributed (i.ni.d.) eavesdroppers has not been done so far. In-
deed, the eavesdroppers are unintended users which may be randomly scattered in
the vicinity of the intended terrestrial user. And, due to rapidly growing wireless
communication technologies, accessing and exchanging the information has become
an easily accomplished task. Thereby, it is essential to analyze the effect of the
multiple i.ni.d. eavesdroppers on the secrecy performance of the HSTRNs. To fill
this research gap, we take i.ni.d. multiple colluding eavesdroppers into account and

analyze PLS performance of HSTRN.

Motivated by the above, in this chapter, we consider an AF-based HSTRN with
a terrestrial user and a multi-antenna satellite in the presence of multiple i.ni.d.
colluding eavesdroppers. Such a communication set-up can be feasible in various

practical scenarios (e.g., under military and defence services), where a multi-antenna
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satellite source communicates to an intended user with the cooperation of a relay
node in the presence of multiple non-intended users (e.g., high-speed smart devices
such as, handheld, vehicle mounted, and nomadic devices) at the ground. Albeit,
securing downlink satellite transmissions poses different mathematical challenges,
we conduct a comprehensive secrecy performance analysis of the proposed HSTRN
in terms of SOP and ESC. The main contributions of this chapter are summarized

as follows:

e We characterize the framework for PLS in an HSTRN with multiple antennas
at the satellite and with multiple eavesdroppers at the ground. We concentrate
on the effect of i.ni.d. Nakagami-m fading channels for multiple eavesdrop-
pers and investigate the key measures of secrecy performance for the proposed
HSTRN. Comparing to existing works such as [99], [L08] where i.i.d. Rayleigh
fading channel coefficients are considered for multiple eavesdroppers and satel-
lite is restricted to a single-antenna source, this chapter focuses on the impact
of i.ni.d. Nakagami-m fading channels with a multi-antenna satellite, and em-
phasizes the importance of a multi-antenna satellite in enhancement of the

secrecy performance.

e By assuming shadowed-Rician fading for satellite channel and i.ni.d. Nakagami-
m fading for terrestrial channels, we derive novel expression for SOP of the
proposed HSTRN. Also, we obtain the SOP expression at high SNR regime
and reveal the secrecy diversity order of the system. Based on the asymptotic
analysis, we highlight the dependency of system/channel parameters on the

achievable secrecy diversity of the proposed HSTRN.

e We further evaluate the expressions of ESC for the considered HSTRN. To
justify our analysis, we present numerical and simulation results and explore

the effect of the key parameters on PLS performance.

The remainder of this chapter is organized as follows. We illustrate system and
channel model for an HSTRN with multiple colluding eavesdroppers in Section [6.1].
We obtain the expressions of SOP, asymptotic SOP and ESC of the considered
system in Section [6.2] Further, we present the numerical and simulation results in

Section [6.3] The summary of this chapter is presented in Section [6.4]
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6.1 System and Channel Model Descriptions

We consider an HSTRN consisting of a satellite source S equipped with N, anten-
nas, one terrestrial relay R, and one terrestrial destination D in the presence of L
colluding eavesdroppers { £} ;. The schematic diagram of the considered network
is depicted in Fig. [6.1] In this network, the direct links between S and D as well
as between S and {F;} are considered to be unavailable due to severe shadowing
and masking effect [I8], [80]. Thereby, the communication between S and D takes
place with the assistance of R, albeit in the presence of illegal hearing from L eaves-
droppers at the ground. The satellite channel (i.e., S—R channel) is assumed to
follow shadowed-Rician fading whereas terrestrial channels (i.e., R—D and R—E)
channels) undergo Nakagami-m fading. Note that the channel gains between R and
{E;} are modelled as i.ni.d. Nakagami-m fading RVs. We consider that both satel-
lite and terrestrial channels are inflicted by AWGN with variance Ny and zero mean.
Further, we denote S—R — D channel as the main channel and S—R —FE; channels

as the wiretap channels, respectively.

AS‘
hg,
W ; h \hrel
hya IS
R

Figure 6.1: System model of a single-user single-relay HSTRN with multiple eaves-
droppers.

The end-to-end signal transmission takes place in two time phases. Let x, be
the unit energy signal transmitted by the satellite to relay. In the first time phase,
satellite S beamforms x; to R. Hence, the signal received at relay R can be written

as
Y, =/ P.hl wor, + u,, (6.1)
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where P; is the transmit power at S, h,, = [hﬁ}), hg«), e ,hgivs)}T be the Ny x 1
channel vector for S— R channel, u, ~ CN(0,Np) is AWGN at R, and wy is the

N, x 1 transmit weight vector which is chosen, according to the principle of MRT

hs,

[85]7 as Wy = m

During the second time phase, the relay R first amplifies the received signal y,

by a variable gain factor G as

1
G = , 6.2
\/PslhlrwsP +No 02

and then forwards it to the destination D. Thus, the received signal at the destina-

tion D can be given as

Yda = vV Prhrdgyr + Ud, (63)

where P, is the transmit power at R, h,q is channel coefficient of R— D link, and
ug ~ CN(0,Np) is AWGN variable at D. At the same time, the eavesdroppers keep
an eye on the signal transmitted by relay R and try to intercept the information.
Since the direct links from S to {E;} are assumed to be unavailable, it is nearly
impossible for the eavesdroppers to overhear the information transmitted from S in
first time phase. Thereby, it is considered that eavesdroppers can track only the
signal forwarded by the relay and hence, the received signal at the [-th eavesdropper

can be given as

Ye, = V Prhrelgyr + Ue; (64)
where h,, represents the fading coefficient of R—E; link and u., ~ CN(0,Np) is
AWGN variable at eavesdropper Ej.

Thus, based on (6.3)) and ([6.4)), the received instantaneous end-to-end SNRs at

the destination D and [-th eavesdropper can be obtained, respectively, as

YsrVrd
=T 6.5
b Vsr + Yrd + 1 ( )
and
VsrVre
pu— —’ 6c6
T e e + 1 00

where v, = 0| [hgr [F, Yea = 10 Pral®, and ype, = 0elhire |2, With 7, = (& and 5, = {&.

Since we have assumed the colluding scenario of eavesdroppers, they can ex-

change the information with each other and work collectively to strengthen the
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wiretapping ability. In this case, we consider the MRC at eavesdroppers, thereby,
instantaneous end-to-end SNR at colluding eavesdroppers can be represented as

[109]

YsrYrE

= 6.7
Vsr + YrE + 1 ( )

YE

L
where v, 5 = > 1| Vre,-

The instantaneous end-to-end SNRs in (6.5)) and (6.7)) will be used in secrecy

performance analysis in Section [6.2]

Following the shadowed-Rician channel model for satellite links, the PDF and
CDF of 7, = ns||hs||% can be respectively given, similar to (3.10) and (3.11)), as

ms—1 ms—1
S S E NS B B .
[T T SIS =0T (65)

i1=0 inNg=0 Ms
and
ms—1 ms—1 A-1
2 “~ =(Ns) (A=1)! —(A=p) p —
F (x)=1-Y - By P are b, (6.9)

where the involved parameters are defined after (3.10]).
For the terrestrial network, we consider that the terrestrial links go through the
Nakagami-m fading with fading severity m; and average power €2; for j € {d,e}.

Therefore, the PDF of channel gain v,q and -, are given, respectively, by

mg\ ¢ amel _mgx
r)=|— e @ 6.10a
P = () o (6.100)
m Me; I‘mel_l _mem
and x) = = e 6.10b
P = (22) s (6100

where 9q = 1, and o, = 7,€2,.

Now, differing from f, ,(x), the estimation of accurate PDF of «,p is rather
complicated due to involvement of the sum of i.ni.d. gamma RVs. Even for a small
number of eavesdroppers, it requires to perform a multifold convolution. Therefore,
we adopt a very precise approximation approach [67] by which the PDF of +,5 may

be expressed effectively in terms of a single gamma RV as [66], [8§]

me\ ymE_l — 5y
~ | — A1
Fot) =~ () e (6.11)

where the parameters mg and Qg are calculated from moment-based estimators.

For this, we define ® = Y27 |hy,|?. Then, we have Qp = E[®] = 32}, Q,, and
207

mp = gz Herein, the exact moments of & can be acquired in the form of
E
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individual moments of the summands as

t t1 tr—o

E[@]=) > - >, GGy

t1=0t2=0 tr,—1=0

x E [|hre1’2(t_t1)] E [|hT62|2(t1_t2)} K [|h7’eL|2(tL71)] ) (612)
I (me, +3%) (Q 3
tT 1 2 €l
where  E [|h|] = “Tom) <mel) . (6.13)

6.2 Performance Analysis

In this section, we characterize the secrecy performance of considered HSTRN in
terms of SOP and ESC. In particular, we first derive the SOP expression and then
analyze the asymptotic behavior of the SOP expression. Subsequently, we present
the ESC expression. Thus, the achievable secrecy capacity of considered system can

be given by
Csec = [Cp — Cg|*. (6.14)

Herein, C'p is the channel capacity of main channel and Cg is the channel capacity

of wiretap channel, which can be expressed, respectively, as

1
Cp = 5 log, (1 4+ vp) (6.15a)
1
and OE = 5 10g2 (1 + ’)/E) s (615b)

where the term 1/2 arises due to the two-stage communication process. Substituting

(6.15a]) and (6.15b)) into (6.14]), we can represent Cge. as
1 1 "
C(sec - 5 10g2 (1 + 7D) - 5 1Og2 (1 + /YE) : (616)

The above formulations help in the subsequent secrecy performance analysis.

6.2.1 SOP Analysis

The SOP is defined as the probability that the achievable secrecy capacity C. falls
below a target secrecy rate Rs. Therefore, the SOP of the proposed HSTRN can be

mathematically represented as

Psec =Pr [Osec < Rs] . (617)
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We acquire the solution of (6.17)) in the theorem as given below.

Theorem 7. The expression of Pse. can be given as

ms—1 ms—l A-1 FA m mg—1
il (O] mg—1 P
sec = - p| ( > md Z C d— ZC

i1=0 ing=0 o r=0
d p+r [ ME " 1 —(A-p) ﬁ(4 <65)>T
(ys)™ (s = 1)PF <QE> T(mg) ) (s + &)t
« (N+T_(;>i</i)?7—_1)! 2 I (u—l—T;T—l—%;M‘i‘%;%)’ (6.18)

where p = mq+mp+p, T =r—q+1,¢= P57 — 1)+ 4y + 5L, and £ =
(2\//55%(% - 1)%) with ~y, = 2R,

Proof. See Appendix 6.A. [ |
The obtained expression of the SOP for the considered HSTRN in Theorem [7] up-
holds for the complex heterogeneous channels with a number of satellite antennas

and number of eavesdroppers over whole range of SNR regime.

6.2.2 Asymptotic SOP

We now perform asymptotic analysis of SOP expression to obtain the secrecy diver-
sity order of the considered HSTRN. For this, at the high SNR regime, we consider
Ns, Ny — 00 (with %7— as a finite constant) and derive the asymptotic expression of

Pksec in the following corollary.

Theorem 8. At high SNR, P,.. can be calculated as

NS@NSF(Ns‘i‘mE) Qp N

Poo =~ (vs—1)

Sec

r Qp\™
v, _LOma+me) (mafts )™ (6.19)
F(md + 1)FmE O0dME
Proof. See Appendix 6.B. |

Remarks: It can be concluded from that achievable secrecy diversity
order of the considered HSTRN is min(Ng,mg). It is worth mentioning that the
achievable secrecy diversity order of the considered HSTRN jointly depends on the
number of satellite antennas and the fading severity parameter of relay to destination
channel (i.e. R—D channel), and remains independent from the fading severity

parameter of satellite channel and number of eavesdroppers.
105



6.2.3 ESC Analysis

In this subsection, we obtain the ESC of the considered HSTRN which is defined
as the average of the maximum achievable secrecy capacity. To evaluate the ESC

expression, we define the EC of the main channel and of wiretap channel from (/6.15al)
and (|6.15bf), respectively, as

Cp = %E llog, (1+ Ap)] (6.20a)
and 6E:%Ew%ﬂ1+AEﬂ. (6.20Db)

As such, the ESC for the proposed HSTRN can now be obtained as [110]
Crso = [Cp—Cr| " (6.21)

To further proceed, we require the expressions for the EC of the main and wiretap
channels (i.e, Cp and Cg). Thus, we first simplify C'p using SNR from ([6.5)) into
(6.204)) as

- 1 YsrVrd
Cp= E |1 14— 6.22
D= 92 {n( +1—|—%T—|—%d)]’ ( )

Further, as in [I11], eq.8], Cp in (6.22)) can be expressed by means of MGF as

Cp=1 — I, (6.23)
where
I = M 24
1 21n2/0 e ‘M., (s)ds (6.24a)
1 [> =~
and L= /0 et M, (s) M., (s)ds. (6.24b)

Herein, Mx(-) and M x(+) are the MGF and complementary MGF transforms,

which can be defined, respectively, as
Mx(s) é/ e fx(x)dx (6.25a)
0
and  My(s) 2 / (1 — Fy(x))dz. (6.25b)
0

Similar to (6.23), C'z can be written using SNR from (6.7) as

Cp =1 — I, (6.26)
h [ /Oo M, (5)M., . (s)d (6.27)
where = I3 |, e o (S)M, L (8)ds. :
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Now, to calculate C'p and C'g, we require the expressions of I, I, and I3 in (6.24a))

(6.24b)) and in (6.27)) which can be obtained by the lemma as given below, respec-

tively.

Lemma 2. The expressions of I, Iy and I3 can be given, respectively, as

ms—1 ms— 1 A 1 TA ( ) s 0 —p
—(A+1) 1,2 ’
I = — (Bs) G|l = ) (6.28)
21n2 “ZO ZN&_O — ! Bs| o
ms—1 ms—1 — A—1 _ . .
I — 1 Z Z E(Ns) Eﬁg(AH)Glllll % L —=p; 1 —mq
2In2 =0 =0 (nS)A = p' Fmd 1,[1:1],0,[1:1] ’i—dd _. 0’ 0 )
(6.29)
and
oL S LS B I Y G (L
= A | 1,[1:1],0,[1:1] ;
2In2 D0 i (7]5) = P F( ) 5721_2 —:0;0
(6.30)
where G;?[] nd Gy [11111 ! naylt) represent the Meijer’s G-function of one and two

variables [91)], respectively.

Proof. See Appendix 6.C. [ |

Now, after invoking ((6.28) and (6.29)) into (6.23]), and (6.28)) and (6.30) into (6.26))

we get C'p and O, respectively, as

ms—1 ms—l

>

—1
LA gy

Cp = 21n2 l
i1=0 zNg_O p=0
S 0,—]9 1 1,1,1,1,1 1;_p;1_md
x { G2 = - Gr % . 6.31
“HBs| o Py MO ) g (631

— 1 ~
Cp= . —
P om2 Z Z (ns)™ !
i1=0 ing=0 p=0
0, — 1 1 1:—p:1—m
12| S |% 7P 1,1,1,1,1 3 | b P E
X GQ’l E 0 - F(mE)G]"[l:l]’O’[l:l] é _00 . (632)
mg s Uy

Finally, after using (6.31)) and (6.32)) into (6.21]), the expression for ESC can be
obtained.
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6.3 Numerical and Simulation Results

In this section, we present the numerical results to facilitate the secrecy performance
analysis of the considered HSTRN and justify them through Monte-Carlo simula-
tions. Thei.i.d. shadowed-Rician fading parameters for S— R link is considered as il-
lustrated in Table[6.1] for heavy and average shadowing scenarios. Moreover, we con-
sider {E;}?_; i.ni.d. Nakagami-m fading channels for R— E; links where parameters
have been fixed as {m,, };_; = {1,2,2.5,3,3.5} and {Q,};_, = {1,2.5,2.5,3.2,3.5}.
For each set of i.ni.d. Nakagami-m fading channel parameters, the required param-

eters in (6.11)) are estimated as provided in Table[6.2]
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Figure 6.2: SOP performance of the considered HSTRN versus 7;.

In Fig.[6.2] we have drawn the SOP curves of considered system for different sets
of satellite antennas and fading severity parameter of R—D link (i.e., for N and
mgq) by keeping Ry = 0.5 and L = 2. In addition, we have plotted the asymptotic
behaviour of the SOP expression which coincide nicely with the SOP curves at high
SNR. We can observe from Fig. that the SOP diminishes with the increasing
number of satellite antennas, which reflect that one can obtain better secrecy per-
formance with large number of satellite antennas. Moreover, it is noteworthy that
the system achieves the secrecy diversity order of min(Ny, m,), which can be clearly

observed by the slope of the various SOP curves. For example, the secrecy diversity
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Table 6.1: Parameters for Satellite Channel [5§]

Shadowing Mg b Q
Heavy shadowing | 1 | 0.063 | 7 x 10~*
Average shadowing | 5 | 0.251 0.279

Table 6.2: Calculated Parameters involved in (6.11])

L 2 3 4 3
mpg | 2.9697 | 5.4340 | 8.4317 | 11.9136
Qp 3.5 6 9.2 12.7

order of 2 can be obtained by the inclines of the SOP curves when (N, my) is (2, 2)
as compared with (1, 3) for secrecy diversity order of 1. In addition, one can observe
that when Ny > my, the SOP performance is bottlenecked by the satellite channel,
and thus, a significant gap appears between heavy and average shadowing curves.
However, when N; < mg, the SOP performance regularized by the terrestrial chan-

nels, hence, SOP curves under both the shadowing scenarios merged at high SNR.
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Figure 6.3: Impact of number of eavesdroppers and Ry on SOP.

Fig. [6.3] shows the impact of number of eavesdroppers L and targeted secrecy
rate Rs on the secrecy performance of the considered HSTRN. For this, we have
fixed Ny = 2, my = 1 and drawn the SOP curves for different sets of (L, Rj).

As expected, the secrecy performance of the considered network degrades with an
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Figure 6.4: ESC performance versus 7, with different sets of (N, L).

increase in the number of eavesdroppers. Further, it can be observed from the figure
that the system becomes more secure for small values of Rj.

From the various SOP curves in Fig. and Fig. 6.3 one can visualize that the
system performs better under average shadowing in contrast to heavy shadowing
condition of the satellite channel.

In Fig. [6.4] we illustrate the joint impact of number of satellite antennas and
eavesdroppers on the performance of ESC. The analytical curves for ESC are plotted
for different sets of (N, L) by setting my = 2. From this figure, it is found that
the ESC performance improves with an increase in number of satellite antennas,
while, it degrades with an increasing number of eavesdroppers. Thus, the system
can attain a higher ESC for small number of eavesdroppers and a large number
of satellite antennas. In addition, we can readily found that the proposed system
achieves higher ESC under average shadowed-Rician fading as compared to heavy

shadowed-Rician fading.

6.4 Summary

In this chapter, we investigated the secrecy performance of an HSTRN in the exis-
tence of multiple non-identically distributed eavesdroppers. By adopting shadowed-

Rician fading for satellite channel and Nakagami-m fading for terrestrial channels,
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we derived novel expressions of the SOP and ESC for the considered system. More-
over, we obtained the asymptotic SOP expression and revealed the achievable secrecy
diversity order of the proposed HSTRN. Importantly, it is found that the system
achievable secrecy diversity order jointly depends on the number of satellite anten-
nas and fading severity parameter of the relay to destination channel, and remain
unaffected by the fading severity parameter of the satellite channel. In addition, it
was illustrated that the secrecy performance of the considered network can be sig-
nificantly improved by exploiting the multiple antennas at the satellite. It is worth
mentioning that the proposed analysis ensures the secure communication of the in-
formation to the intended user and our obtained results can play a critical role in

the design of HSTRNs in near future.
Appendix 6.A: Proof of Theorem

With consideration of Theorem , we can rewrite P after substituting (6.16]) into
(6.17) as

l4+p
Psec = Pr < Ys| - 6.33
[1 + 78 7} (6:33)

However, after invoking (6.5]) and (6.7]) in (6.33)), the solution of (6.33]) becomes very

intricate, therefore, we have applied the well used approximation ﬁ—z ~ ¢ [102], [103]

to simplify (6.33]), and appeared to have negligible impact in entire SNR regime, as

P..~ Pr {7—1’ < %} . (6.34)
YE

Further, on invoking (6.5 and (6.7)) into (6.34]) and performing some manipulations,
we can represent simplify (6.34]), for large transmit power, as

VsrVrd
Psec ~ Pr [ < P)/T'E:|
VsV sr + (’Vs - 1)77"d
~ [ P21 (6.35)
0
herein, we have used Z & —2:dxd ___ for potational convenience. Further, we

’Ys’Ysr'+(’Ys_1)'Yrd
need Fz(z) which can be derived as

Fu(z)=1— /OOO (1 s (Z(vs - 1);:5 + z%)»

X fra(@ + 27s)d. (6.36)
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Then, on inserting and ((6.10a]) into (6.36)), and by utilizing [59] eq. 3.471.9],

we can get Fz(z) as

ms—1 ms—1 — —(A—p) mg Ma—1
=1-2) . ) = ]\)]SA) A (5‘;)! iﬂcg (@> i: ¢l
q=

>
,_.

11=0 iNg=0 p=0

(75 — 1)PzmatP (4 )™ rTe—<(65)(7s—1)+(%d) )

% F(md)

(B5) vs(7s — 1)Qd)

X Ky g1 (2\/ (85) 229 (% — 1)%) - (6.37)

Finally, using and ( into ([6.35)), and fetching the solution of involved
integration with the gu1de of [597 eq. 7.813.1], one can arrive at (6.18)).

Appendix 6.B: Proof of Theorem

In the high SNR regime (i.e, 7,7, — o), Z £ % can be expressed

in terms of well known approximation of harmonic mean [95] as

. Vsr Yrd
Z ~ min , , 6.38
<'Vs -1 % ) ( )
thereby, the CDF F(z) is written as
. Vsr Vrd
Fz(z) ~ Pr |min ,— ) < z|. (6.39)
2(2) { (78 -1 % ) }

Utilizing the fact of independency among the involved RVs in ((6.39)), we can repre-
sent Fz(z) as

Fg(2) = Fy (6 = D2) + Fyy(9%2) = Fr, (s = D2) B, (062)- (6.40)

Further, we require the asymptotic expressions for the CDFs F, (z) and F, ,(x).
First, we obtain the asymptotic behaviour of F._ (z). In this way, we approximate
f+..(z) at high SNR regime by applying the Maclaurin series expansion in terms of

non-negative integer powers of the exponential term in as

N

o _
frar (@) > ijv g (6.41)

and thus, the corresponding CDF behaves asymptotically as

P (1)~ g, (6.42)
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Next, the asymptotic expression of the F, ,(x) can be given, at high SNR (i.e., for

Ny — 00), as
1 mg x\
F, (x) ~ () ( o ) : (6.43)
Now, by invoking (6.42)) and (6.43)) in (6.40), we can get Fz(z) as
alozge (g — )N M mgy\ ™
F ~ 6.44
0= R e 40

where the higher order term is omitted. After plugging (6.44) and (6.10al) into (6.35))

and solving the involved integrals with the use of [59, eq. 3.351.3], we can get (/6.19)

as given in Theorem [§
Appendix 6.C: Proof of the Lemma

Here, we evaluate the expressions for Iy, I, and I3. First, to solve the integral
in (6.24a) for calculating the expression of I;, we proceed by evaluating ./T/l\%r (s),

which can be written as

M2 [T By ) (6.45)

Now, using in (6.45)) and further solving the integration with the aid of [59
eq.3.351.3], we can attain ./T/l\%r (s) as

ms—1 ms—1 — Afl N s —(p+1)
—(A+1
M ()= - Z A T(A) g; MY (1 + 6_) : (6.46)
i1=0 ing=0 p=0 g
which is further simplified using (3.87)) as
ms—1 ms—1 — A 1
\ c F(A ~(A+1) ~11| S|P
'Ysr Z Z | G 1,1 T . (647)
=0  in,=0 U 0 P Ps| o

Then, using (6.47) in (6.24a)) and solving the integral with the help of [59} eq. 7.813.1],

we can obtain I as given in (6.2§]).

Next, to calculated the expression of I in (6.24b]), we require M., ,(s), which
can be readily obtain using (6.10al) and [59, eq. 3.351.3] as

Giy|s— : (6.48)

Using (6.47) and (/6.48)) into (6.24b)), and further performing the solution of integral
with the use of [97, eq. 2.6.2], I can be obtained finally as given in (6.29)).
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To solve the integral in (6.27) for I3, we first obtain M., (s) £ [[Te ™ f,  (z)dz,
using (6.11)) as

1 11| Qe |l—me

MA/TE(S):W (I R . (6.49)

Herein, we have utilized (3.87)) and the fact [59, eq. 3.351.3]. Now, after inserting
(6.47) and (6.49) into (6.27) and solving the integral using [97, eq. 2.6.2], we can
obtain I3 as in (|6.30)).
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CHAPTER [

MULTI-USER MULTI-RELAY HYBRID
SATELLITE-TERRESTRIAL RELAY NETWORKS WITH
MULTIPLE EAVESDROPPERS

So far, we have analyzed different configurations of AF-based HSTRNs in the
past chapters, for instance, a multi-user HSTRN with a single eavesdropper, a multi-
relay HSTRN with a single eavesdropper, a single-user single-relay HSTRN with
multiple eavesdroppers. In this chapter, we consider an extensive configuration of
HSTRN which comprises multi-user, multi-relay, and multiple-eavesdropper with
multi-antenna satellite. For this system, we investigate the secrecy performance by
employing two classic cooperative protocols, namely, AF and DF at relays. More-
over, we consider two specific scenarios of eavesdropping based to eavesdroppers’
colluding capability, i.e., colluding (COL) and non-colluding (N-COL) eavesdrop-
pers. Note that in the previous chapter, we have considered multiple i.ni.d. COL
eavesdroppers in a single-user single-relay HSTRN. However, herein, we explore a
generalized HSTRN configuration with AF and DF relays under both COL and N-
COL eavesdroppers scenarios. Therefore, to retain the mathematical tractability,
we consider that these multiple eavesdroppers are i.i.d. over Nakagami-m fading.
With this consideration, we conduct a comprehensive secrecy performance analysis
of the proposed HSTRN by adopting shadowed-Rician fading for satellite links and
Nakagami-m fading for terrestrial links. The major contributions of this chapter are
summarized as follows:

e We define an analytical framework for PLS in a downlink multi-user multi-

relay HSTRN using AF and DF relaying protocols in the presence of multiple

eavesdroppers by considering practical channel characteristics.

e To comprehensively analyze the secrecy performance of the proposed HSTRN,

we assume two practical intercepting scenarios. That is, Scenario I: the N-COL
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eavesdroppers and Scenario II: the COL eavesdroppers. Then, we present user-
relay selection criteria and derive novel and accurate expressions for the SOP

for Scenario I and Scenario II under both AF and DF relaying protocols.

e We further obtain asymptotic SOP expressions to determine the main chan-
nel/system parameters that regulate the secrecy performance at high SNR
regime. Based on the asymptotic analysis, we reveal that the system at-
tains same diversity order under both AF and DF relaying protocols and the
achievable diversity order remains unaffected from the number of eavesdrop-
pers, methods of intercepting at eavesdroppers, and fading severity parameter

of satellite links.

e We next derive ESC expressions based on MGF transform for AF relaying pro-
tocol under both N-COL and COL eavesdropping scenarios for the considered
network. The derived expressions allow us to proficiently evaluate the impact
of various system/channel parameters in enhancing the secrecy performance

of the HSTRNSs.

The remainder of the chapter is structured as follows. In Section [7.I] detailed
descriptions of the considered HSTRN are presented along with discussions of the
adopted relaying protocols and intercepting scenarios. In Section [7.2] the user-relay
selection criteria are presented, and based on that SOP performance is examined.
While, in Section [7.3] the ESC expressions are derived for AF relaying under both
intercepting scenarios. Numerical and simulation results are provided in Section

and, finally, summary of the chapter is presented in Section [7.5]

7.1 System and Channel Model Descriptions

As illustrated in Fig. [7.I] we consider an HSTRN consisting of a satellite source S,
K relays {R;}S |, N legitimate users/destinations {D,}_,, and L eavesdroppers
{E}f,. In this network, we assume S is equipped with N, antennas while all
other nodes are single-antenna devices. Owing to severe shadowing and masking
effect, it is hard to establish the direct links between satellite and terrestrial users
or eavesdroppers, therefore, similar to related literature [18], [80], the LOS links

between S and D,, as well as between S and E; are considered to be unavailable.

Thereby, the communication from the satellite S to the destination D,, can take place
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via { Ry} relays, albeit in the presence of possible overhearing from eavesdroppers at
the earth. We have considered shadowed-Rician fading for satellite to relay (S— Ry)
links, while relay to destination (Ry—D,,) and relay to eavesdropper (Ry— E;) links
are assumed to undergo Nakagami-m fading. We assume that all the aforementioned

links are inflicted by AWGN with zero mean and variance o2.

28\

Figure 7.1: System model of a multi-user multi-relay HSTRN with multiple eaves-
droppers.

The end-to-end communication takes place in two time phases by employing an
opportunistic user-relay pair selection strategy. The criteria for selection of best
user-relay pair will be discussed in Section [7.2] In the first phase, satellite S beam-
forms its signal to selected relay Ry, and in the second phase, relay Ry, transmits the
information to selected destination D,, through AF or DF relaying protocol, while
eavesdroppers try to overhear the signal transmitted by the relay. Following this,
both AF and DF relaying protocols and their end-to-end SNRs formulation will be

discussed next.

7.1.1 AF Relaying

This subsection focuses on the AF relaying protocol in which the relay first ampli-
fies the received signal by a scaling factor and then forwards this scaled outcome to
destination. To be specific, the satellite broadcasts the signal to K relays and only
the selected relay forwards the scaled version of satellite signal to the selected desti-
nation. Since all system nodes work in a half-duplex mode, the signal transmission

from satellite to destination with the help of the selected relay requires two time
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phases. In the first phase, satellite S beamforms its unit energy signal x; to the

relay R}, using a weight vector wg,,. The received signal at Rj, can be thus given as

ys”'k =V PshlrkWSTkxs + uTky (71)

where P; is the transmit power at S, hy,, = [hg}%,hgl, ...,hgﬂ\fj)}T is the Ny x 1
channel vector for S— Ry, link, and u,, ~ CN(0, 02) is AWGN at the relay Ry. The
transmit beamforming vector wg,, € CN<*! is chosen according to the principle of
MRT [85] as wy,, = Hhh#

In the second phase, relay Ry first amplifies received signal y,,, using a gain
factor G, and then forwards it to the selected destination D,,. Meanwhile, the eaves-
droppers track the signal transmitted from relay and try to overhear the information.
Note that due to the masking efffect, it is almost impossible for the eavesdroppers to
intercept the signal from source directly. It is thereby assumed that eavesdroppers
monitor only transmitted signal from relay for attack, as also followed commonly in

literature [99]. Hence, the received signal at n-th user and [-th eavesdropper can be

expressed, respectively, as

y?kljln = gk V P?“hrkdnysrk + Uq,, (72)
and yTiAkFel = gk \% Prhrkelysrk + uep (73)

where P, is the transmit power at Ry, h,, q, and h,,., are channel coefficients of relay
to destination (Rx—D,) and relay to eavesdropper (Ry—F;) links, respectively.
g, ~ CN(0,0%) and u., ~ CN(0,0%) are AWGN variables at destination D,, and
eavesdropper Ej, respectively. Based on and , the end-to-end SNRs at

user D,, and eavesdropper E; can be obtained, respectively, as

AgF . — ,}/ST‘]C’YT‘de]L- (74>
n, P)/T‘kdn _|_ W

and AAEle = %T’“—%’“ei, (7.5)
, Yreer + W

where vy, = 0| |3, Yred = Ml higan |2 and vrpe, = 0 |Arge,|?, with 1, = L5 and

Ny = %. For variable gain relaying, the gain Gy, in ([7.4) and ([7.5)) can be determined as

1
G, = , 7.6
' \/P8|hl7“kwsm|2 + o2 ( )
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and thus, for AF relaying technique, the instantaneous end-to-end SNRs at the n-th

user and [-th eavesdropper can be given, respectively, as

AAF — /ysrk,%“kdn 77
Drk Vsry + Vridn +1 ( )
a.nd A%'fk _ ’Ys’l“k/%’kel (78)

%rk + f}/Tkel + 1

7.1.2 DF Relaying

In this subsection, we rely on the DF relaying protocol in which basically the relay
first decodes the received signal from source and then re-encodes and forwards the
decoded output to the destination. More specifically, the satellite first broadcasts
the signal to K relays that attempt to decode their received signals. For notational
convenience, all those relays that successfully decode the satellite signal are sym-
bolized by a set A, called decoding set. The sample space of this decoding set is
given by Q = {0 JA,,¢=1,2,---,25 — 1}, where () is an empty set, | represents
the union operation, and A, denotes the g-th non-empty subset of K relay nodes.
If the decoding set is empty i.e., all the relays fail to decode the received satellite
signal, then no signal is being forwarded from relay. Conversely, when decoding set
is non-empty, all the relays in A, are active to forward the encoded outcome and
assist the signal transmission from satellite to destination. Herein, we consider that
only the best relay is selected out of all the active relays for transmission.

For the considered HSTRN, the overall communication takes place in two time
phases as stated previously. In the first phase, satellite S broadcasts its unit energy
signal z to K relays, similar to AF relaying protocol. Thus, the signal received at
relay Ry is same as given in . From , the instantaneous received SNR at
relay Ry is expressed by

Vsry, = nSHhSTkH%a (79)

and the mutual information between satellite S and relay Ry is thus given as
1
Csrp = 5 logs (1 4+ Yer, ) - (7.10)

According to the definition of adaptive DF relaying technique [112], for a particular
relay Ry, if Cy,, is greater than a predefined target data rate R, then the relay Ry

can decode the received satellite signal successfully and is activated to forward the
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decoded information in second phase.
During the second phase, one selected relay forwards the decoding signal z, to
selected destination which may be intercepted by eavesdroppers. Thus, received

signal at n-th user and [-th eavesdropper can be given, respectively, as

ygf;n =/ Phya,Ts + ug, (7.11)
and y}?,}; = /Pl Ts + U, (7.12)

From ([7.11)) and ([7.12]), we can obtain the received instantaneous SNRs at n-th user

and [-th eavesdropper, respectively, as

0, if |Al =0
Apr, = ' A (7.13)
Vridn s if |[A] #0
0, if |Al =0
and AR, = A (7.14)
Vriers if |A] #0,

where |A] is the cardinality of decoding set A.
As such, each eavesdropper receives an independent copy of signal transmitted
from relay, we assume two ways of wiretapping at eavesdroppers i.e., N-COL eaves-

droppers scenario and COL eavesdroppers scenario, respectively.

N-COL Eavesdroppers Scenario

In this case, it is assumed that the eavesdroppers are incapable of exchanging the
signal with each other, hence they cannot work collectively to strengthen the over-
hearing ability. It implies that the security of the system can be accomplished when
the quality of the main channel is superior to that of any eavesdropper’s channel
[113]. Hence, for N-COL eavesdroppers scenario, the instantaneous end-to-end SNRs

at eavesdroppers, for A € {AF, DF}, can be defined as [114], [115]

AN-COL _ A
A = glzag)i{AEl’k}' (7.15)

: : : ’Ysrk')/rkel .
Now, for AF relaying protocol, it can be realized from ([7.8) that T e 1 18 a1

increasing function with respect to 7,,, for a given relay Rj;. Thereby, with A = AF,

(7.15)) can be treated as [115], [1106]

N-COL
AAFN-COL _ Ysri Yy E (7.16)
E N-COL :

 Yer, + NSO+ 1
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N- COL

where Vra = maxi<;<{Vrpe, }-

Sequentially, under DF relaying protocol, (7.15)) can be given for N-COL eaves-
droppers scenario, using (7.14)), as [117]
0, if |[A] =0

= . (7.17)
et A [A[#£0.

DF,N-COL
A

COL Eavesdroppers Scenario

On the contrary, eavesdroppers can work collaboratively with each other for re-
inforcing the wiretapping ability in COL eavesdroppers scenario. Thus, for this
case, we assume that maximal ratio combining is considered at eavesdroppers [118].
Thereby, under COL eavesdroppers scenario, the instantaneous end-to-end SNR at

eavesdroppers can be represented for AF relaying protocol as [109]

COL
AAF.COL _ Ysri Ve E (7.18)

E’k fYST‘k + P)/r coL + 1

COL
Where ,y Zl 1 ,}/’I‘kel

In this order, under DF relaying protocol, the end-to-end SNR can be expressed
s [117]

0, if |Al=0
Aot = A (7.19)
Tk if |A[ # 0.
The instantaneous end-to-end SNRs from ((7.16)) to ((7.19) will be used in subse-
quent secrecy performance analysis in Section [7.2]
Considering shadowed-Rician fading model for satellite links, the PDF of ~,,,

under i.i.d.shadowed-Rician fadingﬂ can be derived by following the procedure given

in [58, App. A] and making a transformation of variates using (3.9), and given as

ms—1 ms—1 —
A — :I:
)= 3 e 3 B 2
i1=0 Ns=0 s

"'We consider that the {Rk}ff:l relays are situated relatively close together and lie in a cluster
whose span is negligible as compared to the distances of relays from other terminals. This assump-
tion also holds for the N users and L eavesdroppers. Under this consideration, channel coefficients
over each hop are assumed to be independent and identically distributed (i.i.d.) [29]-[80]. More-
over, we consider the channel vector hy,, with i.i.d. shadowed-Rician fading model [80] for satellite
links.
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and CDF of 74, can be obtained by integrating (7.20]) as

ms—1 ms—1 A—1
- “~ =(IV L(A) | Al B
F’Ysrk<x>:]-_ Z Z (A ) (')56 (A=p) 1P —Bs (7.21)
i1=0 ing=0 s p=0 p:

For terrestrial links, we consider Nakagami-m fading channels for analyzing the
secrecy performance of considered HSTRN. Herein, assuming the terrestrial links
with a cluster of users/eavesdroppers, the pertinent channels follow i.i.d. Nakagami-
m fading with integer-valued fading severity m,; and average power €, for j € {d, e}.
As such, the PDF and CDF of channel gain +,,; are given, for e = n when j = d
and € = [ when j = e, by

m; e xmj_l —m—‘jw
()= — e % 7.22
Fo)= () T 722
1 m;x
and F’Yrkje (.I') = F(m)T myj, Q_ > (723>
J J

respectively, where g; = 1,€;.

Lemma 3. For N-COL eavesdroppers scenario, the PDF of fyﬁ\,i‘gOL can be given as

L—1 r(me—1) (_1)1" m Mme+s
g =120 S Wl () ety
Tk

r=0

SF
m
s=0 e Qe

where x. = and the coefficients Wi, for 0 < s < r(m.—1), can be calculated

Qe
me(r+1)

recursively (with £, = L) as wfy = (b)), wi = r(ly), Wrme—1y = (Um,—1)", wy =

LS lgr —s+gllgwl_, for2<s<m.—1, andw] = =37 gr — s+ gll,wl_,

sl g=1 sy £—~g=1

for me <s <r(me—1).

Proof. Under the assumption of i.i.d. channels, the PDF of vi'gOL can be
obtained by getting the maximum value from L eavesdroppers’ channel gains as

dF,yN—COL (I) d .
__nE 4
Fgor(a) = —— 7 (B (2)]7 (7.25)

and it can be further simplified as

fyygo(z) = LI, . ()] ., (@). (7.26)

T E

Now, plugging (7.22)) and ([7.23) for j. = e; with series exploration of Y(-,-) [59] eq.
8.352.1] into (|7.26]), and then using multinomial [59, eq. 0.314] and binomial [59, eq.

1.111] expansions, we obtain the expression of f,YN-gOL<£L') as shown in ((7.24]). |
Tk
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Moreover, for the COL scenario, the PDF of %CIC%L can be presented as [119]

mel  m.L—1
me X € _Mmex
soor () = (E) ) (7.27)

7.2 User-Relay Selection and SOP Analysis

In this section, we derive accurate and asymptotic expressions of SOP for N-COL
and COL eavesdroppers scenarios, and present the user-relay selection criteria for
minimizing the SOP under both AF and DF relaying protocols. The SOP of the
considered HSTRN can be formulated for A € {AF,DF} and b € {N-COL, COL} as

Piolin = Pr[C22 1 < Ri|. (7.28)

where C?

ek 18 the secrecy capacity and Ry is target secrecy rate. The secrecy

capacity of considered system can be given by

O)\,b

sec,k,n

=), —CR" (7.29)

Herein, Ci\)n . 1s the channel capacity of main link and Cgbk is the channel capacity

of wiretap link.

7.2.1 AF Relaying

In this subsection, we formulate the appropriate SOP followed by user-relay selection
criterion under AF relaying protocol and then derive both accurate and asymptotic
expressions for SOP of the considered system for N-COL and COL eavesdroppers

scenarios.

SOP Analysis

In order to obtain SOP under AF relaying protocol, we proceed as follows:

Using (7.29)) in (7.28) for A = AF, the SOP under AF relaying protocol can be

written as

PAFY Py [(Cgf’k - Og}*;b) < RS} . (7.30)

: AFp : i, . .
Herein, C’gfk and '~ are the instantaneous channel capacities of main and wiretap
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links under AF relaying protocol, which can be given, respectively, as

1
O, = S log (1+ A3, ) (7.31)
and
1
O’ = S log, (1 + Afj) , (7.32)

where factor 1/2 accounts for the two-hop communication. Now, using (7.31]) and
(7:32) into (7.30), P27 can be written as

sec,k,n

1 1
PARY Py K? log, (1 n AADS,k) ~ 5 log, (1 + Agi’b) ) < R, (7.33)
which can be further simplified as
PA = Pr | <] (7.34)
1+ A

where v, = 22%s,
Then, based on ([7.34), we can devise a user-relay pair selection criterion for
minimizing SOP of the considered HSTRN as

n, = arg max max | ——— |. ‘
n=1,...N k=1,... K 1 +Agi7b

Note that the user-relay pair selection criterion in is based on maximizing the
ratio of received SNRs of user and eavesdropper links. In accordance to ([7.35)), we
find that the statistics involved in the user-relay pair (n*, k*) selection is maximum
of K x N variables. However, these K X N variables are not independent of each
other, since the satellite-relay link remains common for N users for a given relay.
In fact, the dependence involved herein causes performance analysis intricate. To
tackle this troublesome, we first select the best user with the maximum of v, 4,
conditioned on a given relay Ry i.e., nj = arg . Ellaf?{N{%kd"}' Therefore, we apply
order statistics over K relays to express the SOP; o’f the considered HSTRN with
selected relay Ry« as
K
Pati e =TT [Paen ] (7.36)
k=1

. . AF b
To proceed, we need to obtain the expression for Prccem

inserting ([7.7) and (7.16)) for b = N-COL or (7.18) for b = COL in ([7.34)), one can

realize that the exact evaluation of SOP leads to very tedious analysis. Therefore,

: in (7.36)). However, after
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we approximate Psec kit using as

AF
AFp Do
Psec7’k7nk ~ Pr —ARb <!, (7.37)
E7k
14a

where we have used the approximation 1= ~ 7, which is widely adopted in literature

1+b
[102], [103]. Further, on invoking the end-to-end SNRs from (7.7) and (7.16]) for
b = N-COL or (7.18) for b = COL into ([7.37)), and performing some straightforward

manipulations, we obtain

Vsri '7rkdnz

=yl 7.38
+ (% = D, (7.38)

b
< /kaE

AF b
Psec }C ny ~ Pr
shvs o
VsV sri

Vsry 'Yrkdnz

By defining Zj ,,x = , we can write ©” in (7.38)) as

VsVsry +(’Ys_1)"/rkdn2
@b = Pr [kaz < ’y?b"kE}
_ /D Frp 2y, (2)de. (7.39)

The expression of ©” in (7.39), for b € {N-COL, COL} (i.e., for N-COL and COL

eavesdroppers scenarios), can be evaluated, respectively, by theorems as given below.

Theorem 9. The expression of OO can be given as

ms—1 ms—1 N—1 J(mg—1) ( 1)3 my mg+l L—1
N-COL _ N-1 I\ L-1
Or i1 aNL Y. LY e Y W () Y
31=0 ing=0 7=0 =0 r=0
r(me—1) Mets — A— 1 P
(=1)" (m6> TTE(N) —1)!
Yl (e Y Aoty
5 A | q
s=0 Fm@ Qe ( ) p:() p' q:(]
mg+l-1 T r oAy ﬁ (4[0)7
< Cmatl=—1 ;nd T2y, — 1 pt5.2R2 TP
Z v g (v )PT2x g Bs (@& + 2p)
(p+7)(p—7) 1 1 ¢—2p
X F : 7.40
F(u—l—%) 211 #+7‘,7’+2,ﬂ+2w+2p ( )

whereT:U—q—l—l,u=p+md—|—m6+l+s, Xdzﬁap: ﬁ&(ﬁ}/s—l)%;
0 :<55 (75—1)4—%4—%), and the coefficients wy, for 0 <1 < j(mg — 1), can be

calculated recursively (with e; = ) as w) = (e0)?, wi = y(e1), Wimae1) = (Ema—1),
w] = ﬁ i lgg—l+glegw_, for2 <1 <mg—1, andw] = lio ?j{l[gj—l—kg]z—:gwl{g

Jor mg < l < g(mgq—1).

Proof. See Appendix 7.A. [ |

Further, plugging ([7.40)) in (7.38)), and the resultant in (7.36]), SOP of the consid-
ered HSTRN can be obtained for N-COL eavesdroppers scenario under AF relaying
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protocol.

Sequentially, we now turn our attention to the COL eavesdroppers scenario of

interception.

Theorem 10. The expression of O°CF can be given as
ms—1  ms—1 N—1 J(mg—1) mg+l — A—-1
—1)7 (mg\ " E(Ns) (A —1)!
@COL 9N CN 1 w]( ( ) S
ST ey e ()
i1 iNg=0 7 0 p=0

derl 1 melL + T z
chP S et 255—A+p< ) (. = )"

\/_ (4p) INOE SN 7')
(c+20)*7 T+ 3

1 ¢—2p
(19+TT+ 19—|—2 +2p) (7.41)

where 9 = p+ 1+ mg+ meL and§=<ﬁa(%—1)+%+%>'

Proof. Following the similar steps as in Appendix 7.A with f,YSkOEL (x) from ([7.27))
in place of f771~\1;;%OL( ) in , one can reach at - [

Then, invoking (7.41]) in -, and the resultant in (7.36), SOP of the consid-
ered HSTRN for COL eavesdroppers scenario can be obtained under AF relaying
protocol.

Thus, Theorem [9]and Theorem [I0] provide the analytical expressions for the SOP
of the considered HSTRN for both N-COL and COL eavesdroppers scenarios under
AF relaying protocol, and it upholds for the complex hybrid channels with arbitrary
number of satellite antennas, number of relays, number of users, and number of

eavesdroppers over entire SNR regime.

Achievable Diversity Order

Although the obtained analytical SOP expressions using (7.40)) and ([7.41)) are quite

useful and provide several insights from numerical results, however, they are too
complex to understand the diversity order of the proposed HSTRN. Thus, we per-
form asymptotic analysis of SOP expressions to obtain the diversity order of the
considered HSTRN. For this, we assume n,,n, — 0o at the high SNR regime and
derive the asymptotic expression of ©° for b € {N-COL,COL} under AF relaying

protocol in the following corollaries.
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@N-COL

Corollary 1. at high SNR regime can be given as

QN-COL LicL—lT(nil)wr(—l)r (me>me+s
N r=0 ' 5=0 " I'me E
() ) o
Proof. See Appendix 7.B. [ |

Further, the asymptotic SOP expression of HSTRN for N-COL eavesdroppers
scenario can be obtained using ([7.42)) in ([7.38)) and the resultant in (7.36]).

We now take our attention to the COL way of wiretapping.

Corollary 2. ©°9L at high SNR regime can be given as

Q0L A, as (s — )™ D(Ns + meL) ( 0c NS
(NI I'(m.L) Me

(7 S)W Pyt DT <7§T)M (743)

Proof. The proof of (7.43]) follows the similar steps as used in Appendix 7.B with
the aid of the PDF of 4 9" from (7.27) in place of PDF of 7} 5", [ |
Now, using (7.43) in (7.38)) and the resultant in (7.36)), the asymptotic SOP

expression of HSTRN for COL eavesdroppers scenario can be obtained.

As such, one can find the achievable diversity order of the proposed HSTRN sys-
tem under AF relaying protocol for both N-COL and COL eavesdroppers scenarios
is K min(Ng, mgN).

Remarks: It is worth mentioning that the achievable diversity order of the con-
sidered HSTRN i.e., K min(Ng, mg/N) remains unaffected by the number of eaves-
droppers, ways of intercepting at eavesdroppers, and fading severity parameter of
satellite links. Moreover, the importance of a multi-antenna satellite is apparently

emphasized by the achievable diversity order of the considered system.

7.2.2 DF Relaying

In this subsection, we propose the user-relay selection criterion and then derive ac-
curate and asymptotic expressions for SOP based on the defined criteria for DF

relaying protocol. We select the best user D, and best relay Ry« based on maxi-
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mizing the received instantaneous SNR as

(n*, k") = arg max {ADF }. (7.44)

1<n<N, keA

SOP Analysis

We calculate the SOP of the proposed HSTRN for DF relaying case. In this regard,

using ((7.29)) in (7.28) for A = DF, the SOP under DF relaying protocol can be
written, with b € {N-COL, COL}, as

PLEy, = Pr[(CBF, —CP) <R, (7.45)

sec,k,n

where C’B}ik and CED}:I’ are the instantaneous channel capacities of main and wiretap
links under DF relaying protocol, respectively. With D, user and Ry« relay, the
channel capacity of main and wiretap links can be given using and - 7.17)) for
b = N-COL or for b = COL, respectively, as

1
and
Cpr =2 1og2 (1 + AR b) . (7.47)

On invoking ([7.46|) and (7.47)) into ([7.45)) and applying the user-relay selection cri-
terion from ([7.44)), we can write ([7.45) as

pOFs  _ po L+ Yoy, e

sec,k*,n

: < e |A| = k|, (7.48)
1 FkaE
where Vriedps = maX1§n§N,keA{%kdn}-

Now, to obtain PPF? e i (7.48), we assume that there may exist M elements

sec,k*

(M =0,1,2,--- ,K) in the decoding set A. Thereby, we can express (7.48), by
using the law of total probability, as

POEY = Pr[|A| = k*]P

sec,k*,n

(7.49)

1 + ,y’fk*dn*
T,
’y'I’kE

where k* denotes the best selected relay for transmission in second time phase.

Further, we can simplify (7.49)) as

if,: . ZCMHPrfySTk>% HPr%rk<’ytP

M=0 keA kEA

Y

1 + ﬁka*dn*
Tty ,
fyrkE

(7.50)
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227%

where v, = — 1 and A denotes the complement of decoding set A. We can

simply represent (7.50)) as

b M K—-M T+ Yrpnd,
Slgfk n* Z C]Ié 'Ysrk (’yt)] I:F'Y.s'rk (’yt):| Pr W < IVS] . (751)
’f‘kE

[\ /

-~
b

The expression of ®” in (7.51)), for » € {N-COL, COL}, can be respectively obtained

in the theorems given below.

Theorem 11. The expression for ®N-COL can be given as

r(me—1) r m me+s MN J(mq—1) my l
N-COL L-1 e MN 7
oot Sl () o 3 ()
7(q+me+5)
_mg m 1
3Gt a0 (2 L)
Od Xe
(7.52)
Proof. See Appendix 7.C. [ |
Thus, after inserting ((7.52)) into (7.51)) for b = N-COL, we obtain PsszNSO L as

MN L—1
POt =1 Z CE L —Fy, (W] [Fr, ()] Zc;”N Zcf*

r(me— 1) 'r m Mets J(mg—1) m
e . d
. Z s Fm ( ) Z (=1)'w ( ) ZCZ
Qe P g
T (qg+me+8) _mdy 1) [Ty . 1\ ~(atmets)
fys (i,q _ l)q l )e o 20 < Q;]W/s + Y ) . (753)

Finally, we can evaluate the SOP expression for N-COL eavesdroppers scenario

under DF relaying protocol after inserting CDF F,, (-) from (7.21) into (7.53).

Theorem 12. The expression for ®OF can be given as

(md 1 l meL
““T'(¢+meL)
$COL _ CMN Cl Y (md) (%) S\I T et
Z 2 }; o) o) D
m (‘1+meL)
X (7, = 1) e e Y (ﬂm - TZ_) ' (7.54)

Proof. The ®“OF in (7.54) can be evaluated by following the similar steps as

in Appendix 7.C with the use of PDF of VCOL from ([7.27) in place of PDF of

N-COL
,kaE : .
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Further, after plugging (7.54) into (7.51]) for b = COL, we obtain PS]:;CF,CCO,LL as

MN

DF ,COL M K-M

seck* * ZCM %rk (715)] [F’Ysrk ('Yt)} ZCJJWN
7=0
J(mg—1) 1 l melL
S a2 () T
Qd Qe F<meL)
=0 g¢q=0

m —(g+meL)

Finally, after inserting CDF F,_ (-) from (7.21) into (7.53)), one can evaluate the

SOP expression for COL eavesdroppers scenario under DF relaying protocol.
Hence, Theorem [11] and Theorem [12] provide the analytical SOP expressions for
N-COL and COL eavesdroppers scenarios under DF' relaying protocol. Especially,
to the best of the authors’ knowledge, obtained SOP expressions are novel and are
valid for the considered system with arbitrary number of satellite antennas, number
of relays, number of users, and number of eavesdroppers with different integer-valued

channel fading severities over entire SNR regime.

Achievable Diversity Order

In this subsection, we concentrate on analysing the asymptotic behaviour of SOP
expressions at high SNR regime to assess the diversity order under DF relaying pro-
tocol. To be specific, we derive the asymptotic SOP expressions at high SNR regime
(i.e., ns,m — 00) for N-COL and COL eavesdroppers scenarios in the following

corollaries.

Corollary 3. Under DF relaying protocol, the asymptotic SOP expression for N-

COL eavesdroppers scenario can be given as

mgMN L—17(me—1)

K o Me+s
pDF=®.N-COL , | cK CmdMNCL 1( ) Ws [ Me
sec,k* n* - M

M=0

g=0 7r=0 s=0 Me Qe
my mgMN Ns \ KM 9 (5 _1)mdMqu
e s S F +me+5 q+m5+s
()" () S Tarmeax
(7.56)
Proof. See Appendix 7.D. |
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Corollary 4. The asymptotic SOP expression for COL eavesdroppers scenario can

be given as

K mgMN N Ve N K-M

pDF C’OL maMN t

e £ 8 e ()™ (50

. A;O ; 0d (No)InYe
q — 1YmaMN—q
% & F q + me ,YS (75 1) (757)

Me [T(mg + 1)]MN

Proof. The expression of PSBSZ’EEJL in (7.57) can be obtained abiding by the
similar steps as in Appendix 7.D for b = COL. [ |

From above corollaries, we can deduce that the achievable diversity order of the
considered HSTRN under DF relaying protocol is K min(N,, myN), irrespective of
the collusion scenarios. This is same result as obtained previously in Section
for the case of AF relaying protocol.

Remarks: It is noteworthy that the achievable diversity order of the proposed
HSTRN is not affected by the method of relaying as well as the way of intercepting.
Importantly, it remains independent of the number of eavesdroppers and fading

severity parameter of satellite links.

7.3 ESC Analysis Under AF Relaying

In this section, we derive the ESC expressions for both N-COL and COL scenarios
under AF relaying protocol considering a single-relay (i.e., K = 1) in the proposed
HSTRN. Thus, based on received signals at D,, and E;, we can obtain the received
instantaneous end-to-end SNRs at the n-th destination and [-th eavesdropper, re-

spectively, as

YsrVrd
Ap = ————— 7.58
Dn Ysr + fYrdn + 1 ( )
and
YsrVre
Ap, = — Lol 7.59
El ,ysr + ’anel +1 ( )

where Vsr = ns||hsr||%7 Vrdn, = nr|hrdn|27 and Vreg = 77r|hrel|2-
To exploit the multi-user diversity, we adopt the opportunistic user scheduling
scheme, where the best user is selected based on the highest instantaneous SNR

[120] of R—D,, links i.e., v,¢ = maxi<,<n{7Vra,}. Thus, the exact SNR with the
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scheduled user can be given as

YsrVrd
Ap=——"-—. 7.60
P Vsr + Vrd + 1 ( )

Similar to ([7.16) and ([7.18)), the end-to-end SNRs at eavesdroppers can be repre-
sented using ([7.59)), for b € {N-COL, COL}, as
b
VsrVrE
Ay =B 7.61
et e+l (761)

Now, the secrecy capacity of considered system for b € {N-COL, COL} is given as
Cl.=[Cn, — Ch,IT (7.62)

sec

Herein, Cy, and C'/b\E are the instantaneous channel capacity of main link and of

wiretap link, which can be expressed, respectively, as
1
Ch, = 3 log, (14 Ap) (7.63)
and
b 1 b

Note that the EC of the main and the wiretap links can be obtained, respectively,

as follows:

T, = gE[logy (1 + Ap) (7.65)
and

Cyy = %]E llog, (1 4+ A%)]. (7.66)

where E[-| denotes the expectation. As such, in PLS technique, ESC is considered
to be positive, thereby, the ESC for the considered HSTRN can now be obtained
as [110]

e = [GAD ~Cy, r. (7.67)

Further, using SNR from (7.60)) into (7.65)), we can simplify Cy,, as

ol 1 (1 + 787“)(1 + ’Yrd)
= E |l .
TGy [ ( e (7.68)
which can be expressed, as in [I11} eq.8], by means of MGF as
= 1— d .
Cro = gy |, & Mo () (1= M,(8)) S, (7.69)
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where M., ,(+) is the MGF transform and ./T/l\%r (+) is complementary MGF transform

which are defined, respectively, as

M) 2 [T e, o) (7.70)

and

—

T ) (7.71)

Similar to ((7.69)), the EC of wiretap link 6% can be given, using SNR from ([7.61])
into ([7.66)), as

_ % /OOO ST (S) (1 _ M%(S» ds, (7.72)

A T 21n(2
Now, on solving (7.69) and (7.72)) for b € {N-COL,COL}, and further using the
obtained results in (7.67)), we can get the expressions for ESC under N-COL and

COL eavesdropping scenarios, which are presented in next subsections, respectively.

7.3.1 ESC Calculation with N-COL Scenario

The ESC can be mathematically represented from ([7.67]), under N-COL scenario
(i.e., for b = N-COL), as

+
oN.coL — [CAD—CANCOL} . (7.73)

In order to evaluate CRse° in , we require the expressions of €'y, and C'yx-cor

which can be given by the below lemmas, respectively.

Lemma 4. The expression of Cx,, can be derived as

ms—1 m 1 A
= 1 \ \ A —(A+1) < 12| 1|0—p
Ch, = Gyl =
P 21n(2) “Z:o z'N5=0 V4 2B o
N-1 J(mq—1) 1
1w (—1) L =p;1 —mg—1

—N» ¢! L Ghhbit | Fs . (7.74

]:ZO J ; Fmd (] + 1)md+l 1,[1:1],0,[1:1] Y . 0’ 0 ( )

Proof. See Appendix 7.E. |
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Lemma 5. The expression ofUAg.cm can be obtained as

ms—1 m —1
J— S s 1 O’ _
OA%-COL = ( Z 56 (A+1)G 1,2 p
21 =0 ZNQ—O — 56 0
ms—1 ms—1 — —1 A r
—(A+1) L— 1
3 s z; e
11=0 ZN =0 —0
r(me—1) 1
11 =p;1—me —s
GLLLLL 3 |4 P e
X s O 0,[1:1 ) (7.75)
; (r + 1 (1 1)mets T 1,[1:1],0,[1:1] ~ —.0:0
Proof. See Appendix 7.F. u

Now, using (7.74) and ([7.75)) into (7.73)), the ESC expression of the considered
HSTRN for N-COL scenario can be obtained.

7.3.2 ESC Calculation with COL Scenario
For COL scenario, the ESC can be written from (7.67) as
- — +
OSOL — [C’AD - CA%OL} . (7.76)

To get CESF in (7.76)), we require GA%OL which can be obtained, by following the
similar steps as used in Appendix 7.F with replacing f,yN]:JCOL to vaEL from ([7.27)), as

ms—1 mg—l

(5

11=0 ing=0

(A+1)G12 110,—p
Bs 0

ms—1 ms—l A—1 . .
I'A /BE(AJFI) G1:1717171 % ]-a —D; 1- meL 777
o Z Z Zﬁf(meL) 1,[1:1],0,[1:1] . (777)
=0

4 - N-
11=0 INg —0 —< _7070

Me

On invoking ((7.74]) and (7.77) into (7.76)), the expression for ESC under COL sce-

nario can be obtained.

7.4 Numerical and Simulation Results

To examine the effectiveness of the derived SOP expressions for both N-COL and
COL way of intercepting under AF and DF relaying protocols, we present numerical
and simulation results in this section. For this, we have fixed Ry = 0.5, 9. = 2 dB,
R, = 0.5, and 1, = 7, as transmit SNR. The shadowed-Rician fading parameters
for S — Ry links are adopted as (ms, b, Qs = 1,0.063,0.0007) for heavy shadowing
and (ms, b, Qs = 5,0.251,0.279) under average shadowing scenarios [58]. It is worth
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mentioning that the analytical results are plotted using the derived expressions and
the simulation results are obtained through Monte-Carlo method by performing 107
iterations. It is found that the simulation results coincide nicely to validate the

analytical results.
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Figure 7.2: SOP performance of HSTRN for various system/channel parameters
under AF relaying protocol.
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Figure 7.3: SOP performance of HSTRN for various system/channel parameters
under DF relaying protocol.
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In Figs. and , we illustrate the impact of various system /channel parame-
ters on secrecy performance of considered HSTRN for AF and DF relaying protocols,
respectively. By fixing m. = 2 and the number of eavesdroppers L = 2, we have
drawn SOP curves versus transmit SNR (i.e., 1) under both N-COL and COL
eavesdroppers scenarios. In these figures, both average and heavy shadowing cases
of shadowed-Rician fading are considered. It is apparent that the curves justify
the system diversity order of K min(Ny,mysN) for both N-COL and COL eaves-
droppers scenarios. For example, one can realize the diversity order of 4 through
the slopes of the SOP curves when (K, N5, mgq, N) = (2,3,1,2) and diversity or-
der of 1 with the curves caused by (K, Ns,mgq, N) = (1,1,3,2). More importantly,
one can observe from these figures that the system achieves same diversity order
under both AF and DF relaying protocols. We can also observe that the SOP per-
formance with N-COL eavesdroppers scenario is better as compared to COL eaves-
droppers scenario. This is due to the fact that collusion can enhance the intercepting
gain for eavesdroppers. Furthermore, it is found that the system outperforms un-
der average shadowed-Rician fading against heavy shadowed-Rician fading scenario.
However, when Ny > myN, the system secrecy performance is dominated by the
terrestrial links and hence the curves of average and heavy shadowed-Rician fading
scenarios get merged at high SNR. This can be clearly observed via the curves for
(K, Ns,mg,N) = (2,3,1,1) and (K, N5, mq, N) = (2,3,1,2). On the contrary, when
Ny, < mgN, the system secrecy performance is limited by satellite links and hence a
significant performance difference appears under average and heavy shadowed-Rician

fading scenarios e.g., see the particular curves for (1,1,3,2).

In Figs. [7.4] and we have drawn the SOP curves for different number of
relays K under AF and DF relaying protocols, respectively, by setting other system
parameters as m, =2, mg =1, L =2, N =1, and Ny, = 2. As depicted in these two
figures, we can see that increasing the number of relays has improved the secrecy

outage performance under both the relaying protocols.

Figs. and [7.7 depict the impact of the different number of terrestrial users
on secrecy performance of considered HSTRN under AF and DF relaying protocols,
respectively. By adopting system parameters as my = 1, K = 1, Ny, = 3, m, =
2, and L = 3, we have drawn the SOP curves for different number of terrestrial

users. From these figures, one can observe that the system achieves better secrecy
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Figure 7.4: Impact of number of relay K on SOP performance of HSTRN under AF
relaying protocol.
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Figure 7.5: Impact of number of relay K on SOP performance of HSTRN under DF
relaying protocol.

performance for large number of terrestrial users. In fact, having large number of
users can enhance the diversity gain, which leads to an improved quality for main
channel.

In Figs.[7.8 and we illustrate the impact of the eavesdroppers on the secrecy
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Figure 7.7: SOP versus 7, with different number of users N under DF relaying
protocol.

performance of the considered HSTRN for both N-COL and COL eavesdroppers sce-
narios of intercepting under AF and DF relaying protocols, respectively. For this,
we have set system parameters as mq =1, m, =1, N, =2, K =2, N = 2, and

ns = 20 dB. As expected, secrecy performance of considered HSTRN degrades with
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an increase in the number of eavesdroppers. This is due to the fact that increasing

the number of eavesdroppers positively affects the ability of eavesdropping, hence

system becomes less secure when a large number of eavesdroppers succeed in attack-

ing. Besides, it can be readily observed that the secrecy performance gap between
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N-COL eavesdroppers scenario and COL eavesdroppers scenario expands with an
increasing number of eavesdroppers. This is expected since COL way of intercepting

can enhance the intercepting gain for eavesdroppers.
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Figure 7.10: Impact of N and L on ESC of the considered HSTRN.

In Fig.[7.10} we draw the ESC curves of considered HSTRN for different number
of terrestrial users and number of terrestrial eavesdroppers under both N-COL and
COL intercepting scenarios. For this, we have fixed mgy = 1, Ny = 5, m, = 1,
0. = 0 dB, and considered both heavy and average shadowing scenarios of satellite
link. As expected, the system ESC increases with an increasing number of N (e.g.,
see the respective curves for (1, 2) and (5, 2)), whereas it degrades with the increasing
of the number of L (e.g., as apparent by the curves being (5,2) and (5,5)). This is
due to the fact that a large number of terrestrial users can increase the probability of
achieving higher quality of the main link while having more number of eavesdroppers
positively affect the intercepting feasibility. Importantly, it can be readily observed
that the gap between the ESC curves for N-COL and COL scenarios magnifies for
a large L. For instance, gap between the curves being (5, 5) is more as compared to
curves for (5,2) for N-COL and COL scenarios.

Fig. depicts the impact of different number of satellite antennas on the ESC
performance of the considered HSTRN by setting other system parameters as L = 3,
N =2, mqg=m, =2, and g, = 2 dB. We can see that the ESC performance of
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the proposed system improves with an increase in the number of N, vindicating
the advantages of deployment of a multi-antenna satellite. Moreover, we have also
compared average shadowing scenario with heavy shadowing scenario of satellite

link and it is observed that system attains enhanced ESC under average shadowing.

7.5 Summary

In this chapter, we have analyzed the PLS of a multi-user multi-relay HSTRN with
multiple eavesdroppers under AF and DF relaying protocols. Specifically, we have
proposed best user-relay pair selection criteria for minimizing SOP of the consid-
ered system. We derived accurate SOP expressions for N-COL and COL eaves-
droppers scenarios by adopting shadowed-Rician fading channels for satellite links
and Nakagami-m fading channels for terrestrial links. Furthermore, we derived the
asymptotic SOP expressions at high SNR regime and presented important insights
in terms of the achievable diversity order of the considered HSTRN. Next, we de-
rived novel and accurate expressions of ESC for AF relaying protocol under N-COL
and COL scenarios of interception. Through our results, we have demonstrated
that system diversity gain remains unaffected by the method of relaying protocol

and type of eavesdropping. Also, we illustrated that the system performance can
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largely degraded by the COL eavesdroppers than its counterpart N-COL eavesdrop-
pers. Since the secrecy performance analysis of HSTRN is a key research area in
satellite communications, our technical contributions in this chapter will serve as a

benchmark for the design of future HSTRN.

Appendix 7.A: Proof of Theorem [9]

To solve the integral in ([7.39)), we require the CDF F_ . (-) which can be eval-
Tk
uated as
IYsrkarkdn*
- <zl, (7.78)
’YS/VS’V‘}C + (’YS - 1)77”kdn;

FZW2 (z) =Pr [

and can be rewritten as

(7.79)

('Ys - 1)")/de”;;
FZk,ng( z) = Pr |ve, < .

Vre d"z — s

Then, we acquire

P = [ gy @aes [Cr (B 5 e (80

T — 2% n

which can be further simplified as

FZW; (2) =1- /°° (1 ~F,, (z(% - (= + z%))) frpa (@4 275)dz. (7.81)
0 x nt

To further solve (7.81)), we require PDF of v,,q , = max;<,<n{7Vr.d,}- Thereby, on
. <n<

applying order statistics, the corresponding CDF can be expressed as

77‘kd * H F’Yrkdn (782>

Now, the PDF f, , () can be calculated after performing differentiation of corre-
7Lk

sponding CDF as

f’YdenZ (x) - T = %[F'Yrkdn (:U)] ) (7-83)

which can be further simplified as
N-1
Foriay @) = N (B @) (@) (7.84)

Further, by invoking F), , () from (7.23) with series exploration of T(-,-) [59, eq.
8.352.1], the corresponding PDF from ([7.22)) for j. = d,, into (7.84)), and then apply-

ing binomial [59) eq. 1.111] and multinomial [59} eq. 0.314] expansions, we obtain
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N—-1 J(mdfl) (_1)] My mg+1 -
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Now, using the CDF F, () from (7.21) and the PDF f%kdnz(') from ([7.85) into
7.81]), we can obtain FZk,n; (z) with the aid of [59, eq. 3.471.9], and then substi-
tuting the resultant of along with (7.24)) into (7.39)), we solve the integration
using [59, eq. 6.621.3] to obtain ON“OL as given in under Theorem [9}

Appendix 7.B: Proof of Corollary

Vsr Vry, dx

Note that Zk,n; = can be simply written as

k
VsVsry, +('Y§ - ]-)'77“]C dnz

1

s g sl
Vrid,,x Vsry
k

Zgmr = (7.86)

which, at the high SNR regime (i.e, 75,7, — 00), can be represented in terms of well
known approximation of harmonic mean [95] as
Vred, *
Zppr ™~ min ﬂ, S (7.87)
ok Vs — 1 Vs
Hence, the CDF Fy, , (x) is given as
"k

. Vsry, ’Yrkdnz
Fy, . (x) ~Pr |min ) <l (7.88)
Tk Vs — Vs

Exploiting the independence among the involved random variables in ([7.88)), we can

express Iy . (x) as
"k

FZk,nz (x) = F'Ysrk ((’75 - 1)x) + F’Yrkdnz (751.) - F'Ysrk ((’75 - 1)x) F"/rkdnz (Pysx) (789)

To proceed, we need to evaluate the asymptotic behavior for the CDFs F,_ (z) and

Vsry

F. (z). Thus, we first obtain the asymptotic expression of F,, (z). For this,

’YT'kdn*
k
we apply the Maclaurin series expansion of the exponential function in (7.20]) to
approximate the PDF of v,,, at high SNR regime as
alVs

P o) = =i (7.90)

and hence, the corresponding CDF follows asymptotic behavior as
Ns

(6
F’Ysrk (I) ~ WZL’NS. (791)
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Further, to obtain asymptotic behavior of F, , (x), we first simplify the PDF in
k nz
(7.85)) for . — oo (hence p; — o0) and then integrate the result. Thereby, the

asymptotic behavior of the corresponding CDF can be deduced as

E, ., (z) ! <mdx>mdN (7.92)
x) ~ : :
g [C(ma+ DIV \ ea
Now, after inserting (7.91) and ([7.92)) into ((7.89)), one can obtain F_ ., (x) as
Tk
aNs (’y _ 1)Ns 2malN may maN
Fy, (p)~——08 2 pNey : , 7.93
0= e e () o

where the higher order term is neglected. On invoking (7.93)) along with PDF
f%N,;JEOL (x) from ([7.24)) into ([7.39)) and solving the involved integrals with the aid of
[59, eq. 3.351.3], ©COL at high SNR regime can be given as (7.42)) in Corollary [

Appendix 7.C: Proof of Theorem

By definition, ®” in ((7.51)) for b = N-COL can be statistically written in the form of

integration as

PN-COL — / Fx(ysy + 7 = 1) fyngor (y)dy, (7.94)
0

where X' = 7,,.q,.. Now, we require the CDF Fx(-) and PDF f ~-co.(:) to solve
Tk

the integration in (7.94)). It is worth noting that X = maxi<,<n rea{Vr.a, } is the

maximum of N x M random variables, where M is the number of relay which succeed

in decoding. Since, these N x M variables are independent, we can write X as

X = max 6,, (7.95)

1<n<N

where 6, =maxgea{Vr,q4, }- Thus, by applying order statistics, Fix(-) can be given as

Fx(z) =[] Fo.(2). (7.96)

Further, using with series form of Y(-,) [59, eq. 8.352.1], CDF of 6,, can be
given as

' mdz_l s x>l>M (7.97)
= e ) |

l

Fy (z) = (1 I
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Then, on invoking (7.97)) into (7.96)), one can obtain Fx(z) as
MN my a1l - !
=Y CMN(—1)le” w? wy (—) : (7.98)

Now, on inserting ((7.98)) and (| - ) into (| - performing simplification with the
help of [59, eq. 1.111], and further solving the integration with the aid of [59, eq.

3.471.9], we get ®N-COL as given in (7.52).

Appendix 7.D: Proof of Corollary

Considering high SNR (i.e., 15,7, — 00), we can approximate (7.51) using (| -
for b = N-COL, as

K K-M .o
PR S el (e L) B b= Dty
(7.99)
To solve the integration in ([7.99)), we require the asymptotic expressions of F%k* ()
which is given as
1 my T mqMN
F ~ . 7.100

Finally, on inserting (7.100) and (7.24]) into ((7.99), and then solving the integral
with the aid of [59, eq. 3.351.3], asymptotic expression of SOP for N-COL eaves-

droppers scenario under DF relaying protocol can be obtained as given in ([7.56]).

Appendix 7.E: Proof of Lemma

To solve ([7.69)), we first require the ./T/l\%r (S) which can be obtained, using ((7.21])
into ([7.71)) and performing solution with the aid of [59] eq. 3.351.3], as

ms—1 ms—1 — A*l

M) =Y - Z Z”A BT 4 1) (S + B) ") (7.101)

pl

i1=0  in,=0

Further, by using (3.87)), we can simplify (7.101)) as

'ﬁ

ms—1 Mms—1 —

— =Z(N, r'A) S
My, (8)=> > (A ) 2(9! )5, e 7 op . (7.102)
=0

11=0 ’iNSZO p
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Now, to compute M, ,(S) in (7.70)), we require PDF of 7,4 = maxi<,<n{7Vra, }

which can be calculated after applying order statistics as

Fora(@) = N (Ey (2)) 7 fora (@), (7.103)

On inserting ((7.22) and the corresponding CDF for j. = d,, with series exploration
of T(-,-) B9, eq. 8.352.1], into (7.103)), and then applying binomial [59, eq. 1.111]
and multinomial [59, eq. 0.314] expansions, we obtain PDF f. (z) as

3(ma—1)

—_ 1\ mq+l -
fona(T NZCN ! Z uﬂﬂ (@) g™t e T (7.104)

"Tmg \ o4

Next, using PDF f, (z) from (7.104)) into (7.70), we can readily obtain M., ,(S),
with the help of [59] eq. 3.351.3] and (3.87)), as

J(mg—1)

—(m 1—md+l
Nch“z% J+ 1) a Sy

0
(7.105)

Finally, after inseting ((7.102)) and ([7.105)) into (7.69)), and solving the integral with
the use of [97 eq. 2.6.2], we obtain C',, as shown in (7.74).

Appendix 7.F: Proof of Lemma

To obtain UA§-00L7 we require to solve (7.72) for b = N-COL. Hence, we first

determine M x.co.(S) which can be written as

M,YE;COL (S) = /0 ef‘smf,yyécm (x)dx. (7.106)
Further, on invoking ((7.24)) into ([7.106|), performing solution of the integral with the
help of [59, eq. 3.351.3], and simplifying by making use of (3.87)), we get M x-cor (S)

as
L—1 r(me—1) Me—+s
— r<_1)r Me ‘ Me+s 1_me+8
M’YFECOL (8) =L E_ :Cf ! ;:0 W Fme — Xe et G %j SXe 0 .

(7.107)

Then, after plugging (7.102)) and ((7.107)) into (7.72)) for b = N-COL, and solving the
integral using [97, eq. 2.6.2], one can reach to ((7.75]).
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CHAPTER 8

CONCLUSIONS AND FUTURE WORKS

This chapter concludes the main contributions and insights of this thesis and pro-

vides some possible research directions for future works.

8.1 Conclusions
This thesis presented a comprehensive performance analysis of hybrid satellite-
terrestrial architectures as well as discussed the practical design challenges for the
deployment of future networks. Firstly, we investigated the performance of basic
LMS systems in a shadowed-Rician fading channel environment. We examined PLS
performance of a LMS system, where a satellite transmits signal to an interference-
limited legitimate user in the presence of an eavesdropper. By considering multiple
CCI signals under Nakagami-m fading at the user destination node, we derived an-
alytical and asymptotic expressions of SOP for the considered system. We revealed
the system diversity order and illustrated that it remains unaffected of the number
of interferers. We further explored the secrecy performance of a LMS system with
a legitimate user and an eavesdropper by employing a UAV-based friendly jammer.
For this analytical framework, we derived exact and asymptotic expressions of the
SOP under pertinent heterogeneous channels for the satellite links and the air-to-
ground jammer. Our results depicted that while the satellite channel conditions
have severe impact on the LMS system performance, the UAV jammer can notably
improve the secrecy performance.

We further investigated the performance of a multi-user HSTRN employing op-
portunistic user scheduling. In this system design, we studied the joint impact of
outdated CSI and CCI by taking uncorrelated and correlated shadowed-Rician fad-

ing channels into account. Specifically, we developed unified analytical frameworks
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for the assessment of OP, EC and average SEP performance by adopting Nakagami-
m fading for the terrestrial links. We further perform the asymptotic analysis at
high SNR regime to reveal the diversity order of the considered system. Moreover,
we emphasized the advantages of a multi-antenna satellite and highlighted that the
antenna correlation does not affect the achievable diversity order. Our study also
showed that the considered system can achieve full diversity as long as the interfer-
ence power level remains low. We moreover pointed out the detrimental effect of the
channel imperfection and CCI on the system performance and eventually provided
useful insights for designing the practical systems.

Then, we focused on the PLS performance analysis of the HSTRNs. Initially,
we investigated the secrecy performance of HSTRNs with single-eavesdropper sce-
nario. Here, we first analyzed the secrecy performance of a multi-user HSTRN in the
presence of an eavesdropper and derived analytical SOP expression by employing
opportunistic scheduling of terrestrial users. Further, we performed asymptotic SOP
analysis to reveal the achievable diversity order of the considered system. There-
after, we considered a multi-relay HSTRN with a single eavesdropper. We proposed
the optimal and partial relay selection schemes and derived analytical and asymp-
totic expressions for SOP by considering shadowed-Rician fading for satellite links
and Nakagami-m fading for terrestrial links. Specifically, we herein revealed that an
increase in the number of either terrestrial users or relays plays an important role
in improving the HSTRNs performance. Also, we demonstrated that how a single
eavesdropper can severely degrade the system secrecy performance.

Next, we concentrated on the case of multiple eavesdroppers with a multi-antenna
satellite in the context of HSTRNs. According to eavesdroppers’ colluding capabil-
ity, we have considered two specific scenarios of eavesdropping i.e., COL and N-COL
eavesdroppers. We first investigated the secrecy performance of an HSTRN in the
presence of multiple COL eavesdroppers. We derived analytical and asymptotic
expressions for the system SOP and revealed the achievable diversity order of the
considered system. We further derived the ESC expression for the proposed system.
We depicted that the multiple eavesdroppers have no role in deciding the diversity of
system, however, they severely hinder the performance gain of the system. Further,
we investigated the secrecy performance of a multi-user multi-relay HSTRN in the

presence of multiple eavesdroppers. Herein, by considering both COL and N-COL
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eavesdropping scenarios, we conducted a comprehensive secrecy performance anal-
ysis under AF and DF relaying protocols. We proposed opportunistic user-relay
selection criteria and derived novel and accurate expressions of the SOP by adopt-
ing shadowed-Rician fading for satellite links and Nakagami-m fading for terrestrial
links. We also examined the asymptotic outage behavior to highlight further in-
sights into the achievable diversity gain of the considered system. We emphasized
that the proposed scheme can attain performance gain by exploiting not only the
cooperative diversity but also the multi-user diversity. In addition, we carried out
the ESC performance analysis of an HSTRN considering a single AF relay, multiple
users, and multiple eavesdroppers. Our results showed that system diversity gain
remains unaffected by the method of relaying protocol and type of eavesdropping.
More importantly, we illustrated that the COL eavesdroppers are more hazardous
to the system performance than N-COL eavesdroppers.

In essence, we have comprehensively investigated the performance of HSTNs to
offer various useful design insights which may facilitate the deployment of HSTNs

in the future wireless systems.

8.2 Future Works

With emerging 5G communication, there are many open problems related to the
topics of this thesis that could be treated in future research. The HSTN con-
figurations and PLS technique can be further promoted with emerging concepts
such as spectral-efficient cognitive communication, non-orthogonal multiple access
(NOMA), and energy harvesting (EH) techniques. Some future directions for the
research work are indicated below in the sequel.

In wireless communication, spectrum scarcity has become a major concern due
to the ever increasing data traffic. Cognitive radio has emerged as a promising can-
didate to improve the radio spectrum utilization. It is of great interest to integrate
spectrum sharing technique into hybrid satellite-terrestrial systems.

In addition, NOMA has also been recently regarded as one of the most promis-
ing technologies in 5G, which basically utilizes the power domain to serve multiple
users simultaneously and hence provide high spectral efficiency. The incorporation
of NOMA capabilities with the heterogeneous architecture of HSTNs for a high
spectral-efficient system design would be a challenging research interest in near fu-

ture.
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On the other hand, energy consumption of the wireless networks is rapidly rising
day-by-day. The energy efficient systems are one of the important aspects to be
considered in future wireless networks. To this end, various EH technologies have
been pointed out as an effective solution to improve the energy efficiency. In future,
how the EH technologies can be utilized in HSTN will be a topic worthy of in-depth
study.

Moreover, it would be challenging to analyze the impact of hardware impairments
in hybrid satellite-terrestrial systems which arise due to employment of low cost radio
frequency transceiver.

Besides, heterogeneous networks, PLS, millimeter wave (mmWave), and massive
MIMO are recognized as the key 5G and B5G technologies. In this thesis, the first
two are slightly discussed in the context of HSTNs. The combination of mmWave
and massive MIMO with the HSTNs have potential to further enhance the QoS and
reliability of wireless networks. This can also be taken as a future research interest.

Furthermore, in this thesis work, the impact of friendly jamming was analyzed
for the LMS systems. Since various jamming techniques have been proved as an
effective way to improve the system secrecy performance, one can also perform this
investigation for the HSTRNs.

With aforementioned future research prospects, one can further expand the ex-

isting design acquaintance of HSTNs for next generation wireless standards.
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