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PREFACE

This report on “A Fingerprint based Crypto-biometric system for Secure Commu-
nication” is prepared under the supervision of Dr. Somnath Dey, Assistant Pro-
fessor, Computer Science and Engineering, IIT Indore and in coordination with
Mukul Anand Sharma, Bachelors Student, Computer Science and Engineering, IIT
Indore.

Through this report, I have tried to provide a detailed description of the techniques
that have been used to design crypto-biometric systems for secure communication.
Further, I have designed a crypto-biometric system of my own to establish a secure
communication among users over a non-secure channel. I have tried to implement
this proposed system to the best of my abilities.

I have put my best efforts to explain the proposed system. Implementation and
testing of the proposed system are also discussed.
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ABSTRACT

To ensure the secure transmission of data, cryptography is treated as the most ef-
fective solution. Cryptographic key is an important entity in this process. In gen-
eral, randomly generated cryptographic key (of 256 bits) is difficult to remember.
However, such a key needs to be stored in a protected place or transported through
a shared communication line which, in fact, poses another threat to security. As an
alternative to this, researchers advocate the generation of cryptographic key using
the biometric traits of both sender and receiver during the sessions of communi-
cation, thus avoiding key storing and at the same time without compromising the
strength in security. Nevertheless, the biometric-based cryptographic key genera-
tion has some difficulties: privacy of biometrics, sharing of biometric data between
both communicating users (i.e., sender and receiver), and generating revocable key
from irrevocable biometric. This work addresses the above-mentioned concerns.

In this work, a framework for secure communication between two users using fin-
gerprint based crypto-biometric system has been proposed. For this, public key
cryptography has been used in this approach to generate cryptographic key from
fingerprint biometrics of both communicating users. Diffie-Hellman algorithm of
public key cryptograpy is used for generating a common cryptographic key. This
fingerprint-based cryptographic key can be applied in symmetric cryptography
where session based unique key is required. In this approach, revocable key for
symmetric cryptography is generated from irrevocable fingerprint. The core ad-
vantage of this approach is that biometric data is neither stored nor shared which
ensures the security of biometric data, and perfect forward secrecy is achieved
using session keys. This work also ensures the long term security of messages
communicated between two users.
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Chapter 1

Introduction

Secure transmission of data over a network is crucial in communication technol-
ogy. Privacy of shared information becomes an important issue in this regard.
Generally, cryptography is used for ensuring privacy of data. Messages are en-
crypted before sharing over a network and decrypted at the other end by the re-
ceiver. There are mainly two types of cryptography as shown in Fig. 1.1 : symmet-
ric and asymmetric cryptography. Symmetric cryptography is the one in which
encryption and decryption keys are same while in asymmetric cryptography two
keys are used, public key is used for encrypting the messages while private key is
used for decrypting the messages. Examples of symmetric cryptography are DES,
AES etc. and example of asymmetric cryptography is RSA algorithm [1].

FIGURE 1.1: Types of Cryptography

For better security of a cryptographic system, keys used in encryption and decryp-
tion must be long enough to be unbreakable. Knowledge-based(key is remem-
bered by user) and possession-based(key stored in smart card etc.) authentication
systems are not secure due to the fact that long keys cause user inconvenience to
remember and smart cards can be stolen or misplaced. Moreover, storing long keys
on a system is costly and not secure. Biometrics-based authentication systems can
alleviate the limitations of above mentioned systems [2].

A biometric is a measurable biological characteristic of a human being to uniquely
identify one in the world. Fingerprints, facial structure, iris etc. are such unique
characteristics which are used to generate biometrics for an individual [2]. Bio-
metric traits are mainly used for authentication of a person’s identity. Systems
combining biometrics with cryptography are called Crypto-biometric systems.

Crypto-biometric systems are required to be revocable and secure in terms of pri-
vacy of an individual’s biometric. If a person’s biometric is compromised then it’s
useless forever. Moreover, biometrics are irrevocable but crypto-biometric systems
are supposed to be revocable so that multiple instances of a person’s biometric can
be generated not just one. For this purpose cancelable biometrics are the solution
[1]. Some transformation is applied on the original biometric template of an in-
dividual to generate cancelable biometric template such that this transformation
is irreversible. This way, no one can get the original biometric from cancelable
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2 Chapter 1. Introduction

biometric and multiple cancelable biometrics can be generated from a single orig-
inal biometric in case one’s cancelable biometric is compromised. This provides
revocability to the irrevocable biometric.

When a user A wants to send a message to user B, A first encrypts the message
using a key K and then sends this encrypted message to B. B can decrypt this mes-
sage using key K only. For this, either the key K or some information to generate
the same key K at both ends (A and B) have to be shared between two communi-
cating users. In both cases, sharing of some information is required. So, there is
need to securely share information over non-secure communication channel.

In crypto-biometric systems, biometric is integrated with cryptography using ei-
ther key-generation techniques in which cryptographic key is generated from one’s
biometric or key-binding techniques in which cryptographic key is binded to a
biometric and shared [3]. Most of the existing work focus either on key binding
techniques or key generation techniques. Fuzzy vault [19] and fuzzy commitment
schemes [6,7] are some good key-binding techniques. Few approaches have been
proposed to generate cryptographic key from biometric traits [8-12].

Very little work has been proposed about a framework for secure communica-
tion on a network using crypto-biometric system. Barman et al. [17] proposed
a system in which both sender and receiver exchange their cancellable biometrics
using key-based steganography. Kanade et al. [18] proposed a crypto-biomtric
system for establishing secure communication session between two clients. Their
method involves CARA (Central Authority for Registration and Authentication)
with which the clients are registered. Most of such work focuses on biometric
based authentication techniques or using biometrics for generating cryptographic
keys. Such approaches provide security for communication channel but also have
some limitations. Storing of biometric templates is one of such issues which should
be avoided. Security is very important for such systems which cannot be taken
lightly. Ratha et al. [20] identified eight points of attack in biometric systems. A
crypto-biometric system should be secure from all such possible attacks. More-
over, it should also provide privacy to biometrics of users along with generating
revocable and non-invertible cryptographic key from biometric data of users.

This work aims to address above mentioned concerns. In this work, a complete
framework for secure communication among users on a network using crypto-
biometric system has been proposed to provide perfect forward secrecy. In cryp-
tography, perfect forward secrecy is a property of secure communication protocols
in which compromise of long-term keys does not compromise past session keys
[42]. Perfect forward secrecy protects past sessions against future compromises of
secret keys or passwords [43]. A crypto-biometric system for secure communica-
tion among users will require 1) generation of cancelable biometrics such that orig-
inal biometric information of two users is never disclosed, 2) generation of unique
cryptographic keys from cancellable biometrics of both sender and receiver, and 3)
secure transmission of keys among users.

In this approach, public key cryptography has been used to generate revocable and
non-invertible symmetric cryptographic key from fingerprints of users. For this,
Diffie-Hellman algorithm of public key cryptography has been used to generate
symmetric cryptographic keys. This approach starts with fingerprints of sender
and receiver. Feature extraction of fingerprints is done using pair-minutiae vectors
[21] and then revocable biometric templates are generated at both ends. This re-
vocable template is hashed to generate a private key for the user. Diffie-Hellman
algorithm is used to generate public keys from private keys of both sender and
receiver which are shared and furthur used to generate a symmetric cryptographic
key at both ends. This approach also involves a central authority(CA) for authen-
tication of users. At the time of registration with CA, RSA key pair is generated
for each user. RSA public key and identity of user along with its hash are signed
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by CA. This information is later used by users to verify one another before setting
up a connection.

This proposed system ensures the avoidance of biometric template storage, either
in a central database or a smart-card. Revocability is provided to cryptographic
key with transformation key to generate a revocable biometric template. Use of a
central authority and public key cryptography algorithms like Diffie-Hellman and
RSA provide security against various attacks including man in the middle attack.
An overview of the proposed work is shown in Fig. 1.2.

FIGURE 1.2: An overview of proposed framework

The rest of the thesis is organized as follows. A brief review of existing related
work is given in section 2. Section 3 explains the proposed approach in detail.
Experimental results and security analysis of this approach are given in section 4
and 5 respectively. Finally, the thesis is concluded in section 6.





Chapter 2

Related Work

As discussed in the previous section, a crypto-biometric system can be studied as
per the following steps: 1) feature extraction, 2) cancelable template generation
and 3) cryptographic key generation. Below is a brief discussion of some existing
work related to each of these steps. Over the years, few work has been done on
crypto-biometric systems for secure communication over a network. Some of these
are also discussed below in brief.

2.1 Feature Extraction

Feature extraction plays a vital role in biometric authentication systems. Feature
extraction is the process of defining a set of features, or image characteristics,
which will most efficiently or meaningfully represent the information that is im-
portant for analysis and classification. In simple words, feature extraction is done
so that one can represent a biometric image as a numeric value (feature vector).
Feature vectors are required to be very accurate to represent a biometric image
uniquely.

Only fingerprint based feature extraction techniques are discussed here. Several
factors make feature extraction a very challenging problem [22]: image noise, skin
conditions, distortions, rotation, displacement, etc. There are two well-known
properties in fingerprints: large variability in different impressions of same fin-
ger (large intra-class variations) and much similarity between two images from
different fingers (small inter-class variations) [4]. Minutiae based features are most
widely used in fingerprint feature extraction techniques. Simplest features consid-
ered are minutiae point co-ordinates (x,y) and orientation angle (θ). A lot of work
has been done on fingerprint minutiae matching techniques. Fingerprint minutiae
matching methods can be divided into global and local minutiae matching meth-
ods. Global matching techniques try to align all minutiae points before matching
while local matching techniques try to match local minutiae structures which are
characterized by attributes that are invariant to global transformations like rota-
tion and translation. Local matching techniques achieve distortion tolerance and
low computational complexity.

Local matching is about extracting features based on local structure of minutiae
points to achieve invariance regarding global transformations. Most of the existing
work in this regard use NN (nearest neighbors) [23,24], minutiae triplets [25,26],
minutiae cylinder [27,28], fixed radius based [29,30] and texture based [31,32] fea-
tures as mentioned in survey [4]. Some non-minutiae based matching techniques
use correlation-based fingerprint matching [].

2.2 Cancelable template generation

As discussed in chapter 1, cancelable biometric template generation is required
to ensure privacy, security and revocability of biometric data. After Ratha et al.
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6 Chapter 2. Related Work

[33] formally defined the problem of cancelable biometric, various types of ap-
proaches have come into picture regarding generation of cancelable biometric tem-
plates. Ratha et al.[5] proposed three transformations on feature domain to gener-
ate cancelable fingerprint templates : Cartesian, polar and functional transforma-
tions. Shuffling-based transformation using a user-specified random key are pro-
posed based on iris biometric features to generate cancelable biometrics in [6,7]. In
these methods, iris codes are divided into blocks and then shuffled using the user-
specified random key to generate cancelable biometric template. Some bit-string
type methods are proposed in [34,35]. In such methods, invariant features are ex-
tracted from fingerprint using minutiae based local feature extraction techniques,
then quantized and bin indexed to generate a bit string. Farooq et al. [36] proposed
triangle-based alignment-free method to generate cancelable templates in the form
of bits strings.

2.3 Cryptographic key generation

There have been numerous proposals for generating cryptographic keys from bio-
metrics. Generally, key generation techniques from biometric data follow similar
design. A biometric template is generated from biometric data using some fea-
ture extraction technique. This biometric template is used for generating a unique
key or binding a key to it which is regenerated later at the time of verification of
biometric. Some examples of key generation systems are [8-12]. Some key regen-
eration(key binding) techniques are [6,7].

Few key generation techniques have been proposed over the years using various
biometrics [8-12]. Davida et al. [40] proposed an approach that uses iris codes.
Monrose et al. [8] proposed an approach to generate cryptographic key from user’s
voice while speaking a passphrase. Feng et al. [9] proposed an approach to gener-
ate private key using a user’s online signature. Many other approaches have been
proposed over the years using different types of biometrics such as face [10,12],
iris [11,14,15], fingerprints [37,38] etc. In recent research [13-15], multimodal or
multiple biometrics is used in crypto-biometric systems. Most of these proposed
methods are for generating a key from cancelable biometrics.

Symmetric key generation has been the focus of most of the above mentioned
work. These symmetric keys are further used for encryption and decryption pur-
pose. Biometric data can also be used to generate key pairs for use in public-key
cryptography. Sharda et al. [16] proposed an approach for generating RSA key
pair using combination of fingerprints. Sayani et al. [39] propose an approach
to generate RSA key pair using fingerprint biometric to strengthen the security of
messages over a network. In some cases, unique key generated from biometric
data can be used as a private key in a public key cryptography algorithm, public
key can be generated using this private key.

2.4 Crypto-biometric system framework for secure com-
munication among users

There exist few work related to frameworks for secure communication over a net-
work using crypto-biometric systems.

Barman et al. [17] proposed a framework in which both sender and receiver ex-
change their cancelable biometrics using key-based steganography. Both cance-
lable templates are then merged together using concatenation-based feature level
fusion technique to generate a combined template. Shuffle key is used to random-
ize the elements of the combined template and this shuffled template is fed to a
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hash function to generate the cryptographic key. In this approach, shuffle key pro-
vides one more level of revocability. But, there are problems with this approach.
First, biometric data is shared among users through non-secure communication
channel. Second, this framework doesn’t prevent man in the middle attack. If a
person attacks the network and gets access to shared data then by intercepting both
users’ cancelable biometrics the attacker can act as another user using its own bio-
metric and setting up two connections simultaneously, with sender and receiver
both. Sender and receiver will never get to know if they are communicating to
each other or some man in the middle. This way, their cancelable biometrics can
also be used to setup connections with other users and communicating on behalf
of them. Although, author has done analysis of this attack but it is based on the as-
sumption that shuffle key is always securely transmitted beforehand using public
key cryptography.

Kanade et al. [18] proposed a crypto-biometric system for establishing secure com-
munication session between two clients. Their method involves CARA (Central
Authority for Registration and Authentication) with which the clients are regis-
tered. CARA stores cancelable biometrics of users registered with it. Whenever
two users want to communicate they first get authenticated by CARA which then
provides session keys to both users. These session keys are then used for trans-
formation on cancellable biometrics of one user and sent to other user. BSKGS
protocol [41] is used then to generate cryptographic key from this. This approach
uses CARA as authority which provides a single point of failure i.e. if an attacker
gets access to CARA database then all users’ biometric data is compromised which
can be used to communicate with any user registered with CARA on behalf of any
other user. This makes this system vulnerable, a user’s original biometric is se-
cured but their privacy is not.





Chapter 3

Proposed methodology

As discussed in previous chapter, not much work has been done on development
of framework for secure communication between two users. Existing work in this
regard possesses various problems which are also discussed in last chapter. This
has been the motivation of the work in this project. The goal is to develop a frame-
work which ensures secure communication between two users and overcomes the
limitations of existing technologies discussed previously. In this section, the pro-
posed work is discussed in detail.

An overview of the proposed work is given in Fig. 1.2. This approach starts with
fingerprint biometric of sender and receiver. Initially, feature extraction of both
sender’s and receiver’s biometric is done using pair-minutiae based feature ex-
traction method. Feature binary string is obtained after quantization and binning.
Next, a random key based permutation is applied on feature bit string to obtain a
permuted binary string. This binary string is hashed using SHA256 to generate a
256 bit key input for next step which is diffie-hellman algorithm.

Diffie-Hellman algorithm is used for generating symmetric keys at both sender
and receiver ends. Hashed revocable biometric templates of sender and receiver
are termed as private keys of diffie-hellman algorithm. These private keys are
fed to diffie-hellman algorithm along with two predefined parameters to generate
public keys of sender and receiver. These public keys are then shared between
sender and receiver. Diffie-Hellman algorithm uses user’s own private key and
other user’s public key to generate a symmetric key at both users end. This key
is termed the intermediate key which is further hashed to generate final cryptogr-
phic key in our technique. This key is then used for encryption and decryption of
information to be shared between sender and receiver.

This system also involves authentication of users before starting communication
among them. For this, a central authority (CA) for enrollment and verification
of users has been proposed. At the time of registration, a user generates an RSA
public-private key pair and shares this public key with CA along with some iden-
tification. CA registers the user with all this information and provides a signed
certificate to the user. This certificate is used by users to verify each other before
setting up the connection.

The above mentioned steps of the proposed framework are stated in detail in the
following sections. Fig. 3.1 gives the detailed diagram of the proposed framework.

3.1 Feature extraction from fingerprint image

This is the first step in this framework for secure communication. As keys need to
be generated from an individual’s biometric, a few bits variation in the key gener-
ation can lead to wrong outcomes at the time of decryption of messages. So, such
features are needed to be considered which are invariant to affine transformations
of fingerprint images. For this purpose, feature extraction technique proposed by
Wang in [21] has been used. They propose a transformed version of this technique

9



10 Chapter 3. Proposed methodology

FIGURE 3.1: Proposed Crypto-biometric system framework

which was originally proposed by Jin in [35]. In this technique, feature extraction is
done using minutiae-pairs, then quantization and binning to generate a binary-bit
string. Details of this technique are as follows.

Let minutiae points are extracted from fingerprint image and a set of minutiae
is selected such that distance between a set of minutiae is not less than a small
threshold. Let this set be denoted by

M = {Mk(xk, yk, θk)}m
k=1 (3.1)

where m is number of minutiae in set, xk, yk, θk are x,y coordinates and orientation
of kth minutiae, respectively. A pair minutiae vector Vij can be formed by pairing
up two minutiae Mi and Mj from set M. There will be (m(m-1)/2) pairs constituting
the set V which can be expressed as

V = {V ij : 1 ≤ i, j ≤ mandi 6= j} (3.2)

where each Vij is triplet of distance and relative angles of minutiae pair (M i,M j),
assuming the reference direction of line segment connecting minutiae pair is from
Mi to Mj. Hence, Vij is defined as

V ij = {L, αi, β j} (3.3)
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where L is the distance between minutiae pairs Mi and Mj, αi is the angle between
reference direction of line segment joining Mi and Mj and the orientation of Mi in
the counter-clockwise direction, and βj defined analogously. Range of α and β is
between 0 and 2π. Fig. 5 illustrates this triplet formation.

To determine Vij, the following two quantities X and Y are calculated first :

X = (xj − xi)cosθi + (yj − yi)sinθi

Y = (xj − xi)sinθi − (yj − yi)cosθi

Based on X and Y, Vij = (L,αi,βj) is obtained then

L =
√
X2 + Y 2 (3.4)

αi = arctanY ÷X (3.5)

β j = αi + θj − θi (3.6)

Here, pair-minutiae vector V is obtained. Next, quantization is applied on each
Vij in V. Quantization step size is finalised for each term in triplet (L,αi,βj) and
each term is represented in binary notation. Suppose nl,nα,nβ are number of bits
required to represent L,α,β in binary notation respectively. Then the total number
of bits to represent each V ij in V will be

n = nl + nα + nβ (3.7)

Thus, for each pair-minutiae vector Vij in V, a binary representation Vij
(b) of n bits

can be found. V(b) set of V ij
(b) can be denoted as

V (b) = {V ij
(b) : 1 ≤ i, j ≤ m&i 6= j} (3.8)

Based on the experiments done in [21], n=15 bits gives the most optimal results, 5
bits for each L, α, β. In this work too, n=15 has been used.

Next, binning is applied on binarized pair-minutiae vector set. Since there are 2n

possible combinations of n bits, binning from 00...0 to 11...1 is done. For each V ij
(b)

in V (b), index a bin by 1 if V ij falls in it. Only the bins indexed once are assigned
1 and all other bins are assigned 0. At the end of this process, a binary string hk

of length 2n is obtained in which 1’s correspond to the unique occurrence of those
V ij

(b).

This binary string hk is considered as the feature vector. This bit string is gener-
ated using pair-minutiae features and is invariant to affine transformations in the
fingerprint image.

3.2 Generation of revocable biometric template

In crypto-biometric systems, biometrics of users are transformed to cancelable tem-
plates to ensure security of biometric data. Cancelable template generation pro-
vides revocability and non-invertibility to the original irrevocable biometric of a
user. This template is used for sharing or matching purpose which can easily go
in hands of adversaries. Cancelable template generation is essential to provide
security to biometric data of users from such adversaries.

However, in this proposed framework, there is no need to share or store biometric
data. The process of key generation for sender and receiver takes fingerprint image
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as input and outputs a public key which is shared among users and intermediate
key. During this process, no information is saved on a disk which an adversary can
get their hands on. So, we need to make the feature bit string of biometric revocable
only. DH algorithm automatically provides non-invertibility to the input biometric
data so there is no need to perform it here. Hence, only a revocable biometric
template is generated from feature bit string of a user.

For providing revocability to the feature bit string generated after feature extrac-
tion step in previous subsection, permutation is applied on the bit string based on
a random key. A random key is generated at user end which is termed as trans-
formation key for revocable template generation. This transformation key is used
as seed value to generate random numbers upto feature bit string length. Bits cor-
responding to these random numbers are swapped with bits at positions strating
from the start and incrementing with each random number.

Lets understand this with an example. Say we have a bit string of length 16 bits. We
take T as transformation key which is used as seed to generate random numbers
from 1 to 16. Say first random number generated is 5. We swap bit at 5th position
with 1st position bit. Let next random number be 11. Now, 2nd bit is swapped with
11th bit. This process continues upto 16 random number generations and each bit
starting from the start upto last bit is swapped with bit at position equal to new
random number. This way, a bit string is generated which is permutation of the
original bit string. Using this technique, all possible permutations of original bit
string can be generated. Also, for a given seed value, same set of random numbers
are generated in the same order. So, this seed is termed as transformation key
of feature bit string because transformation on a feature bit string using the same
transformation key provides us the same permuted bit string.

This method ensures the generation of a revocable template from feature bit string
of the user’s biometric. As this method depends on randomly generated trans-
formation key T for cancelable template generation, T provides revocability to the
biometric template with respect to a biometric. A user can use different transfor-
mation key T to generate a different template from same feature bit string.

In this proposed work, this revocable biometric template is hashed using SHA256
hash to generate a 256-bit private key for the user. This key is never shared and
remains with the user only. Next we apply Diffie-Hellman(DH) algorithm using
this private key to generate a public key for the users. Diffie-Hellman algorithm
is discussed in next subsection and use of this algorithm in our proposed work
follows after.

3.3 Generation of public key and cryptographic key
using Diffie-Hellman algorithm

Diffie-Hellman is an algorithm which is used to enable users to securely exchange
a cryptographic key over public channels. This is one of the first public-key proto-
cols as originally conceptualized by Ralph Merkle and named after Whitfield Diffie
and Martin Hellman. The Diffie-Hellman algorithm depends for its effectiveness
on the difficulty of computing discrete logarithms [1].

Diffie-Hellman algorithm is stated as :

1. Take a prime number q

2. Take an integer α such that α < q and α is a primitive root of q

3. For user A, select a random integer XA < q

4. Calculate YA = αXA mod q

5. For user B, select a random integer XB < q
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6. Calculate YB = αXB mod q

7. Y A & Y B are public keys and XA&XB are private keys of user A & B respec-
tively

8. Public keys Y A & Y B are shared among each other

9. Calculation of encryption key K by A as K = (Y B)
XA mod q

10. Calculation of decryption key by B as K = (Y A)
XB mod q

11. K is the symmetric cryptographic key

The security of Diffie-Hellman lies in the fact that, while it is easy to calculate
exponentials modulo a prime, it is very difficult to calculate discrete logarithms.
For large primes, the latter task is considered infeasible.

3.4 Generation of cryptogaphic key using Diffie-Hellman
(DH) algorithm

As discussed in section 2.3, most of the existing key generation techniques focus on
generating symmetric keys. Problem with these techniques is that they require to
share this key through non-secure communication channel. In most of these meth-
ods, they assume a pre-established link setup between sender and receiver to share
the cryptographic key. Some techniques generate symmetric keys at both ends but
they share biometric data between sender and receiver. Sharing of biometric data
should be avoided in crypto-biometric systems as it violates the privacy and secu-
rity of user’s biometric information.

Here, the proposed approach is a method of generating symmetric keys at both
sender and receiver ends using public-key cryptography algorithm, Diffie-Hellman(DH)
algorithm. In this approach, revocable biometric template of a user is hashed to get
private key of the user which is never shared over the network. Advantages of us-
ing DH algorithm for key generation and sharing are : no sharing of biometric
data is required and only public key is transmitted over the network which even
if compromised, doesn’t reveal any information about the private key i.e., revo-
cable biometric data. This algorithm itself provides non-invertibility on biometric
template.

Revocable biometric templates(binary strings) of both sender and receiver are avail-
able. As discussed in subsection 4.1, n is taken to be 15 in our approach to get a
feature bit string of length 215. Same is the length of revocable template which is
premuted feature bit string. This large binary string needs to be mapped into a
smaller one which can be used as key input for DH algorithm. For this, SHA256
hash has been used here. Permuted binary string is hashed using SHA256 to gen-
erate a 256-bit key. This key is termed as private key of the user. This way, private
keys of sender (PRV S) and receiver (PRV R) are generated. Next comes the cryp-
tographic key generation part.

As discussed in previous section, DH algorithm requires a large prime number
q and its primitive root α. These parameters are not required to be generated in
each session, we can also use fixed value of these parameters over a large number
of sessions(Appendix A). In this approach, DH parameters of RFC 3526: 2048-bit
MODP group[45] have been used. With private keys PRV S, PRV R, q and α, step
4 and 5 of DH algorithm in section 4.3 are applied to generate public keys PUBS

and PUBR of sender and receiver respectively.

Public keys PUBS and PUBR are then shared between sender and receiver. Once
both sender and receiver have each other’s public keys, DH algorithm is applied
at both ends to generate a secret key using own private key and other’s public
key, as explained in step 9 and 10 of DH algorithm in section 4.3. This way, both
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sender and receiver derive a secret key. This key is termed as intermediate key
for the communication setup. In our approach, size of this key is 2048 bits. This
intermediate key is hashed using SHA256 to generate a 256-bit key which is the
final cryptographic key. This key is then used for encryption and decryption of
messages between sender and receiver.

FIGURE 3.2: Enrollment and Authentication using CA

3.5 Authentication using CA

The proposed crypto-biometric system also involves a central authority (CA) with
which all users need to be registered. When a new user joins the system, CA re-
quires to enroll it first. An overview of this is given in Fig. 3.1.

CA has a pre generated RSA public-private key pair of its own. Public key of CA
is shared among all users in the system. This enrollment phase can be divided into
following steps :

1. User generates its own set of RSA public-private key pair and sends its public
key along with its identification to the CA after encrypting it with public key
of CA.

2. CA identifies the user using this information and stores this identification in
its database.

3. CA computes hash of public key and identification of the user and encrypts
this hash, public key and identification of the user using its private key.

4. This encrypted message is termed as certificate of the user and is sent to the
user.

All users enroll with the CA to get their certificates. These certificates are used
for verification of other users before setting up a connection with them. Suppose
user A wants to communicate with user B. Verification phase before setting up this
connection can be divided into following steps :

1. A sends its certificate to the user B with a request to initiate the communica-
tion.

2. B decrypts A’s certificate with CA’s public key and computes hash of A’s pub-
lic key and identification. This hash is matched with hash in the certificate to
verify that this certificate is indeed signed by the CA.
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3. B then identifies A using its identification and then send its certificate to A.

4. A does the same steps as B to verify B. Once verified by each other, they can
start setting up the communication using proposed approach discussed in
above subsections.





Chapter 4

Experimental setup and results

In previous section, the proposed work on a framework for secure communica-
tion using crypto-biometric system was discussed. In this section, implementation
of this work and experimental results are discussed. Database and experimental
setup are discussed first. Next, results of experiments for a number of cases are
discussed. Results are calculated and compared with existing techniques and also
for all possible cases of attacks.

4.1 Database

The proposed method was evaluated using the FVC2002 databases [44] (DB1, DB2,
DB3).

A unique pair of fingerprints is taken from a database as fingerprints of sender and
receiver. Genuine cryptographic key is generated using these fingerprints. Rest of
the pairs of fingerprints of same subset of the same FVC database are taken to gen-
erate imposter key. This way, all pairs of genuine fingerprints and corresponding
pairs of imposter fingerpritns are taken. For testing accuracy of key generation, 8
instances of a fingerprint are used for each fingerprint in databases DB1, DB2 and
DB3.

4.2 Experiments and results

In this section, experimentation of proposed system is discussed upon the follow-
ing parameters : randomness of private key for different transformation keys, ran-
domness of cryptographic keys on using imposter pair of fingerprints, and ac-
curacy of cryptographic key generated using genuine and imposter fingerprints.
These results are discussed as follows.

4.2.1 Randomness of private key for different transformation key

For this experimentation, first instance of fingerprint for all subjects in set A of
databases DB1, DB2 and DB3 has been used. For each fingerprint, private key is
calculated for a transformation key T. Then, private key is calculated for 30 differ-
ent randomly generated transformation keys for this fingerprint and hamming dis-
tances of private key against the first private key generated using transformation
key T are calculated. This way, 30 hamming distances are calculated for each sub-
ject in set A of databases DB1, DB2 and DB3. Since, set A contains 100 subjects, a
total of 9000 hamming distances are calculated, 3000 for each database. Histogram
of these results is plotted which is shown in Fig. 4.1. It can be observed from the
histogram that mean hamming distance is 50.03% which means that average ham-
ming distance between two private keys generated using different transformation
keys is 128 bits. Hamming distances are spread between the range of 37.11% to

17



18 Chapter 4. Experimental setup and results

64.06% with a standard deviation of 0.031. For change in transformation keys, 40%
to 60% bits of private key are different in 99.85% of cases. So, on changing trans-
formation key for a given biometric, upto 128 bits of private key are changed in
most of the cases.

FIGURE 4.1: Hamming distances among private keys for different
transformation keys

4.2.2 Randomness of cryptographic key for imposter pair of fin-
gerprints

For this experimentation, set A of databases DB1, DB2 and DB3 are considered.
Set A has 100 fingerprints of 100 subjects in each database. These fingerprints are
divided into 50 unique pairs. For each pair, that particular pair is considered gen-
uine while rest of the pairs are considered imposter pairs of fingerprints. This way,
a total of 50*49=2450 possible combinations are possible for each set A. Hamming
distances of cryptographic keys generated using genuine and imposter keys are
calculated. This is calculated for each combination of genuine and imposter pair
of fingerprints in databases DB1, DB2 and DB3. Hence, a total of 2450*3=7350 ham-
ming distances have been calculated which are plotted as histograms in Fig. 4.2. It
can be observed from the histogram that mean hamming distance is 49.94% which
means that average hamming distance between genuine and imposter keys is 128
bits. Hamming distances are spread between the range of 37.89% to 61.72% with
a standard deviation of 0.031. As per the quantity of imposter keys, 40% to 60%
of the bits of genuine keys are different from 99.89% imposter keys. A small num-
ber (0.04%) of imposter keys have unmatched bits below 40%. Hence, an imposter
cannot get more than 128 bits of 256-bit cryptographic keys in most of the cases.

4.2.3 Accuracy of cryptographic key generation

In this experiment, accuracy of cryptographic key for different instances of same
fingerprint is tested and compared with cryptographic key for imposter finger-
prints. For this, actual experimentation is done on the feature bit strings generated
from fingerprints. Set A of databases DB1, DB2 and DB3 are considered. Each
such set A has 100 subjects with 8 instances of each subject’s fingerprint. First
two fingerprints of each subject are taken as genuine pair of fingerprints and rest
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FIGURE 4.2: Hamming distances between genuine and imposter keys

of the subject’s first fingerprints as imposter fingerprints. For each subject, ham-
ming distances of feature strings generated from genuine pair of fingerprints (first
two) and hamming distances of feature strings generated from first genuine fin-
gerprint and rest of the imposter fingerprints are calculated. This way, a total of
100 hamming distances of genuine pair of fingerprints and 99*100=9900 hamming
distances of a genuine and an imposter pair of fingerprint have been calculated for
each database. These hamming distances actually tell about the difference in num-
ber of bits in feature strings generated from a pair of fingerprints. For a genuine
pair of fingerprints, hamming distances must be minimal while for a pair genuine
and imposter fingerprint, hamming distance must be higher. Average of these val-
ues is taken and result is termed as error rate in key generation. This experiment
in divided into two: 1) transformation key is different for imposter fingerprints
and same for genuine fingerprints and 2) transformation key is same for imposter
fingerprints. Experimentation was done for different values of n and best results
were obtained for n=12. Experimental results are shown in table 4.1.

TABLE 4.1: Error rate in key generation (in %)

Database Genuine Imposter
Same transformation key Different transformation key

DB1 9.28 15.61 31.06
DB2 11.74 17.89 36.51
DB3 9.29 16.65 24.39

As it is clear from the results, for genuine pair of fingerprints average error rate
in key generation lies in range of 9.2% to 11.8% while for imposter fingerprints, it
is much larger. For first case where transformation keys are different for imposter
fingerprints, error rate lies in the range of 24.3% to 36.5%. For second case where
transformation keys are same for imposter fingerprints, error rate reduces in com-
parison to first case but still is significantly higher which is in the range of 15.6%
to 17.9%. From these results, it can be stated that if an imposter fingerprint is used
for generating same key as of a genuine fingerprint, it cannot be done as in most
of the cases the imposter key will be different from genuine key by atleast15-16%.
In case of genuine pair of fingerprints i.e., different instances of fingerprint of the
same subject, error still remains in the key generation but is lower and there is
scope of further optimizing it using other feature extraction techniques to reach an
error rate of 0%.





Chapter 5

Security Analysis

In last chapter, experiments on randomness of cyptographic key in various sce-
narios using the proposed system were discussed. Hamming distance histograms
were plotted for each scenario. This section focuses on security of the proposed
system. Privacy of biometrics of users is discussed first. Next comes the discus-
sion about security of proposed system in various possible cases of attack.

5.1 Privacy of biometrics

The core benefit of this approach is that biometrics of users are neither stored nor
shared in the whole system. Two users can communicate with each other without
the worry of storing or sharing their biometric data. Also, there is no information
in the system that adversaries can get their hands on that can reveal the biometric
information of users in any way. Let’s discuss this below in detail.

Starting with the feature extraction of biometric data of users, feature vector ex-
tracted from the biometrics is permuted to get the private key of the user. This
private key is fed to DH algorithm to generate public key which is shared then.
Public key of other user is combined with private key to generate a symmetric
key. Now, in this whole process of generating this symmetric cryptographic key,
no intermediate transformation is stored anywhere. So, no adversary can get any
information related to biometric from this whole process. We consider public key
and cryptographic key generated from DH algorithm to be non-invertible which
ensures the security of biometric data of users. Security of DH algorithm is dis-
cussed in later subsections. This ensures that there is no such information that
someone can get their hands on that can reveal the biometrics of users.

5.2 Security of Diffie-Hellman algorithm

The security of Diffie-Hellman key exchange lies in the fact that, while it is rela-
tively easy to calculate exponentials modulo a prime, it is very difficult to calculate
discrete logarithms. For larger primes, the latter task is considered infeasible [1].
Lets understand this with an example. DH algorithm requires two parameters q
and α, let prime number q be 353 and its primitive root α be 3. A and B select
private keys XA = 97andXB = 233 respectively. Now, the public keys

Y A = 397mod353 = 40

Y B = 3233mod353 = 248

After exchanging public keys, common secret key is

K = (Y A)
XBmod353 = 24897mod353 = 160

K = (Y B)
XAmod353 = 40233mod353 = 160
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Assuming that an attacker has q, α, Y A and Y B, to determine the secret key K he can
use brute-force in this example. Attacker needs to solve the equation 3amod353 =
40 or 3bmod353 = 248. But with larger numbers, this problem becomes impractical.
Hence, even if an attacker gets access to the public keys, private keys cannot be
generated from them. Same applies on the cryptographic keys, private keys cannot
be generated from public and cryptographic keys. So, DH algorithm performs a
non-invertible transformation on the private keys.

5.3 Security of cryptographic key

In this approach, cryptographic key is generated from biometric of sender and re-
ceiver using DH algorithm. This key is valid for only for a session and is destroyed
as soon as the session is destroyed. This key is never shared so there is no way to
get this key by attacking the network. There can arise different possible attacks
on the proposed system. Next, the security of this system against such attacks is
discussed in detail.

5.3.1 Network attack

In this attack, an attacker cracks the network security and can get all the informa-
tion shared over the network. In this system, public keys of sender and receiver are
the only information shared over the network before generating a secure session
key. If an attacker gets public keys of both sender and receiver, no information
can be reverse-engineered using these keys as discussed in section 5.2. So, this
proposed system is secure against such attacks.

5.3.2 Attack on a host

This type of attack considers the possibility that an attacker attacks a user/host in
the network and gets all the information available at the user end. In this system,
a user stores transformation key, cryptographic session key, RSA public-private
key pair and authentication certificate. With all this information, the attacker gets
access to that particular session only, nothing else. An attacker can log all the en-
crypted transmissions and can get stored messages of that user, but the attacker
still can’t decrypt these messages. As cryptographic keys are changed in each ses-
sion and are not related in any way except that they are generated from original
biometric of user, an attacker can access messages of that session only. For de-
crypting messages of previous communications and to encrypt messages of future
conversations, an attacker still needs original biometric of the user which we can
assume will be secure with the user. This way, access to cryptographic key of a
session gives access to messages of that session only, neither the previous nor the
future communications. This property is called perfect forward secrecy which the
proposed system achieves.

5.3.3 Replay attack

Use of session keys used in this system prevents the replay attacks. For each ses-
sion between two users, a different cryptographic key is generated and destroyed
as soon as the session is over. If an eavesdropper wants to make replay attack using
a message previously transmitted by legal users, then it will fail because crypto-
graphic key is changed and retransmitted message will make no sense to the user
now. If an eavesdropper uses one of the public keys shared between two users and
makes replay attack using this, cryptographic key cannot be generated because it
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requires own private key along with public key to generate final cryptographic
key. This way, the proposed approach resists replay attacks in the system.

5.3.4 Man in the middle attack

In this approach, before starting communication setup two users need to verify
each other. This verification takes place using certificates provided by trusted cer-
tification authority (CA). Two users before setting up the communication verify
each other by sharing their authentication certificates and checking each others
identification. This verification before the communication setup makes sure that
a user is communicating with the correct user, not a man-in-the-middle (MitM).
At the time of verification, if a MitM eavesdrops two users certificate and sends
his certificate to both of them to setup two communications, he will be verified as
himself not the other user with which a user wishes to setup the communication.
This way, a MitM attack will be revealed. Even for this, a MitM needs to have a
authentication certificate provided by the CA which can only be provided to him
after verifying his identity. So, no unknown user can get the certificate without
identifying himself, once identified he cannot make MitM as his identity will be
revealed in any such attack. Use of CA in the proposed approach to verify users
using certificates prevents the system from MitM attacks.





Chapter 6

Conclusions

Cryptographic key generation and subsequently its maintenance are the two im-
portant issues in traditional cryptography. This work addresses these issues and
provides a novel approach to generate symmetric cryptographic keys using finger-
print biometrics of sender and receiver.

Biometric data of users is neither stored nor shared at any point in the commu-
nication which provides privacy and security to biometric data. Revocability is
provided to the irrevocable biometric data using transformation keys. Also, this
work ensures long term security of messages shared among users by achieving
perfect forward secrecy. Various attacks like replay attack, man-in-the-middle at-
tack etc. are resisted by the proposed crypto-biometric system. Thus, this pro-
posed approach provides an effective solution to the need of session-based secure
communication setup for transmitting messages over an insecure communication
channel.

There is a scope of optimizing this approach in future. For generating crypto-
graphic keys from biometric data, accuracy is vital. For this, invariant features are
extracted from biometrics of users and further used to generate keys. For multiple
instances of a biometric of a single user, feature extraction technique should give
the exact same output. To achieve an accuracy of 100% is a very tough job but
there is scope of increasing accuracy in our approach. Future work can be done
on this part to achieve as much accuracy as we can get in order to get accurate
cryptographic key from biometric data of users.
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Appendix A

Using same DH parameters for
multiple sessions

There is no known bad side-effect to sharing the same DH parameters with other
people / servers. There has been some theoretical concern about how an attacker
might invest a lot of work into "breaking" discrete logarithm modulo a specific
prime and then reusing the intermediate calculations to quickly break many DH
instances which work modulo that specific prime. In that sense, reusing common
DH parameters might imply an extra power of nuisance for the attacker. But, this
kind of cost sharing does not work for all DL-breaking algorithms, and this also
assumes that the attacker could break DL modulo the prime, i.e. the prime was
too short or "special form". This would be a much more pressing reason not to use
that prime: not that it is shared, but that it is weak.

Thus, using existing, shared DH parameters is not a problem as long as you can
make sure that the said parameters have not been specially "cooked" to allow for
a fast(er) break. This usually means that the generating algorithm has been fully
specified and can be verified to have been faithfully followed.

Using custom DH parameters should work with all clients, because there is no
implementation advantage to tying an implementation to a specific modulus (con-
trary to elliptic curves). As long as your modulus fits in the size requirements of
a specific implementation, things ought to be fine (some older implementations
have trouble with sizes beyond 1024 bits; other won’t like a modulus whose size is
not a multiple of 32 or 64 bits).
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Appendix B

DH parameters

In this project, following parameters (RFC 3526 : 2048-bit MODP group) were used
for implementing DH algorithm.

Prime number (for modulo) q:

FFFFFFFFFFFFFFFFC90FDAA22168C234C4C6628B80DC1CD1

29024E088A67CC74020BBEA63B139B22514A08798E3404DD

EF9519B3CD3A431B302B0A6DF25F14374FE1356D6D51C245

E485B576625E7EC6F44C42E9A637ED6B0BFF5CB6F406B7ED

EE386BFB5A899FA5AE9F24117C4B1FE649286651ECE45B3D

C2007CB8A163BF0598DA48361C55D39A69163FA8FD24CF5F

83655D23DCA3AD961C62F356208552BB9ED529077096966D

670C354E4ABC9804F1746C08CA18217C32905E462E36CE3B

E39E772C180E86039B2783A2EC07A28FB5C55DF06F4C52C9

DE2BCBF6955817183995497CEA956AE515D2261898FA0510

15728E5A8AACAA68FFFFFFFFFFFFFFFF

Primitive root (generator) α: 2
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